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Efficient Privacy-preserving Inference Based on Secret Sharing for Convolutional Neural Network
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Abstract: In privacy-preserving inference using convolutional neural network (CNN) models, previous research has employed methods
such as homomorphic encryption and secure multi-party computation to protect client data privacy. However, these methods typically
suffer from excessive prediction time overhead. To address this issue, an efficient privacy-preserving CNN prediction scheme is proposed.
This scheme exploits the different computational characteristics of the linear and non-linear layers in CNNs and designs a matrix
decomposition computation protocol and a parameterized quadratic polynomial approximation for the ReLU activation function. This
enables efficient and secure computation of both the linear and non-linear layers, while mitigating the prediction accuracy loss caused by
the approximations. The computations in both the linear and non-linear layers can be performed using lightweight cryptographic primitives,
such as secret sharing. Theoretical analysis and experimental results show that, while ensuring security, the proposed scheme improves
prediction speed by a factor of 2 to 15, with only about a 2% loss in prediction accuracy.
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R+R,—~R+ A;—A, =X,-X,+A;— A, =X. B, TR BAEVMLLE KT IR X, IRTT0, HRRE A A% P C
BEALAE R, HE H X 2R3 S IR, X A2t A ¢ C MBRAAEUIE X AT IS S

EIB 1. W1 PRI i B A X A 4h 2 IR g s

IEFA: NS AR, CHIE W, W, R, R, A1 R, TEWT I OCHAE + T B v — MR RLER, DUBE R, AR, 157
A, W, BLERE R ARSI IR, JE i — NN RE R e R, HUk, BT R, = R, - R, - R, i R, A
R, 73 B2 R (MRT 2B RS —2B4T. 3 H AR (R, R,) A (R, Ry) FA MR M0 A0, I AE T8 E AT X 4. oA T B AR
K, SRR R Ry R AR R RIBE N R 2 (8] A, DR AR b 2% [ T — ANBEALAE FE, B R, E kA A,
ALK R, — R, FI R, WL B MR 53 4. R, — R, A1 R, WAL FAT AR ) 53 A [k, R, A1 R, FAT AR 49 A
T, (R, Ry) F1(Ry, Ry) B ARFI 43 A, (E A (b, SRS ity S BUEE T T 2, I vk 76 st
hIH RGBS T S . AR, BAIERE A % i C BENLAE R, JF BT 2 545 S RE, X At &
i C IR AL EAR X AT (5 8. AIE B

EIB 2. Vil 2 PRIEE P o B AR X A2t 25 2= IR 4% 5.

IEEA: BT H 2 W O e RO RV € R AT HR30 1 58 k- A3 B, B2 MER O T % 13 C IR AL
Bl X AEATE B BEAN, Y 2 b H A R I PR AR 58 B, TE 75 %% 77 it A 25 I 2% 3 3R AT 28 L, DRI ORAIE 2% 7 i B
FBIE X A2t Fe 25 = g% 3% UEEE.

43 WEHH

BT T BT RRNEAE R R tH R R ROk E T 1 AR 6 AT AR 7 AT, R REN
O(xxyxz). NS B C 85 E A FEI T HFE W, FIW,, AFZI8 OCex y). I C B.S (I (E 5 4 LI o T
F2A-R™', R, MR, LEZE N 002), O(yxz) Al O(yxz). R HMY 1 SAEEEERE N Oy X (x+y+2)). il 2
BT T — 1 FIHRAT, AR I PE A 56 AN B8 S E A5 TF4, BN B R afeik i 5, TR
A2 FE AT IR O(x xy X 2), BRIBISTFR N O(y X (x +y +2)).

AN Z SRR L E W51, Kb dE L AR, L, BAREWZE, ML= L+ L,. FIZAES S Ak TH
TN O(Lx xxyxz), MAARBEGFEIFHE AN OLXyx (x+y +2)).

5 SR

O, PR TSI RE. SN, R T TR AR AL IR, IR B S 2 R I BT T IR w S, VR T ZAE
SR TR A B
51 LWRE

ZAHELLEH] TensorFlow PRI ZREARER FERZE I &%, S0 BT th 7 GREAT ReRA ORAP T P S 36 25 76 A 1F
¥ %N Intel Core i7 CPU, 6 4™ 3.19 GHz #%-0>f1 15.8 GB HJ RAM MIiH 5L EREAT. S2Ib 2 R IR S sh k47, A

FH LeNet. AlexNet. VGG16 F1 ResNet18/50 1% 5 FhA A G AR I8 P 25 SR 44 FITide i) 5 Fh 2R M0 as 17 AR
B FNRE T BN AR AR T YT B AR I 2 Wt P i 32 T 1) XA B T IR IRATT T R AE AR R



ik %1 T

B

o F 0 3 BB AMR AP B ARAT 22 P 44 TR 9

R AT LB N ()4 R, IF HLAE MNIST. CIFAR-10 Al CIFAR-100 #5#5 45 _F k4T 5256, MNIST 46 60 000
ik 28x28 R/MNAF S HF 0-9 MR EEE, FH 50 000 5K FHTI1Z5%, 10 000 5K FH Tk, CIFAR-10 Al CIFAR-100
S 50 000 MNZREMEF 10, 000 AR B, KA 32x32. X TN 5 18] M — 1) X 1 2 28 i,
CIFAR-10 A 10 A5, i CIFAR-100 45 100 42851, 3 ANEHEAE 7 3B A A [F AR B 3 5%, #8685 70 45 St
TE 2RI B 5 RO 2. FF BN B s 455 2 BB 78 TAR 122 2 e 8 (0 AR R — 550 SXRE (0 0 £
BATVRITAh &5 REE R BRI, LEERR T REARES N HIMEGERIL
52 ZMBRITENR

Wil 7 T4 BRIk (1w s R R AR 32, oF BV AN Rl N R ST AR B A A i 2 AT IR, 5 2 AT
WA TAE 75 AT L. AN E 0 TR SN # R B LR L, H B E M AT E IR/ N RE S 5.1 3
IR AR,

BATRAT T 4 N EEBEENR, HELEE N (ne,ny). T 1 B T AF R [E 5 15304748 B 362 i SR 0] A0
FHRY. Soeardt T RAMEZ M TIEM L, 32 A B0RD T 2-10 i+ SREIE), i B8 1E A8 K.

K1 ARSI I AN 1

1x2048 16x1024 128x1024 512x1024

T3 WS BRI WBEE I WEFE WA EEE T
(MB) (ms) (MB) (ms) (MB) (ms) (MB) (ms)
Gazelle! 0.30 5.81 0.55 9.41 0.90 14.86 2.39 17.26
Delphi” 036 4.63 0.48 731 0.89 11.95 2.56 14.34
CrypTFlow!™ 0.38 3.48 0.43 6.63 0.85 10.88 2.62 12.58
GALA™ 0.30 3.06 0.46 5.85 0.88 8.02 2.33 10.72
Cheetah™" 0.32 0.87 0.52 2.66 0.85 3.63 2.66 8.94
FastSecNet!'” 0.27 2.13 0.33 3.46 0.81 6.34 1.96 11.39
Ours 0.10 0.43 0.12 1.05 0.72 2.61 1.31 6.93

X BUE T RAEN B, P T A F AR DN, AR Rom N = 4E 5K (u, Xy x ¢;), Forbu, Rl w,
AN TR L, ¢, M RIBE R BRI KN (i, xky x k), Ferf ke, 1k, BB 098 LA,
ki ARG R BB KL RGBT R BN R M R S, IZMEST R TR D TR 3 A HOEAE T B KRB A,
K2 PR, T B BUR LA P28 5 SRR S RURAE, Frie th 77 RAEGRUT I RA L4 it SRR, Eid &
TREFA LR T

®2 BRI AEN

16x16x2048 16x16x2048 32x32x32 16x16x2048
. 1x1x128 3x3x128 3x3x32 5x5%2048
ik T T T ) T R o
(MB) (ms) (MB) (ms) (MB) (ms) (MB) (ms)

Gazelle!™? 0.50 45.05 0.50 74.61 0.21 109.42 2.47 852.16
Delphi®” 0.57 4821 0.57 88.36 0.18 111.63 1.98 873.81
GALA™ 0.40 36.45 0.40 77.48 0.19 104.26 233 803.93
Cheetah™" 0.45 25.34 0.45 5245 0.17 65.32 1.65 703.45
FastSecNet!"”) 0.43 30.19 0.46 64.92 0.20 86.32 1.84 842.13
Ours 0.33 16.13 0.33 32.98 0.14 40.01 1.43 395.93

5.3 MEEEIFE
B IR) P40 A AE TF4: 1 500 4 AN B G AR IR FE AR 28 I 25 BT E MINIST £ 56 L iP Al s th 7 &,
XS AR E B RE R H A H R A: 3 N EER)Z, KA ReLU BUHRE; B: 1 MEREM 1 AN 2%
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=, KH ReLU BUE R C: 1 MEEM 2 MiER 2, KH ReLU BUF KA D: 2 MERERM 3 MEEE, R
FH ReLU 30 bR B~ 4yt Ak (B, LeNet). %07 RN A] LA T Hfhor ik, iR AFa5> 7 3 4%, 3 FEE I K
BRI, Wik 5 Brow.

5.0 90
45t 80 f =il
2 40F =70t -
S35t Eoo0f
=301 = sm 50+ =H
=55 =R = 50 =H &
e S| S40¢ £
2s| a0 (2 | Ed0p ) 6
=Ry E 3 | Eoof = =i = L
o5l £ =R =N - = SiE =N
B C D A B C D

miniONN s« Gazelle = Delphi = Circa = GALA » Cheetah - FastSecNet ~ Ours
Bl 5 25 S AR B 48 Y 455 sk ) IR A T4

SR, T SR 7 SR N FH R SRS L 3 A 8 P o 26 ) 4 R 8 308 SR P 3838 A /I P A SR 3 5 22 (R,
FITHR H R HE 2R 7E IX e 45 44 v R ISR 47, 49120 AlexNet. VGG 1 ResNetl18/50. % 3 JE/R T £ CIFAR-10 i FIR[A]
J7 ZE 1) CNN B[Rl FNIE S JF45. 5 FastSecNet A1 Eb, FUIAS 8]~ 349820 8 £5. FATHIJ7 Z L Cheetah £RZ) 2 £, I H.
5 CrypTFlow # L, (@i 56 45 8 G VR V8 FLIEE, PRI 1 12 £5. 55T R& M ARG LK Gazelle f1 GALA
AHEL, BATITT E 0 BISRAE T KL 15 F5AR1 10 450 T IR, &2 BT 3RA T 2 g v B S R 2 80 — ik
Z AT F IR R R T RS IS FE R T L it E 7%, AR TR 8 R FAE R 7> =R
T AT E N, B R T I E I A FEAS T8, Bhabh, AT LA ERELe M B o BT T 45t M1k, 851
R ARZMEZ R A T & M I BIR, G RAR T T 2% B BLORIE T TR .

%3 FE CIFAR-10 %4 48 1 58 B BE AL A 25 ARV 22 00 24 Yot 0l Fiy B [ K11 I8E 15 T4

AlexNet VGG16 ResNet18 ResNet50
T WA AR BETFE R ITA BETFR A IFEY BEE EEITe
(MB) (s) (MB) (s) (MB) (s) (MB) (s)

Gazelle!" 463.18 12.10 551.95 18.94 652.64 23.21 4226.13 71.79
Delphi” 962.13 7.65 1396.62 9.52 2536.92 15.63 7803.6 43.26
CrypTFlow!™ 833.16 9.85 1629.65 14.25 3186.36 22.63 9915.32 56.24
Circa® 613.72 3.73 676.31 5.16 709.28 12.92 5413.29 25.17
GALA™ 420.12 4.84 530.13 7.29 631.15 14.42 4210.78 32.10
COINN®7 862.16 1.68 956.23 2.27 1576.35 4.97 4276.13 723
Cheetah! 377.83 2.05 615.38 4.56 1493.62 3.74 4305.78 5.93
FastSecNet!!'”) 563.16 6.32 842.93 10.39 2263.93 19.96 6346.93 48.32
Ours 353.24 0.98 467.51 1.16 588.72 2.51 3620.34 3.86

FER 4, BATKITT RAEAF FE AR M 2 b T SR R LEERZ) 2 . BEAh, BRI s 5 2t TAREAT T
THEE AR T B SBUA JTIEAR G, P 77 AR B AL ORI T 75 T R T T 213 %, AR BAREAR T
50%—75%. 1X & K FRATH 7 52 BN B RL OR-a TN ol A A1 R A2 R 4 0 55077 A5 RS, e G 1 2% BN A
bR 7 RGRITERE. XL SRR IS i AN DU AR AL CR 5P TN SE s, 10 ELA i 7 RGE T e, TR T
RIS 8],

TR AER 2 A2 AR LS B B ) 56 A AR o, 38 OBV FUBORTH 5T ReLU. BRI I FRES A R T 70
DR 2R, EE R T & ROE (R AR, A8 A5 E S B 5t P RS AN SRBR. FEAZAEZE A, SR 280t — k2 Ok
MAATH5E ReLU. SR, A FH 3 ABA 5 ¥2oR v S50 R B800h SR 2 2 ST AE A R (O BRAIR. Dy 1 R phak A i) 7L, S ol
25 LNN k22 2] — LR AR5, KAk 3Rk 2afe LU I (¥ 28 BOR M DRESRL OR3P PN v R 2.
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4 £ CIFAR-100 $H 5 - 58 BB AL OR 3726 AR 0 I 26 TN £147 A [ 00368 135 044

AlexNet VGG16 ResNet18 ResNet50
T BETFE IAIERY BETFEY TR ITA BETFRY WIEIEEY BETE EEIEey
(MB) (s) (MB) (s) (MB) (s) (MB) (s)

Gazelle!™ 42429 13.40 532.63 19.46 664.16 27.60 4323.29 73.17
Delphi!'® 1236.32 7.76 1679.33 9.76 3036.45 16.85 8974.60 45.62
CrypTFlow™ 851.75 11.56 1632.95 16.89 3698.62 24.90 9827.95 58.67
Circal” 603.11 3.47 693.26 5.71 733.99 14.23 5673.12 26.93
GALA™ 413.18 5.03 524.17 735 642.51 14.68 4128.39 38.16
COINN™ 989.46 1.92 1156.36 2.75 1426.32 3.03 4423.52 741
Cheetah! 407.23 2.65 618.23 3.56 635.72 4.56 4901.54 9.64
FastSecNet!'” 596.26 8.23 996.21 13.26 2563.16 26.32 6965.16 52.13
Ours 389.96 1.38 503.36 1.71 606.31 2.59 3793.28 6.86

N T RS HA IR 2 WA AT S AR 2t Z B0 s 8 S TR IE LR (175 & (19140, Delphi #1 Circa) X il
DUHERR R R0, AT 4 FORF BB 4 (B MNIST. CIFAR-10 Fl CIFAR-100), 7£ LeNet. ResNet18 Fl
ResNet50 HEAT SEBPFAL, IR 55 Y SCREAY (0 T AE A 22 B0 AT LIS, W3R 6 Paw, P thHE 22 S STl v ff 2
T EEZ) 2%. 1EBRARMRY T b, 2R R MR8 2K A2 T LA 2 11,

5 BPURE M AEA R B G BRI TIER (%)

Hige Ours Delphi™ Circa®™ B
MNIST (LeNet) 97.38 97.06 97.52 98.75
CIFAR-10 (ResNet18) 79.32 78.88 79.26 80.68
CIFAR-100 (ResNet50) 70.33 69.23 70.89 72.78

SRR Z BT AR 9 T s e th i T iH 5 ReLU S0 s 10 280tk — k2 G A5 72 69
AR, AT TIHRSEL, W 6 PR, G5 REW], SEAEAUTT RS 1 A RTINS SR ) G R, IR
TN ARG AR T 10%, F L SO ZREERG . X BE RS HOE N A TG R, HH IS B FIEIEE S, A
1 S HERA I AU ReLU B e 4. o iR, JATTHI 7 AR PRIEEAR AL RO RTER T, THE R AR AR BUS T X2
BT, TRV TR A 5 (RS2 AR .

TMER R (%)
3

10} ‘

MNIST CIFAR-10  CIFAR-100
RZHUL - 2L

Bl 6 RSEIMSE =R Z TR ARk 2T G 2
BB BRI R 7E ARt B — P E o & 2% FI R FZ B A — 2 ReLU 2R IZRAREY,
CABE R A DA AL 3 Re LU 5 BUT0I A 2 BRI il 0. R, 30K £ 5 U8 A 1 1 B8 BT I 2 ) 1) DL R A7 T 4. R 7
JER T BSOS Y 5 BT S50 (R FI N7 i P8 A SR B 25 3R 54, 78 CIFAR-10 _Ei)Il %% ResNet18 #4175 Z K4
2h BT RB e T AR IR, BTHTIZN A 28.93 min. JFI4 ResNet18 1M (R £E 4% K/ Ay 450 MB, T 505
BRI T 17.92 MB BIFEREFFAY. 38X L, BT LA BB Zhm ] A S BRI A 4 T AR 2. ] T 538
YIERTT LAYE B 2RI B 58 B, 1 78 2R B A B R T 285 2R A R
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AR SAR wrre b v

R 6 ABUARIIN 5 EH ISR (8] KBS A T4

FEZE MNIST (LeNet) CIFAR-10 (ResNet18) CIFAR-100 (ResNet50)
B A R4 (min) 5.23 28.93 41.63
A (MB) 2.39 17.62 22.36

6 =B %

FEABIF LA, - T — o AL DR BUAEZE, #0812 s i RRRA B . O 7 S s i, st 17— Fib

BT PR L I R R SO R 2 B — Rk 2 TR L5 ReLU J7ik. SRER S5 SRR M, P th A HESE EL
BUA 7GR 2-15 18, IR OREF T T AER 2. R, FRATOOGEAE G RIR 2 M 45 IO BRAA T, 7EARR, H4 9 %A
2R3 Transformer S5 AN RSN |, THRITRZ AR AL BT LI 3R 07 I 2 A RE D, DAL — AR B 2 AR R Y
eyt EIUERIRAIZ A, BEAh, 2 HT BT T4 b e P A S B U DO A A 28 00 2% 25 K A v B v AR B L. R
ZRIX LA AT DLHE— 20 5 i B AL PR A T 7 22 A P AN 2.
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