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Abstract: In certain designs and applications of practical lattice-based cryptography, one may need to use a special kind of LWE problems,
in which the public matrix is sampled from some non-uniform distribution, to argue securities of corresponding schemes. Recently, Jia et
al. formalized definitions of LWE problems with semi-uniform seeds, and proved corresponding hardness of Euclidean/ideal/module
lattice-based LWE problems with semi-uniform seeds by using similar reduction roadmaps as those used to show the hardness of the
so-called entropic LWE problems. However, Jia ef al.’s reduction will introduce great losses in Gaussian parameters of errors and
dimensions. Also, additional non-standard assumptions are needed to argue the hardness of semi-uniform LWE problems over rings. In this
paper, we present a tighter reduction for LWE problems with semi-uniform seeds by modifying techniques used in proving the hardness of
Hint-LWE problems. Our reductions are almost not affected by algebraic structures of corresponding problems, and could be applied to
Euclidean/ideal/module lattice-based LWE problems with semi-uniform seeds uniformly. By using our methods, it is possible to prove the
hardness of corresponding LWE problems with semi-uniform seeds based on standard LWE assumptions without introducing any additional
non-standard assumption. Our reductions also keep the dimension of corresponding LWE problems unchanged. Meanwhile, the reduction loss of

Gaussian parameters of corresponding LWE problems is relatively small.
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=WU+Ey) s+ (e +e;)modg-R
=A-s+(e;+e,)modq-R.

FTUA, #R3E BRI 4, LATATARE] |p, — psl < negl(R).
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Game,: Iiff U« U(ERZnXd), Ey € ¢y, s € x5 WR s1(0c(Ey)) >n, M L SWESHGE e, © Dgmy,

e, © Dgmgy; FitH A= U+E,modq-R, z=E,-s+e,, W = (Jizz-lﬁ+%-JC(EU)T-JC(EU))‘1,

Czy_lz'zo'ﬂc(Eu)T'Z; Wi f BRE §<—’Dmd_‘/2—0_c, JFEFIH —tl (,2) KitH b=U-5+z+e, modqR; &
JEHIH (A, b) € RIE X R™ 45 U

Tk Game, HPTH E N AT RS AT DLOA RO IORE . R R 251=Ji22-1ﬁ+yi2-ac(E,,)T-
o.(By), MBS HEH, ROE 55D sf+j—<% FrLL AT LS 2] sy(80) > 2+ 0f, #EIMIA Zo > 07 Iy

L. 51 1 LRSI SHRM 0y 2 w(logn-d) WTHLATLH MBI DS Dga o, ST
XM AT T RFE 5. M oA LUE HCRFER, Game; 5 Game, MXHIUNAETHTIHE b 1
(s,2) 5 (3,2) WIAF. RIESIHE 4, ARMNMISHERET, (s,2) 5 G,2) IoMRITATX . Fik,
1T |ps — pal < negl(D).

Games: HUFE U« U(RT*?), Ey € ¢y, s € x25 WR 5,(0c(Ey)) >n, Wi L; BT e, © Dym,,

e, Dgm,; WilH A=U+E;modq R, z=Ey-s+e;, HIW 3= (%-I,V+y—12-aC(EU)T-aC(EU))—1,
2
1 . . e s ~
=3 %o 0c(Ey) - z; BIRHLHE SlQDmd,m,c M s, © Dga,, 5 35=s;+s,modq R; FAH
ZtH (B2) KitH b=U-5+z+e,modq-R; maHith (4,b) € R x R 45 A

TANCEHIE s5(Zo) > 202, L sy(o—0f - 1g) > of. WHEIIH 1 FIRATH S Bk £, 77 LUA %00
M—"5 D Gi it 230 W M A HEAT SRR, WRBER 27 = 51y, 530 = (5o —of - Iy)™ H4
R4, |2o—02-Ig.c T4

Tt =i 4 syt R sl(zgl)s$+sl(z;1)<§s(ng(md))—z o, il E 1 A, JT, >
R MRS 2 00 D, pmre 4Dy, S Dge e WHHIRAMIL 200, W

Game, f Games T XA § WAHMGET AR X5, Fril, AT LA |p, — ps| < negl(R).
Gameg: HUFE U e UMRT*?), Ey € ¢y, s xo Fl e © Dgmy; W s1(0.(Ey)) >n, MiH L; & WHE

A=U+E;modq-R Rl z=Ey-s+e; & Zp= (§-1ﬁ+yi2-ac(E,,)T-aC(E,,))—l, c=yi2-20-ac(EU)T-z;
2

. Lo T =) A xd

B J5 HORE Sl@Dﬂ?d,m,c F u<—’U(ERf{L), WHE b=U s1+z+umodq-R; 5 i (A,b)E?RZn X

R 45 U

£ Gameg 1, T w RMILFEHLIILE A URD, B b e URD) MoL. R n—F854%
fii, A RIS D Gt AT X 5. REBBE, « ATCALL 6 MM R DLWES , o, (x2; D) FE. Ff
PIIRATT LR S] |py — pel = 8 —negl(1). 4i4 Game; | Gameg M70#7, FATH |ps — psl = 6 — negl(1).

HREFE Games T,

b=U-S+z+e,modq-R=U-s;,+z+U-s,+ e, modq-R.

AE, TATATLLFHH T A MEE IRk WiEHT B8 LAM#R DLWES .. (s URIXD) . BBEHT B
WAMEARN Ub), Kb UeURP), s, Dga, ., €9 Dyng, b=U"s, +e,modq R = #H
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U e URPED), B e U(RM). Il B BTN R
(1) HUE By © gy, 5 © pgn MR 5(0:(Ep)) >0, WA L SIS e, © Dymy:

@ it% A=U+E;modq-R M z=Ey-s+e ., lifi j5 W 20:=(Uizz-l,v+yiz-aC(EU)T-aC(EU))—1,
c= 5 0By z;
(3) Ukt Sl"’Dma,m,c’ BEJ5itH b=U-s;+z+bmodq-R;

@) Wil (A,b) € R x RM 4 A
&JE B fh A s Ep A

B, MABRMSHER, iR B K98 /E v TEREER 2 WU ) N 58 /. R TR 20 B B i) i 00 5
B A LU R DLWES 0o, (ra; UREXD) WM. 5502 (U, B) KEAWAINANT, B 4 A MEA
(A b) FRIRMI 315 Gameg %t FRIRAII S AIAEE. BN, B 4 A MFEA (A4, b) RN E
Games [f16H AT B S AR B,

Advgs(DLWES o (xa; URI™D))) = Ips — psl = 6 — negl(d).
e

FEREFERE 5 PEMN 01,00 050,y = w(max{\/logm-n, /logd -n}) £HTX R ETGE—SH. 4
R =17 I, HIRIIZLATLAEN 04,0,,05 04,7 = w(max{,/logm, /logd}). AT EH 5 M2 5%
AT — S Ry B B . &1 \/&>n ((R™) oy =y2 +02 AT HHIEMN Game, F| Game; K3t

y2+o2

e, AT Game, PRI IRE e HATHD; %ﬁﬁ "—2 % RN T ARUEFRATAT LLR Y 5% 6 51

20,

o4 AW PR, %AMF 01,00 0304y = w(max{\/logm-n, Jlogd n}) PRAE T UIE B I T2 xR Fr 5 15 e 24 43
A ] LA O B, [FIR, shgk ki H%”ﬁt 71_2 ﬂjf%liET/\)\ Game, F| Games fiLJF Ja] BLxT

Game, FEIGIRE s TR ﬂiFﬁ@JE’J Games (u& Gameg) HINFT IR, AEHEET
PAVRA G 2 B () (9 587% (J929) SRR DLWES o (xas UGREXD) I R S 431
2 5EmMERMXTLE S

FIF 35,07 DA 32 35 50 1 (A /36 /8E) LWE I‘IﬂEEE’JIEIXET ER. FEAR/NT A, AT RIS
x MRS |x] KBARNEET x K KR, HEX |x]=|x+ J HERE (0 BCRE 755 07 DL LR HET $)
& (W) BUEHRE L.

M R=Z N LMFE] d 4ERREUR XS RIS LWE ) B3 R A1 9 4.
IR 6: B e =negl(d) NIEWRISHIRE, mq,d NIEBE, D N 704 L n—F5 504, ELH
0y,02,03,04,y = V2 - w(max{\/logm, logd}) Hii & % Jﬂ>ng(2 ), 01 =~y + 0%, %+;’—:<%. id

202
X1=Dgmg, X2 =Dyay, x3=Dgmg,, X4 =Dga, . WRAFE—A (BT) WEARE B REF A AT
8 MMBEFMRYE DLWES 0y Crzs D) TR, WAEFE—A (BT BER Z W A 15T B TTLABL 6 — negl(A)
HOMEA APk DLWEL, ;g ., (ras UZG)) 17118

WMREH 0, =2V2 04, y=2V2-0,-1n, N é+”—Z=L<L 3 1, 7.Z™) < o(/logm). T
J;‘fﬁ:JHV(%)Z:JH"(;)Z FiLLE ER SRS E T, 4 oy > V2 w(Jlogm) B, %K J%Z
n(Z™) MRS, EEE o = y2 + 02, HIk,
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® UHBH o3=o0, =10 B, A LUK AR (BURL B 5 R 2 RO AT [ 2 B0 B 10 7 e i) 1
DLWEZ 1 .0.m  (Dga g UZGX®)) AL E A THAERE I MAE R n =204 D K455
DLWEZ . ¢ 4, (x2; D) . Hi, 1 = Dgmg, 01 = 0 0); x2 = Dyay,, 0, = 0(0).

EARRHIE, ERTZ I ABIIEOLT, RZE e FURMBI &S 10 K2 HOR /N JGE T X LWE
I F) VR E R P (B, SR SCR [36] B9 773 mT LUK Rk U E P 51 0 A (K] LWE WA 20 BURR 3 B 5 3%
ZEAA R ZHO B B 2 A i) LWE 1718, BRI A9 bR #ETE 30 (normal form) #9 LWE ] B, iy £ % HX 15 47
S15rARH) LWE i [ 55 2 A T o (0 — S ). R, JATEX ORI 03 = 0, HITEIE.

53k [4] MRS RALL, ARSTIAL S5 R R e d 19, (ESZ30IK [4] a4 R G 2

AT AR CAE LWE [ A PR e [N, EBRATT IS 29 45 R b, (R 3E R SCF P A iR 22 S 50K
NHHABRN 0, SHEABEITCK. (ERSCER [4] V2045 RALHTHE R SR P REL 5% 22 S 5K/
AR SREABURE (B8 0y = 0(Wm- o +n)). AITEREREKIE, ASCHIHLZE5 R R TFb /%
Z AR B BOm B A (T, EAGE T4 AR LWE 1) 8 U320, T SCER [4] f9 93 20 [ 38 F 3 SR A A
A E FRA T R R VA 20, (ELROGE T 0 R RROAS FROOF I 1, 75 BEAUAR R ) q R el BORERE s A (0,13
EH R AR T AL 05 KK T A

[ 0 <p<q AERE, MEROMIE U ez, Tl XA &R Ey = E-E-u]]-u. R FE R
x € Ty, fAISETTEHN |x—[ﬂ-[§-xn| < [%1. K, BATE s1(Ey) S\/m-d-[%]. SE LA Dpgma H: HUFE

U ez, il 15-15-1117, W Dy gma JHETRET Vi d - |J0] =23 530 A7, LR 0 16 194516 T LA 2800 B
FIE] Dygma FHRIHIEY5] LWE i L.

B4R = RN AT LU LA S AR BB 5] LWE ) R B R v 24,
H® 7. B e =negl() AEWRBKRE, mqd NIEBEH, D A R L =LA 0, ESLH
01,05,03,04,y = V2 - w(max{\/logm - n,/logd - n}) H i & % 1F %>r]5(ﬂm), o1 =+y% + a2, Uizz+7;—z<

y2+o2

2_—25. i 1 =Dgmg,, X2 =Dgag, X3 =Dgrmg,, X4 =Dga, . WERAFAE D (BT) BEHE L BAM A K & F
A ATUALL & MM R DIWES 0 (rz; D) W8, MAFFE—A (BT) MEZ TN FFHETF 8 "Telel
& —negl(D) HIBEFMED DLWER g o, Oras UGREXD)) L

FALF RS -5 LWE R8RS 80541, 7T RAHEH

® YEMBH o3 =0, =10 W, AT LEIRHER DLWE%,m'q,DRm,a( Dya 5; U(RE™D)) fol B A £ 21 8 TFH B

MMER n—2F5) 540 D M¥39%) DLWES ., (x2; D) W, K, y; =Dgms, 01 =0("

0); X2 =Dgag, 02 = 0(0).
EEAY d=1 8, LIRGRIN IR RS LWE 8R4 8. 53wk [17] Mg
AELE, FRATAT UK bR AE R PR LWE [0S 29 260 B -3 5) BF LWE [, T AN 75 B8 A 24 e PR e i i
(Bl hn s 52 JE 3 A DSPR (decisional small polynomial ratio) i, BPXN NHERRAK NTRU %), &4
d=2 B, 53CHR [4] Mg R, EERRE T, AR ZSHBLABREMNCA n, SHKSHTK.
R, FRATTEY D 20t DR EFA 4R R, AT EAR G [4, 17-18] AFEE TARLEE CERVIH UL, KR ED)
HIAE LWE [ 73 [ P 5 .

HE XA Dpgma A WEE UeRP, %ith [%-[E-U]] W, #RIFE G Dpgma NEFHKK
n'vm'd-[%]—ﬂéi’ﬂ’ﬂﬁj\?ﬁ. MM Dpgma BRI LWE [0 8 a] LUER], 25K KL NIST
BB R RIE S VS Kyber MRS AHIIBETE 7NN, 4R R E N 77 W% 2 IND-CPA &4, BikTr
EHIMEWT. BHTAERT RN IND-CPA 2241 WIE B 2 ARAE 1, FRAVN L HORMEARRE, IF B 1 B Ak an 1y
Al LAZ 2 SR [4, 25-29].
KeyGen(1%): 45E Z& 24 A, HHERFERE A€ UREY), s© Dga, , € Dga, . iWH b=A-s+
e, HIREIAHH pk = (4, [§-b]) FFLEH sk = s.
Enc(pk,m): ¥ pk = (4,12 b)), ZIHEHE oc(m) € (013", MEFIEELIH b= 12 bI]. b7, KA
T Dga,, € ©Dpa,, €€ Dpg, HiTH e =AT 1+e; Fl ¢ =b" 1+e, RIFEFHEL ct=(c1,c).
Dec(sk, ct): 8% ct = (cy,¢3), sk =s. REHILTFHEIFRE m= [%' (cz =8¢yl

WA, W T &L IEBMSH, LR R LIRS, AIEHF EHK IND-CPA 24, HEH
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B W OO RHE AR LWE . 3 —REK (A b) B ANBISIBHLE (4w, A2 RER B2
DLWEf 4,0 (D, UCRE®) FIRIR AN 55 VORAG # 3 BHHOSBERLI ST 70K, Jorh BB ¢
FIEI B BDS 2 DIWES 400, (Dadg,s UCRED) FIRLR M. (FJ2, BHEL cp 7% AR
B DLWER 1 0., (Ddg,i Dpgra) KH, Dygra XMBLHIZAGN: BFE w o URY), i [%- [g-un. PEES
UM Dpgra R noVd- || —2K855050 4, RS2 5 8T H, DLIWES 45, (D i Dpgra) 118
AL T A DLWES, ., (D g UCRE)) IS EAENERARE. KR SHOERR 01 = 0V - | L]
0), 0z = 0(0). AFRWUREHIRFM LR, ZH p,q MENIRE—BOY 0. KSR [27] MZ%
fliit, AEXHR LWE il f5 R EPE SR Z S BLAN Vo -0, = 0(nz-ds) - o HIXTFR LWE  Ja] £ ) PR s 14 4 2.
KL, 2o A SO A 25 RS T Kyber 38R H 4 2 8109 ¥ tE J7 2R Bt (9 2§00 3% 77 S8, 0f 2ty 341
WIHAR KA N O(mz-ds). EAELHKZE, AXWHRAT NN TS a4 (B q)WRHIR . T BLik £
d =0(1), MEIXTNEISIHABKRLN 0(n2).

BATRACHER [4] HH 5.2 A1 E B TER A IR B I A 83 N% J7 & IND-CPA 24111
HAE AR, B, DLWER b, (Drd gy Dpgra) FAEITEAEVERT LU DLWER 4 b, (U(RE); U(RE)) il
WA AENERT DLWES 1 g by, (U(RD); U(RE)) 7 LT PR HEVESR BRAE. X, 0y = 0(n-\/H-[%]-a+02). LUES
TATHEEE 0, = 0(0) HIIE, HRHE GBS W1k BT R B 1H 3CHR (4] oh e AN 58 20 2% 4 T DAAS B0 B2 A8
LWE [il i@ Rk 2D RZIH AL d = O(k - logq +logn + w(log ) (GEEFIRIE NG Dpa, E#HNBEHLIY )50
i, EA KA RZTE L), AR YE, SCHR [4] MAASRAERT d=001) WIEE. b, Xk [4]
BIHAEE RN T8 q VLR - A A oM R . Gk q Jur RV RIF I ERE, B IR
SR qR WA —A IR EAA RS RIS, RN Fax S fR, SCER (4] BUH 20485 SOk TE N2 ).

4 B %

FEARSCH, BATH Hint-LWE AR 5% ] U FE rp 1 7 v5 AT etk JF B 21229 5] LWE [ B F 5t 2 o,
TR LWE R A f L B AR IR ). BARSRUE, A SRR T7 LT A ARSI R
Wi, AT DA — B0 S 200 8 0 B A B RS LWE B9 4. M EE T 2R LWE i i
MR S8 R, ASCa MAHZR R EF N LWE [ B A 4E 801, A28 HIAZ 8% (W B LWE [ &
FHR ZPT IR E B R 28 SRR SRR, SR ASCHIRZ RN 2 LWE [ B, X814
JiEn DA AR UHEIFR LWE i @45 AR 5038 LWE ) B R EPETIE IR, VA 204510 8 7 F 3 DSPR %64
SRE CREOASTTD &5 ARARAERD) PR HEE (R
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