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eDPRF: Efficient Differential Privacy Random Forest Training Algorithm

WANG Shu-Lan', QIU Yao', ZHAO Chen-Bin®, ZOU Jia-Xu', WANG Cai-Fen'

'(College of Big Data and Internet, Shenzhen Technology University, Shenzhen 518118, China)
*(Key Laboratory of Aerospace Information Security and Trusted Computing of Ministry of Education (School of Cyber Science and
Engineering, Wuhan University), Wuhan 430072, China)

Abstract: Differential privacy, owing to its strong privacy protection capacity, is applied to the random forest algorithm to address the
privacy leakage problem. However, the direct application of differential privacy to the random forest algorithm leads to a significant
decline in the model’s classification accuracy. To balance the contradiction between privacy protection and model accuracy, this study
proposes an efficient differential privacy random forest training algorithm, efficient differential privacy random forest (eDPRF).
Specifically, the study designs a decision tree construction method based on the permute-and-flip mechanism. By introducing the efficient
query output advantage of the permute and flip mechanism, the corresponding utility functions are further designed to achieve the precise
output of split features and labels, effectively enhancing the learning ability of the tree model for data information under perturbation
circumstances. At the same time, the study designs a privacy budget allocation strategy based on the composition theorem, which improves
the privacy budget utilization rate of nodes by obtaining training subsets without replacement sampling and adjusting internal budgets
through differentiation. Finally, through theoretical analysis and experimental evaluation, it is demonstrated that the proposed algorithm
outperforms similar algorithms in terms of the model’s classification accuracy when given the same privacy budget.

Key words: random forest; differential privacy; privacy budget; permute and flip; perturbation method
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@ endif

®

end for

TEQUAR 5 35 U AR P, AR SCEE T 580925 2 5 1) I SR80 34 HH 23 BLREAIE, 005 %6 B R RR ARV E R 49 ST i 43
Ly
322 AR A
AL TR B GR B 5 BRI 2R, SO AR AL 8 45 145 R, DABE G h 2 R AL T 6 % o e s o
Kb . 5 0RO 7 AR5 B RT 58 O HRE AR AR TR, DR S 6] P15 A S R 28 A B R AN 23 % e
SRR L 1) TN T B i s . LR R v TR SR FE R 2 L ) S B 1) B e AR R R RL CR . b
N GRBE T E A R B R BT
BB 2R U5 W VI ZREE A D, WISHFR A4 L 3AT 20 (0 380 8RB g, (D, L) 72 SCANTA R (15) Fios:
uleaf(D’Li) =N (15)
Hop, L BB EE TERRE, N, #oR D PN L AR, WRY5 4 RBURE (& X, o] DL H AR
(15) AR BUBE AN 1.
A (15) RSRS8O 45, FIRSH AR 8B B, TSR
BB L, RRARBEEA PAT IR, W L, (3 B pr,, 1025 (16) FToR:
Prear 1 = €XP (Etear (Ujoay = ) 12) (16)
HH, ge0p BRI T R IOBERA T, 0, FORARAE A5 (15) TSR BIIRRSE L DL, wy,, FoR TRk
PRAEAR A P I B R84 4.

BOE 3. pn it i A

N K D, bRt L, BRI £y 5
it R TRR .

PR#: BuildLeaf(D, L, &) -
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® 05 =} BB EgEY,

@ for i in L do /*iJifE# L G—Fir%s*/

@ MHEAN (15) TR § R0 B,

@ oS = u;eaf

® end for

©® ¥ 05 LA EKIIMAEL N w5

@ WIREHEE LPATHENHESRAE, SRR EEE U

® for u in U do /¥ 1L U o —Flitrzs/

©  MAEAK (16) THEFRZE u IEE prs

if Bernoulli(pi..y ) then /T35 pp.; 2B — S IRMEEE R 5320 I BENLEL r */
@ return u /*MBENLEC - BUE 1B, 3w R 97705 s AR 28/
@ endif

@) end for

FERANEEI T AU, A SCOE S 5% 3 BORARNS N R 4707 100 6 it AOAR B A 74 s AR 25
3.3 BEHLIRMRE IS

BEFE 3.0 T RLAGE 3.2 75, it — A R A B AR AL AR MR AL 7 S, WS G 50408 4 Hh SR FH AN TR e £ 7
MBS TAEA, T IX SRR M Z AN T4, K5 3.1 W RIS TIPSR TR A AN T 4. HX,
AINGTEEETE 3.2 T pfDPDT Sk EAH B 2 4 BRRL s S M AEAL. BEJS, 4 2 A 22 70 KRRl v s AR 2 42
R 2 5y BRRLBEATL AR MRS, e SR A R 2 1] 4 SR 43 5 77 g 246 H AN MRS ZRY 11 T 85 2R

Z i, #A> eDPRF HyLM R BB R R IR e HE, S 1 SIS MR S 1 A St 20 3R, B4~ eDPRF HLiLHA
TR 4 fios.

E3E 4. eDPRF 872

BN NGEAE D, WHEIENIFIEE S F, WEHEBIRMIREES L, BIRRRIBRFATUE o , BEVLARMR R
treeDepth , FENLARAR AR T
i BEALARARBEL.

PR BuildF orest(D, F,L,e,depth,treeDepth) .

@® Forest={} ;

@ for i=1to Tdo

® depth < 1;

@  BEHMOEMKERTEN 6. = &;

® MIgrsE D AE ARl ) 77 A O A g MIIZRTE D, ;
® D=D-D;;

@  tree; « BuildTree(D;,F, L, &.,depth, treeDepth) /¥ 5% 5 MR M */
®  Forest = ForestUtree;

© end for

return FEALARAAE Y

o, 5005 4 PR IS 5 DA ARRS IR
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&% 5. pfDPDT.

N R D, WABIE KR EAF, WA EEEL, BN NIRRT &, , RFTH PR
treeDepth , 4TI mUTTENIIR B depth ;

v PSR AR R

PREL BuildTree(D, F,L,&.,depth,d ) -

O T FHEE G AT F = @ or UHTIREIL B I KIRE depth == treeDepth or D R £ —35F5% then
@  EEMFA R RFATE

depth—1
Eiree

s,(treeDepth—m+1)’

sleaf = Eree —
m=1

®  leaf label «— BuildLeaf(D;,L,&.,p) * W BLIE 3 IR [BIH-T- 57 fAREE/;
@  WEM T ERIAREN leaf label ;
®  return M

® else
@ for fin F do
® if f & HESRIFRE then
©) X f il o> R R AR 58 R U
end if
@ end for
@  WESE RN
Stree

Eopl = s,(treeDepth — depth + 1);
®  split_value « BuildSplit(D, F,L,,,) /*VFHH % 2 12 [B 53 2UR-E*/
FRIEIE H AL split_value, FIZREE D $04T R 53384
® N F BRI RIRHE, F « F—split_value ;
for D' in {D[1],..., D[k] } do /*3%AHbPAT b #81E%/

BuildTree(D',F,L,&,,.,depth+ 1,treeDepth)

@ end for
end if
return RS R

F I, 2 B AR BENUAR MR B S0E 5 3 se pe. AP AT DA Tz R — 20 SLBUHT AR AR TR 2, Ak
TR WS 6 P,

BOE 6. ST REHLARMR LB TN I 7.

N REINEALE D, , BEHLARIK Forest ;
vt oSS S

PRH: Predict(D,.,, Forest) .

® Result={} ;

@ for d in D, do

@ for tree in Forest do

@ 3 )7 2 H R SR, BIE T A A5 2 TAE predict value ;
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® Result = ResultU predict value ;
® end for

@ end for

return max {Result)

4 FRFAMESTHT

AA5%T pfDPDT i, eDPRF 5H%: LA R HE T AN SE LB AR (B 6) IR FAIEEAT 43 47

EE 3. &A% pfDPDT F0E MBI A &, , M pIDPDT S L &,.,, -72 73 FAAL.

TIE B : BB R SR R B KIRFE N treeDepth . i il pfDPDT Sy i J2 AT BT AU REE 4 i3S dn izt
RUES SN A, pfDPDT BEHFERIRR A TS U A 30 (17) Frar. BT pfDPDT Byt T43 3271 it 1 ) g i 752 7 A
N EEHER AL U, DR % 50 ST AR AR AL &, -2 N BRAL.

Eiree 1

Eigpl = X ——— 17
T, treeDepth—i+1 (n

URAZ T A M T A, pfDPDT HA AR BRAA T A5 (18) o, th T8 5 X T 745 s i it
A% T M B HER AL, R 5 s A RS R 2 €00 -2 T R,

i—1

gi,leaf = Eiree — Z sj,spl (18)

MR IAT LA e B, A DR S T A B AL T &, g HROIR T B KSRV FE R FRAA TR £ - TR £ 72
K BTR3NS TR, £y BRSBTS B TR TEFE, WS BEFA T £ T B FR
o

Emax = gsplir + aleuf

treeDepth—1

- E Si.xp/ + SrreeDepth,/cuf
i=1

= Eiree

FTATT AR €, pnd = Emax = Euree - BT TEE ] pfDPDT S A4 2 P SRS 1 I R, i 6 10 BEURA T 8 AT i ot
Epree » R pfDPDT S5 /2 £, -ZE 5T FEFA.

25 LRTIR, e T 3 AE I TR,

EIR 4. I ACY eDPRF SILBRAA TSN &, WUl eDPRF 5351 & & -2 /7 Bafh.

B R BEALARAR AL T, BEALER AR K K IR BE N treeDepth . 1514 32 R AR U SR A4 B, eDPRF HV%E N
pfDPDT HEA EL BT I e . ARYE 2 BE 3 115, ST EAR VLA, pDPDT HIEH 2 e -2 /7 Fafh.

H1T eDPRF Hik AR ER UL SRS 3 BE I SR B8 BEANARZE, RIFEE DN D, = @,i # jHi, je[1,T].

HRHE 22 53 B FA B AT 20 & & B T 47, eDPRF HLE M BELAR MR BT T FE BT BR AL TN &, 1263 Rt V1 R 10 B A T
HRE I ¢, Ktk eDPRF BE 2 & -2 Badh.

s LA, e 4 I S

FEIR 5. [57% eDPRF HIL0 B o - 24 B Fh, TA%FH eDPRF S0 B 1T RGO BEHLER ARBLALNE B e -2 40 B8R, 3F
BT BEHLARM BT 72 (2 6) IR 2 & -ZE 0 Fadh.

EBH: BT eDPRF B2 2 & -2 23 B fh, TRYE 22 4 TR AL 5 A ERE 57, 15 F] eDPRF S5y 44 2 1 5k 1O BE LA A
RERL 2 & -5 BaFh.

BT BEALARRASI A 2 e - 22 5 B A, HRAE 22 53 BaAA I J5 AL BRI I, 56 T BEANLAR AR SC I TR IS 72 (B3 6) Wi 2
e-ZorFaAL.

25 EPR, EFR 5 IEH] SR
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5 IWHERSHH

A Joth BRI (R 5224 B o0 A, TE2E 2 3 X BT FH ) SR A A 58 DL R SRS HRAREAT N, B SRS 4
% 5 [F] 2419 DiffPRF_linear 5% 7). TpDPRF %% *ILL & DiffPRF 8% @ TP 526 Fu i 20 47
51 REIERE

%2 45 T A7 % eDPRF 5 DiffPRF linear 5% 7). TpDPRF %1% *1LL K DiffPRF 595 Vg it i) 52 J g
GEHT, ARCPEREST L. Forp, n R m 43 RS HEA BUS AR SR 8, T UL H, 43 32709 s M I B, BITAS 7 S I et )
S SR n R MEARSE, 7 5 R B B (I 1) 5 2% B 5 bR 2 b B e LR VEAR G, 1E i A v 5 8
AR AR KN TGS, BRI AT LASE T R MRS S . BT B Rl 22 4 MUHE B B2 20, 2 & PEZh M vl LU AR SO %
KB g -Z 5y ke, 5 HAMTT N L AT LLIA 3 [F] 45 200, 1H 2 N AER FE Al 45 SR AT DU 23 A S0 07 R AR

X2 BRI AR B RE T T

kS 533 R R B HF17 SRS B Rk 22 4 HEWEL (%)
DiffPRF_linearf %" O(n) 1+ O(m) e-Z2 57 B 82.95
TpDPRF& %M o) 1+ O(m) e-22 57 B 81.91
DiffPRFH A O(n) 1+ O(m) e- 220 Bafh 78.89
eDPRF (AL K) 0(3n) 0(3m) -2 BTl 85.98

52 ZWFAENEA

ASCSEHIRT A 64 A7 Windows 10 #F RGN & L, ALBE#S 5 2 JE4RG /R 19-9900K, WAF K/ A
32GB. AT A K FIEIGIE T Python i 5 45, (1 AUAAIG i 4E 252 VSCode, 12173852 Python 3.8. SE6 %
PEAERIE T Kaggle f diabetes™™ LA & UCI #) wall-following robot 442 7. i F 544 H) diabetes HE 8 AT 47 Lt
WITE R 92:8, Jy 1 1 G Bt AT 45 SEI6 T SR IR T 1 FI W, A SO BRAR ) diabetes 48 48, ¥ A imblearn.
under_sampling J%¥] RandomUnderSampler() B £HAT R RAEERAE, Al — A TE I EUE &, RS ECN
sampling_strategy={0:7000, 1:7000} I random_state=42. 3% 3 %5 Hi SZI& A Bl A I AR 2215 5.

R3OKBRHARENGIHE L

EVEIE S EVEE NN BV IEA $L TESTURFIEHL PRI
diabetes 14000 4 4 2
wall-following robot 5456 0 25 2

5.3 SCIEIEHRN4A
2 SR FH P00 A A o I B A R AR B B AT PR RE PR A S T AR AR MR R IE S PO AR AR R S
SRFEAR S & 2 LE RS T AERR . R ISR AR AE 1R o, A ST B LB 8:2. BARTH R ISR T.
TRBEMAREE P N AEAR, A28 i MREAN x;, SN I ELSEARZE N y, , W58 § AR A N 21 BE AT 7R PR Y
Ja, i R TR AR 28N model(x;) , W N ASIURRE AR (1) F0 A 552 vT DL A 50 (19) TH5EAS H.
> model(x)==y71:0
- N

Acc =

(19)

5.4 LIWLERS

St I TR I AT R, 45 R SR A S0 TT % eDPRF 5 Hofih 75 2 75 ik 47 S 38 b A A4 #r
54.1 PSRRI IA

H T DiffPRF 5%, TpDPRF 5% ™LL K DiffPRF linear 5% P Yo s i @ 2 5 BB T4 5
B O T T T, A OB AL SR B T A tradition, SR 5IZBVERET 3 A SZIGRTHL. 4 1 i, 7E
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tradition X A SCHE H K143 57 5 55 B 7 VEIEAT A AU SGAIE. 56 2 A SEG AR, £F tradition b AR SCHE H AT
BUERIVEBEAT A A IRAE. 28 3 HSei0 ., 5 tradition HEAT 4 THT HAL, JH St i BORL TR LA IR FE BRI 1 AT 6.

RG4S AN VR 2, AR SOK tradition S 4 SN AUA0EE 7 VR B 3 SO BE KO i, Ik B
J& PSS tradition_spl_imp. AR SCTELREE treeDepth BUE N 4, 5, 6,7, 8 FITEH T RETSLI. WE 5 s ifigh R
AILAE H, A tradition SEVEAE B2 H SR IR, 76 T HdE 58 I HERA BE A 2K T tradition_spl imp. X B AL
P& 1 3 ST RO VR R R A B AR e s A AR EONL R, B HERR R L 0 o 2 A 23 UG (3R T
T I AT 4 1 R T, AT A A 4 e e (R TOUEL A L i oL ) B v g SR AR SC T b b 5] N EE HERH
R, 7520 ZLRRAE IR BR R IEAT A 2R TE. TE RV B, AN SCRT DUR O3 B F8 BUR /MK R A B AT de i (1 15
45, 3 JE AR BUBK VIR HE B AR 1) 20 25, AT CRIE S92 6 U 1) 508 B 7 AR I R 2 SR A5 S0 AR RS A [RI, AP
WA LU W, TEIRE AR, R4 T G075, i — DU AR ik & e i, BTEA R & Al Re (R FF
TP R BRI RS i

3. i, 77¢
+trag!t}on . —< tradition
@l —e-tradition_spl _1mp 76 - —o—tradition_spl_imp
a1l 75+
. ~ 74}
Ssof S
8 g1
79 +
= “nl
78+ 71+
77+ 70 -
76 N L L L s 69 L + - .
4 5 6 7 8 4 5 6 7 8
treeDepth treeDepth
(a) diabetes %45 5 (b) wall-following robot % #i 4

K5 20 SO R R VEAG

SREGAE T AN B VR A, AR SOK tradition FLIAMI T AN 5 R B s AT T I, Rk
Ja MEIEICA tradition_leaf imp. 58T —ANSRIRAH ], AWK RIRTEIRE 205N 4, 5, 6,7 F1 8 HIIEHL R #HT. B 6 1]
DL ) tradition leaf imp BT AER 462 & T tradition, 145 SAESE T A D7 WA R0, 444877 v H 4 A4l
S0 R T R 25 5 3 B R BE AL ISR b, B R T R 2 5 BOhR 28 B 2R THEIO X KN i AR AL, S8
A RS I SRR 2 e 2 T P 4 S, T e e SRR AR 2R (VRS R IO B8 77 AH EL T, tradition_leaf imp HEE
BT AT SRS R SRI T 3R, 4 5 5 Dy Stk i B HERR L AL 45 A, A LL T B D RIS I B HE AR A
.

82 74
sir 73t
ol /\,/\.
@ 72
S g
g’ 3
= =~ 71+
78 |
77k —«tradition 70 + —tradition ]
—e—tradition_leaf imp —-tradition_leaf imp
76 . . . | ) 69 . . . .
4 5 6 7 8 4 5 6 7 8
treeDepth treeDepth
(a) diabetes Hf4E (b) wall-following robot 3454

Bl6 711 s A AL



EH 2 5 eDPRF: & 3k49 £ 5 B A AR 25 ok 15

K 7 ik 7 AR tradition 5% K P SO TN AE A B2 ELAS IR, T LA BIAE A BulE g b, R
SO TN HE R P2 32 B0 T tradition B3, 33 A1 1D A 20 A7 R R, A SCSEVEAE 7 SO R G 7 DL R 1
RV TT BT tradition S53%%, DRI FH AR SCIRLVE G R T 9 ) R SHEA /2 HERf B 77 T 2 {8 T tradition 5372
BEAL, 4  He E FIA IR &, AR, B &, HIMEN, S O DRSS R AE 0 2 A BT, L
BRI T &, /NS SEEIED G LA, SRR I RE 0. WAl LU Y, AT @i AT 1K
MR AR 2 ARFFOL S, 124 AR WI AR B SR I BT TP RE ). BME S T A AE I BD, A SO TR R SR A
A5 BRI AR T AL G 5005

84 - 78
82 L 76 -
74|
80 -
72+
= 78 ~70F
= =~
< 6} S8t
Q Q
<74t =66
64}
T2 F .. .
—-tradition 62+ —tradition
——ours ——
70 | 60 1 ours
68 1 1 1 1 ] 58 1 1 1 1 I
0.10 0.25 0.50 0.75 1.00 0.10 0.25 0.50 0.75 1.00
Eiree Eiree
(a) diabetes £ £E (b) wall-following robot A4 4E

K7 @M

542 BAWESE K

SN GAIE R FA TS A3 TC 7 925 R, A SO E AR MO 35, VR 6 DA FRFATIAT & 20 BIEUE M 0.1, 0.25, 0.5,
0.75, 1 BE LN, 5 DIffPRF &%k, TpDPRF &% LK DiffPRF linear 532 At i F 0 BeURA T 43 Tic 7 VA 3047 bR 3.

M 8 FTLLE H, Aoy e 753 58 BAR S, H R BRFAE T R AR B SO T S ST Py i e A T 4 i
75 3, 1B RS B R T SEAT 4L 2 A . IX Fh 5 e S8 — Le B TS A IR B, T A S VAT A T A R RA T S
A HRRIF, AT B A Mg s ROt AR B 1 . b, 3k e T VA R SO 2 ) A T 0 e 7 FOR P 2 05 3R, AR
BRI, A YW AT I TS ARG AL/, 7 F A5 T RSN 1 B, AT AR 2 1 J 1 B L AR PR 1A B2 i A Sl
T IEATH A 5 B AU I G R BRI 5 75 3, T DA PSR 3R A5 0 rT W BRRA T, SRR BE AL SN, (RIS, 7T
LR HAEARFIBRRA T N, Z A b T A S L B W B3, WIEARMBR A TSR OL T, A0 LUR
T b S BT B A TR 04 78 43 R, St A Y 1k .

85+ //M 80
80 1 75+
~75¢ _70¢
3 70+ S 65F
= - allocate(ours) =
65 = allocate(DiffPRF) 60 | I (ouzs)
—=-allocate(ours
ol allocate(TpDPRF) | = allocate(DiffPRF)
allocate(DiffPRF_linear) allocate(TpDPRF)
55 ) ) ) ) ) 50 ] ) ) allpcate(DiffPRF _linear)
0.10 0.25 0.50 0.75 1.00 0.10 0.25 0.50 0.75 1.00
€ €
(a) diabetes £ 4 (b) wall-following robot ¥z 4

K8 FRAATIAR 73 Bl 20f bl
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543 WNZGREER LR

5, 23 5 DiffPRF %, TpDPRF 5% LA f DiffPRF linear 5258047 EUe. v, IR 55095 0 B T 5 3¢
BALIRERERN 6, ML T HERN S, 11, 17, 35. WK 9 7 LUE Hi, eDPRF BLi% B T R B 53 A0 T HoAth
L. B I TH R SE 8 25 SR W] A, eDPRF HVETE W J5 1k DL B AA TR 23 i 7 2 B3040 T LAt ARk, TR she A B 1k
-7, eDPRF BEM T H AN G VL 2 A BT IR K. thAb, JoA BETE ARSI, AER B R LU R 2, 25 5
W& FRARFUAR G I i 8/, Tl eDPRF SVETE B Bros AR R T, e R ORI PR AS, HAR ML IEEE /IS, BRIt
AR B T AR

85 [ & ¢DPRF un DiffPRF & TpDPRF m DiffPRF_linear
80 -
75+

70

Ace (%)

65

60

-1-1 -3 ol -0 =0 =1
T=5 T=1 T=17 T= T=5 T=11 T=17 T=35
(a) diabetes HHE4E (b) wall-following robot %45 4E

Ko IZREEN

6 B %

ARSCHR T — Bl A 2 o B LB LR AR I 25553 eDPRF, i BEEYIZRd 72 b i vg I N R AL, A
RARTHR T BRAE P 15 DL T FI B2 I RE 0, RN Bt T A A B AR TR 2 B 773, BRI Zhid 72 rh i BE L
PeBh. e, ASCE FERAE TR PR FE R 2 22 0 BRAAGR T, IF B SR VPAl 2R W2 SE A RGE BEHLAR AR
AL (50 L RE.
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