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Abstract: Secure computation for federated multi-party databases enables federated querying or federated modeling tasks on private
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data from multiple databases while preserving data privacy. Such a federation is typically a loosely organized group where the
participating databases can dropout at will. However, existing multi-party secure computation systems usually employ privacy-preserving
computation schemes such as secret sharing, which require the participants to remain online, resulting in poor system availability.
Moreover, the existing system can not predict the number of users and the request speed when providing services to the outside. If these
systems are deployed on a private cluster or rented virtual machines from a cloud computing platform, it will experience increased latency
during sudden bursts of requests and resource wastage when the request workload is low, leading to poor scalability. With the
advancement of cloud computing technology, serverless computing has emerged as a new cloud-native deployment paradigm that offers
elastic resource scaling. In this work, we design a system architecture and an indirect communication scheme within the serverless
computing framework to architect a highly scalable and highly available multi-party database secure computation system. This system can
tolerate database node dropouts and automatically scale system resources in response to dynamic request workload. We implement a
prototype of the system based on Alibaba Cloud and OceanBase database, conducting comprehensive experiments evaluation. The results
show that our system outperforms existing systems in terms of computational cost, system performance, and scalability for tasks such as
low-frequency queries and horizontal modeling. It can save up to 78% in computational costs and improve system performance by over
1.6 times. We also analyze the shortcomings of our system for complex queries and vertical modeling tasks.

Key words: cloud-native system; serverless computing; secure computation of multi-party databases
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SIE B AR GGV, A A 5515 R L (8GN, AE 55 32 AT I [RZ G I, IR A8 9F AR BT 13 JE R B
MpSDB 5K (AT 55 I (8] AE 5335 SR BRI I A 55 4 28 G0 AT 55 68 1] 58 96 (EL 2 AF: 55 I TR0 AN B 35 iR 55 4 ) 30
I [, 170 A% 2 48 MpSDB TF A 1 B %3 Bl 1]
443 N

Wt 5 diE e i B B3 N, MpSDB . (1 2 Ge itk BE VA B 98 0, BAT R8T R AR TP T SRR AR
RIS 5T A IR 55 & 2R GEAE IR B B0 SR T 54 55 W N ()22 4,110 MpSDB . w] DL i # k37 i v S B U8
DR R 7 TR AT 55 W0 N2 IR [0 Y B AT R0 1) R e P A i R 7 .

5 RES5RE

AR SCEE XS 2 05 B B 2 A vE ST 1 R ey R M AN R RS AL I ) R, B v O Se B T — i 2 0 Bl
4115 24 MpSDB (Multi-party Serverless Database).MpSDB 28I, T #£ T J IRk 45 28 i+ 5 10 £ 77 B )i 22 4=t
S0 R K 30 3 155 SR IR Bl 4 R AT A SR AR IO 22 07 Bt P P 37 57 3R T T R G s 2 1 & B B MpSDB . {E
To R 55 E 1 SEIR B R SEBL T 2 5 B e 2 1) 22 Al AE AL, S 2 N 2 TR ) B A2 ENUE 55 PR L 3RATT R
MpSDB 5l RGMMA . TERE. ¥ RIS D M FEREAT IR XS L, 52560 245 SR L W), MpSDB 7E IR A IR ) 75 ) 4F:
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F5 (M Eodl 454 N R A ST BR AT R K0 45 4 R (K R AR 55 b AR B H AR Gk A P RS (1 D0 3

AR GAE TCIRZS B0 U R B RS b ARAE S BRI, 2 Hr i

o  REURBSIMNM T G BRE. o8 HUR 2 A G5 5 25 HE B 18] A1 S 4510 3 3l 1) 55328 HE BU 8] 32 25
16 A SR R SR R 55 3L B S L (R AN 6 AR SR AR AE St 1 DLREAT DAL SE 90 i TR AE AR R 4
BEUH IR R AR A4 AT A, AR 2R 598 SO TR B S5 O B IF I LUAE 3 3 A A0 R A ) A A4

o  RECBEMFITHR T EMREAH =-F & (9 TC RS54 o8 BUOU S0 52 41 4 101, 03 38 142 250l
ST v ) R AR A AR LA S A7 AR 55 SR B IR Bl A5 B, A7 il R 35 Rt 5 e,
da P SE BT 3 LAHEAT A6 R R, AT BAFE 251 65 SR I 22 A A i R 55 v IR 2R 008 5 A (R LA

ARAAg FH GE LT I REZK ST W 7 :

o  EIMFEBWHE TS BIRA ARG 1 A WA E A RP AT 55 AR A0 557 (HAE B AR 55 Join AN
Projection %5 & % A ) 5 I SLELAT A2 A i AR AAG TR NI TTHE T T8 I 55 2 7 500 i AU B s .

o REERMWBIELZE.ARGIETEIT HZH) OSS X RAFE RS AE N 24425 8], SE B T 1 pl2
TR P 18] 2 308 A5, 3K o A A IR 95 PO GEEL 135 P A AU, L 308 15 3 3B 8 v AE AR SR LA v SR AR R AN [R] O A7 it i
55 (B e A R A B VA A B P A ) AU 388 15 2003 AR AR
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