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Abstract: In the field of federated learning, incentive mechanisms play a crucial role in enticing high-quality data contributors to engage
in federated learning and acquire superior models. However, existing research in federated learning often neglects the potential misuse of
these incentive mechanisms. Specifically, participants may manipulate their locally trained models to dishonestly maximize their rewards.
This issue is thoroughly examined in this study. Firstly, the problem of rewards fraud in federated learning is clearly defined, and the
concept of reward-cost ratio is introduced to assess the effectiveness of various rewards fraud techniques and defense mechanisms.
Following this, an attack method named the “gradient scale-up attack™ is proposed, focusing on manipulating model gradients to exploit
the incentive system. This attack method calculates corresponding scaling factors and utilizes them to increase the contribution of the local
model to gain more rewards. Finally, an efficient defense mechanism is proposed, which identifies malicious participants by examining the
L,-norms of model updates, effectively thwarting gradient scale-up attacks. Through extensive analysis and experimental validation on

datasets such as MNIST, the findings of this research demonstrate that the proposed attack method significantly increases rewards, while
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the corresponding defense method effectively mitigates fraudulent behavior by participants.

Key words: federated learning; reward fraud attack; gradient scale-up attack (GSupA); malicious participant detection; security protection
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N n: N n;
e T e 5 B
=1 n =l n
N-1 1. n:
=w"‘+Z._ =W —w T+ = -w)
=l n n
N-1 7. n.
-1 —1 J -1
=wle Y =W Dy W) (6)

o, wt Bt B AR OR I R 25, W A TOK R R 28, e — wet TR IR B2, T A5
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YW —wt) oy PR BETROR A 5. A 3 (6) W DAB S A AR AR H 3R JLAE A5 2R 4 i O AL 2 vy
T, ERAEAREINN A R B T2 T RIS,

SR AR T B8 TR I 7 3 T DA v A A 7R Xof 4 SR A 2R (14 52 e AN BT AR, 177 %4 Jm S Y 1) S e R BT R 5 FE PR
WURh A 3 BB ORI, RO OB — & AR 2 vy DUBR = PR inh . &5 T, A SCHR 1 T B B ROR Mok Uy
% GSupA KHHTEBIRVEL T, RS 58 j R E AR ISR ER 4R kA7 1EH BN 45, I 545 B A H A B
JEE I R R AT 1) 4 S B R BB P AT TR AR B, FK TR S5 B A IR IR S5 2% B I ORI A Ui R

W= yW, —wi )+l )
W) = O W) ®

Hh, ¢ R TR RN 2, p N P AR Z KNG Z, ¢ np' =0, ¢ Up NAHIET 1)
HMAZ, w, , H S 5% jAMBR R ECR NS R ¢ INSHL, w, R S 53 jRBOVEI [ 2
JZ ¢ BHL Wit R - 1 AR NER ¢ NBHL w, R (RS 5% jAMBRIR SR Z p S5, W,
RN S5 AR RIS T RO A B S S B A B S, R B b A EORRSS SRR S5, ¢ N
RAERLH BE I P ORI 7, My 9 1 BR300 45 RS RECRRAEE, y KT 1 BBREERROK, v /T 1
HER £

AR (7) AR (8) AT, RS 5 ETEIATA ORI T B 0] DL BRI B 14 I 45 22, AN A 1 1Y 2%
R FE AT HOK, 138K VERCR AN, 15K Z UG 00, 4388 04 4 280 BE AT UK AS 3 AR B2 T 380 R 2 F £
[, AR TE TR 73 D AL T 2 A7 AR JROR A 30 I 468 2 16 P88 Ty ek 97 A e 36 B0 U B8 e B0 SR A B S A5 A5 0. 497
R 2 3] R Gufd ) FLTrust™ 3R & HVART, 2356 215 2 B BE AR FE b AT A — TR AR 3L, Tk RO A W0 4 IR B B 13
FI AR B T — AL BR S 23 2R B HRVE SR, Jovi4R w T aRsUsh, BRUGTE FLTrust AL S bt B P 0K B s
Ry 4% S 0 B AT UK.

o B ARG FE AT ORIV SARAN S TR AR FE W 48 2 I S B A G, SRR Z, Bt i BRI, A,
6 FE ORI SELARMMARAR,, BRI BOK BT A W25 2 (0 B6 22, FLAT 7% 00T AR 5SS N R AT 7 BT SR AN AH TG B 4l
A RIE.
3.2 MKEFHIEE

B BE OR3P B TBOR K7 W5 T 86 BE ORI B, AR RAZRE Byl 1 Mo 20 e 75 185 8 45 1) B A Ll
A S 2 R VE SO R, TR, KR 7 ik 8+ 4> 2

N2 5 FHAEHA ) SRR IR VE S I, SR SRAF I BURh AR L DAL T BIME TR, (H 2 AT A
EAREE IR T = RN A L, BT AT TH SRR PR 7 B 7 34 458 3 P RV 28R B AR (R TBOR R 7 S R, 2 SR
HRVE R B A B TR Rl BT 3R RO UBh A L TG 323 2 AR 2SR, 84, e PR At ) T8O R [ Rt TGl 2 K.
BRI, 2345 2 78 St B SO B I 1 F SO B 7 1 H AR 3t 8 R 88 5 KAk B SR A L T A

RO IR 7 B H S5 78] LA PR R 2.

(1) &k | B, Bods 28 B O 1 ZRE00E - BT RLIDLIB R 5 3], FERTVNEH 22 ) s I R B4R o h 2
AN FEARLE, BT HAREMEENPIRFE ) P EA S 5H MBI LR T ISR, LR EiEE s 55758
TR VE R 7, 22 RSN F I TBOR BT X 3 438 (15 5 38 WOBH F R AT 0K, S B0 58 80K i T LA aok 975 AL o 5
L HRVE RO S A R TBOR R B T 5 o A B 2 ST U R VE BL i . B TR A 8] B TSOK Rl I A S 2 ST RV
Yok B 7% B SARAN AR R, DR B L 2B R VE R I I B B LU R VE I BT 3R (0 Rl A1 R T 3 25 vk Bl A3 FH 1
P VAR 5 SV T O R 2R ARG 30 B 5T IR B AL F) PRI T 2% ) R 4.

7B I AR 2 =), A3 RS [ B FBOR BB AT ROVE B0t SR 38, AT AE AT 3% (1 OK BRlF-4E A v B RE %
TERAUNBE S 2 3] 7= AR I R URN A LU RO R 7, AR R I AE SI2 B 19 56 R 25 30 Hp A58 B2 TR R T AR VE RSB 2 B
.
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BOR 1 BN I SR ORI 5 (LU RS 53 j ).

Wi AR D, , Wi BOR4E D, , £ AR RIMOKE T4y list;
St B T v,

L K AN SR 48 D; 72 9 N A>T Hdia 4k D = (D!, D2,.... DY)
2. BEHLIESE TR D AR

3. B U R = 0

4. for y in vy list

5. JIBEHNICHE 2

6. RBENE R, =0

7. for H—#r=12,...
8
9

AT Hdadke D ISR E wi_ = (v, wh, . wh)

16y K w453
10. Wiy = W, Wiseons wi}
1. if W BEE L
12. HHZ5% kMR R, = incentive(Wjy,,» Dv)
13. else
14. R, =0
15. end if
16. R =R +R;,
17. end for
18.  if Ry > Rux
19. Yres =Y
20. Rinax = Re
21.  endif
22. end for

23. return vy,

() FEBRHR A A R iR ST HAZAE R M BOR N 7, A _E— 5Ty 25 8 A IS 2R £ BB — B 1Y
ARG, 2 I EARAN R BB B 0 — SR Tk 3 45 AW SR R B3R AT TR, L 0 BE UK i mT LI By
AEALAR F HIRVE BOR S BRI 7 2 A8 A S 0 VE Tl 3 207 ik b ARd T I e nf RS 7R s FE R AT A B
REEE RS 58 NPT R

R SHTOR A 5 1 753 1) B AR A JE T B 2 ST AR AR PR 2 181 % 2 5 3 I 2R i A5 R RS 2R EE RO AR, T 23
R BRI S AR AR FEE i FH TSR TR TR R BE S 75 21 d K R IRl F A L, 84 A5 FAZTBOR PR X3 — A8 R A g
TR JRE HEAT UK th RS 15 21 B (A OV RCR.

GITERAEIR 2 2T L RE P SBOR 7, 1 T IC2 S1 AT I i 55 4 — o 2 5 35 IR0 AR
BRREAT — I (A BR ), A TE IR ISR 2 58 LARBRRE, RIS, 22l BOR B T 8k 2, i e s (7 554X
AR, DRl I ot 2 7 R e S AR TBOK B 1 5 I e M rh R B S @& IR ORI

£ Refiner (BRSPS I R T SBORE 5 AP ARRS I 535 2 s, &5 KNy (B T 00 S8, AR FE TR
K BE 75 3 5 B 4 (RIS Refiner AORERUAE BERGI0) I 2 il o bk 5 8 N =i ek /s o fE, A0 KB B TBOR i BE
3 B A SR e, SRR AT P A o (B I AR B BRI, W DA B Ky (R BRAS B i b, 5 0,
VLI H AT y K, RO R ME LK, 7 Z80 y AR SR By [ UL step/2 8K, BRIR
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P BSOHR 25 KA S SO AE, 24 o 180 5 530 450 R RO DR F e 2 10 OB B R T 0 B
o BRI, FA5 R BI ) 3,0, M RHE IO IR T (0 2 TSR IOR IR TR, SR A I 750
B IR DR TR0 B 7 4%, pH B0k 5 /R TR DR 7 7 7 0 SAR AR 0, 7 B i b ek
VSRR LB VAR

HE 2. Refiner 3 t i R ACR 7 (LLEREZS 5 & joAH)).

BN -1 ™S HHE ARG wily, = witws L owity, BIESEESE Dy, FIRBOCHE T v, KA
THMHET;

Bt R T Yo, -

L Yies = 15 R = 05 ¥ = Yinics S1€p = Yinie/2
2. while |y, —7y|>71

3.0 AEH y BOK w135 w!

4. Wik =i, Wil wict}

5. if w;f‘ AeE I B AL H TS R = incentive(w‘(;e‘W”,Dv) > Rinax
6. Rinax = R,

7 Yees =Y

8 Y = (y+step/2)

9. else

10. v = (y—step/2)

11. end if

12 step = step/2

13. end while

14. return vy,

FLDetector 18 # fEEIR 211847 | — @R AU TR NGRS 535, K 25T 2 1 AL R AL, BENHZ
AR BA E — B AT R IR, TR U A (R BOK BT R BE 5 AT LA A A FRROR IR T 2 BE I KL R IR 2 2] RiT
FLDetector A1z 4TI a] DA FH B3k 2 S8R R 7, 0T DLk H [ 52 H8CK A1, FLDetector 38 1T B SBR[
FHRARAARRD W E 3 fin, EERES E—RIBCRE T v, FAT L, WBN y BTG, Wil R 1%
BAPEVE i R R, RIS T y A NS ORI T, A4St ie v &, KT v J AR, sl
y TE AR TE I AL BSR4k SR8 b — %0 (R O DR AR A (R 8 R I 7.

H3% 3. FLDetector 28 ¢ 01 HRAEBORE T (LUEES 5% j ).

N 5 - 1 A ZEHHROAMBERE L wil ) = wiowi '), B2 BB S 5H EAENRAMER w2, =
w2 i), BRI EBOR I T g ORI BRI FR ] 7, SR X TR KV & 5
Bt RAEOR A T e -

L. Yres = yprc; Y= yprc -7 Sle[’ = T/S

2. while y <y, +7

3. Ay HOR w758 !
Wity = W)

4
5. WHEESS5FEIEEETFD S qw = (51,52, sy}, s = mal_score(Wi i, Wian,)
6. MEHAS 5 E K THE GBI DX [min(S e ) — £ max(S i) + &l
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7. A BEREHOR G BB EAEVE ) s, AL TSR X TR

8. Yees =Y
9. break
10. end if

11. y=y+step
12. end while

13. return vy,

4 ET L,-norms FIHRE (L 1 H

o6 FEE TBOR TBU ok F R BT A b RS A5 P88 AT TR SRR i A AR U 4 Sy AR f 5, E LA iy T kAN T 3R
BORh. BRI /NS I L, (M E B OR, ONEEEE, 2L L, fE P B 21K, RS AT DO A B6 B 1 L, (EL1E A 6
HRBNEZSE5H.

AR AL LR R T 5 5% TR D L, NSRS 54, B b ORI, /53R IS
NS5 AR MEBIEIRSE S, RSS2 E A& L, 8, AR ZE P30 L, [HEE R FH B RE, R
BART BUEMBE A R IR IR LG, 252 J5 MR R & AU A B, K@ 50 1S5 #0103/ HUe).

REGAL L, [ERRER AR, B RAES A, R\ S S S5HMEN L, [RRE. RESHER
WA & 2 5 3 BORRBE L 5 T AL Ly (ARG Ly (N), X Ly (N) AT HEF?, FEHEBR ORI /INE k (k < N/2)
A L EE, B L ERNEESN L, (N -2k, iR PR KES R/AMEZ FZE 6 = max[L,(N — 2k)] - min[L,(N - 2k)],
max[Ly(N —2k)] +6 Bl ETA5 BE. T BB (1 k A RROK, 75 2010 BB BRI, 2 50 (0K 30 0 1 A0 A% G iR 25 35
MRS 5HE N, TR T kR BB RS 53 EE, 7T LR BB RS AR B A S R a0t
R MU BRI, RS54 A I T E ORI AR I Ly 4B TA] B Z2 KA & AE, B THE 22 M8 S M\ P B
fh ZEH ERE N E o TR L & FE i AN i+ 1 MEZKZE), ik HBIN-i.

WS 5 ENMAE, 2T Ly-norms MBLALTAEHLEIA T ZE LAAFHMIBEGEE, A8 585 W LA E
UGBS, ARS8 00 F B, AR50 L, (BR8P 0 25000 0 AR R0 3R I AR B, AT ARSNGB, Ak
T8, BeAL, FRE T L, BRI R R BN O(Nlen) , Hotp N AZ 58 R, len NGRS EE, dtbn] 154
36 L, (B PG AN SRS 5 AR 55 2 R UL T v] LARE 2 1.

5 SIS

51 XWWE

(1) Btk

AICAHH T 3 AMEE4E MNIST. FashionMNIST?, CIFAR10Z7Sk 45 Hi iI48 B JBOR Mo f2E T Ly-norms
AR A BATL A AT P4l . MNIST & —A 10 FP3er BUE /- B EHRSE, AR AT 5 AU R, & 28%28 KK
FEE A, a5 T 60000 MIZRER 10000 4NIHREE. FashionMNIST L8 1 10 Bk B, ElE N 28x28 [
IREEE Fr, BATE R 60000 SUITZREEFT 10000 MIAEE. CIFARLO 2 — MR EAEGERE, A 10 412851, |
J RSN 32x32, 2595 50000 AN YIZREERT 10000 A TIHREE.

AL IR SCHR [28] H 5 K I SRR S BL A D 2 ) AN S 538, R RIR 4R T o 285098, 1
Z5HBENLY B ¢ 1, — MRZEN TIINGEEIE S UL g > 0 BRI 2 14, &4 i_;'f (R4 73 B AR 20, TE )
— A, BRSPS B EAN B EE. ¢ B TS 5EFAEEAMINGEREN ST MER, Yg=1/cH, £15
5 B S B SR 43 AR 1 (LD, B2 Ah, 43 TC (0 B8 #0 2 JE 207 [F) 3 A1 () (Non-11D), ¢ 8K, Z5 W #(4 Non-
11D ()72 B2 At e
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() PFE R E

BREOUT, 5T A IR 4R, ASCRBMBGTS SIS 5#55E N 10, B3 557G 500 MIGEE, 51
PSR R AR ¢ 9 0.1, X 10 M 5E S5 TS I MZETE K. XFF MNIST F FashionMNIST %4
8, A EHNEEER—AN 4 )2 CNN W%, Wk 1 fis, YIZRI (6 FH 22 50 %58 13 1074, batch_size 4y 32, &
HNZREEHN 2, 73 BIIEAT 300 A1 400 %5, %k CIFARLO BrdR4ENT, A5 3048 1 (1 R 28 2 VGG 6P R iAs, 7%
B T JRA AR R, N T — A Softmax ERIAT 2K, 4 14 EMLE, KA AL &R Z A T 7 ImageNet™
Hfm e F RN ZRlr rACE, & B I batch_size 4 64, ARHLIIZREEECH 5, LA 3 x 107 1% 2] F31145 500 5.

%1 MNIST 1 FashionMNIST {5 F (11| 2455 74 ) 4% &5 4

REIS NN
Input 28x28x1
Convolution + ReLU 3x3x10
Max Pooling 2x2
Convolution + ReLU 3x3x%20
Max Pooling 2x2
Fully connected + ReLU 100
Softmax 10

SLBG A T Refiner™ R GTG-Shapley! i Bl 43 e AL, 1 5 Fl il 4 e 5 1288 BA l 47 PR eT A4, R
835 S WU - BC I A TS BRI TR R, BRI BORT iz, BAA ARG, BBF IS AT STk vP Al AU 4 B i) AR 58
AN, REME 15 BB R VE B0t 5 B B EEAS FHSUBD LI T 28028, ARt 5 B A v ) )2 3& A 1. Feh #E Refiner
TR BEE SN 1, GTG-Shapley T it 5 fT#5 1) Shapley value B Z: 5 3 it 3K (3R

ARSI IHE ] T 5 FRELAT BB AL Refiner™ 2T loss MIBEALIEAEHLAI . FLDetector™ . Krum',
Trimmed-Mean 1 FLTrust™, 2:#17E Refiner #1 FLDetector AL T4 H T FedAvg 34505, 1EX LB AHLH T K
B T BEEEROR B M RUR, S AR H AT Ly-norms AL PEAE LIRSS LE.

(3) Tt R 15 B

BRENL T, ASCBEHLEEL 10% M2 5 FAE TGRS 58 R SEM R BCR &, B 10 NS 5% P EE 1A
BB S5 1L Refiner FIBFHNLHI T, 25 &5 M08 HHE 2 HHEBORE T, H o, 8 2, 28 0.02, 531 FIHCOKE T
Y6y [1, 3). 7E FLDetector ¥, Z5&7ERT 10 fo R 2 tEBOKHE T, Z G EE 3 WHBCKE T, Wi
79 0.05. #£ Krum, Trimmed-Mean Al FLTrust I, 25 & & — 56— FERECRE T, 205008 104 2 A1 3. BHXS
B ORI 2% |2, 2 538 FE R FLTrust S8 FTA B AEALE] N BOR PR M 28 286 E, TFE FLTrust &, 5% R
RO 53 W 45 2 HIBRE, A07E 4 |2 CNN W45 RBCKHT 2 ERRE, 76 14 |2 VGG16 TR R o HBCKHT 5 E R
[E. BB S 5% SIS S G — AN IR SE B

FR 55 2RTEIBAT 2T Ly-norms FIAR LA HLHIN Y c E W B NEES 5H LR, k=1

(4) PR bR

ASCAE FH B VPAS R AR N SR B A EE (R ) FLEA UG K (growth rate, GR). SEBEUIIUALL (R) 225
5B R 2 2 BT BRI VE B R R B — SR IR AR L2 RN, RS SRR A 2] A R ER 1S (Rl Ak
AL, 5 AR RN AR LU AR B, B 17 B B e B R AR BRI 2 o vh AT U Ve 4 R B sk, Hodad v
B F WA AR b 2 TSR A 3 R A BB A b R 2O 6 TR R VE Be e 1 S, A A R S AR K
(GR) #2253 HEAT BRI IR VE B Ji5 75 3 1) S M N B AR b 5 40 P ST 38 T SR S AR SR 2 L, A8 B Hh kAT
WU VE S E 5 2 5 5 kU R4 T+ 28, [R5 i 1 Sl e B 7 B T E LA, A g — > A B U R VR e s
)4 R AR AT A B VTAY, 35 Bl LA [FUBIATLI T  2d 24.

52 SBRERSHF
2 5 T IEAS BRI LA RD B AL T, 5 RS [ (0 B SR VI SR B B 5 5 2 AT B FBOR 15 21 )



12 BRAP AR Hrr e B o G w Sl

AR AR EEALE AU G KR (%) BISRIR SR RAE SR 45 R, W A I R A5iR. B %, iR {E ] Refiner ]
Wb 7 BoHL, 82 8 H GTG-Shapley #EAT STHR VAL, 462 FHELAT B BB T, A SCHTHR H K06 BE UK T g s
A BB THEAUN TUIRIR =258 NSRBI, T8 A R BU A L. 5 =, BN AT — L 2
5% SR A DL RE 3 B s iU, SRAS — R AOBUR AR L. B8 =, B EE ORI AE Krum 15 21 0 S4B
i 5 L A SR A BV i L . S5 DY, 7E Refiner A1 GTG-Shapley iU HLEI T K45 (1 4 A B0k B A U AH
FERR, I A R PSR ATL AR R 080 70 P 75 SR AN[R] 20, Refiner FHARESE ¥ il [ € 19, 25 8 R IR
HOTik o5 T 2 53 SOk AN 1 B S e, PR 5 DR A B B S AR 5%, T GTG-Shapley
2 535 (W T SRR 5 ) T L DR AEL, RIS DUmRAELAR D%, B8 T, A6 BE ORI TR AE A SCER M5 T Ly-norms 1)
BERIPEA AL N B i 2h, o AR LUK G B Ly A C30E AR S, 258 ok Be 213, PR e Ja B i
T R, 15 20 B SR BUI BA EL /N T 0, ok 2 Bk 2K,

R2 AEAFRIBIBURL SELE] S IIZRAS R B S BEAT B B OR TGk ) S 3 45 2R (1ID)

e " Refiner GTG-Shapley
(el ek R GR (%) R GR (%)

MNIST 27.42 38.12 0.60 83.2
Refiner FashionMNIST 14.35 51.45 0.43 110.3
CIFARI10 7.23 10.6 0.33 122.1

MNIST 21.63 29.8 0.63 92.5
FLDetector FashionMNIST 17.87 63.3 0.54 135.8
CIFARI10 29.06 42.4 0.35 132.2
MNIST 16.41 2491.0 0.53 193.0

Krum FashionMNIST 19.42 425.6 0.10 429
CIFARI10 53.89 425.9 0.54 166.6

MNIST 27.73 40.6 0.20 29.0

Trimmed-Mean FashionMNIST 8.61 30.9 0.08 20.3
CIFARI10 25.35 35.6 0.18 67.3

MNIST 59.94 159.3 0.16 55.7

FLTrust FashionMNIST 41.43 208.2 0.15 86.7

CIFARI10 53.36 79.0 0.01 6.9
MNIST —40.41 -55.9 —0.38 -54.9
L,-norms FashionMNIST —6.64 -23.7 -0.19 —46.5
CIFARI10 —62.86 -92.1 -0.24 -90.0

53 SREWOH

N T RS A SR 71552 % S B IR DL, 70 AEAS R 26 A T EAT Se 38R Aer 36 73 A A TR 2 06 ik
JIAEAN B A 2 A

B 1 JER TAEASF B AL~ 2 5 3 R S0 1Y) Non-1ID 2 5 Xt B8 JBOK SOt . 1558, B Krum SME
HABBAT P EBLE] T, Non-1ID R 84K, B EZTBON U Frak IR S A B A Lok Zb, B3 P B A L s b 22
FEE 0 JGRAE 0 Za A7 eah. ik, BT AN 5] Non-11D 2 B2 1 B 78 Jo I vE Bk R 1 100 EAT A 2% 21 43 3
WS RN AS [, A7 7E Non-11D F2 FE ARk i SR A HL AR 2y 5 A i 1 4K A48 3 58 A AR IR % e, 91l 76
FLTrust #L#| F, Non-IID 79 0.3 55 0.1 FAH ELAL, Bl B A8 A LU BRAIR, (H 2 S A BUn B 3 S i A g .
i), fEFH T Ly-norms FIFFAIBLAE] N, 4 AN Non-1ID F2 R A EHE 3E4T JRVE Tl 45 21 A B A B0l AR LA A4
WG K AT 0, Toikil R Bt K.

B 2 Jeor 1 AEAS UL STt 8 S 5 3 BB RETROR e s, B v i 0 Al 1
A AN S AU KR AT A RS 5 E A IO R B A (. AAIET 2 hm] LA 3, 8 7 s il 73 BE ML)
T, ERS HENBEND, A IEE T 05 20 0BG SR A EATE AR SR R S HGERAR, X el T ek



RER F R THEAAR BRI F 3 MRSk 5 4 13

T BERS, B A2 53 2 L AR AR A S0, JCH AR A Refiner WAL, & — 5 Ik 55 2 2 4L 1 BUih
5E, %5 5FMYE TN Wi, A2 5 TR R, %25 KTk st 2 R, 582 B A B t st
S} 2

80 —— Refiner 250 —s— Refiner 2500 -
—+— FLDetector —+— FLDetector
60 —+— Trimmed-Mean 200 —+— Trimmed-Mean 2000 |
a0} SR _1s0f T rems _
x X
< 100 <1500 F
= 20 v v
ol : - O 50t O
= - 1000
-20 } / 0 = g
B = e e e e e e e ] e e e i Sl I
0.10.20.30.40.50.60.70.80.9 0.10.20.30.40.50.60.7080.9 0.1 0.2 0.3 0.4 0.50.60.70.80.9
Non-IIDF % Non-IIDF# % Non-IIDFEE
(a) Yrai SRS A (b) Bt ARG K% (c) Ml BG4 (Krum)

K1 M MNIST f£ Refiner s HL I AIA [R5 I LE] A5 S0 T, £ Non-1ID A2 B2 B BE ORI A2

14 F I 100 |+ —=— Refiner

0.50 |
12 F =~ GTG-Shapley
| 1 80 F T e | |
ol 0.45 _
gl 0.40 | 60 b | -
= x h |
6 0.35 T T 40 F I
4+ | .
030 20—
2t -

GR (%)

= 025+ 1 ol T -
1 2 3 4 1 2 3 4 1 2 3 4
TEZ5EHE RS HHHE TR 5EHE
(a) Brali S AU AR (Refiner) (b) Budi S AMABEiI A LG (GTG-Shapley) (c) Brali S Al g K 2

K2 ffif] FashionMNIST f£ Refiner B AL AIA RIS LEI I OL T, B S5 8 R B B ORI I 2

B3 JEoR 1 AEAS R AL R JBORAN 50 B 198 246 2 A6 PR 0 o L TRR ot (9 5, P R A A ) IE B AR RS
—JRTTARTOR I W 2% JZ 48, SABUREAE Nt Jm — R TFIRTBOR I 2% 25, B4 4 Fi 102 RTBOKHT 4 )2 46 )2 B0 L.
MR DA I W45 R 1 %, BR FLTrust SMEHABPT NS T, BOK VGG16 iR R A i1 2% JZ 4
75 2 2 ATl R AR LA i A 50 18 3 A i v 4, RV VE L i ROR e . LUK, 7 FLTrust BB, TBOK
P X 248 S A B T v il 3 S TBOR 8 70 WX 248 J B B A BE B 488 et I Rl Bty R .

—e— FLTrust
—— Refiner
—— FLDetector

—— Trimmed-Mean
—e— Krum

—— FLTrust
—— Refiner
—— FLDetector 0+

—40 —— Trimmed-Mean
—— Krum
-14 -10 -6 -2 2 6 10 14 -14 -10 -6 -2 2 6 10 14
NG I~ NG Y=
(a) ik S A PR A EE (b) Braly SRR

K3 ] CIFARIO £ Refiner AL AIAS R B AL 15 DL T, ORI 2% 2 B0 B TBOR B i 2 i
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K 4 J&orR 13T Ly-norms (RIS PP A5 AL Ao 2 80k 4 B AL IO RE L. D 1 SESF st R A /N & S5 K
ke X BITAERIFE, S8 BELIEE 20% 5581 0% S 5EH RIS, BIfEE 2 B ES 5%, i
IS S 5 3 SRS T 25 S Al AR LU P AR A AR I S 1R A 9 Ll 2 O (false rate, FR) KTt s
MEROCR. B 4 shaT LS 2, B & B3N, SR8 2538 13915 21 A0 By S A4 AR LA 2o A B #6
HRARAEFEAR, 5 UL, R GER M S U Mt 2 IORE R e S . Joh 2 kO 2 i, B3 5 E AT B K
RYE J5 75 B R AR A B S B, ELR TR A R 0 (K, 15 280 0 75 4 5 SR et

10 F —— MNIST 20k —— MNIST 100 PNt
\ ~—=— FashionMNIST h —=— FashionMNIST —e—  FashionMNIST
0F N\ —— CIFARIO 0k —— CIFARIO 80 | — cIFARIO
—10 | _ = -~ L
20 < ; S °
20 ~ 40 =
& £ oa0p
30+ —60
—40 | —gol 20 F
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