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Abstract: In recent years, online transactions of digital collections have been increasing, with platforms such as Alibaba Auctions and
OpenSea facilitating their circulation in the market. However, the bidder’s bidding privacy is at risk of being disclosed during an online
auction. To address this issue, this study proposes a privacy-preserving online auction approach based on the homomorphic property of
SM2, which not only protects the users’ bidding privacy but also ensures the usability of the bidding data. Specifically, this study creates a
homomorphic encryption scheme based on SM2, encrypting bidders’ bidding information and constructing a piece of noisy bidding
information to conceal the privacy data. The efficiency of the online auction privacy preservation approach is improved by integrating the
Chinese reminder theorem and baby step giant step (CRT-BSGS) into the homomorphic encryption process with SM2, which has proved
to be more efficient than the Paillier algorithm. Finally, the security and efficiency of the proposed scheme are verified in detail.
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B 25 R POt L g 5 e 1, R o SO R SO T B R A I 7 R L SR e A, X {15
B it 2 20 T )12 S ANE . R AT S i, O S F TR T 7= i AR A s ] PR B, i 3730 0 T o v A
. W28 G A7 3B T B R B SRR S, AR A B R R SR T Er L& Rz /) B,

Xof T H g b I E A, BRI 43 (B e AN AT S8 I R . (B 5 s AN R 4R S U7 iR R T 3 T SR AR S
7 it 1) T AE LR AR, S5 AR 52 5 T8 M STAS AH R AR BSOS B . FAS2 R — FR A Br IR RS 5 7 &, H H K2
T3 S 7 1 3 A 2o R G T A TR A S A O, AR T s AR, S i S T3 T SR G i,
B A I AR R it A, 43 P A R o o 1 )

H B, A — S5 = 5 e i 2 5 °F 4, 1 OpenSea™ . SuperRare” Al Nifty Gateway! 4%, SR1fl, X L6745 1)
B S A SRR ATFHAE, Tebn B e N IR A A &, RS A SeAr AT, B TSR R R SEAR A 1
FTEANME BB T AR E R, — BtER, fEseid iRt RAEVESAT N, Wsahnd Z M HE . Fobrn s 5402 m #@
& R EHAR R B MR E T T B, AR R SN E BN, SRS E BN R, kT
SR LR, R, BeTH 2 A I S FASE I UCR IR Sebn i SN EaRl, RN ABIR TN E BN R R e — AL

WA SRR AR P — BT 20 A 3 b, 55 1 B SRA A2 0r it E il R, xR AT EE A
AT 2508 1L, RS AR R ST AR 5B 2 Bl SE T2 B AA MRS U, 22 0 BaRL T L SE A
TN — 5 M 75, 0 N 75 Ji5 23 76 — 5 72 P55 RS WA S M (9 LR BoRs 2, 18 7% 2 AE 32 00 RUF AN BRRA 2 [ BRSP4l 56
3 Bl T R AN B R 2 U0 SR R AT e AR B AT SR E L 4 R, MR R R T i L AR
FR A5 TT4H.

DA B S2 W AR SR EL T SE AN BRORL R 4P, (L BAS =2 i T [ 5 (R S W, R T (R B [ (5 B 22 4 N KR
&R TR, T AN — 2, TR 7 A I B X 4 FA S B . I AR, AF N SRR I % 5 AT TR E
(7 T AR B4, 2022 4F, B KN IRIEH 73T % SM2 1 [F) A 2 5idk B SR, 1k R A 2 SR AT
B, T RS A SE VRSB AT R, [RIEE, ZE R IR AR R AT A, P BEAROR, R Se Rl — T E 4R
B, EIRIASZ PR SCEAS A AT TE 55 A B R 2 302 m o 2 TR B M X e il BB 482 5 N Bt 2%,
T FEIBAE M RA R O(n?) 5L O(nlogn) K.

(Rl bk, 0T 2 T [ 85 ) 07t D 2840 S B AL DR AP P BOR TG — 8Bk bk (1) Tt OrdP SE 4015 B BEARL 1R 1) [ B
IR FEAN A5 2T F I B3 S W SR N . (2) 25 [E % SM2 1 RIS 77 R B MR3 8CR L. (3) LB BB S TT
BT SR A B v, P T S MR ST RCRAK. (4) WA SEELIE T I B () B0 7 P 254 SE R AL R R 4.

ASCHET A SM2 BEUT 1T BT R ot I 2 S R R AL DR . AR SRk, R (RS 0 25 38 S0R i & A
WEAR S G, SCIL TR ORY SE A 15 B BRRA B IR N AN B IR SE A0 (5 BT M. 1 2, AR T A SM2 RIRIZS 7 BT T
SOk, ST — BRI m AT R M FEIFSE T R R, A T BT W Se O R B AR, iR
PRSI S AN TH B A B 2 W 2 3 S N B3 i 2RI K. I E, IRIESLBRI e shim T & & it T FE%
SM2 14758 b P 48 0 SZ RR A CRY R Gt ARSI F 2 TAE A TTkan T

(1) ARSCE AT H % SM2 $&H T o7 gl i I 28 1Sz R AA OGRS U7 28, 383 B0 T 0 48 41 32 B FA (R 37 AR B AN 3L
ST T P A0S Ta AN A FRBRRA RS A0k 8 = 7 1S T S R4 N A1 G FITHESE &, R RSP & R A7
SEFRE NS TEA, TR AE F [R 25 0 P AR X 3 SCSE A I — IR BB LI 75, v (8] X Re 43 B 0 (1 56 o, o
HAP SRR B3 e A R SE A

(2) $EH T 3T [E F 42 2 HLAN /NP KD 5 (China remainder theorem and baby step giant step, CRT-BSGS)
IR SM2 I Sk, JEaa T %A% J7 S 1) 22 e VEUE .

(3) WA IHASZ MBSO TR e b 1) PR AR ANGE A (8] & 5 TH 5P & — RS B DL B — D0 e R0 5 Ik A 2
RIT]. B PI480525 5 N E0E 2, Pl s S FITHE s B2 g .

(4) £F Android 1 Windows T & 7E R4 W R 858 T et 56 T 6 4% SM2 7l 48 Ha 2B iR I R 4R, Iy
BT A SCH TS 7 58 BT S AS A K SE AR 3 SEbm AT P g,

ASCE 1 WA EA R TAE. 5 2 A HEAENR. 5 3 A B ECT R P S A SRR FA R HESE. 28 4 T/ 2R 4E



BRI A AT B E 08T R W 420 3R AR 7 ik 3

HA92E T CRT-BSGS (IR SM2 ik, 55 5 5 HL AR AR ASCHR H AR5 T 3 (10 400 R it 1] 2% 411 ST BB DR P
556 T HAR ARSI ER AT 7 SR . BB 7 VRIS 07 RAATVERE. B S A AL

1 HEXITIE

B 98 A G VR N 2 B U TV AR A, IR 32 0. Bl 28 2 MRAT IR T L B 4 DR e Al
SRR TP BT AS SR (0 2 A Mk, SCA R T K B A SR A P,

B OpenSea. SuperRare FIRA B 41 S 4540 58 5 28 55 °F & WIEE ) K&, P28 40 324 v B sl it A E A4 LI
AT 505 3, FTHE T 4 R A SR 25 SR BR A . SR, 25 Fh N 4% 22 4l #1272V 0 T R 4 3 S MERE, I 4% A S rh
SERRFE TEANE S BARL HE 85 1r) A FELAS T LKA B 15 S, DA g e P 8% 41 ST 2 v ) B R VB8 1) A, — MR
M2 5t B Z 5 BARRIZS e &6 77 .

%42 F71HH (secure multi-party computation, MPC) ¥h {15 % 75 & 53 7£ B AR 845 B BIEOLT 5Eh
[EVHE, Bilan: 27T R A LLEL. ABN. KRGS R, T 2L ENZ H IR FH EZ AN 55T
Z AT H, AMEZ1E MPC tB T E 2538 HAE IR I UFRIZ % (somewhat homomorphic encryption, SHE) T15..
54, Lindell % \ "5 22 16 #6 MPC A2 HM O(n?) & SHE 151, n 9 BRSO 335, Lindell 25 A "2 .
B FEARE] 9 %8 MPC S HA O(n?) %& SHE 115, 38 75 20 — DN IRIEIRE Y 4 1) FL #3217 SHE 1. Sutradhar
2 N\ ORI LE RS UM RS 2 23 % MPC A1 16 + 10n 345 T4, IX Se s 0 aE B 22 5 20 . HLIE A5 TF48 .

ZESr WL R N B A — RS, ERHTIR T BaAASE R 75 S M5 &, Li 2 N M T XGRS
hil, SR T FE X 2 5 3 A I TR RS 2 5 5 SN BRAL. 28110, S T ARIERSAA GRS 14 R 20 2058 fE K g
7 X T R 2 5 BUA SR A AR 2. Hassan 258 N UM T 0UE 22 43 BeoRA WL, BUD I AR5 T 4 3 o7 e L R
FREHLH, 4032 A WS TE 22 4, B ORI BT BB M\ LA 48 S2id s rh HEWT e bm 8 I e 4. S xt4pse iy i )
BeRA T ] R 52 A7 e A PR3 10 A, L 2 N VST T — b 56 T DL e 3 ) T 7 B s v R M 3 T 2 v B AL
[ R £ 41152, BUidi BRI ZR AL B 95%, FFHE&H T —Fh it 3 HEBR Me il T vk AR Z2 20 B A0 S L, K Mo s 2
FEARE] 20%. Guo 2 A UIESISZH L 51 N 22 40 Ba R, 383t 6t FE P A0 R A I N 7, ELE AN S5 385 B i g 4 45 547y
FERIEOL T, SEHH B BB AL IRAP. BARIX LT R 22 BARI T e Ba ., (FIE B R ZAE N B
AR A 1 2 [B) HRAS — 8 T AT VRS D22 0 e A M 7 R SR FH 22 0 e A 7 R AR B R A T — B IR, 22 20 B RA R
FE MR R R R R 01 43 A0 B T 0 A T AR AR SCHR R — IR M B L R e T B O A S o A B L AR

AN 7 b LUIE RIZS I RO S8, 32 T B SORE TSR B 7R, B 2N TEImRE . B
g 2] B a3 PO RS 3 5. Tung 25 N U BRARAR A 25 ERERSARIESE M OB AL, FEXHE ST
B ST EIFEIMT T &, RSO E R 2 E RN Om) , n NEFREUR. SR, TEehrgs G, JAS2IM 75 Za M T,
T A B AT 2 AN SE bR R 5E A B0AIE 22 L, A5 SR VM I PAT 2R I B Gao 25 N VR H T —FBaAA -3 (1)
KEARHLTT R, %7 WIS THE 609, GRS, SO SLd B 5ern 5w fIRRFA R, R
SRR 52 44 FE N O(nlog n) HEHERF (077 AT SENHER, I IEIJFAS . FEMSZE 2, Setnag AR — IR I e b
RIAT, HLJ5 SK A% AE SEbR 4 R M 5E 0 HE R TAESR AT 2 Sabs rp BT, 3271 7 H13220%. Blass 2 N POt 73T
AINE W Z AL, ALERE AR O(n?), SEIL T ML HSZ I SE M BRAAIRY . SR 1, Wbt B A B .

T AR (%) 2 B R bR 7 %, F R bR s SM2P L sM3PYL sMaPY
SMOPEE iz B FH T R 4447 4%l T e, B ST N SO BT T ORI e B AR, (R T R
ML RRFARY IR . Rk, 4SO B 2% SM2 3T T3 &, $& it T 2T CRT-BSGS [[FZS SM2 &k, Wit T
LS A FE P28 TS PN, TEI T H0r e it W 48 40 32 1) A R R FA TR

2 EAhEmR

SM2 i) Jy 58 P71 B A0f 52 oY 252 8 5okt A v L 1 B R bR, LA I e A, R R AR SM2 2
R A ) A% € B CRT. ASCHM P s K SR BT 5, W1 1 .
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S50~ S50 FIFSETT Sebrd RVRZ 4
VsOs Vii0) FIHZTT . SEhad AR A
PK.() M B AN
S K40 M B AR
Pkss pka~ pkopi ST7. R AR E ARG R
skg~ skg skp; 2 HHESF SRR RS R
B_number EiEe =
Ppi~ Py SR TN AL P R e
SENC(-~ key o} TR s R R AR n % %

o] [FAINEEE
datacoliection~ datay; SR 110 2 S R N SCSE A
SigNcoliection~ SIgMbi TS BB LR S INME B4

Noise FEA g

2.1 SM2
PRI SM2 J7 %8 B LA #6431 AR
1) KeyGen () — (PK, SK) . A RAE. SK NERPIFY, PK NEBRBI A, e PK=[SKIG, G 1§

2) Enc (M, PK) — C. INE& B M RFEINE RIS, PK IR T E M AH, C RAIN% G % .

3) Dec (C, SK) — M’ . %5, C AT IS S, S K SR TR 2R, M iRE IS

4) Sign (data, SK) — s . 2 H . data AFEZIHAR, SK ABBNTFENRLY, s ABLENE4.

5) Verify (data, s, PK) — flag . 3iE 575, s NFFIGIEMIZE 4, PK NIRRT T2 A%H, data NIRRT 752
HIEEE, flag NHAERTEE R

SM2 7 ZHmfRE SRR,

WRIET R A, BT 2 B, A ZLRIZENIHE BRI M, M KN klen . IIZZHINT.

1) IEFEBENLEL ke—p(1,2,...,n— 1}, Ho n WIS G WY, «p FOREESTPRHLIER — UK,

2) HERERIMZ: 55 €, = [KG, # C, WER BB A g R B3

3) TS 2 55 S = [nPK,, #5 S SR 55 5, WIHRARIE it b PR, NESCT B BIAH, h IR T

4) THERAR 22 53 [K1PKy = (o, y0) » BEAEAR x, oy, BB S BB 40 9 HURR B

5) H5 r = KDF(x,|ly,, klen), KDF NS HIRAEREG 25 1 N4 0 7455, WER A 1);

O HHC,=Mer, ® NREEH,;

7) Cs = Hash(x,|[M|ly,) , Hash i SM3 W& 75 5325

8) M E 3L C = C|IC,|IC5 .

B B 3L C J5, PUTUL N RE IS H.

1) M C FRBUHECARER ), K387 AR B 28 b (005, 36 € A2 751 AR AV [ il 2% 0 R, 25 A9 DU 438 S

3) THH [SKIC) = (xa,y0) » FHAEKE x, v, BIER AL N ELR B, b S K, SR 420007 B AL,

4) i85 t = KDF(x,|ly,, klen) ; 5 1 N4 0 7R 8, WIRAS FH18 H;

5) M C FHEUH RS G, , TR M = G015

6) T u = Hash(x,||[M|ly,) , N C FHUH Cs , %5 u # s, MIAREEHIB H;

7) fr S M.

fE 45 SM2 J7 ZIZESCH C 55 2 39> C, N Mo, Hob ¢ 72 B [k PK il I B 40 IR AE M KDF A R s | i



BRI A AT B E 08T R W 420 3R AR 7 ik 5

B ERBIALT (K1PK 2. gl & U0, 1548 SM2 NS5 25 5L C 155 2 #2r C, "R WISE M 5 [K]PK R4 2
HEAT 57 B B Y. X A0 s — FZ R ERAE, TR S8 H R R RS HRAE, MLt SM2 J7 BASFF RIS,
2.2 CRT

CRT T — AT AR, BV —H AR a0, M RR — T X ek X — AR o, Fommh 2

4

X:Za,‘N,‘yi(mOdN) (1)

i=1

b, NRFTH RS p 0 WIN =] | p) BRT X, ¢ WHEHIHAL, N, = N/p, iy, = N7 mod p; . B4 F i
[LNYEEH [1,p] . CRT HIAE 5 RPN X = )" aiNiy(mod N) LY = biNiyi(mod N) , 445/ 48 A

i=1

3

AR R X +Y = Z(a,- +b,)Ny,(mod N) , % WA LA F 30k nia 5ok RoR IR B A niz 5.
2.3 BSGS _

KB /INP7E B (baby step giant step, BSGS) # # HI T 3K fiff 55 Hion H ) . 59 8o #0n) ) A R R A
a*=b(modp), a5 p BHF, RF x FI1HE.

BSGS SHE SIS HOR #H B AL O(yp) HISK AR, BAR R,

)4 x=Ar-BHA = [W]A e[l,11,Be([l,0), MAJERBNFEA N T a* = a®b(modp), a5 p HA,
KR AT B BI{H.

2) ¥ B AEIX I [1,0) i ] 1 5 aPb(mod p) IR ME IFAE I W A 220 45 SRAF Ak T ok, X — B (I () 4% B

O(+/p) -
3) 45 A IBHLEIX A [1,¢] T 5 o (mod p) [RE IE7E WS 7 36 th 2 302 5 47 7 AH R B4R, 3 — 5 (It v 5 2%
FER O(p) ;

4) LA FIXE L BN A = A, TEWA T R AR R B NN B = B, A HIERME x N ¥ = Ar-B.
3 MEIAEZRRFARIFHESS

b ot A 9 45 41 S 3o R R SRR A 1 SR A B RA ) R, AR SCER T B I 4 0 SRR A RS HE SR, ST
W 2 $1 S vh S bR ) SE S BB AR
3.1 MLEHSTAER

B 1SR T A SERRFA PR 7 R SERESE, IZAE AR 5L T . SehRdE . IR S RITHECSE GX 4 AN sfk.

T
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@ RITHIL b B
_ > - -

e SR

Z5ipk

«—

"NANNANARNY

i

>

B e
—
e
ERIEES

[

T
CRENREEEES
o STy SEUT MU A A, HoA B I A SR PRAT 8 M2 TR .
o SEbRE. SERRE XTI TR AN, HA BE R — S B SO A e .
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o FHFE. IERGHEXHRXAHNFIE. TG, E5E G, fE—A sk rF &, &
LB R HE, EAE P RS, FER SR AR, B SR, R IR; SRAAE R, SRR
P W B B HSE A, SR A3 E, SREGEM IR/ R AR,

o I EF G MR A TN TR — 7, AE N — AP 6, ST S T U e, (RS A P
Fafh. RS fE v, THESP G A0S TR RS & 28 B, B BTERCR B RS & S80S 8, F R RS & RO —
AN EFREE R TR, 8T & N AMRBR L, M 20 B R S5 b 4

NT R FEbRE FISe N B AL, TR I 4R 0 S2AE L, AR SRl N — IR B S . TEHI SR L, e &
T TN SCTEAN N M 7 T B (818 32, 0 S 1 R B & AT Se A U, 7% B v 8] 25 SO AT R, 64 A mT 40
NS R, TESEIN Fehrd e B FA B RS, Bth, A SCHINT W EE &, 8 H 1% SO T 5 22 B
TESE ST, RRFEARABEERNME EIEE ), R T B mih R fh. A SCIETESS 3.2 T HEZR 1 2 41
BEAT BAR 5347
32 REE

TEM A0S R, THESF & S HEW TR PP S ST EGEARE S, B R B E AR S TR B R A TE
SERRE BT R R SEAT.

o e s BEIEL. ESLTFE T, FAE W R 4@, (1) TR IEF &R KBRS E W3S, T & X 55 ks
H MM AATELF 2T, 228 KE TR RSRHEWT IEA TR 2 o (2) THET & T B SoAn 2 (M e (8 BT 3%
M e, FEIXANTE R R & 2R ARE ISR, X P AR L 2 6 e AR ISR B AL, S R DR W 4% 4
IR/ S

o BTN, LI, Wi E SESERRE SRR EBE TR BRI FTREL, E2fEeaE
MSEARE SR T TS AR, R SEARBR A, Tohrar  Be R 40 SRal AT E Z 3R A
3.3 witB#r

NT ST P4 HA 32 e AR I SR BR AL ORGP, HEZESEI LA H F.

o H S, SERRE RIS S B2 tSEhn g A N KA.

o ANHTE M. TR TS BAT A A REAS O BT ).

o B PE. TEARE TR N5 B FE RS2 4L

4 EF CRT-BSGS HIEZS SM2

BEXTEET SM2 1 [l A5 I8 R AR 8 AR AR I S, AT 7 —FhdE T CRT-BSGS HIF 25 SM2 J5 5.
4.1 BEEX

AP RIFEA SM2 Hik, 65 Setup, KeyGen, Enc, Dec, Hom 1X 5 347, EAKUIF.

® Setup(A,6,b) — Parm . ZH B E. A NEW RGN L ESH, €9 CRT FERENEER, b WRAGH R
(1) —BERIOEL. Parm RS RINSHL

o KeyGen(Parm) — (pk, sk) . %A L. Parm NEW T RIS, pk NAERBIAH, sk AAEBPIREH.

® Enc(pk,M) — c. INESHE. M RS INERIISC, pk ANVER 75 EZ0AH, ¢ N & e

® Dec(sk,c) > M . fREFIE. ¢ NEFRERIE S, sk NIRRT T E IR, M ORMRE fa WIS

® Hom(c,c') — ¢ . [FIZSIEEIE. ¢ Fl o AP AL, o AFRZSHINGE 1% L.
4.2 EiEME

o Setup(A,€,b) — Parm . A NE RGE M) LK, G AMGEI M ZLRIINIEEIAHRE, G NHEGT IIFE Rl n EE AT
G [FFr. EHL € D E A E ) b EERF A 28U E )y CRT BUSE R H p,, N WXEERE p, WFL N A g A N AE
B p FHFREE Ty, , B Ny = 1(mod p;) . it Parm A:
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F O HT R S0 W 430 2 AR 7 ik 7

Parm ={G,G",n,q,p\,....pe;N,Ny,..., Neyis..os Ve} )
® KeyGen(Parm) — (pk, sk) . A OB AN BENLE xe—r(1,2,..., n—1} ENFAEA sk ﬁ‘ﬂﬁ‘ﬁy =[xIG1EN
N pk . BT LT AR AT
sk =x,pk=y. 3
® Enc(pk,M)— CT . I F L LA pk ANEE M AR RN, B 5%, BIEAER— AN BENE k—p{1,2,...,n— 1}
FEHE ¢ = [KIG 1ESCE AR 1 3841 ARG, BB A= p, X M U, 152 e ANREUm, = M mod p, ; &J5, &
VRV ¢, = [k pk + [m;]1G HAGEAEESCE 2 34 firth DU %5
{q:MQ '
¢; = [klpk+[m;]G, m; = Mmodp;, 0 <i<{, 4
CT = (cy,C5.--s cr)
® Dec(sk,CT) — M . fift & F 1k LARAEH pk F1% SCCT AR AN FIERN R ¢ tH 3 [m]G = ¢, — [sk]c, JFiE T
BSGS HiEHH Hom, , B LR IS
3
M= Zm,.N,.y,.(modN), m; = BSGS (c; — [sklcy), 0 <i< (L. 5)
i=1
o Hom(CT,CT") — CT” . FIZAINEEIEUBHANESL CT = (cos¢1s-.-,00) FICT' = (¢}, ¢!, ) FE TR, B2
A B SO AN E A HEAT AR, F R DA 5
CT" =(co+cy. 1+, .0, c +c)). (6)
X R BAT RSN B FHA S M R M 5 56 % SCCT = (¢ = [K]G, ¢, = [klpk +[M mod p,1G, ...,
¢, = [Klpk+[M mod p,1G) FICT’ = (¢, = [K']G,¢| = [K]pk’ + [M’ mod p|1G,...,c, = [K']pk’ +[M’ mod p,1G) , [F 7 it
HEE 1A

CT"=CT+CT’
=(co+ g0+ ..., co+c'y)
= (0,150 5C") @)

R RS RER CT = (¢, c),...,c)) , FRRH sk A ¢ = ¢+ ¢ T1HH. ¢ = [sklc) = ¢; = [sk]co + ¢’ — [sk]c)
B3] [m;+m)]G , ARYEEFL 1 B BSGS HEU S m = m;+m) , BJEX A my AT CRT RIGBHEI M =M+ M’ .

5 BETEZENHFREmMEHRZRFARP Y

AT T X2 3 LR TF B 1 HT i 0 2441 S R DR A, BLAR AT S O SEAR M. B
TR AR AR 2 T SEAR N SEA M 2 B R BRI AR M SEAN 5 2 T A RS SEAR DUE R — A2 T 58 i Pl f
1, BEE M2 5 N B8 2, SERR IR T 5 BA A M
5.1 fAZRIE

ATCHR A SRR KRBT 0 MRS SERRTFPI D .

o RATAASLIII. LT E T i N IF AT AP G AT A SE, IR G SRR R AT 32 O T iR
TIAR 2805, 0 B RN 3 SR PR BN 7 5%, G SMI4 45 AR I IS0 50 7 0T 25 S DR

o SEAR M. SEARPM I AIETERRE AN R SERR AL BE P AN IR, AL TEARE i RE A, SERRE 0 HO et th i 2
S5, SEbRE 2R B ORISR R & RIS R b R ZR R P R S HEWT AR AR B L LGB
SebR I RE RGEAR By, FESEARAE B AR b, rh ] S RN E I SE 0 28 T iE HOT B A, SRIUIT A SE h A ek
18, AW B 2P 1k rh ) 6 G GEAN.

BT A SRR A I ) 7 3, RIFEAASZEE UG, P Ia]F S R X oI (550758 it 5 45 SR ) S b &
S A BRI (0 A PO EE R FR s PRl v (8] 6 A2 4R SEbn . SEARE T B O RAL IR SR IO AR A,
A5 PGS s B gt s 2 B T



8 R Sk AT S A

5.2 AW

o RACAALI L. 9 1 ORI Bt S A FROL S 18, SR P X oI 5 SR 5 i i, 55 8 key HH 3277 B R
B, TEAA SRS 5 0T key SR FHAESS BRI HF A A4 3R M. Wi S I 4 3 e A I B HEAS A, IR, AP & 4R
FRBENLIEE TS Noise VE AL IS FE F BTE 24T Py, 10 TS.

TEZFEIISZ IR, S25 158 F X PR EH key N5 I8 2585 PR, (collection) 72544 S ,[PK,(collection)] , ¥4 % 34
T AR LA RBICE B RIES AT 6. A LRAESL T 24 sigheoedion » WFHAERBGRE] false , Rl %)
Ja FTHESE G 1E R — N A ph, EAERIAAE S (B sk, HIHET& B CRE), HiE-F &4 m—ApEyLg
7 Noise (X HHF EIFEE R E) AT MRS B_number J5TFIRHASE. ZHEHSLFEWE 2 Fiow.

Sy T TG

1R AE B
data o, = SENC(collection),
SIGN gtection = Ss[dAgpiecion ]
2.{dafacollcclmna szgnmwm} 3 T]I\A/‘LE%CE]%%
—» =LA W

if ¥V}, (datt g eion s SI€Molction) =0

return false 4. ¥R — A
—> SRR IR
sk,, pk,
6.1pk.) a‘p
7 A R S — AW,

A B HLNoise <, {1,2,---,n—1};
I ¥ B PK | (Noise);

8 PR
ANATHSES S B_ number
Ak,

K2 R G R

o SERRINN. FERRE ITEMN KA pk, N3, A2 B sk, 5P G 0RA7, Hh1RSF & TEIA R % 3R IGE bR & 1)
et PK,(Py) . B, FE50AR A AR v, SEIL T Sena M Se N BRL DR . Sebr b B A v, v 8] & X Se bR & 158
#r PK,(Py) N T W75 PK,(Noise) , V5T & B R 2 5 B8 =27 A M S 1 S50 Py + Noise , T 75 Noise (L H
AP & HIGE. R, 78 e bn AL B RS AR b, SEIL T SeARE I RN BRAL R B TP )P & 0 A LU S I
FRTEIR /NN 7 | SN B2 R BT SEAN IR RN SR &R FESe bR i B b, 0 PR AR (N R B — R A E & 5 THE P &
22 BRI A 58 %, VSRS e . IR, PR TT SR A B 24 O(n) B K.

TEFEARHA ], SEFRE L AW pk, % H CHISEN Py, XN RS PK,(Py) MRS B_number %4, 1%
L 5ahnE B (PK(Py), B_number, S [PK(P,)+B_number]} 45 W8 & ; TEIASZ R G HRKE, thiE T &8l ii
Frfa B, [FIRS X T2 b8 2 2 AT BAIE V(S w[PK(Py) + B_number]) . WHRIEGIE SN, iR 0] false; 40 SR IEEIT, &
(8] & AT TEARAC B L. T i B AR NS D, TR LSRRI S PR (P, 5 T SE M PKL(P,)
HEAT LA, A TE) 7 0 S N 25 K AN BRI N AR [R] B 75 Noise JE RIRETHHF &, IHHF G EBWEIT HF &
FERIPIAN )G, FIFAR sk, 2 IF ELEIAN IR TE AT {P1, P2} IR/, AR5 2 AR TE R, IR ] True, &1
R [A] False. F[AF & ECEHH -V A EE S, W5RIR [E] Troe 55 H S A m sa b, & AT 5 . 38
Frid Rl 3 R,



=
e
.
H
B
)

F O HT R S0 W 430 2 AR 7 ik 9

skt CIORES TG

LIRATEN
data,; = PK ,(B,,)|| B_ number

signy; =Sy[datay] . g o
2.{datay, sign,} 3B 4 IEHEAT S I

if V,,(data,;,sign,;) ==1 then:
if 5 14T then:
PK,(P,)= PK,(B,) © PK,(Noise);
else
PK,(P1)=PK(F,)
PK,(P2)=PK,(B,)® PK,(Noise),
A PK,(PYFI PK,(P2)
else return false
4.{PK,(P1),PK (P2)} SF A A
P1=SK,(PK,(PL)
P2=SK, (PK,(P2)
6.4 flag} if P2>P1 then
7GR A —— Jlag-tue

if flag ==true then: clse flag = false

PK,(P,)=PK,(P2)

K3 SEbnth sz A

6 WFEmMKIAZTHTRNR ST

AL B R 240 SRR AL BRI T BON SEARE B SE N B RA TR AL T 22 A (R . 75 2 405w, S 8] SF & B AR
BT T B8 N2 WP UH R B B AR B T 3 40 R I e e 4 R [ A B BRI, ARHE 22 1) 22 A A2 Lo 7E T35 SC I
LR AN RN AR M. G0 J% R bR vl LU %55, SRS TE AL AP A 45 FIHL AT, SeAm 8 0 BRoRh sk JE VR LRIIE. SR 235
SCIRIA T B R 253G U EHR BRI, THEE & 9T IR SR B AL,

TEART, BT 72T CRT-BSGS HIEZ SM2 77 R4, MFE ER TR ER 3 . SR 5 7B 457 9k it )
SIS R 2 A, BTSRRI PR EGERR. 85, T T M IASTRELL B 2 A, ¥ R S, A
AT S R
6.1 ETF CRT-BSGS HIFEZS SM2 244

o IEPEHT

s B B A BRI SCAE B CT = (¢ = [K]G, ¢, = [k]pk+[M mod p,1G,...,c, = [k]pk+[M mod p,]G) , B f£
PR sk A ¢, tHE ¢, — [sk1co B3] [m)G , iRIEEH 1 1 BSGS HiEHE W m, . |Ja—EXFrE m, 347 CRT
KFAFEI M .

EIE L X F AN EET B of = b(mod p), B a~ b F1 p SRR x, {8 BSGS HIJ77% AT LK 5 R &
& BEM O(p) BEARE] O(yp) » KRFRAK T v BRI 18] 5 2% .

W RS x= Ar-BH = \p,Ac[l,1,Be[l,0), BAREMFEAN T a =a®b(modp) , Ha 5 p
HJR, SRR A FIB I8 BRI, 150 T B )T a®b(mod p) FH1F F WA 5 F0G 45 RAEME T ok, X — 2D R ]
HIPEN O(\/p) . RRIFIBI I ] /230 a* (mod p) , FEAEMAAS R AP AT, B 4 A8 P 50 A, TEmS i R AR Ok
AN B, BARMN T = Ar— B, SAEK R Z 2R O(y/p) .-

o {RE T

TEX 1. %GR AREL g HE, g8 GIAERTT, x,y,z¢2Z, MELFHEAN A0 FEYLIUTGH R = (g,8%. 8, 8) € G*



10 BB AR R B B )

FPYITCH D = (g,8%, 2, ¢") € G* BT AT X 4311, #5 4 DDH (decisional diffie-hellman) {7 i%.

EIHE 2. 7€ DDH fR% F, 2T CRT-BSGS ({4 SM2 5% £ 3k 0] SCB il N AIASAT X 40 (indistinguishabi-
lity under chosen-plaintext attack, IND-CPA) #& % 4= 11.

B AR AEAE — ML £ T 7] (probabilistic polynomial time, PPT) & T A M 3T CRT-BSGS HI[FZs
SM2 75 Zf#] IND-CPA 4. A % th 55KV & My A M, 133 My, (0% S, sl g 45 g = g, M A ). #9is —
AT B, B FIH A kI DDH %, ¥ B FIA AT T = (G, [x]G, ]G, [2]1G) , B GT KILEMTE G Z& A TF ).
a = 1 FK/RPYIe4 N Diffie-Hellman (DH) VU TG4, o = 0 o PU e AREHLIY G4,

B #4i& LU R AR DDH {4

@ :

pk =(G,[x]G);
(Mo, M) — A(pk);

B {0,1};
C" = (YIG, [2]G + [M]G)
B = A(pk,C")
i Rp = B 1; 75 T 0

A KRB
AdvRP ™ = 'Pr[,B =pg1- %| =e

B i Ih i vk DDH B B34 H:

AV = Pr[B(T) = 1| = 1]-Pr(a = 1) + Pr[B(T) = 1|a = 0] - Pr(er = 0) — %

! PrB(T) = l|a = 1]+ %Pr[B(T) =1la=0] -%

2
1(1 11 1
=—|z+e|+z-=—-=
2(2 ) 22 2
_8
)

25 LT, W SRAEIE— A PPT #(F A RELAAR W] ZEK R 3 ¢ $THE T CRT-BSGS HIFIA SM2 in% /7 %, Ml
A LA Bk B DAAS AT 220 (1 A 3 g fift v DDH i1, Kk, 3£F CRT-BSGS HIFZS SM2 N J5 & &% IND-
CPA 4=,
6.2 thilREM

o S E B G AL TETEAN 5 B BT I v, v & R R B S 6 R R TE AN R B I L SRELSE AR
MEE. N TR Sahnd A Ba R, Sebna BATA e 307 T2 Ab 3, I FL3E b 1R 26 F0 LU 3 CAR R v 57
G, T 2T CRT-BSGS Rl SM2 (IR E M, o [8°F & BIERBGEAn & 5ah. R, ARSI T FZS sy
1%, IR & 25 BT e &R I NBEALIE 5, R, HpiE)SF & 15 2010 235 SCE M A2 I B A (38 0. AT e T 5
0 SEIL T X SEMT I BR AL LR A,

o [BSSENT. 16 M BRI T o, B (EIB 5 T FE B e AV E e hn & M S B, EEE B3R A Tabrn
SR TSI AR. Bk, RS & T 824 G YaE 7 B o B R e Ar Bt TR, i 2 5% H
2ot H 2SN E B, IR G IR SEbRE IS0 5 B 5 R 20 SEAR B RS 44 BT BE, R inN T
S gm 5, B 1k Moo 2 kAT 5 .
63 HERREM

o FLSIME. SEhRE S 5L H AN E BT E S, R AR E AN, (RIEZ & 1 — 1,



BRI A AT B E 08T R W 420 3R AR 7 ik 11

AL SR B AR F M — F HE B

o RNH[BI . 1EFAE S 5 RET, FARE W HISZMGR S M RN AT T84, Bk, MRS #sE
FREE A4 B8R I

o Bl Ak, fE TR H S 5, FEBEHTE G A CESMNIRE S HEITEL. Bk, FEhrd s m
= DA SR AL
7 PEEEITMh

KK Java 15 S LI T T CRT-BSGS (R SM2 #5077 %, H7E R T #E4T T P48 301 52 35 R4t
£ i5-12500H 2.50 GHz 16 GB &84T WAF AL T, X% T CRT-BSGS (7 SM2 Sk, il i 22 A A4 L by
VOIAT T RN, 45 R, AR R Ge B A AR IR A = A R AL v )40 SE AR PR R

1) 505 75 SR 25 3R

7E 128 ELr 22 54 (256 MMM ZE . 3072 £if Paillier) T, A SCK#2H % T CRT-BSGS I HZA SM2 5
Brh 3 4 B2 38 I Paillier 092 POREAT 0 EL IR, 45 5 R A SRR 25 2R A5 1 34

AR 3ET CRT-BSGS HI[FIZS SM2 #EAT 4 Ph S0 &, Wk 32 A8l 70 g 3 A 11 fr 84 (32-11). 51
PEEAR AR 4 A 13 LR (51-13) 64 RLEE A 5 A 13 (120 (64-13) Al 4 A 17 Sr%dE (64-17). 7EIX Lk
S E T XIET CRT-BSGS HIRIZ SM2 #E(T 10000 R FIINEE Sk MR8 SRR F 25 ki 1) 2R s, )i
BEAT 2 S0 A AR R, MR B 40 A BEHL 32 7. 51 A0 64 fr 38, MR 45 & 4 .

A [ Paillier i

[ Paillier % * — AL[AZ
I AOCfEE = % = Paillier 25 I 7 [N Paillier

80 1 -10.50
67.767.3 677673 67.767.3 67.767.3 800 1 76q 768 763 768
o1 - 700
0.40
60 |
—~ 1035 —~ _ 600 f
w) | E (%)
£ 50 030> 5
B B S50}
& 40 025
& T X
B = =
Z30} 020% &+
0.15 =
20 f 300 |
0.10
10} 0.05 200 |
0
32-11 51-13 64-13 64-17 32-11  51-13  64-13  64-17
(R ez
(a) I )RR LL AR (b) ZE AR L

K 4 F£T CRT-BSGS HFAIZS SM2 5% (A 3X) Al Paillier SHLyERF 25 80K 4347

W 4(a), FEI AR T, 2F CRT-BSGS HIHZ SM2 INfRZ ME BT Paillier J7 %, 2 I 8] FAAE
) 7.35 ms, JEF+ T HAR AL AE, RN, A SCR AT LG IR %R 85 T Paillier H9%, BARFSIEH
4 0.152 ms, AH%T T Paillier 77 Z0RBAR. U1 4(b), 1525 [0 T7 THI, 29 3B 1R S92 5 3023 [A) BRAS i =5 390 B,
BN 260 B, A3 A5 A1 41 Paillier SVEK 34%-50%. TEAFRAL S H R, 77 22 (045 1A BRI E] R 47
AR TE AR, 75 1) O B A 2 B0 3 0 AN B0 IR B IR MRS N, X 2 RN AR A S s n— > 324
L — A 2 T T A IR TR 3 S AR A S R R A A BRI A S R R B RN R, RS HL
R H A H e T B S i 2R R SN A S R B RN AT BSGS BVE TR AR, B



12 BRAP AR Hrr e B o G w Sl

SR, IS 1) 25 50 25 (A 2 AR 5 (AL S M b R BB ARVE SRR, W R R 5 A 2 H b R 0P 7 iR 2 4k
2) Hryian A2 fF
R ST o K B ot A AT R T R R 2 ) B A TR YA 5 it S AT P . e 5 o K
TRz R P R S, B R T SM2, BB it 5 3R 250 x 325 AR 3R 3840 % 2160 H jpg . I
IS5 R 2 Fras, A SR 53 5000 0.143 s A1 141.993 s, B 25 2507580 it 25040 1018 K, B0 380t S A O v S
AR
£ 2 IRAEMEMRE (ms) 525 (B A (bytes)

LGS TGN 182250 x 325 1823840 x 2160
i Iz file 2% Iz filt 5%
B R N 76.723 63.270 71 376.108 70 613.454
BEANDAR R 2.609 1.024 2.609 1.024
VRN 1 R 143.626 141993.195
B S (A AR 20369 584623
B A AR 20384 584624

3) SERR L REAG I

ARGy AT 100 ¥, 1000 AT 10000 % 32 A7 36 0 B S AR BEAT AL AR B, H R4 8 5% (19 L oia i D& 25 44
S FH DA S AR 2 44 AT K B A, 45 28035 TR S Ak PR R ) 280 0 AR R B S AR A I A T 236 A 36 3 BT, AR SO
UEEhR AL B BEFE I 7E 30 ms LI, 10000 a4 7] LLFE 5 min N AREE 52, ST LAEJ7 % (EPPAS)" (i1 F LA
J7 IR ARG, X BB BRI 7 iR 4SS H). EZ i BEPPAS R T I A& 44 FE N O(nlogn) HEHEF 5%
A SR B T Bem e, B AR AN O(n) , B BRI [0 52 2% . RIS A SC ¥ 77 Z2 bk 1 RIS Inge, HAd AT ]
— IR AT E AR R B DM T R Rk, RSO Z R E R GE.

®3 ATTRARGE UL R G TEARAE BRI TR (ms) AREBERR K B %

UE S 100K 10007% 100007% R B TEARAT I TN (%)
EPPAS!" 516.87 505.88 504.75 100
P 25.33 22.833 29.2162 100

4) {5 W TEARE TE N B BT

EFHASE A ERRE IR FARY, AR SCR AT TR Paillier tH 48 7 AH <5256, BB ABUA RS2 BIE A Az
SER AR SCEIE 3T Sharmir [BR () EAESCHL T ITBR Paillier, #9273 FTFR Paillier 1M 4530 5277 8. A 5256
RIS UNR, #3520 K 48 100 AL 500 ANFT 1000 MESINASZHIA, BE L B S22 535k A\ $0 51
ISR TR BIME 60 300 FH 600 B 15 115 A%, SE56 TR B4 AR 7R (60, 100)~ (300, 500) F1 (600, 1000), £33 1)
T RBHATHCRINZR 4 Fron. 230 4h R IR, MG 1T PR BE 80, PK 5 25560 B 75 i) Te) 2538 n, 855 3 40 B 75 i 18] 41
SHn. EEY, FRAFET TR B0 SE AR M IR A 2 R S AR SR N B, (HAETEH0 S5 (32 40 ik R 1) R A S i@ it
BEG (RIASE GRS &) Fo %S e 1) 7 2, M T RAMVRIF ST R, R T R e
SEMTIIBSAL. BRI, AR M HS2 U7 S E A T RRARL AR R I 48 H1s.

%4 FT TR Paillier fIM 24303277 ZHATHERE (ms)

IR & (60, 100) (300, 500) (600, 1000)
EHSK 16.748 130.923 461.548
HHWKE 121.082 477.455 1695.636
e i 4542.432 22465.726 45511.317

fA e 4444.626 22120.309 44809.267




A

5 E AT B F BT A N &30 AR 7 ik 13

8 IE\ Z:IZI:I

5
Jeris
ik

B o B30 R it X 24 1 S (1 S AN B AL DR AP R K, A SR T 7 P 48 4 S B AA DRI 5 8. A S ok [ 4%
BTN G, WL T FE T 2 BT W A SRR AR TV, R T R, AR A S EM I SE AR AL
R On) . A3 P8 32 B A R IR T RCR TR SR 1301 T 56T CRT-BSGS HIE % SM2 ik, % T Paillier
B BRI B, I SLI0 TR T AR ST BT R A SR W 4840 S5 TR A A A

References:

(1

(2]

[3]

(4]
(5]
(6]
(7]
(8]
[9]
[10]
(1]
[12]
[13]
[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

Zhang YD, Zhang HL. Metaverse in the field of consumption: A review and prospects. Foreign Economics & Management, 2023, 45(8):
118-136 (in Chinese with English abstract). [doi: 10.16538/j.cnki.fem.20230426.301]

Ma ZG, Wang XQ. Construction of NFT mapping rights in the metaverse. Journal of Xi’an Jiaotong University (Social Sciences), 2023,
43(2): 162—175 (in Chinese with English abstract). [doi: 10.15896/j.xjtuskxb.202302016]

Odom W, Zimmerman J, Forlizzi J. Placelessness, spacelessness, and formlessness: Experiential qualities of virtual possessions. In: Proc.
of the 2014 Conf. on Designing Interactive Systems. New York: Association for Computing Machinery, 2014. 985-994. [doi:
10.1145/2598510.2598577]

Wilson KB, Karg A, Ghaderi H. Prospecting non-fungible tokens in the digital economy: Stakeholders and ecosystem, risk and
opportunity. Business Horizons, 2022, 65(5): 657—670. [doi: 10.1016/j.bushor.2021.10.007]

Ko H, Son B, Lee Y, Jang H, Lee J. The economic value of NFT: Evidence from a portfolio analysis using mean-variance framework.
Finance Research Letters, 2022, 47: 102784. [doi: 10.1016/5.fr1.2022.102784]

Liu ZX, Shen YY, Guan XP. A VCG-auction based distributed mechanism for network resource allocation. Acta Electronica Sinica,
2010, 38(8): 1929-1934 (in Chinese with English abstract).

Zhang XW, Jiang D, Yuan Y. A survey of game theory and auction-based data pricing. Big Data Research, 2021, 7(4): 61-79 (in Chinese
with English abstract). [doi: 10.11959/j.issn.2096-0271.2021039]

OpenSea. https://opensea.io/

SuperRare. https://superrare.com

Nifty Gateway. https://www.niftygateway.com

Lindell Y, Pinkas B, Smart NP, Yanai A. Efficient constant-round multi-party computation combining BMR and SPDZ. Journal of
Cryptology, 2019, 32(3): 1026-1069. [doi: 10.1007/s00145-019-09322-2]

Lindell Y, Smart NP, Soria-Vazquez E. More efficient constant-round multi-party computation from BMR and SHE. In: Proc. of the 14th
Int’l Conf. on Theory of Cryptography. Beijing: Springer, 2016. 554-581. [doi: 10.1007/978-3-662-53641-4 21]

Sutradhar K, Om H. A privacy-preserving comparison protocol. IEEE Trans. on Computers, 2023, 72(6): 1815-1821. [doi: 10.1109/TC.
2022.3215640]

Li DH, Yang QY, Yu W, An D, Zhang Y, Zhao W. Towards differential privacy-based online double auction for smart grid. IEEE Trans.
on Information Forensics and Security, 2020, 15: 971-986. [doi: 10.1109/TIFS.2019.2932911]

Ul Hassan M, Rehmani MH, Chen JJ. DEAL: Differentially private auction for blockchain-based microgrids energy trading. IEEE Trans.
on Services Computing, 2020, 13(2): 263-275. [doi: 10.1109/TSC.2019.2947471]

Li DH, Yang QY, Li C, An D, Shi Y. Bayesian-based inference attack method and individual differential privacy-based auction
mechanism for double auction market. IEEE Trans. on Automation Science and Engineering, 2023, 20(2): 950-968. [doi: 10.1109/TASE.
2022.3181570]

Guo JX, Ding XJ, Wang T, Jia WJ. Combinatorial resources auction in decentralized edge-thing systems using blockchain and differential
privacy. Information Sciences, 2022, 607: 211-229. [doi: 10.1016/j.ins.2022.05.128]

Jung T, Li XY. Enabling privacy-preserving auctions in big data. In: Proc. of the 2015 IEEE Conf. on Computer Communications
Workshops. IEEE, 2015. 173—178. [doi: 10.1109/INFCOMW.2015.7179380]

Gao WC, Yu W, Liang F, Grant Hatcher W, Lu C. Privacy-preserving auction for big data trading using homomorphic encryption. IEEE
Trans. on Network Science and Engineering, 2020, 7(2): 776-791. [doi: 10.1109/TNSE.2018.2846736]

Blass EO, Kerschbaum F. BOREALIS: Building block for sealed bid auctions on blockchains. In: Proc. of the 15th ACM Asia Conf. on
Computer and Communications Security. New York: Association for Computing Machinery, 2020. 558-571. [doi: 10.1145/3320269.
3384752]

Lin C, Huang XY, He DB. Efficient range proof protocols based on Chinese cryptographic SM2. Chinese Journal of Computers, 2022,


https://doi.org/10.16538/j.cnki.fem.20230426.301
https://doi.org/10.15896/j.xjtuskxb.202302016
https://doi.org/10.1145/2598510.2598577
https://doi.org/10.1016/j.bushor.2021.10.007
https://doi.org/10.1016/j.frl.2022.102784
https://doi.org/10.11959/j.issn.2096-0271.2021039
https://doi.org/10.11959/j.issn.2096-0271.2021039
https://doi.org/10.11959/j.issn.2096-0271.2021039
https://opensea.io/
https://superrare.com
https://www.niftygateway.com
https://doi.org/10.1007/s00145-019-09322-2
https://doi.org/10.1007/s00145-019-09322-2
https://doi.org/10.1007/s00145-019-09322-2
https://doi.org/10.1007/s00145-019-09322-2
https://doi.org/10.1007/s00145-019-09322-2
https://doi.org/10.1007/s00145-019-09322-2
https://doi.org/10.1007/s00145-019-09322-2
https://doi.org/10.1007/978-3-662-53641-4_21
https://doi.org/10.1007/978-3-662-53641-4_21
https://doi.org/10.1007/978-3-662-53641-4_21
https://doi.org/10.1007/978-3-662-53641-4_21
https://doi.org/10.1007/978-3-662-53641-4_21
https://doi.org/10.1007/978-3-662-53641-4_21
https://doi.org/10.1007/978-3-662-53641-4_21
https://doi.org/10.1007/978-3-662-53641-4_21
https://doi.org/10.1007/978-3-662-53641-4_21
https://doi.org/10.1109/TC.2022.3215640
https://doi.org/10.1109/TC.2022.3215640
https://doi.org/10.1109/TIFS.2019.2932911
https://doi.org/10.1109/TSC.2019.2947471
https://doi.org/10.1109/TASE.2022.3181570
https://doi.org/10.1109/TASE.2022.3181570
https://doi.org/10.1016/j.ins.2022.05.128
https://doi.org/10.1109/INFCOMW.2015.7179380
https://doi.org/10.1109/TNSE.2018.2846736
https://doi.org/10.1145/3320269.3384752
https://doi.org/10.1145/3320269.3384752

14

AR SAR wrre b v

45(1): 148-159 (in Chinese with English abstract). [doi: 10.11897/SP.J.1016.2022.00148]

[22] Chen XS, Jiang C, Wang W, Jin X, Lan X. Research on the extension of Chinese commercial cryptographic algorithms for virtual trusted
platform module. Advanced Engineering Sciences, 2020, 52(3): 141-149 (in Chinese with English abstract). [doi: 10.15961/j.jsuese.
201900866]

[23] Chen J, Peng CG, Fan MM, Ding HF, Zhao YY. SM4-FPE: A format-preserving encryption algorithm based on SM4 for numeric data.
Journal of Chinese Computer Systems, 2019, 40(6): 1274—1279 (in Chinese with English abstract). [doi: 10.3969/j.issn.1000-1220.2019.
06.025]

[24] Lai JC, Huang XY, He DB, Ning JT. CCA secure broadcast encryption based on SM9. Ruan Jian Xue Bao/Journal of Software, 2023,
34(7): 3354-3364 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/6531.htm [doi: 10.13328/j.cnki.jos.006531]

[25] TangF, Ling GW, Shan JY. Additive homomorphic encryption schemes based on SM2 and SM9. Journal of Cryptologic Research, 2022,
9(3): 535-549 (in Chinese with English abstract). [doi: 10.13868/j.cnki.jcr.000532]

[26] Qu SN. NFT industry: Theoretical deconstruction, market logic and trend outlook. Reform, 2023, (4): 70-80 (in Chinese with English
abstract).

[27] Yang KD, Zhang ZY, Tian YL, Ma JF. A secure authentication framework to guarantee the traceability of avatars in metaverse. IEEE
Trans. on Information Forensics and Security, 2023, 18: 3817-3832. [doi: 10.1109/TIFS.2023.3288689]

[28] Zhang ZY, Deng RL, Tian YL, Cheng P, Ma JF. SPMA: Stealthy physics-manipulated attack and countermeasures in cyber-physical
smart grid. IEEE Trans. on Information Forensics and Security, 2023, 18: 581-596. [doi: 10.1109/TIFS.2022.3226868]

[29] Zhang ZY, Cheng P, Wu JF, Chen JM. Secure state estimation using hybrid homomorphic encryption scheme. IEEE Trans. on Control
Systems Technology, 2021, 29(4): 1704-1720. [doi: 10.1109/TCST.2020.3019501]

[30] Shi SS, Sun WH, Jiang MJ, Qu HP. Research on smart grid privacy protocol based on distributed data aggregation. Netinfo Security,
2015(12): 59-65 (in Chinese with English abstract). [doi: 10.3969/j.issn.1671-1122.2015.12.010]

[31] Wibawa F, Catak FO, Kuzlu M, Sarp S, Cali U. Homomorphic encryption and federated learning based privacy-preserving CNN training:
COVID-19 detection use-case. In: Proc. of the 2022 European Interdisciplinary Cybersecurity Conf. Barcelona: ACM, 2022. 85-90. [doi:
10.1145/3528580.3532845]

[32] The State Encryption Administration. GM/T 0003-2012 Public key cryptographic algorithm SM2 based on elliptic curves. Beijing:
Standards Press of China, 2012 (in Chinese).

[33] The State Encryption Administration. GM/T 0004-2012 SM3 cryptographic hash algorithm. Beijing: Standards Press of China, 2012 (in
Chinese).

[34] The State Encryption Administration. GM/T 0002-2012 SM4 block cipher algorithm. Beijing: Standards Press of China, 2012 (in
Chinese).

[35] The State Encryption Administration. GM/T 0044-2016 Identity-based cryptographic algorithms SM9. Beijing: Standards Press of China,
2016 (in Chinese).

[36] Paillier P. Public-key cryptosystems based on composite degree residuosity classes. In: Proc. of the Int’l Conf. on Theory and Application
of Cryptographic Techniques. Prague: Springer, 1999. 223-238. [doi: 10.1007/3-540-48910-X_16]

Mt e 3535 SR -

[1] KFK, Kek. HRMRM T Fd: AR ERE. SFEZFS5EH, 2023, 45(8): 118-136. [doi: 10.16538/j.cnki.fem.
20230426.301]

[2] Sy, EFH. 05 H NFT BU B M 8. 78 223808 K22 2 iR (H 2 BE#IR), 2023, 43(2): 162-175. [doi: 10.15896/j.xjtuskxb.
202302016]

[6]  XIRHT, HWHE, ST — AT VOG 10 73 Ai 2R 2 B BOAL. HL72723, 2010, 38(8): 1929-1934.

[71 ik/NE, AR, SR WP, JE TR A0 S it e I 4. K&, 2021, 7(4): 61-79. [doi: 10.11959/5.issn.2096-0271.2021039]

[21] w8, BORUT, P8R, 5 T & SM2 I 20 BE 93 B . T SEHLA I, 2022, 45(1): 148-159. [doi: 10.11897/SP.J.1016.2022.
00148]

[22] BRXeE, i, £, &8, 2208 Foe U E P 6 B B 8 Sk R EORIT AT, TRRER 2 5B, 2020, 52(3): 141-149. [doi:
10.15961/j.jsuese.201900866]

[23] Wtk MR, B, T 40k, B FE. SM4-FPE: 3£ T SM4 (307 A 5048 £ 7 4% =l s S0k, /NI T SEHL R £, 2019, 40(6):
1274-1279. [doi: 10.3969/.issn.1000-1220.2019.06.025]

[24] W&, BT, AR, TEEE. T SM 1) CCA 4] # a7 . AT 54k, 2023, 34(7): 3354-3364 http://www.jos.org.cn/

1000-9825/6531.htm [doi: 10.13328/j.cnki.jos.006531]


https://doi.org/10.11897/SP.J.1016.2022.00148
https://doi.org/10.15961/j.jsuese.201900866
https://doi.org/10.15961/j.jsuese.201900866
https://doi.org/10.3969/j.issn.1000-1220.2019.06.025
https://doi.org/10.3969/j.issn.1000-1220.2019.06.025
https://doi.org/10.3969/j.issn.1000-1220.2019.06.025
https://doi.org/10.3969/j.issn.1000-1220.2019.06.025
http://www.jos.org.cn/1000-9825/6531.htm
http://www.jos.org.cn/1000-9825/6531.htm
http://www.jos.org.cn/1000-9825/6531.htm
https://doi.org/10.13328/j.cnki.jos.006531
https://doi.org/10.13868/j.cnki.jcr.000532
https://doi.org/10.1109/TIFS.2023.3288689
https://doi.org/10.1109/TIFS.2022.3226868
https://doi.org/10.1109/TCST.2020.3019501
https://doi.org/10.3969/j.issn.1671-1122.2015.12.010
https://doi.org/10.3969/j.issn.1671-1122.2015.12.010
https://doi.org/10.3969/j.issn.1671-1122.2015.12.010
https://doi.org/10.1145/3528580.3532845
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.16538/j.cnki.fem.20230426.301
https://doi.org/10.16538/j.cnki.fem.20230426.301
https://doi.org/10.15896/j.xjtuskxb.202302016
https://doi.org/10.15896/j.xjtuskxb.202302016
https://doi.org/10.11959/j.issn.2096-0271.2021039
https://doi.org/10.11959/j.issn.2096-0271.2021039
https://doi.org/10.11959/j.issn.2096-0271.2021039
https://doi.org/10.11897/SP.J.1016.2022.00148
https://doi.org/10.11897/SP.J.1016.2022.00148
https://doi.org/10.15961/j.jsuese.201900866
https://doi.org/10.3969/j.issn.1000-1220.2019.06.025
https://doi.org/10.3969/j.issn.1000-1220.2019.06.025
https://doi.org/10.3969/j.issn.1000-1220.2019.06.025
http://www.jos.org.cn/1000-9825/6531.htm
http://www.jos.org.cn/1000-9825/6531.htm
http://www.jos.org.cn/1000-9825/6531.htm
http://www.jos.org.cn/1000-9825/6531.htm
https://doi.org/10.13328/j.cnki.jos.006531
https://doi.org/10.13328/j.cnki.jos.006531
https://doi.org/10.13328/j.cnki.jos.006531

R

ek
I

AT B F T RS W30 AR 7k 15

[25] JEY, weHEE, k. BT E% SM2 A SMO MIIEFIZAINE 77 . %R, 2022, 9(3): 535-549. [doi: 10.13868/j.cnki.jer.000532]
[26] MRMET NFT b BLR RN 1@ Sl RE. BUE, 2023, (4): 70-80.

[30] Ab¥b, Fhacar, LB, dhigmg. 3T oA 20 28 A 0 8 BE H I B FA R4 B LR 72 (5 B 48 42 4%, 2015(12): 59-65. [doi:
10.3969/.issn.1671-1122.2015.12.010]
[32] HEZRZEEEE)E. GM/T 0003-2012 SM2 il 2 2 g% H%k. Abat: B ARAE H A, 2012,

[33] HEZE#HE R, GM/T 0004-2012 SM3 Y J4 R 503k, Jbm
[34] HEZEHEME)E. GM/T 0002-2012 SM4 5 H %, bt
[35] HEZ#MSE R, GM/T 0044-2016 SMO ARiR &g 5k, b

EBBE(2000—), 5, At 32 BRI T BUIR A HE AL
B, L 2.

SKEEBR(1991—), B, 11, #d%, CCF L& iR,
T BRI TR B %4, B hE M %4,
TR ARG %4

#HREE(1990—), B, 14, CCF 2E 4, &
BRI AT N 70 T % A, SO R, X BedE
HoA.

RBE000—), 53, Wik, FEHF TR B
25, HEER.

s R ERRAE AR AL, 2012.
: R AR H A, 2012,
: AR H AR, 2016.

EZ1991-), T, M+, BIFITL G, 32040
WO X, B AL R, IR TS/ AL,
ol FLRE R 22 4.

AE=1982—), B, WL, Hdz, L4,
CCF Tk b, T2 GO Fk R, &
2 5 2 A i, KAk % SRR,

DEIE(1963—), T, 4, #F, M4 TI,
CCF 2+, B 50 UM I FH 3505 2, To 2% M
i, BiR A, ARG %4


https://doi.org/10.13868/j.cnki.jcr.000532
https://doi.org/10.3969/j.issn.1671-1122.2015.12.010
https://doi.org/10.3969/j.issn.1671-1122.2015.12.010
https://doi.org/10.3969/j.issn.1671-1122.2015.12.010

	1 相关工作
	2 基础知识
	2.1 SM2
	2.2 CRT
	2.3 BSGS

	3 网络拍卖隐私保护框架
	3.1 网络拍卖框架
	3.2 安全威胁
	3.3 设计目标

	4 基于CRT-BSGS的同态SM2
	4.1 算法定义
	4.2 算法构造

	5 基于国密的数字藏品网络拍卖隐私保护协议
	5.1 拍卖流程
	5.2 拍卖协议

	6 数字藏品网络拍卖方案的安全性分析
	6.1 基于CRT-BSGS的同态SM2安全性
	6.2 协议安全性
	6.3 框架安全性

	7 性能评估
	8 总　结
	参考文献

