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Abstract: The prosperity of open-source software has spurred robust growth in the software industry and has also facilitated the formation
of a supply chain development model based on open-source software. Essentially, the open-source software supply chain is a complex

topology network, composed of key elements of the open-source ecosystem and their interrelations. Its globalized product advantages
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contribute to enhancing the development efficiency of the software industry. However, the open-source software supply chain also has
characteristics such as intricate dependencies, widespread propagation, and an expanded attack surface, introducing new security risks.
Although existing security management based on vulnerabilities and threat intelligence can achieve early warnings and proactive defense,
the efficiency of vulnerability handling is severely affected due to delays in obtaining vulnerability threat information, and the lack of
attack techniques and mitigation measures. Addressing these issues, a vulnerability threat intelligence sensing method for the open-source
software supply chain is designed and implemented, which includes two parts: 1) Construction of the cyber threat intelligence (CTI)
knowledge graph. In the process of constructing it, relevant technologies are utilized to achieve real-time analysis and processing of
security intelligence. Particularly, the SecERNIE model and the software package naming matrix are introduced to address the challenges
of vulnerability threat correlation mining and open-source software alias issues, respectively. 2) Vulnerability risk information push,based
on the software package naming matrix, software package filtering rules are established to enable real-time filtering and pushing of
vulnerabilities in open-source systems. This study validates the effectiveness and applicability of the proposed method through experiments.
Results show that, compared to traditional vulnerability platforms like NVD, the proposed method advances the sensing time by an average
of 90.03 days. The coverage rate of operating system software increases by 74.37%, and using the SecERNIE model, the relationships
between 63492 CVE vulnerabilities and attack technique entities are mapped. Specifically, for the openEuler operating system, the
traceable system software coverage rate reaches 92.76%, with 6239 security vulnerabilities detected. This study also identifies 891
vulnerability-attack correlations in openEuler, obtaining corresponding solutions that serve as a reference for vulnerability handling. Two
typical attack scenarios in a real attack environment are verified, demonstrating the efficacy of the proposed method in vulnerability threat
perception.

Key words: open-source software supply chain; vulnerability threat perception; feature representation; knowledge graph; risk push
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5, IR 4 A AL (45 S A e e i T BB B . 0 n, R CVE-2019-13377 HIIR 'S5 Bl iZ IR A7 4L T
“hostapd”#1*“wpa_supplicant” /MR H, (2 1% IR 2 nae S 2 R A T hostapd. bk 1] @7E 50478 128 o
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A ¥ BERT NGRS LSTM B A iZi% 0 R BRI T4M: 81 AT fhiT Rk
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ANEARMERE, WL # . BN e TN E 2 07 (K O R AT G A LR, (SR S N IR OR X
. — BsFEB B CVE %5, BN R 5 ZE0PAl IR 07 S0, Sk Aialig 07 &8, IR St e b T, iz
RE R B E BN R SE K. B )m, — S ARG 2y G MR, X MR ) 5. Kk NVD. CNVD



E WA T IR L A T TR R A R Se 9

S8 YR TR B R AT (T ¥ B T G T R R, T UMM R AR 51 2 S R A A SR IR TR B e b R
IR IR P2 R A B ] BE L
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BFxt BERT 7Y S KRR IR 1), A 307 RS 5 BERT A8 rp B 1) 73475 MOE FH ST R P [v) 224 40
TERLE RS, (277 AR 45 W2, IR, A SCFE ERNIE B3R b, 3 5 R e 4 ATk 15 kL 2 3047 TR
G5, M T 2 A 1 BTN BB RIS 5 A SecERNIE, ¥4 2 A4 MRS B 5 R R BB A, it — IR THis
R 22 2 U R URIR AR ).

AHATS 24 SecERNIE L PE4HSE B, SecERNIE A7 _F o 5T ERNIE #8484, 38 e #4) 22 4 Ak o i A
AT R TR GRRAT 1) 22 4 3 B AU SRR, BB 28 a0 ] 5 B, B SCASIR AU Transformer 225 9
AR . Fo AP, SCARHR NSOGB N5 41 Hh P B3] A 4 Ry O 7 4 1] [ B . X B4 H B3 45 Ay 1] ik
A (word embeddings) FIFRINAL B ik N\ (position embeddings), DA 557 G845 i #12 B8] AOE AT B F 0B B
Transformer 4 i #% AL AR 2 [ 3 44, B4~ Transformer w5 % 2 A5 £ 3k B V=& SIHLH] (multi-head self-attention) Fl
RIS 4 (feed forward neural network) P #5733 Job 1% 6 24 A5 AR R 7E XU 1] b SCH X 3 N8 51 3047 4 1 0
F7n% 2] ERNIE #5574 7E BERT B R b, AR HERD ) NCh 2 2 RS, B 2, JE ZS SR 2, @it
77 A S BULE SUIN5E. SecERNIE ¥ 1% 77 30K 22 4 s R il & B ik o, 34 5 BERT HI LB AN & 6
FioR.
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18 F AR 1 72 e 1) L, S Y (W1 5 R R 77, A R HR m B AL I RO, KA 2R (1 1] Y1 3 PR £ SR G IR R
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(1) Wk 2 U SR B R R AT M BRI B . KRB e R A B e . 2 4 SO S5 4R A 1
A SCA A BT IR AT AR S B TR X 4 2822 4 g 40

(2) BE AL B XTI B IR 2 A U CA R 2R RAT T AT BFHEE, RO /N
5 G EBps I, B AR 5K,

(3) 43 S ARG T K AL PR 5 1) 2 4 AU SCA B 4 i Wordpiece B2 SUA 3 B4 T # g, RT3
FATTHRAT — X BL R, A S 5 d v 1Y) T 1) B T A A Rl
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(a) BERT
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Ty —

(b) SecERNIE
B 6 SecERNIE X5 BERT #5508 72 R 2 (&

TR R AR AT TR 5 00 S N B0, A AR BT SRR T 7 22 4 Ul TV 3R BT WO 4 3 (0 K RIS SO AR i .
TR ZRREA R I AR

(1) SCARE e S TRALTE: D9 T 18 4R SCAE AR 5845 R0 F T BRI 5, AR SORE SCAR B I 7 R dm i v A0 Bt
—[#) UTF-8 Zwfd, AR SCAR I — 80 #0AR HTML. B 5RER . SRS E UAE BRER R, 18
PRSI A B AR Bt S e A SO F N /NS FR AT R TR IR, YRR 2 R

(2) AR FEND: K5I e f5 R ARV B B6) BRIV R FE 55 4000 3 2 FREAR, 3% ISR J2 4% 1 HE ) S ms O 22
5. Horh, B 2 FREARBENIE S 15% M SUgIRIE, FH B R sk HE RS bR id [MASK_Word]; 2152 FHEAfE
F spaCy (A7 7 M sREURAE L FHE 1B, BENLERE 15% I8 H B #ONRRIR M FERD R i [MASK_Phrase]; SE44
ETFAE Stanford NER T BT SEAARHER, BEHLIERE 15% R4 HBLESURVR P i sk (AR, 0 8, 4
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2L, 72 ), ¥ H B O REER IR AR id [MASK_Entity].

BRI SR 25K ) 1 BB 2% S0 O v, A A R I e A i N BB o e i T AR B AR A R R . TR
FER B, K g A T AT E AR PERE, SR IR R A TR T T R A A S 4, DU A Tl G S R, 8
i MLM (masked language model) /145 18 BB 7E A [F] 2 K b 2% 515 5 AR, AFRRNE. 8. B XE2 2.
i, ity N SCA 551 “SeaLotus is a suspected [MASK_Entity] based threat group”, ¥ % i — Vil it FE T :
e TR “IMASK_Entity]”% R IRV, 88 58 SOMRH 2k R 450 R S AR 2 (0 S0 R S Rl B ) 22 S, 4 FH A 20
TTH AR R SR B AR B S B BR ¥, e Adam BT S 80004, S8 T /R IE ERNIE BB 3 A, A SCTEE
RHRNT —A flow B3 R, TERI TR ZRES WS 22 % T i flow 8 He, #8517 LU flow 22 #e4% ERNIE ) Hik
NI 3 e 0 2 18], DT R A B R N AT AN 35 5 1) i .

SecERNIE K14t #5284 5 transformer A8 [F], B 0] DIARIE L5 R w4 A5

S = {PE,MA,AN, FF} (1
HAr PE A position embedding R/~ B 4ifid; MA Y multi-head attention R/~ 2 SkiE & J1#LHil; AN A add norm &
INFRZETER: S VA—14k; FF 24 feed forward 875 0 BR 2L

PE NEGINSCATER) T AL E#HAT AR, 230 Fros:

PE (pos.2i) = sin(pos/10000*/ ) 2)

Hrl, pos FonTAER) T HIIALE, § Rl o) & YERE. 223d PE S, 7T LAAS BRI N2 B 56 4 — B0 g i 5 4.
Xpos, FHREHL B I B SOA 2o h 13 20RO

MA VAT G, o 5l N T E ) (query). HH (value) R (key) FIMES:, il 75 i) 45 B 5 B AT LU
AU R — AR NE > 2, 15 B E A RAS B e & MA IIE5 R, 830 R o
QKT)
VA 4 3

k

MA(Q,K,V) = Softmax(

b, Vd RN TR SRR AR IE A& 5 A, Softmax EATIA—AL, AT 5 HALFAFER I EZ FN 1.

AN B AR, 3R 22 &8 A—1k (layer normalization), 7% Z K L —EMA X 5 L — & HAAm; 19—
AT AR FH 2 HE e 2 ) 2% Rl 2 8 — W AR TEZS A1, IR Fr W S

FF SRR 4%, GG PR 2 MWL S B0 s 2, a3t (4), b B Z 3 AE 5 I — P IR S AN IR * 30K
Rl

Xhidden = ReLU (Xpigqen * Wy * W3) 4)

SecERNIE f# f] 12 Mt 2% )2, 768 MNBEJH oA 12 NE R /7 Header, 7E Transformer FZE Al 5 FERD SR %
BEATAELY, S B FIAE . SER)E 3 AR ORI AN IR S B B ) R R b, TR TE SRR U7 E R A ERNIE
BT R0 TR, A A AR I IR 22 A U E I SRR
2.1.3.2 SRR ¢ RIZHH

ATT&CK & — Pl iy 2R B A5 A Y, K 100 2% e o 376 3 O AN A R 5505 58 I BOR AR (TTP) AH SRR, AU,
L CVE FRiRII L & IRTHS ATT&CK HEZL TTP 3847 RLS, i 22 4x [ A T LA S v fff L s s AR A V) 1 e
SE BUME N B S w0 RaEE X B TR ROy FE R, SR vk 018 B R U 1R BR IR LA, it
PR g Y R W] RE S R BB AT, AL GAT DR IS e A AR AR A SC Tt A XUy, 2 e Yl IR B O T T RE L (ELR, i
CTI AR B A R B2 vy 2801, R 2540 3L 53 Dyl T XGRS AT Mol RS P A T 18], L A T B TR AR AE IR SR IR D,
B 2 AR S SRR AR R 2 I ORIEOE R, T X 13 19 B, Hemberg 25 A PV H@ 40 5 5280 CVE
JWii. CWE. CAPEC 5B AR 8] 1 R IF A 1 5¢ R El——BRON, 7E ¢ 2 K vh Al DA W I I 5 Bt 4R 11
[ E Gk, SR 1M 52 BR B CVE IWil. CWE. CAPEC Z5SEfk 2 [H#SAFAE—Xf £ I K R, Wil 7 Bizsy CVE-2016-
1658 Jilil7E BRON Hilf ZIML B A SRR 2, S SRBURIRAHOCBEEHAR 26 . 4451, /£ BRON A 21097
NIRRT 5 BB R BERHOR, Rt BRON A8 B 33K R AT e Bok (R, AR T-22 4 N R AT
LS B,
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T1543.004  T1574.007 7132006
T1543.003 T1562.003
T1543.002 T1120 T1135
T1574.011
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Bl 7 CVE-2016-1658 7£ BRON H [ K BESE &

Bt B3R A, N T SR 2 AR S M R 2 (R S &R, AR GBI SecERNIE SCASR R 5| N B FF
VAP I A IR PR S 240 v, SRR A 56 PRI G RS, K i s 5 RN R Bt o, SEBH 22 0 S5 B i e
R 2Z IR R A2, B 8 NIt R I2I BIEIMFEA.

s \ / B iik: \
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o
oL CWE s |
[ vulncrability i — = {" technology o
_—
‘ — e
[ o | s
I ; o S —r—
| o ooor [ software o pach | =
author | ‘ ]
F— - S e OBEY . S _ PUBLISHED IN detecte
[ | (.
country city tactics.
MAINTAIN /
CTIKG
( Similarity calculation )

Attacker could exploit the vulnerability

..spoofed code-signing certificate to sign a malicious exccutable

CVE-2020-0601

13

Adversaries may create self-signed code signing certificates.... be used during targeting

T1587.002

DataSet

HI T A< SCAE ERNIE R AY fR el b b 4T 8 B, T2 10 3] o) B AE
i, IR 0 A S SIS T SOR e %8, Rk AR 0% BERT-flow!™ 71, @i 6 Wi B 1 77 30K SecERNIE 133
PRI SO IR — AP0 s & 1 TR A i 307 20

o B Threat - Training
- Open“/ dll

K8 Zealiniil s Bt ok R Iz K

[ H K A AN 25, e A A B B
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T E ATT&CK F ARG 0 B CVE R38R R i) 8 A AU A A AU, 75 230 436 000 1 P 28 o 2. 3241
F bR CBENLIEER) 30 A CVE, 1§ H AN A ATT&CK HARLE @b 5 ip 303, $EB_E N SCEE, SR B prid
Bl R R, N TR E ATT&CK HAR 5 @RS CVE 38 2 171 B U B, JRATINE: L2 B . R5%HE
B R 2R (MMD) F13R 4y R R B 3% 81 6 55 A 1 P 89 0 & 5 kbR e pipline. HEAT LU N T W 45
A P B R BN JE A 5 43 AR S G, HLA O R B R 25 RORE AR AT B LA UM L2 BRI SRR SCIE I bR
12 pipline MR TZIE RS, A9 B & A 1 ) R ) e v AH DG

ASCHRYE b g, 1M 7 #4722 4RI S B U B42 9. BLZ245RIR CVE-2020-0601 9, 5 5t i&EK
ZIRI CA K BT Bk (IR SCAR, W4 BT I8 SCARE S TSI 2547 1) SecERNIE LA 7 A5 28 it 5 31 4H [R] 149335 3
8] AT TR IR R AN T A3 i AR 43 A T N, B AR R )RR R 2 (R R 2 T LA B
A Ak )R] R], TR I AR AR AU R T S R TR AR B BU R, MY (R D8 R I H “USE R X Bk
L If
22 EERKEESHEE

T RS B R T CTT AR B R RIS A B, 7K R TR KRG KRR EEE D 8. Y%
SR R A T4 R T AR AR, BRATTAE o 2R TR DI 4 BT R Sk 4 Bk -5 R IR R G R R R 44 BRI AT T .
F5 VL, T30 5 2 R R 5 ) 2 R0 2R 46 7 R A AR, AR SEBR TRERIH o, T30 R IEAN A, UGS B B
15 BE R[], 3% S BT e 45 SRAZ A 1R A0 B ] .

T SEI RGO IEEE, AR SCRTT T — P ST 50 A 42 R R 1 2001 S i SR, 3 o AN R A R
SRR ANEL A UUAS J5 20, X I8 H AR IR T 0-6 (10 BB, B8 Bk & R PO B B TR IR mT R 18/, AT
i H openBuler 28 48 1A & MIIRIR SR . AN R ULEC 77 300 B B A5 BRI 7 Sk 1 fiios.

R FET A AR AT B I DE R

BEEE Ve 5 i

0 FFILIEBAOAIRA S SNVDepels ah B o I FOE 4458 S hRAAE B AT 72 & VLA

1 R PEAR AR A B AR 0 iy 44 R B BEAT UL IC, AR 5 38 IEN VD epe 5 40 B3l il A (5 2 UL IRC

2 PRI A AR AT SNVD IR A T B AR A PR A S VTR
Rp I UEF AR 44 5NV DI IR A e bR A8 PR AR -6 fir 44 FE R i R 0 44 BEAT LG, PRAS 5 SR TR A T SRR A1
SITAL
4 PR IR A IR S il 2 4 A T i HU A AR AR T A rh 2 R R 95 S IR AT
Rp I BT 44 S e 4 A T il B 44 R P B oy 44 R v B A AT L, R A 5 MU T & i B R A
SR EPSYUNH
6 FFIL IR AR VL B, B A8 AR R 7 SUVCEC RS, %S R BLAS L, ASCA NS P ILHEE, AREAT IR HEi%

ASCAZ IR BT IO AR S5 1, B A AL B 12 R R AR BERR AA SE)0 B R TR R s AR St AL il s ik
B R AR RIR S SR AT PR AN RN TS, M AN KT CTT RR B3, R At _E SEH 4 R 2
S BRI, A5 CTT AR B 58 B 1) 30 BT, ST IR 22 4 SEH il

3 SCIGHT

AT W o S8 B A AR B HEAT IR, B Sk xS iR vk 4% LARREAT UL, ARG SRR, SLIe el HUoR A
AT SIG 5 TR A RN S5 40 AT
3.1 LEE

(1) LIRS

ARSI R (I SEBR AE R AT Tesla P100 PCIE 12 GB GPU, Intel Xeon Silver 4116 CPU@2.10 GHz CPU A1 64 GB
WAEI B EREAT, 1847 SO 2 Bl AR B 400 S5 1% TR Hdis.
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(2) W FE bR

Bl X SCAR R R SE IR AT 55 BT L S B6 DEA, AN S 3 IEF % (mean accuracy, MA) FHE SCH <
% (semantic relevance, SR) ¥/ bR VA BULEE ST TRIBIPERE. % N 58 BUE S 0% i Bm] B 4, T RoRIES
IEB B B B, A, oA TN B 28 7 AN A [a) &, B, Ko ah ¢ A H AR A (A &L W IERRER (MA). 18 A%

P (SR) T HE TR T
T

MA= - 5)
> cosA,.B)
SR = OT (6)

M T (5) BT I, T35 TEAf 28 2R I T 10 A 1) B 0] 5 A A B 4 B A ) B AR, ST TR 2 e R
R BBk . A T (6) T I, 1R SUM SS M i T 5 A 3 T 5398 5 B R ] 1) 4% 9% PR B8 SRR S BT 2B AR 3,
T SORF D P 50180 vy 2 A A Y T30 H 1R 75 i SR 1 = AR A, B AT SRR AR TR,

X6 SCAR R B AL AR SR IR B S F2 98 T 55 PP O LU SE BG4, 1R R (false positive rate, FPR). i (false
negative rate, FNR). FX4=% (true positive rate, TPR). EX#EZ (precision, P) fll F1 4}%1 (F1 score, F1) & 5 A~ WL
PP AT Ao U oA 88 AR B2 (W HE b IR FP ORI 5 B B 2 [ AR LE 6 R AH 2 4 4 8 AR AE R R IR AR SR,
FN TR 5 Bt R Z AAAAE O R AR R H 8 AAAEAE R RIUFEAS R, TP IR S BE R AR 2 BAAE X R
A3 S A AATE R R IMFE AR SR, TV iR 5 Bk 35 R 2 [ ANAEAE 5% 2 [ I 48 40 8 A TE 6 & IR RE A 2K
BRI (FPR). IR (FNR). 4% (TPR). T3 (P) M F1 4040 (F1) M550

FP

FPR= ——— (@)
FP+TN
FN
FNR= ——
N TP+FN ®)
TP
TPR= ———
TP+FN ©)
TP
P=— (10)
TP+FP
2XPXTPR
Fl=——— (11)
P+TPR

MAT(7) T, R IRFE R IR A IR S BB R Z AN AE 9% R B A HR i R 4 8 A AE SR R IR
EEAB, 5 40 236 00T DUV ASE 2R 00 0 SR R E AR M 2 (8) PT I, TR 28 2 P A e R 5 B B R 2 AR AE OC R AR AR
R A DR 8 AR AE R R IRE AR B LA, R4 2 B T A AR A P 28 SR B AR A3 (9) T, B RoR Tl
TR IR 5 Bt B B 22 TR E 9 B/ R A P g TE 1 1) 08 DA AE D0 3R HURE A [ L A9, A 4 23 vy DU 2R s 0 20 8 20
AN (10) T O, 25 #E 28R IR T TR R -5 B0 B AR 2[RI 4 58 D AETE 20 R AR AR TR B SEAEAE R R IR A B LG
Bl WA (1) T, F1 2 BERR B AR A R R AP IME, a5 T AR MERE, F1 o408 E )
TR Gy 0 255 SR A A

EEXRAE R G RIS SR AR PR A IB R ROV, B R 7 % (software coverage, SC) 1E S50 V-l
bR, BROSHRAE R GRS B8y FSN (full software number), 7772 A] 38 5 HLISN B A4 T 15 0 K B0 oA STN

(software track number), WUl 4K {478 55 %6 (SC) BT & 5 ikan

STN
_ 12
SC= sy (12)

AT (12) AT I, FRA47E 55 F6 3078 AR SURRY Fh R B R 380 0 22 A 1000 ) SRR R A 1D L 4B, 2 A i 23k vy D)
BRI o T AR R R R R R T AR
55 A ST VAR IR AR 87 B 1 AT R P SE IS VRN, KR HEER (false send rate, FSR). R (omit send rate,
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OSR) 1E RSB TEAL TR, B CAE 77 F 6 B3I AR FO (full quantity), B 5 F 635 P %R
HI% 8N AN (accept number), B 777 G4 P HEIERIF M EE RN (reject number), MRHER (FSR). IRHER

(OSR) WIS T EI T
RN

FSR=——— 13

AN + RN (13)
AN —-RN

OSR = 14

N (14)

AT (13) 7T I, R R RN T 7 G AAETE IR T 5 R IR B & R TRRE A 1) b Az, 54 2R )
T3 E IR B AN AR R AR, A I (14) FTIL, IR RN B 5P G A2 TR BRI 18 Bl R 2 IR TR R 4 T
51, A S RATG U 17 92 4D IR e A SR B A

(3) it #%

ASCAET SR SecERNIE R AR Y DL K 4 38 CTI FniR B 2 MR A A SR SR A5 4 380 DRATIIRK
PHARLE . KRB R ML BB . 22 23 W1 SOAR S5 R 4 WAL SCAR DL R IR R A AR A B . Jeep, DRATIN
BB IR IR 2 PR, 3% MalwareTextDB #1 CASIE T B A H (34E 4£. MalwareTextDB & i1 Lim 25 A P¥
E 2017 S48 H 10— A i BRI R SO B R e, 2R RS T 317 B APT sy, M4 24
N RHEAT 31 A, Satyapanich 25 A PSR H 1) FH - 19 2% 2 o 8 5 45 JE BRI L CASTE 1 998 B Bd i an
WML, BRI RIUFIAN T Z B IC Y 1000 F X462 4 SR I 0T 191 S0 &

R2 CRITHIEEIIR

B IR EAE N EER ¥ g
MalwareTextDB 317 WEHA:, APTHME SecERNIEVII %
CASIEH 4 1000 Wik, Bk, TH. . F4 SecERNIEI %

7 A P EE R B R B B R R R A CTT SR B HAZ O 3R 4, £ ZHE T 3R E NVD (3EE B IR TR 5088 5
CNVD (HF(E R ZA&RMALETE). CWE (Ji55 s 28B40 &) PLI ATT&CK (BUili i AR FIH AR HIHEFE) |
CAPEC (B E 4 # ) Exloit DB ( Il FFH R FE) iX 6 A2 AU Fe, s mii . Bods ok, 282,
FIF AN T AR SARAR DS S, $24E T AT BURBIEE S5, I3k 3 Bis AN S0 2 B 3RS B E .

R3 ZEFHIRFEIIR

G/ e/ AEER Kl F 4
CNVD 184692 CNVDIRIHEE. &A% Bk AT CTINR B0 A 3
Exloit DB 47714 AR fE&. PR CTIUATA BT 14
CAPEC 518 Bt CTIAR B g M 2 . SecERNIEIZ:
ATT&CK 3023 APT. BliEAR. BEHRM. A, TR  CTIHIHREIE#AE. SecERNIEVIZ
NVD 211820 CVERMER. B J . FRIES  CTUNREEME. SecERNIEYIZ:
CWE 909 TR AL, R &AE Bl CTIANAEEME . SecERNIEIZ:

B0 22 A AR GE R SCAR IR B, A SR T securelist seclist. Openwall 25 12 AN 224 AH 2% 1Mk, 3REX T 73439
s R B 1B RIS R B B SCARSHE. Horh, securelist 8 T AP xt By . BalEir. B mseE. 49
i1, X 4% 24 52 5T 22 4 B B (5 B seclist Al Openwall J& Z & HRAEF R AR, B KRENZ IR ERS S
A TIRZEEF R, MR 22 AWk, HAT B R i A 55 R Z SRR S BT CTI AR S 2 58 57 i Rtk
BEREZ N, WNFE 4 P E SdEgm s BE0E 1R,

AR SCHR I BRI B TR SRS S S IR B 0 R B HE A, A4 GitHub. PYPL. NPM. RPM %3k 14
MR RAF AT 6 ZRAFIRE . Ubuntu 55885 50 KR E R B O E RAEFIEL, 3K TG Tk FFRE.
VFANIE. FFRIES . EEES RETFERRA AN EEA G B, W3R 5 s = fOFIR A EaRE 515,
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R4 ARG LR E ISR E R SR

e/ g/ w5 ER K g
securelist 2429 W F. B APT. BEHAF SecERNIE I %
seclist 26264 MREE. 4T VE#. ER. A% CTUHREEME. SecERNIEYIZR
Openwall 28251 WEfE. AR TS fEE . B WRS CTIHNREEME . SecERNIEIZ
threatpost 11435 TR BRI 1R BUEHR SecERNIEI %k
xS FIRRAEEETIR
HA I K 515 R K g
GitHub 456441 BIE W FFRE B UHE. FRIES SecERNIEVIIZ:
PYPI 2549132 A WAIES FFRE . FRIBES CTIHIR B EFE . SecERNIEIZ:
OpenHarmony 28251 BRE, M FPRE . BEE. WAE CTIHIR B RERI . SecERNIEYIZR
0s 103982 B PRES TR SecERNIEI %

32 LWHAESHERS N

T PP A A A A RS IR B R TR AR, AR S i i CTI iR P A g DG i PR AT 29 it
Rk, HEWRRE . 7 R R R A N OGP BRI AT VEA, 85, UL openEuler L E (M IR ER A Ay S X Gl ST
A 75 V5 0] F A
3.2.1  CTT HniR B A b SR Ay
3.2.1.1  CTIL EniR B s S K B st VAl

AR SO CTT TR B 2 2 12 S I I8 4001 97 R A4 B4 gk, BRI CTT o P 2 s TR 47 9
(B Bl AR SCE S | AR B 07 AR AR ERE, 38id 2% STIX 2.1, ATT&CK 55 2 A br itk 2 U 4514,
BT IR SE I 4 FrR AR AER, FrP A 26 RSk K 41 SR Z AR R,

I HE R R G, S IR ATER 3.1 9 R A SR IR, AR IR AR S AT SR Al G, SR CTI AR
EIHE R R, Kb g e /R 2.8 ¢, SfidiaEsid 2 75, EA S T NPM. PYPI M GitHub 1X 3
FFFWRERAF AT 200 5 FFIRER A S pd, AR A an B 9 Bios.

AR I Linux #1E RS019 51590 A2 2w H AT IR, 5560 A #EH ArchLinux. Gentoo. Ubuntu.
Redhat X 4 KM Linux #:/E RS0 B NVD. CNVD PRI B B & AT IR 8, 35 CTI &R B IR
TSN, T EAT ST OB, GEih 46 RNk 6 Fior.

6 IR USSR [0 LS it

f RIAFEE CPRERETINE OR)  $RATSREURTR S H (%)
€ NVD 90.03 94.21
;;;g CNVD 66.97 91.46
N 140 ArchLinux 35.23 63.5
) ) ) ) ) ) Gentoo 67.10 95.33
0 50 100 150 200 250 300 Ubuntu 54.11 47.81
BAER () Redhat 1.81 6.27

9 JFREAFESEE DA

I 6 AN [RIRCHE I 1A IR TR DU JE S B ) 3 b i1 7T 60, Redhat 2 Gt & A I )iz B 1 oA 1k R 40
T LA K NVD %5 K 0 3 i) R A B 1), 0 CTT &0 P M 4% T Redhat RS0 ZE TR 1.8 K, 5B IR
FHE 6.27%, HUGUER] CTT A1 B BE Ry DA S B 58 1 2 4 YR V) XS SR 1.
3.2.1.2 {5 BB R SOR VAL

AT IEEN NG BB R, KA BERT+LSTM+CRF AR A AR, A 7 Iz R B AR, A STk L
CVErizer 5 NER-ES 1E N9k, & RIMBUESS AL LT X HLSZE8. CVErizer 55 NER-ES MBI UHTAT LAET % 22 4
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TSR AT AR A2 FR K SR 3 EY, FrF NER-ES 3@id ES % SMUNIIE FT A SZEL 4 7R -5 AR AR 2 18] 5% 2R (A3 EL.
YN R 2% TRV KR, SO S6RIE T 3800 25803 4E, LL 6:2:2 (1 EL B4 Bdlm A2 1 20 Ml 2L
IO UEAE AR AR, 156 A VN ZRAEXT A Y 14T U 5. {8 A 0] I 25 78 HE A Y 1 A SR AT R A T SEILER A 44 Bk
S RAS I VEEL, AR SCHREH — P2 T RN 58 R MU J7vE, 128200 7 NVD JRTHHR SCAR I 25105 L, SRS R X
LB SE R R P T T — AL RN, S I X R i, BT DA R TR R SR E AR B R R Z BIRE R, I
A AR IR . W3R 7 s AR 5 S R AR AR SRR RO . 30 44 0 2 3L 22 IR1 SR IR OG SR A BT 45 P 1 8 R
X bt AN S gl SR AR AT L, AR VR TE SR B Ok RAMEUAT S5 3R T CVErizer, BAR B A e B AE i RS K T
NER-ES, 12 5% R HUI R B LT 28 2 277 VA B+ NVD R 6 A 3 i H A, Ik i 5
NVD KA ) CPE Xt Lk, &I NVD $#E & A7 4E 18396 2kiiR B A7 7615 BB, A SCHEHLIMEL 800 k% Hi 45 i1
HHATIRAE, 77 762 2 IRIR B A7 AL R0 BB 2B 1ol R, TN G AR SR NVD {5 52 10 R ) HE B SR 14 3 95.25%.
#* 7 BERT+LSTM-+CRF HRIHEL A HER (P) Siit (%)

TRETE AFA AR LRRIAR
CVErizer 72.3 79.6 -
NER-ES 97.1 94.5 52.9

A7 96.6 95.7 84.7

3.2.1.3  SEAA[AILGS O¢ RAZHR RO A

9T B iE SecERNIE A5 7 22 4= 45Utk 7 THT (40338 SCER T 28050, AR SOl it ) 722 22 4 A0 78 B 3R 2 U, g Jg i 175
W IR BU A S SR, FEREMNARE A 277 4. W FIRARE AR, A SO H A — AN B A H B 2 4
Y2 o () B B WO ARG AR T, S8 22 A UERIIE 314 A IR EE A 2> Sl % A\ E SecERNIE 5 ERNIE 71
R e ST AL F PR IE R R KA TN A5 R 308 SRR 4) 2 MBS TIPS, seie s Jinsk 8
B, IAHEUE g 2.

® 8 HRIE SCRIRBEI LT

TR Y IERZEMA (%) T SUAH M SR
ERNIE 60.3 0.59
SecERNIE 79.7 0.87

JE I 5E T3S MR T A1, SecERNIE I H B 5 (1P X IE A 2, 1X 3R B HLAE e & PUBAL 45 Hh I8 S ER g% 719
ZARF ERNIE. 14, SecERNIE 5 SUAH 473 73 tH B & = T ERNIE.

F 9 BYLT WAL S RIS T 3 AN ERM] 1 RSB 2 o, ERNIE A58 B ] LT sk e
R, (H i TR = AR DS KR, A B v 3 78 SR & BR. Sec ERNIE B2 I A LM b R SCIERAIE S Sk, 75
51l 3 o, ERNIE 58 o g A2 s R A FR, 1 SecERNIE A5 B A 5% 4= VUL SE AR &2 5K, B AEYS IERRHb F0I0 HH 38 S5 B

®9 EAHENRKER

SecERNIETii ERNIETI

2 I AT o e
No. LA A % e Fbr% %
is a suspected Vietnam-based threat group that has been active since at least
2014.The group has targeted multiple private sector industries as well as foreign oo
. . . . . organizations
1 governments, dissidents, and journalists with a strong focus on Southeast Asian  sealotus of Vietnam sealotus

countries like Vietnam, the Philippines, Laos, and Cambodia.They have extensively
used strategic web compromises to compromise victims.

The BluStar component in Mitel InAttend before 2.5 SP3 and CMG before 8.4 SP3
Suite Servers has a default password, which could allow remote attackers to gain confidentiality. stability+ confidentiality

unauthorized access and execute arbitrary scripts with potential impacts to the , availability security availability
integrity and of the system.
Adversaries may establish persistence and/or by executing malicious content  escalate _ elevate

triggered by Applnit DLLs loaded into processes. privileges privileges
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B ot SR U PR 2 A YR IR 5 B B R 2 TR (R B 6 RAZHAT 55, A SCIEE BERT Al ERNIE 1B 18 5 R on i
RISLLL ) 5 SecERNIE A AU3HAT X L SZ06 . A SChRVE T 4972 Z50R3H Kot B i B eh i R SR x, ol HAF o FE 44T
ZIMIRRAE, WIZR 10 7R SecERNIE 5 BERT. ERNIE 7E£E 4 - Hst Lharas e . Mot Lh s ol I, SecERNIE
TEARAE R ILEA AR T 3ofh 2 A Jrik, HIEEURE L1 F1LEHIZS] T 78.43%.

%10 SecERNIE 5 BERT £l ERNIE #4175 Eb 5256 (1) 45 3 (%)

RN RIRRFPR R ENR AR TPR HERP F153 %
BERT 28.15 34.23 63.2 66.1 64.62
ERNIE 35.7 61.42 54.7 62.0 58.12

SecERNIE 19.25 19.3 81.23 75.81 78.43

SR AT, SR TR S BGE 2 A RSB R 63492 4. AR5 S AR Tt 2 AT TR e oo &
190526 % B @ PRI 933432 AN, FRAEMLEERE I SLHUE B E R 5 555
3.2.2 RIS BRI B R A

B o PRI ARPE A S R 4R R G TR L 4 1), R SCH NVD H BT % &R & 1Y 753 809 ANk
VB8 VL IR SR B 42, I8 CTI AR B A4 1 103 982 AN Linux 5 48818 F 3 42 7k F WA 1 L itk
AR AW, RS UL R B RG-SR 12478 4, B AT RGBMH 12%. N TIRFHEE RGRAFE H R,
ARIRELT 8 MAF R G E I (RIGHEEF & BRSO, SR T AR RIS S0 spec S50, MR T
A AR, W S RAE R G EEIT 4.7 73, AR T KRERRE RN 4G L. ¥ LIRUTH R 91504
AN RGBT R 42 B MR B 44 S AT R VR IR IL L, T UCEE ] 77331 NMRAEAL, R 1E
RGN R 12% $2T+ 31 86.37%.
3.2.3  SEG R AT VARG

T VAR AR 5 VETE IR B A A SR (0 S Bras RO (TR, RSCH 2022 45 1 A, A TER A T
openEuler R4t Gitee B 4 HIRILE TG, ¥ H RGRATHAE 19 6726 A IR AF 37 I 7 LD BN, 54 8%
kg J Ll ISSUE W AfEIE S KRG E T, fJa il 700t R G0 E J7 6 ISSUE (¥4 3 175 5t R 1k 47 7T F MR VT A

ARSI AR 2.2 T2 13 SEMUN KT openBuler £ G4 1) 55 Z EAT 43T, £15%) openEuler H &L & 343
A7 RS 2 3 B 25 S B 10 FioR, ASZIR St openEuler K ATIRIREME R4 RitiG ks 6239 NMRAF I 2 &0, &
openEuler 4 B4 92.76%, Fd 2282 MNRMAAAFLEIRIF, & EL 36.58%, 3957 NHAFELEA IR, 5L 63.42%.

ESOLN - AR
= ERR R
FEE SR KR
= AAELE SR 2 IR

Bl 10  openEuler FIE3 AR B ¢ R 3288 45 1

N T VA AR 7 VA IR R RS T, A SCHs openEuler 248K ISSUE 1E N3 4, HEAT S206 45 R E8iH Ao
A SCH ISSUE #2838 40 A i IR A BTG F P, o0 B Gt P 28328 & 75 B 51 & 3R 28 1 1, IRk A7 5% L.
% 2023 4 5 H, opneEuler R4 Gitee B 7 HFRILE T & 3 KM 8488 MMiIF ISSUE, BRI KLU 11
Bz, WFR 11 HaT LG H, AR VETE IR T BB B ROAT 25 I i e AR HE B AR T JoAh A 7. b, R SCE4eit TR
1 ISSUE #R%5IRZ A FIXED HIHCE, RIS & X IR TH B2 5 5 R 66.85%.

A SRR CTT AR B, $KEL T openEuler 2 GEH A AT K 22 4 IR T LA B IR TR 6 B B BRI
4 VO B AR I R (10 22 -4 i 1 78 B 1IRTAS B, 2403, 35 891 MNRTRA -5 B AR AR OCEE, FE48 M R (1)
RS, b AT 784 NMRIAMIE T GBHE, N 87.99%, mT RSB E]. kAl WL, ASCT7iERT A
B AT & X R P2 52 AR,
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# 11 openEuler B 77 °F & ISSUE #&£54f tb & it
ISSUE#%: % 2 HE (D) 4% (1) WA R ISR (1) RHEZ FSR (%) IRHEZE OSR (%)

VNyIRER 6212 525 3828 7.79 26.81
HAb A P 2276 237 1846 9.43 73.19

3.3 LIS

I % openEuler #4F R 40 A0 & B 4T 5550, £ HALE I 22 2RI T 248 H 891 A 22 i 5 i B
AR R, BETT SR 2 AR T -5 2% A 1 it 0 TR B DG TIBG. D B JF i ERA5 21 PRI T b i S 2 A 5 1R I 28, A%
5 M TR YR T P B L3 B A 22 AR T R T B AR AT S R AT P SR
3.3.1 CVE-2022-27774 BB~

TR CVE-2022-27774 7 curl 3R — AN “r5 15 29 IR, 520 T 181 AN i%IRIAYR T libcurl 45, H 4.9.0
WA NG — BAAE. IEWEOLT, curl 7] W [6]— 3 H144 [A] {4 3 58 W) URL f5 16 545, Ao 4 & ah Hofh 41
WK 11(a) Fizw, 24 curl 8 H-L S5050305 7 E 2 MG 0 URL K, 2R S 805 3 =L, & 1) B
7N, FIE K server] AR S KI5 E server2, it R4 k.

AFFECT
O S

s Jibourl
CVE2022-27774 W libeur

curl

\5@%«\900 @ send credential )
\

N \LW
D) st
-~ \S ®

curl

0@%( \DDD @ send credential ——J

RO
V\‘t&(v-c‘\y
S =

® REDIRECT o ©® REDIREC
© REDIRECT

Co—
Co—
Co— )

(b) Curl vulnerability threats

I
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I
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I
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I
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I
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I
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]
I
I
]
I
I
I
]
I
I
(a) Security redirection |
I
I

B 11 CVE-2022-27774 BrEE

REGIE TR IR B o BB E R AT 1, A SOk EidiRiR S CTI B A BT 2ot 28 B s i@ s SecERNIE
e i 380 ) — A ) R s ), I 5 A% 5% B R L AHADLRE, D C 3 S AR BLV Be ek 2 B8 T1040 (WIEEIRER). &% iR i,
) 2% LR A0 o il R () 5040 R0 458 FH P AR 408 . S SRAIE 4 B4 B (W e R AR Bl ik, AR SCE e 7 IR IR B s it
&, BITE serverl 4% http AR5 2%, server2 & fip AR 4525, Ho serverl HIAE /& ¥4 18 R E 2 M) B server2,
HAE server2 LT3 P48 A% I i 76 = 23 _EAS P curl 4378 F P AR 4G D7 19 serverl, I server2 i3k 7
FUEARE, G0 12 R, 38 BRI BT T A M AAIE T

[root@localhost ~]# while true; do echo -ne 'HTTP/1.1 301 Redirect ~ . '

2.168.11.145:9999\ r\nContent-Length: O\F\n\r\n* | nc -V -1 -p 9998 [root@localhost ~]# while true; do echo -e '220 pocftp\n331 plz\n530
Neat: Version 7.50 ( http://mmap.org/ncat ) bye' nc -V -1 -p 9999; done

Ncat: Listening on :::9398 Ncat: Version 7.50 ( http://nmap.org/ncat )

x”y t“te"y_‘g °n 0*9&01239?11 s Ncat: Listening on :::9999

cat: Connection from 192.168.111,145. ) h

Ncat: Connection from 192.168.111.145:58242. Ncat: Listening on 0.0.0.0:9999

GET / HTTP/1.1 Ncat: Connection from 192.168.111.145.

Authorizat ton: Basic WRtawdbcGFecidwnd= | Ncat: Connection from 192.168.111.145:51388.

User-Agent: curl/7.29.0 )
Host:192.168.111.145:9298 USER admin
Accept:x/* PASS password
Ncat: Version 7.50 ( http://nmap.org/ncat )
Ncat: Version 7.50 ( http://nmap.org/ncat )

Ncat: Listening on :::9998 serverl Ncat: Listening on :::9999

Neat: Listening on 0.0.0.0:9998 Ncat: Listening on 0.0.0.0:9999 server2

B 12 CVE-2022-27774 W4 3
UL IR T RS A Bkt P 13 Fion 4L curl 78 50R BB A i KU g 5% &R, Bt %0k R, A SCET
DAHE— B 3R FLAH DG T1040 Brdi 2885 SO B BT A 236 i M 1032 (multi-factor authentication)s M1018
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(user account management) A1 M1041 (encrypt sensitive information), #f— 525296 N 51547, %4 M1041 RZEf# %
TR, B X & AT W, B ORI & T AR E AR B B (B B

S0356 S0362

Bl 13 KBS &

L M1041 15 SR N (K G gt 75 B 9 2 il S0t A5 i FLAAR R 48 5 5 1 38 v ) A AR 42 L F S ML Bl 7 2
SEINE R, RAIRSS server] N RALE 7 FEGE . 3R curl AN Z R RRCAS, H. serverl [0
DNEELE ) B AR L, W=EGZ N JEE 14 W] LA I, ORIEEAT BN, 5 a9l AL AT USRI AR
P, AT 25, B 1A A HAR LA AT e, B .

[root@localhost ~]# while true; do echo -e '220 pocftp\n331 plz\n530 [root@localhost ~]# while true; do echo -e '220 pocftp\n331 plz\n530
bye' | nc -v -1 -p 9999; done bye' | nc -v -1 -p 9999; done

Ncat: Version 7.50 ( http://nmap.org/ncat ) Ncat: Version 7.50 ( http://nmap.org/ncat )

Ncat: Listening on :::9999 Ncat: Listening on :::9999

Ncat: Listening on 0.0.0.0:9999 Ncat: Listening on 0.0.0.0:9999

Ncat: Connection from 192.168.111.145.
Ncat: Connection from 192.168.111.145:51388.

USER admin
PASS password
Ncat: Version 7.50 ( http://nmap.org/ncat )

Ncat: Listening on :::9999 ke et
Ncat: Listening on 0.0.0.0:9999 ARA T 180 R

B 14 CVE-2022-27774 BifH4k

3.3.2 CVE-2021-22555 BBh 7~

ik — 25 B E X A R TR B AN A R AR, AR SO BRIRIR CVE-2021-22555 fif il — 5 S5 Z iR &
Linux kernel FP 6L & ) — N EEBUIRIR, BREAE N AZ AL ER Netfilter F 1K 15 2 A BN EiIE TN CONFIG
USER_NS. CONFIG_NET NS FFJAf1EH F, BT x_tables.c /) xt_compat_target from_user BREH H T 8 F
FIXFFFERAE TR A 4 AT H, 4175 setsockopt M %4bHE TPT_SO_SET_REPLACE JETU i K56 #e 4R, 51k T
HEd HRIE, B = B 15 fros.

NI IR R 0 B O T I 1, K IR TR R A S CTI B3 e s o 25 AL 5 A iR 8 5T SecERNIE Mt
B3 [F] — A ) s ), VC S B BT R T 2R T1067(BLBR IR T, Buh # vl A 40 HE IR T LS BIUBUR .
IR UEHEERAS B Bk R BR B0, 58 2R M RCAS A % 1 B0l SR AR A B, FEIE AT A FF IR PoC, i iy 44 2 [A]
WIga. MAEIER . ANflgad . PAZARRD AT 520 B i ) SE IR SR AR T, Bk 5 R 16 Ao,

SR B8 TIE YR VIR AR it P 2, R BT U R 2 AR Tt M 1051 (Update Software), RIE I X 5 40K F 4
TR E R BT A IR R AR BIARAS SRR xt_compat target from user BT 8 KT SFERAERR, AT LA
MR T F 8 X SR MU DUR RIS 5.t 17 T CAE ST T L A SR A e i, T VIR A I T i 7
RABd WU D SR BE R, R AFZ MRS T 2L
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F 2 ) buff FH 2 ) buff

\)ﬂiﬂﬁ \’wa

setsockopt(...,...,void *optval) setsockopt(...,...,void *optval)

(ARG (REiHH)

nf setsockopt nf setsockopt

\ nf_setsockopt_ﬁnd /

do_ipt_set_ctl{ do_ipt_set_ctl{
Copy_from_user(optval,...); Copy_from_user(optval,...);

& 15 CVE-2021-22555 BihrEE

[*] Status has been saved. [+] STAGE 3: KASLR bypass
[+] STAGE 0 Initialization [*] Freeing fake secondary messages...
[*] Setting up namespace sandbox... [*] Spraying fake secondary messages...

[*] Initializing sockets and message queues... 0] ool el Bnfif i EmiieTooo
[+] Spraying pipe_buffer objects..
[¥] Leaking and freeing pipe buffer object...

[+] STAGE 1: Memory corruption
[+] anen_pipe_buf ups: Bxfffffffa1aaannn

[*] Spraying primary messages...
[*] Creating holes in primary messages...

STAGE 43} er e coda) wxecutio
[*] Triagering out of bounds write... [ BFIE 8 [T 670 ek

[#] Spraying fake pipe buffer objects...
4] Releasing pipe_buffer obiects...
[ 21.56742] x_tables: ip_tables:icwp.® match:invalid size 8 (kernelll= B Bz .

User] 3830 [+] Succesfully gain the root privilege, trigerrng root shell noe.
[¥] Searching for cerrupted primary message... P

[+] fake_tdx:@xcl

[+] real_idx:xbd®

[+] STAGE 2:SMAP bypass
[*] Freeing real secondary message

B 16 CVE-2021-22555 ¥4k

/start.sh O x
/ § ./tmp/myExp
[#] Status has been saved.
[+] STAGE 0: Initialization
[*] Setting up namespace sandbox...
[*] Initializing sockets and message queues...
[+] STAGE 1: Memory corruption
[*] Spraying primary messages...
[*] Spraying secondary message...
[*] Creating holes in primary messages...
[*] Triggering out-of-bounds write...
[ 31.861977] x_tables: ip_tables:icmp.0 matchiinvalid size 8 (kernel)!=
ser) 3850
[*] Searching for corrupted primary message...
[-1 Error could not corrupt any primary message.

B 17 CVE-2021-22555 [iffi4h

B b, 3 I 22 AR S T ROR . B BRI (R AR 9% 2R, T B AT B SR A S
SRR ARG TR, R AT 1A .

4 IE\ _Q_E

AR SCEL S YR R A 1 I (1 22 4 1) R, B T — AU R B RN (0 T v, TR S AR CTT AR
5 RS SRR . Hoh MR CTI AR S 2 SEI %0 15 R AC B A SR LR, 255 A IR R P 25080 45 440
TEBMAESFEE. BN ATT&CK HEZE K STIX2.1 ARl ZEH) % CTI FiR ARG Hy. 2 )5, it 5
a4 B e R A A 225 W) T AT B S 78, e I 50 e B ARG MR AR 5103 o Bl 155 R R R TR R S5 S AR iR B 4 )
FR B, SRR R SR B 4 AR IR N A A e TR R A ) 44 ) R, AR A 3 3 3 BT TR R A P
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SO, PRRECAH SRR AR Ge Bk B 2., AT B o TR 8 I B i . foedm, I A SO R0 22 4240
IR IR SecERNIE, SEHL T CTI Rl BT 5~ 48 A ) SR RS20 I T AR5 S AR BRI T B 25
SRR CTI A0 R B K, i ) 58 22 2R I SR, SIS I 2% 496 A s ] XA SIZ e J

AICTHEMECT NVD AL GtlRii 1 &, T XA Rl iR S5 AT 90.03 K; fE#RIE R G R E G R LT T
74.37%, FFI ] SecERNIE B S T 63492 A CVE Yl 5 Bl 3R S 2 (0] i) SR IR0 ZR S5 AR 1) 4, 1%
openEuler #1FE R 4t, nlEERIN RGP 3 %A F) 92.76%, H R 6239 A2 A, RN, ASCGERI T
openEuler H1 891 Sl 5 Mrdi (Y IR 2R, HE 10 HREL AR RL I AF R J5 6, IR ALBRSR O T S MAR . A SCAE
SCUCHT A RIRAE 1 2 At R ) et g S, UE WA SCOT A IR ) P R R 77 T P R PR R, D9 T A A 1 e 2
SRt ISR A

AT H ) — AR I RS S R A2 T, U0 A BSOS TE). — R ARSI AR SR AL RE R AT S P SR 2 ]
MR, XA RO R, RB R8T U7 A2 57, BN T [ B I OR/INAIIA SR (AN . — R AR SCTC VR HE A ML 4 17
T B B AR B, DRSSl T W] BT N 2 AN G R, 10 AR SC A REARSE CTT AR B 25 Hh i vl 6 [
Jith, (B BEAT I3 WA PR Tt Xt T RS TR PR A2 i 8D, AT I 488 v A S X 2R P20 PR R
Tit FHEAR PO 2 A 2 AR R 1) B

st AR B 7 U R E ORI Y 1 S F
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