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Intent-driven Distributed Network Traffic Measurement

ZHANG Yu-Xin, LI Fu-Liang, YUAN Yu-Bo, WANG Xing-Wei
(School of Computer Science and Engineering, Northeastern University, Shenyang 110819, China)

Abstract: The network traffic measurement technology of programmable switches is capable of handling high-speed network traffic and
offers significant advantages in terms of flexibility and real-time processing. However, due to the necessity of configuring the internal
logic of switches using the complex P4 programming language, the deployment of measurement tasks becomes intricate and error-prone.
Furthermore, measurement accuracy is often constrained by the available measurement resources within the switch of measurement tasks.
This study proposes a detailed exploration of intent-based networking and network traffic measurement technology, introducing an intent-
driven network traffic distributed measurement method. Firstly, an intent representation format based on measurement intent primitives is
designed, and an intent compiler is developed to translate abstract intent representations into executable P4 code. Secondly, a network
traffic distributed measurement approach is introduced, utilizing the resources of multiple switches to collaboratively complete a
measurement task in a distributed manner. The dynamic allocation of measurement resources and counter-configuration algorithms are
exemplified with heavy-hitter measurements. Finally, experimental results demonstrate the feasibility and certain advantages of the
proposed method.

Key words: network traffic measurement; intent-based networking (IBN); intent representation; intent translation; programmable switch
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LIRS FL I AR AE BN S AL L BRI AT 1, WERATSS i 1 gas < ray , BREE A lay, < ra; BISSHRAL L AT S5 i
SITC T 2 THEs BRI, X Le TR BEUR LA S I # A (R 43 T, An SR A5 B R ) BEUR AN 2, FREEA RS 2
(AT FUR AT BC. O T HIRAT 25 R SR 40 B, 3R T PIANES: AT S M 54145, o BT 55 RIGTEACH ML s |,
H—MEE W) ga; F la,, ¥IRTF ra;, T AL 528 05 B BE VR AT 55, BIATS51 ga; A la,, 35/NF ra; . ¥ EATS
HR I — 580 IR A L ER 55 12 55 AN 2 B B PR & AT 45 I HAERR 2R, 21 R 3 38 5 75 AR5 kA 2. 51 gk AT SR /0 Iid
FEFEE HEE, 7T AT R — R 00 kA, Gl I 2 R kAR, AT S5 B 2 v Fe A S T BOA HER 2.

B LR IR S R

N BT EAT S tasks ;
e M EEAR I FYR T .

LB EER M GHE R, IAENES switches ;

2. for task € tasks

3. total <0, missed «0;

4 for s e switches

5 total — total +ZTHAL s T IUF ) R4

6. missed — missed ARIHE AT (2) THEATHAML s H rask I 0 RFAEL;
7. 5 task TEZAE AL L 1R A R I A7 2] task.la,, ;

8 R total R missed V157 task FI 4R HEMZIAT 2 task.ga ;

9.

for s € switches

10. rich <[], poor <I];

11. for rask € s.tasks

12. FRE task (14 3 HERA R A0 R S AER AT 55K 5 B rich A1 poor
13. if poor + @

14. totalRich <0, totalPoor «<—0;

15. for task € poor

16. THREAZAR S5 3 I T B8 num

17. totalPoor < totalPoor + num

18. if rotalPoor < ZZHL s F% FI 23 18) K/

19. 8 4% FH 25 [RDKs SRR 2 BT 45 95 45555

20. continue;

21. for task € rich

22. THEAZAT 55800 1T B AN B num

23. totalRich < totalRich + num ;

24. if totalPoor < totalRich

25, ¥ totalRich W) BHIR S B4 P 1 55 4555, FFRE 80 A% BHUR AL % Y 23 )
26. else

27. for rask € poor




RFEF: TR NERZ LA XNNE S % 9

28. T EAZAT S B TH B8 N B num
29. LR 1ZAT 45 totalRich x (num/total Poor) BUE I B,

TER M B F AR R P, 2 B IO EE 2 B IR N, A KK R AR P K. |
T BEATS X BRI I T SR IE A T3 AT 55 A 9)7, 18 T5AT % 8 UGR IR I TH B2 B 1R 8 N totalCounter X g% +4
T & A S5 OB TR T B B & ¥ 58 N rotalCounter x p% + 2% (x NIEARIREL, ¢ A p AT DRI A 55 1 30 & 1
H). B EARE BRI, & AT 55 TS B R 23 R I, T 55 4T 55 AR AR I B R U AR AR,

WA Lo ir, A SO T 50k 1 IR IR & SR, B, B MESEAR R BN BT E s it H
5O, FETH BN AT 45 10 4R e 28 LU RTE S & 28 Bl B 1R il 2. S8R5, 1248 & 38l HARIBAT 55 10 4
JRHERA AN SR T UHE I R AR B AT 5 AR S AT B AT S5 IR G, FARIE BHR AT A O IR RN IR &R 43 3 FBDLHEAT BEUR 43 .
43 HHHBEEFR

B L B 7 2 FR AR AE I B s AR WA TR %A 55 AT (10 1T 500 W 905 Sl AR 6 7 1) i 48833 4 JE ) -
Giil. AT B BIWIAE TV B IR S, 75 BARRE I 28 K0 & 1) S 80T 3 40 BL VT B0 B0, SRR AR I 2 K
W RIS BECE TS AT S5 T B O B 0 SE TR 43 AT 45 TR A, FL A i A ) i1 s R R A
U FR T 2% DK IR D 8%, e o i e i AT [0 9, A4 I A . TR A ) Bk A 2 o e o e 7 v B AR T AAS 2
BRI R B E TR

Wik 6 Frow, taskl BRI X + (X Fow IP A0) Wi FIBTA U, WIAE 0 TR AN TS BER, task2 ZEAGI Y # *
WA T KU, Y60 — AN R, B 6 Hh A (O B bR id R AT AR B IS DU TP AU, Hoh task] W5 XO *+
X1 s, 24 W00 315 A BT 45% IR B 5 ik T DA 31 X s+ BT ERAR, MR — U 52 B T B0, task2
FE. N T EERIERE A ZR RN, FEFSNEGMIET S, EAR R4 VAR TREN, X NIET
MEM AT DL — B A — R AR EN. ST taskl KL, BT FTEREHZLIE S1. S2. S4. S5, A bA taskl
AN T B IR B AT DR B AT AN AL, AT BASK E —ANAS L, R R 4 3 B LR AT
55 B R R

Kok

o o N O—E
XO** Xk g
jco

Ko s pInteE T %=

FEFRASHT 0 TR E 77 58, 2% M 551 MR8 3 (0 T Hds 7 RO B EAT U, DA RAE T — REI5 A, B/ ME
55 RE DR AT B e I B A .

Tl FOBTC B A A O B AR A NI B A 558 T SS e _E AT O SRy — AN B4 1 TP
TE 2 1 XS, DRMAEA R U0 B A0 T RABRAS T s SR ISR B N 2% Hh BRI, RN T — SIS E
THEGES. T EUE 0 FTC B I X BB, RIVAS & B 4IRLE AR HEAT R 3« X /NRUEAT & IR SR bkl
res i T2 WS, & TSR —Se vt s, (RIS I 70 A& B R S LA B0 B U 0 C 7 58 9 R .

R 73 B A 20 2 0 55 4 55 R B ) SR ABL R HE — 25 0 8, LU RE & 75 A7 A2 SE AR L R 181 7 Fos T 181 6
i task 1 FEZE [ —REIE UG TGS IO GETHIB DL AR B TH B B BT 6. 0 b — R B i BURAC N n, BT AT
HAS BRI m . B 7(a) JE7R T n<m < 2n HA n ANEERLIRT I OL, 4% I8 T E0as 1 M IE AR BN 24
R 73 5 — N BEAUCKR (949 5, I D9 000 T vl 20 PR 5 e 2 P — S8 0 00 BRI XA I AR T DA B T SR i 5 R
2xX1+(n-X1) =m, H X1 AERIELRG SR, B 7(b) R T m =20 HA n DREDURTIE L, Bl
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A LAy B A B BEBLRR. B 7(c) F&R T m > 2n HAT n SRR B DL, MU S R B HEAT 32— 28 1R 7
B 7(d) JEos T n<m < 2n A n DEELORR IS O, S8 X1 o IF AR R, HERYIR TRERN R, Bk

X01#  X10%* X1+

X001
(¢) m>2n (d) n<m=<2n
Bl 7 X fEmsl
G HARAE NG B AT S P 10— N R ECE A BN R REAT & 9, 015 8 AT 55 R TS0t 25 28 W UK, 38 17 UG BB

PIA SR NSRRI MR B L, XA DL & IR L SE s (. P 8(c) R 17 Dl 20 T sl # R KR 1
Db, X DL ST Bt A, B H AR BT HAR N sl w5 I A S BEAT ISR A I A, & R R A AR 2 LS
ZARS IR, HARE & IR TR RO AL

X00% X0l X00+ XO01x
(a) SUA T 3N (b) ST KL RSN

=

TS 32 @
_—

Kowskk

X1 X X1 e
X00%* X015 . .
() JL2R T R RIR

K8 AIfRIExRs



KT EF: TEEANEAFLA XN EF % 1

23 LA, TR TG B SR S 2.
BOE 2 MR T B A,

BN BT RAESS RS tasks;
Bt MEIAACH AR B E T R,

for task € tasks
HRAE VB (M G5 LD 2 B0 AT 55 (1) AR
rich <[], poor —[];
. for task € tasks
= task.ga >ra, W task FEN rich , S NAEN poor ;
.if poor =2
1R, A B30k AR T B AR I L
. for task € poor
hh—[], nl «0; 387 task FEMM 7T 5, KN hh, MREEIL L ;
10 OBf rask Hrit B BORIC N m; X hh ORI HER BN HEFE
11. total «— m—nl, total LTSI EAZRNEG X1 <0, X1 1ERFF RIS
12. B2 2x X1 + (hh.size() - X1) = total , TF5 X1 [11H;
13. if X1<0
14. K hh AT XTSRRI, FEAE T s
15. else
16. K hh T R R Gy, REET XA RREAT 2 R4
17. # A RBC B AL 3 task 15
18. for rask € rich
19. siblingNodes «[1; ¥ JJjfi 80, ¥4 AR 15 15 LA [nodel, node2] FE:RAFN siblingNodes ;
20. H1Z task £ —FEMTHEER L N n2, BT EER BRI Y n3
21. # siblingNodes T2 H8T7 i (B AN 1 /N B R FEFE
22. diff < n2-n3;
23. while diff >0

S B R N

24. HY siblingNodes "t/ 30T & 91, FEZ1 N siblingNodes FHUH ;
25. diff — diff —1;
26. EHYET RN, FFPATE 19 7TRIEE 21 1T HIHRAE;

27. KLl BRI B AL R B task

5 SKERIFAE

SR IE AR ST H 110 72 PR IR 1 ) ) 4 0 43 A1 QI B VR A Rt RN AT AT, AR s BRI = IR B A
R B P B TEAT 20 M7, 5 X 8% s o A I Y P RE AT PR . A1t 3 P IR Bl Ay ) 244 i o 0 A 2
FFERss, Wik T A 9 s iin .

51 BEENESHSREN

B ENE ORI E B 3 A BERI . BRI R K R ) S E R T R R R
BT REERA IR 2 R A 5K, R IR RN i 38 T R A 5 208 75 RE T A6 A P B4R, MR AT 55 10
8T A MR 1R 28 7 PR RS [ A i 75 1 £ BEL A (1) P 2 Ak A SE B O 2 e s . AR 36 4 Fo.
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10.0.3.1-10.0.3.n

10.0.4.1-10.0.4.m
K9 seidhdh

R4 REREHINE R

WE bR REEIEITH A P AT 4L FE PRI ] (ms)
Heavy hitter 10 164+72+235=471 18-32
Flow size 18 144+32+101=277 15-69
Top-k flow 8 152+62+162=376 17-52
Path change 8 166+64+284=514 19-57
Flow cardinality 13 140+18+62=220 13-22
Path lantecy 9 104+30+72=206 13-23
SuperSpread 14 142+54+117=313 15-31

BRI 0T & PA R I 75 R, AR 8-18 17 & I JFEEACH B R ks #f s - . RIS
AN R R TR, P AT RURTR D A% N S 3o Ul 8 75 SR i) 2208, A4 I e D00 3 R DR 0 R R R R I 7.

IR S A S 10 47 2% DU Il i 2 R B0, R RB AR R AR 471 4T P4 AUTE, Hh s 164 47
header LA J% parser {45 72 47 table 4SS LA K 235 47 action AURY, AEAE AT AR S #ebl b IERRISAT. XA A HIPEAR T
D AE 55 STt R B Ak, kD> TR RS AR, HEmifem 1 I & A 5% I St 326

VRIS ) T R P G 1R 28 55 AR it GO E VAR I X FLgE AT 3 A A Ak, DR G R B B R i (I ).
RO H AT B A BRI TR] 24 69 ms, (K 22 £ 2 3 1 10 7% 130 (R #57E 20-30 ms 2 (8], PR3 T Hp 2 (]
KT EAT 45 R UL, PRI T 2 B 2 AL
52 MEREMEFHEMEETN

AT P R BT RS L FF R BAT A 55 B I P AR b0t 0 28 U7 i AT Q) i 7 VAT VA, D28 il
2 TR R T I B EE A A 2 2 T IR AR B, FE R BAT AT 25 B W 2 7 T DA R AT BAE S 0. e, T3
THANTCE B2 TCAM BRI, Bk D3R /E v TCAM BRI TR br.

(1) PR R It ) 2 3ok

T e, TEAS AL B B AN [ 0 25 A I 0 IR 4% DI U 8 B B EAT VT A . Dl T DA S LI 2 B R A [ 1 VO,
ARG A BT B SRR A 25 504 754 100, ZJ5 R R KFRIMEARSS, HH A SCHR 23 A 200 &
MIZHN BN 2, g BN 10%, p BN 5%, HIEHERZ N 80%, 45 F a1l 10 Fis.

HHIE 10 7T LUE H, 5 & LA 100 M EES iS00 T, RFFE 3 YOk At vl BLIEE) 80% LA b 1 #Ef
ARG R 25 M ST, MFRE 6 YA A RIS E] 80% LA ERIHERZE. HEZHNRF
25 A THEER A O R 3 S R 4% B 5 rR ol 2 R AR IR O, 8 o0 A U T AR AT S i 2 W] BAE
100 AMHELES, BRI AT DLodid #5220 f kAR A5 B HE R i 45 .

NS A TP AR ST H (1 190 2 5 12 3 A 20 & 73, 18 ) DREAMUSHLI{E 2% . DREAM R 814 % U5
A3 BC 77 2R 2 B B R, BRI HERA R . AR LT DREAM, 7S SCHE 90 45 37 B 23 A 2 LAk £ 95 9520 B
AITH A B R B3 A, il 11 pow, i LR & A A UAA A FECE R vHEES, PIR TR IS B
SRR AT IR AR S, KIAE BRI 2 RIS OL T, TR VAR RRAE D i AR BN 1 B A B MR 22, (HFE BRI



KT A BRIRFH ML R T oA XM BTk 13

ARG OLT, AR BT T DREAM, IROA'E RENS 5 A 2o g3 o I B B, 00 B8 55 e % B DR 1t i 2130
EEYi R

110 110
100 - 100 F
90 | 90 F
80 80 F
X 70r S 70t
Mo60 Mo60F
£ sop £ sof
mg 40 g 40
2 30L —e— Switch (25 counters) = 30t —— A3 (25 counters)
20+ —e— Switch (50 counters) 20+ —e— DREAM (25 counters)
10k —a— Switch (75 counters) 1ok —a— 3L (100 counters)
ol —v— Switch (100 counters) ol —v- DREAM (100 counters)
o 1 2 3 4 5 6 7 8 9 10 o 1 2 3 4 5 6 7 8 9 10
AR EL ARV
10 ASFIBEET PEAT 55 I AR EL BT PIALE] T AT 55 AR T
Q) HRPITHESHE

R PAT TS HCR AL B S e AL HITE =5 AT 25 T RSS2 68 77, I R % s e H 0t Lok k-
BRI 0 FIHTEE. N TV — 4845, 5 & 2 BT T B 2 EZ PR 1D 1000 A, H¥ A S 1944
KMERISEN BN 2, g BN 5%, p BN 5%, HIEBHERFIZRA 80%, THE AT 5515 B A2 RS I 0T 25 00 2
R, Wk 5 Fis.

K5 AFENEAT S HCE T PR G 500 2 HE R 0T L

MEAES M AT IR AR 2 (%) DREAMI) - IS HEH 2 (%)
10 99.8 99.6
20 98.3 97.6
30 95.4 94
40 93.3 90.5
50 89.6 87.6
60 85.3 85.9
70 80.8 83.5
80 75.6 81.7
90 65.1 72.5
100 53 63.8

TEIE B 5 B AER 2 80% LA ARSI R, AR SCHR H 1) 009 46 3k i 43 A 2l 2t 77 2 B 22 ] T B BAUAT 24 70 AN
BAE%, T DREAM AT LRI 44472 80 AN EAE %5, iX K ] DREAM 7E & 11 3 W 48 3R 85 vh (7R 2 B AT
ASCHE MR TT . SR, JPATAE SR, PN B AR 2R 55 T DREAM. X R ITE I R PUTIE S B R
N, ASSCHE S 0 X 28 e A 3 7 9 i B 78 43 M R P T U, SRS R I A5 . BLAR DREAM 7E A 4
FPAT 55 B i 22 WS 0 LA P34, (e v R THI I 55 << ik 5 A8 [ 1), RV B — i 21, RSB A i i S SR 8
K, BEARLTT s B8/, T DREAM TGy I S Fhoi o, DRl At b 1 ax it . AR SO H 1 19X 28 9 kA =
7 G A AT ORI B SRR, M SE AR T DREAM JIT T I ) 1] 1.

6 & 1

AT T — s B B 190 226 it 2 A e v s i B B 5N B R 5 B, et T R
JEUE B R RS 3K, A T G P A K 5 B SRR e B T RAT 1 P4 ARG, AR B B B 58 R AT 55



14 AR AR kIR g K G ek 1)

(K3 P8 28, DMt Rl AT 55 P B SR B B ) LR AR 1 RO Bk T SR LA, R 22 & S LR B LA A SR 7
PR S8 R — NI EAE S5, BRI 0 B e T S L BB A 3 o 5 DL KT J s i B AR, e SE 78 70 3t A ]
AZ ML BRI T B2 T HI BB A . S 5 SRR W A ST v ) 55 PRI K 8l 1 ) % 0 B A s 87 i) D i+ L
AT AR AR BREOE AT AT AT ) P4 AR, AR AR 1 BT VE SEBL B A, S0 1 MBS B8 M RR . AN UT A
PRIEE AT ARG PO B 25 2R, SR RE TS /0 A IR BRI, SV IR AT BE 2 AR 55, JF Hg ik 7 DREAM LI TEi%
A0 B AR B SR ) AL
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