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White-box Implementation and Analysis of SIMON
LUO Yi-Nuo', CHEN Jie'?, WANG Chao'

'(School of Telecommunications Engineering, Xidian University, Xi’an 710071, China)

*(Henan Key Laboratory of Network Cryptography Technology, Zhengzhou 450001, China)

Abstract: In the white-box attack context, an attacker can access the implementation process of the cryptographic algorithm, observe the
dynamic execution and internal details of the algorithm, and modify it arbitrarily. In 2002, Chow et al. proposed the concept of white-box
cipher and pointed out the white-box implementation of the AES algorithm and DES algorithm by using lookup table technology, which is
called the CEJO framework. The white-box implementation obfuscates the existing cryptographic algorithms, protects the key in the form
of software under white-box attack, and ensures the correctness of the algorithm results. SIMON is a lightweight block cipher algorithm,
which is widely used in Internet of Things devices because of its great software and hardware performance. It is of great practical
significance to study the white-box implementation of this algorithm. This study presents two white-box implementations of the SIMON
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algorithm. The first scheme (SIMON-CEJO) uses the classical CEJO framework to protect the lookup tables by using network codings, so
as to confuse the key. In this scheme, the occupied memory space is 369.016 KB. The security analysis shows that the SIMON-CEJO
scheme can resist BGE attack and affine equivalent algorithm attack, but it fails to resist differential computing analysis. The second
scheme (SIMON-Masking) uses the encoding method proposed by Battistello et al. to encode the plaintext information and key
information, and it uses the homomorphism of encoding to convert the XOR operation and AND operation into modular multiplication and
table lookup operation. Finally, the corresponding ciphertext result is obtained by decoding. During the operation of the algorithm, the
Boolean mask is added to the AND operation. The randomness of the codings protects the real key information and improves the ability
of the scheme to resist differential computing analysis and other attacks. SIMON-Masking occupies 655.81 KB of memory space, and the
time complexity of the second-order differential computing based on the Legendre symbol is O(n*klog,p). The comparison results of the
two schemes show that the classical CEJO framework cannot effectively defend against differential computing analysis, but using new
coding and adding masks are effective white-box implementation methods.

Key words: white-box attack context; white-box implementation; SIMON; masking; Benaloh encoding
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R ARG M, ey 04 B0 RAT R0 o i o4 by 1204
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(1) %5 1 M7 R AR T AR F ML M CEJO HESE I BER, K B N BT $R 2 oy, S0 AT 1 R e Ak Ay
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BA M SRR E . ARRREMIEAR ALK TR FN 518 5 A A /R #ERD, K185 7 Z4841 DCA
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(3) ged(r, g—1)=1.
% n=pxq, W& o(n) = (p—1)x(qg—1). &My e Z: , WX T r BUEREH T r,, #H y#™/ 2 1 mod n. AR
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2.2 3} Benaloh EI7S /1% 75 AR
N T T R S A & S2 I, Battistello 25 A P%} Benaloh [@ 25038 7 S#EAT 1 B0k, S5 o6 5 5 Z R4
KEH p, g A—AF% p RF; BT RIEGE S OSSN EG M, WA » /8T RS 5] NIIBENLEL ¢ fRIE
T ImEp B BEALE. BAR SR
AR
(1) L RE p;
(2) B E =25, k22, S FAERM 522, 2|(p-1), A k>s;
(3) BEHLIZHL Z; AT y;
(4) BEHLIER 1 € Z; .
e 52828 (4, y) M p, W T me z,, INE E, & XN E,(m) = ty" mod p. W LA F, y IFEE H A& 80
55 m, BENLEL ¢ F SR Ba8HA SCELARE.
il 4R B SHL (4, y), (p, 1) AV L ¢, fREE D, & XN D, (c) = log, ((l“c)(”fl)/") mod p. IX & x = y»=Y" mod p.
[EJ A, SOk 7 R R B FIRS, WA S (3) Ao, DR A A X Fiss i R AR g, o1 (R 25 HX 4w i
TEIAT — SR AR, 2 & SE I — Fi .
E.(my) X E,(m)) = ty™ xty™ mod p
= £2y"™*" mod p
= E.» (my+m;) mod p 3)

3 SIIMON E%H) CEJO B&:I

EARF R, RAZ ML) CEJO HESLST SIMON64/128 #E4T (&SI, EE BB B ZHRAN B EREF, @il
i NB B LR ATIRVE B . BLAINPT SRR B — RAIMIEI AL . RAEIRIRAE 17 54 A0 7 B SR 78 A

£ SIMONG64/128 SH3EH, x;,x,, € GF2 . X T55 i 8, Beit 8 A 32 AR, Wil 2 for. Horb k=(k;o, ki, .,
kiz), fi; FBENLIG AT 4 Bdin N B RLGR T, fi=diag(f; o, fi1seeo fin)s S VISR g, Ry 324 (fo%i i B L4 1Y,
27(800> Gito--» Gi7) T 32x32 WURTSH {7 S A4, e T 22 8 Ak Ak k.

RBEE i FERIHATT x;, xp0q, SR A R SEIRAR L.

(1) T X1 00000 <<, 2 =00 <<<8, x4y <<<2;

(2) 2 X (X0 o X s X ) X € GFYL =0, 1,0, 7, k=0, 1. SFREAS 4 LEARRECHE 43 1 2 4R B2 (1) 2 4 2%,
W 8 MNEHRK T M 45 R AT B, BB (r <<<)& (x4 <<<8) @ k; YD MH ¥, ;

(3) FI I S AR 3 B A, S5 x; R iy HEATH NS B SR B IRYE, 70 1S3 Y R0 Yo, W 3 FR,

@ IHHE Y=Y 07, 0,

(5) F T AR AT AR A B LR AL R R — AR N B ALY, 5 Y AER L flogr!, 158 X,
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K 4 SIMON-CEJO HiFi% imfe &

4 SIIMON-CEJO B R R LM 94

A48 SIMON-CEJO [ £55E
BGE Bl iS00 SBE T LN DCA Bods it A BT ok 43 #r.
4.1 WERHR

BT R R e, Hoh s B 2 et EZ A& 2/ E

AT

7E SIMON-CEJO &, B T2 8 7Kk 8 A 32 HHIERE, 2 Wk 32 Lhhk i FakbLI 3 IR (32x32) 1ij S A8 4.

AL L PAY A7 o G
PR P FE A% 1A): 44x8x(2°%32)=352 KB;
7 55 A% 4 e 55 4% 18] N: 44x3%(32x32+32)=17.016 KB;

2 k., SIMON-CEJO & SEBLIN N AE 5 F N 44x(8x(28%32)+3x(32x32+32))=369.016 KB.
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TEZ A GV EIB AT I R b, SE TR 2 352 YR A HRIRAE, 88 I SF BRI 132 YR 7 St AR e 1.
42 HESZHENBEESRE

2002 4 Chow Ze N MR T A& ZREMR A &S IREE, FORVEM A &S RV & AR SR —IEE
RF A WTRERIAIE J7V5, B N H i iR 2 LA BB /N R R . A B IR R R TR 2 D ROR R A T
FREF AR EIRER, AESRET LA A& 2P S SR R R BRI I E . A &SR — e R
AR T B R B AR R RIS B S R, (R SRR, B AR B .

AT 4 47 S AR B A R A 20160x2%2"; AR B AR R P I B K EE N 4 LA, 32x4 B0 AR e Bl
270" [N KAE SIMON-CEJO H& LB b, BB AL NN 20160x2*52* %27 x07=0"" ([ G & IR E
22 xR,

M SIMON-CEJO ] & 2 #E 1A A & SR R, B4k AT AR5 28 8o, B #1 N AE $R 3R 1R M43 2112
(s EREHAE L.

4.3 BGE I

2004 £, Billet % A% Chow %5 A [ (14 AES 5 BB H T —FREIGE Y, f#k A BGE Zuds, A AiTeh 2% (s
1) A4 FE I T Chow 25 NI A AES 5 R, 357 RARERE AL 8 LU S 8 LLAF MR O¢ &, 8 H i
KBS, AT DAAT 343K HT BGE Hits.

GGEE AL LR 5 PR

IR 1L S A AR B, R AEL Mg,

PR 2. #2578 LUFFR 8 LURF AR R &

IR 3. SR B 2 AR R;

LI A4 KA AR GRS,

IR S IR A .

E SIMON-CEJO F @ skBl 7y gerh, Xf1&] 2 AR 207 8 LRF 2 32 HURFINBRET, SN &, lIx,, ol
vig - 2T (@) FiR, S T @HFRE RN Thox(x,, g, ) = (¥, &2, )@k, -

i+1,1

j;lj x1{+l,0
Yij =80 Thoxo °f (C))
fig Xiv11

H1, g=(gi0, Gi1o---» &i7) 9 32x32 WIATW (5 AL e, (HE I 0 B g, A — S R T IK), "B ANBRIR 3 B AT ) 4x4 B
%8x8 (D7 St AR ¥, (AL TE ki T 8 LhAR S 8 LLAFEE 4 LLAs B 4 LLARR ML, Toik SR 2 18l 2k % R, %07
Z A LAKHT BGE i
44 HEENEERE

TES 5. ST X T n LURERN, m ELASS I S B S, H S, BR Sy AL S, SR A5 S, 24 HACA A7 (e Al i
(09 n A5 2E e A D m B0 554 B {513 BoS,0A=S,.

SR A, T A,y R R 907 5 2540 190, 2003 4E, Biryukov 25 N2 T &/ 05 S 4540 s ) FIsRsK iR S &
(IR AT SR ST I R DAZR PR S50 B2 01, 12 0 B iR T

(1) EIHA LR TC IR BIE x; F1 xy, 23 BIAEI A(e)) FHACe). B S, & F RIS RAE S,(4(x))) F Sy(A(xy)), 5351
ey, oy,

(2) B xy Al xy 15 S, T T HIXTNAE B(yy) FI B(1ny). 2 y3=y1 @12, B(r3)= B(1) @ B(y2)-

(3) EHR y3 B B(ys) 7R S, BANY Sy & F A, 2N x3 B A(). 45 x3 5 oxy, xp RZR RIS, U EE T ik
I xy R xg; 85 x3 5 xp, xp SRERVETCIC 0, WIAT DAAS BRI vy R B(yy), B A% 55 O S I0AR DG, B RI3RTS n X
LRAETERM (x, A(x)) F1 m SHERVETSRH (v, BOY)).

(@) ARIERE (x, AX) T (v, BO)), BB FK T RAE A M B FILeMErFEA, FIF B HE oikdt 17 R g. 5
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AR BoS,0A =S, Wik A A1 B (1 IE#ME.

FEIE A, Mo e TR .
7£ SIMON-CEJO 77 &, ¥ Thox MAE—A 64 LLEFHIN, 32 LLArH 10 S, #56 i 5610 8 NEHR G ATk,
BEIAN (5). H F N 8 MBENLHIFTIE 4 Frd N\ B AL IS I HEE, tna =X (6) Fir.

Xit1,0
yizgioTboonio( X ) ©)
fio
Jio
fu
F,= Ju ©)
fia
Jiz
[R5 46 8 0 iR AR A 3K (5) IR TR A FE Dy 0(282 . (232!)2’%) 4

4.5 DCA XiF

2016 £, Bos 5 A PR T 2901 40T (differential computational analysis, DCA), ‘& A& —Ff N F T F 1 SEH1
A VRS AT VNS 18 73BT 5 1. o i 7 R T AR AR B U0 A7 i R 1) A 40, 45 B0 A B2 e T B B
FHR B B By, B A R R R A 03, SR, SRESD . HIEEWMEHSD T, 5583 &SSO E %K
HALE . DCA B A5 [RAN B gmt, 3t B ¥ o #7 B p e B R R i fe FoR 48,

AATFIH DCA it 43 #t SIMON-CEJO 75 %, CLAIE] 2 B R MM N, % 4 FURR A &, (08— LR A ik
ATHEI, [EIES 38 T 8 LR NAE, X4 4w B R B el BB AR B AT T 43, W B v o o s D B B LU AR R A5 4. B
BB LR IR R DI, 19 30 8] 0 70 BU0E, S5t i o0 5 L R G R B 70 LU AR 0 8. 5 D45 20 55 1, W05
TEH; B AN T 1, WA 5. a0 SR BT 24 0RE IIME S S 1, WA Z 7 vE TGk IX 4 Y IR 5 4.

RH CiEF SBLE N H AT, 5 SIMON-CEJO 75 & 5 I 2 AH TR, 7E CPU A Intel(R) Core(TM)
i3-8100 CPU@3.6 GHz, IZ1T WAFK/INA 4 GB T AL L HATZ 30T, %50 % 4108 0xa5726b8 1. X #& % 44 1|
4 WREIHAT M B 25 R 5 B, B S AR A bR R A I 25 4, AARARR R TG IS 43 SIS 73 S v R D IE T 25
B, BRI 5 AT LAE B, A5 1S 38 1, B DCA BUli Jovk X 43 i IERf 25 4 R iR 25 4.

% & 454 SIMON-CEJO A Wi 56 [ B 4% , I A wi 9 46 008 45 R 2 B 5e 40 %5 8. 78 CPU A Intel(R)
Core(TM) i3-8100 CPU@3.6 GHz, i&1T W1E K/MA 4 GB i+ B HL E#E4T DCA 707, G E R M Z 8N
0x57d23749. B T35 2 50 5 I8 B 2 01 T BRI A %, BRI RN TE 7 35§ 10 38 2-5 LRI SR 9-12 7 RERAT SR AE
Brb i g, LRI 45 Rl 6 B, BT RA BB AR NS 548 1, FiLE 6 &8 DCA Bk v] L%
55 2-5 RLAIEE 9-12 AR BF IX 4t Sk, R BRI PK 52 H 1 S 40 2 S I AR LU 07 B S, 45658 2. 3 BT 19 2158
2 IS H . LA 2EHE, DCA Bk AT A iE HY SIMON-CEJO H & SEHL K & #0583 9. Rk, %07 RABEIR T
DCA Ht.

Bos 25 A PU 200 T 500 M 2 i LLBE MU i i, 2 7E T CEJO HEZRAS B 1) il S, CEJO HE 28 5% F 45 4K 9B 11
75 3, T5 EARUE AN B N H S D 7E 46 5 50 22 i) ] DURE ELAKYH, AT SE IRV Th Re 10— B0, 1M 22 0 B i
PRI T IX — N, B AT A SR EE B E RS, JERE CEJO HEAE BAFIE, B & L B A S5 A g i
[ AR [E], DA 4k 23 #T.

KA T HEPUZEFHT, B G seBT7 75 B i g B H gk, X+ SIMON $v%, nlLh% B 512
HAE R A RE, RIF S E N QSN SRR, X R T B SN, 5808 SN AL
BEAHRTH, T LMEAF 22 4011 B 4 T (R s A AL
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1.05
Lo+ 1.00
08l 0.95
0.90 +
K R
w06 085} ” l H
= =080t
£ 0.1 & | '
s T Ty e I Il
Y T
osst 11 Hiilinmnn
ol 0.60 L— : : :
0 2 4 6 8 10 12 14 16 0 50 100 150 200 250
T ]
Bl5 DCA Bii—#emss Kl 6 DCA ML IR

5 SIIMON Z %8 Benaloh 8RS & SEIN

FEAATH, FIH Benaloh 4wfitxt SIMONG64/128 34T H & SLBL. AN A T4 4t CEJO HER [ B & SEBUT %, %5
FER PR B LR B SCA SR T G i £ S 0, ) P s 1) o 5010 R 2, LB X S A A TS 5, B TR AT AR,
[ea] 1 50F 7 ) 2% S 45 HL. SIMON FVE & R8s 5. Sz AR RALIZ S, 1 467 int it Uz S A 518 kT
Gwh; FIR, T B TT RAE DCA Buadi 22, X 518 S, InANBENLECR AT IR, &5, M4k
B A S SEBLAURE.

51 MWEHTEMSEHEHEITHRE
TGS R G AR R . P RN — A UK o BEAT 469, F I BSG2E  Benaloh [F) 25N E U5 ST B I LE AR, BEALLE
WREHLE s, 0 < s < (p—1)/2, X 25ta HEATINE. ZibSeR &L Enc W23 (7) Frow, X SLEI RIS B Dec 123K (8) .
Enc(a) = E,(2s +a) = ty*™ mod p (@)
Dec(Enc(a)) = D,(Enc(a))mod 2 (8)
Forpr, fnd R B IEAAVE A 2K (9) W A5
Dec(Enc(a)) = D,(Enc(a)) mod?2
=D, (tyzs”’) mod?2
=log, ((t 't 2‘*“)( - )modp mod 2
=(2s+a) mod2
=4 (©)

HT SIMON SA A ez . S SRR ALE 5, % fExt ¢ 5E S 5 18 H g .

ZRiIH aob BRTHE a5 b MEWIBERR. HT Enc(a) = 1,y>™ mod p, Enc(b) = t,y*** mod p, H a+b=
2(a&byta® b, F AT LAFEIA S (10):

Enc (a) Enc(b) = tot,y******** mod p

=Wt y2(x+.r’+(a&b))+(aeah) modp (10)

MR 4 40t (4 Benaloh 75 R B FIZSE, 7T LAR R Enc(a)Enc(b)=Enc(a @ b), Bl Dec(Enc(a)Enc(b))y=a & b. R LHA
B LR R G A 25 SRAR IR, RIAT 159 2] 2 a4 A i (. 7 ois SR AL s I s SOk SE B, [F B BROi T ESEH a @
b IME, B 1L T (S B EE.

N & E a&b, BT IE BT K LI Enc(a&b). HAI (10) FTLLEF, y MFREGHE N 2(s+s"+Ha&b))+
a® b, Wi y WA EN sts'+(a&b). [FFEH, 7E Enc(a) 1y FRIAFE RN s, 76 Enc(b) T y AR EN s'. BRI

© PEBEERKCEIFR  htps/www. jos. org. cn



5272 HAEFIR 2024 5 35 55 11 H

3 AR AN, WIW] LAAG 2] 2(s+s")+(a&b). I RN 3 MERE, WE 7 Pros. S 5052& Enc(a)s  Enc(b)
1 Enc(a) Enc(b), §i 5> M2t A B m RIS gs 1, Bl Enc(s) « Enc(s") F1 Enc(s+s'+(a&b)).

Enc(a)=t,y*'* mod p Enc(b)=t,y*** mod p Enc(a)Enc(b)=tyt, y*s"*brtesb mod p
AL TRE L
Enc(s)=t,)*>* mod p Enc(s"y=t,y*+*" mod p Enc(s+s'+(a&b))=tsy*s" " @& mod p

K7 SIMON-Masking &%

TEB R N E S B B AT B2, TS 2GR i, s e xh a8 2R A S hd oR B0 AT S id, 159 2050t 1E.
BIX 3 ADNERE NI S5 AT, AT LB R Z5 R 2O mod p, X B (=t,t4t, S=sytsstse. BEXANGEBAE N
Enc(a&b), Bl Enc(a&b)= 1" " mod p. W LLIRAIE, Dec(Enc(a&b))=a&b. B, S8BT X 3 M
100 % HH 2 SR AT I Tl SR A
5.2 MEEERNA/REG

FERD B 47 B AR LR — AN FSRARHT IS 8 M7 (0 53, J& T IR i, 5 T S2 ol el i e LAk 2 1 4
FIr Ak By H AL, b0t 3 o i e A R, SN BG MEE. AR D R A AR R B L. B S IR
TBEEAR, SR g% oy 4H 20 G SR ILRE T DCA 3B I —AMT 2 A i B BT 3. A /R RS K RN R 2 15 R
SN B AN i, PRIEIX S 2 2 0 S BB 55 T FL SRR 45 B, 0 Lt AT 44, DLkl % (5 Bt 441
R AT R FE RS W AN RS2 ORI IR, B 4oy RS (0T B ERAE. TR T 55 B 538 SN AT /R #ERS.

7E Battistello 25 A\ Firie F (A5 /R 865 5 22 WOvh ) 3 s s s i it 51N 1 JEig 5. %5 e 3 SIMON Sk H i
g #hiiafd ., REIEHEMEEHE, N TETREIEN &SI, RATAAET 5 NFIMYIZE FIRE, Btk
Trichina %5 A WL H O 538 5 A0 HERS )7 €. SCHR [42] IR IS 5 R B T REieHM S5, LT RZTE
28,

X PIANEERF a;, by, BRI 0, &by, EHUBENLECRT u, v, 2 @ = a0 u,,b = by o v, MBI EIES5ZH, A (1)
Fi7R.

a&h = (a;@u)&(b;®v;) = (a;&b;) @ (a:&v;) ® (u; &b ;) & (:&v;) (11)

T b, = (1:&D) ® (u;&v)) , a:&v; = (v;&a) @ (u;&v;) , FTEL AT (12) M2 (13) ML
a&b = (a:&b,) & (u&b) & (v,&a) & (:&v,) (12)
a,&b, = (a&b)® (1.&b)® (v,&a) & (u&v,) (13)

RE— DRGSR A 1) 2 A E, EERBEALELRY 2, THEEA I (14). ZRETHEE o, &by FeAL AT X BTG S BEHLEL
R RIMIEH, 4 RGZBEM 4 R BUE F A L. BEHLECER 2, 72 R EAT I 72 KA.
(a;:&b))®z; = (&&5) ® (u,-&l;) & (v;&a)® (u;&v;)®z; (14)

5.3 SIMON-Masking B & SCI)

5 i 503 ) Benaloh 4% P05 4 SR G 42 R OIS & 1 7735, %t SIMONG64/128 SikiEAT (A £ s Bl

SPUR 1. R St (1) Benaloh [RIZS NS 77 Rt AT 280 4 BR, AR BT B IS4 N T ARAIE SR AR 1 IE B 4, S 400E
2 ] 52 1), YR (L Bl & WA SC LR . ) S0 T e

AR 2. WU LEARE AT gD, 43 9okt 22 B AR G i AT B SC D, BT kKN 1R, DD S B LR
IRNFB A&, A LA BRE, R B SR S AE, B £,y°9*% mod p, e 1<, k; NEH] k1
5 7 ANECHE. SRS BRI AT g A, FEAE AR 1 BRI miD R, RATE A (15) B,
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T, = {Enc(0), Enc(1)} = {ty™ mod p,1y***' mod p} (15)

IR 3. PATE A RE RN &R R A, T A AR EIE AR R RO SRR B AEE . HiEEA R
SIS S, KA DR RRES 5.1 W Rrid i 77 2Nk T 12 5, [FIR X i S in e,

IR 4. 5B LR AT RS . 3 4 D LR R AR AR, BT gm S B A DARE BT A B AR — e A,
IRl LA A2 S LR R 75 BT 2R, DAL R IRIF SV L IE % 3.

TEPAT FIE R FE R, HRHE B2 AT U AT 8 5, gafid A 2 (M BT A B R AR 2 @ I I AR . AT
AL R F A AE R 5E L.

(D) W TR FALAGAE, ¥ O Yntid LU AR R P s SR AT IR AR A, 46 F) TSR B AL T EAT 4D, BRI A
B R AR AT A ) R SRR

Q) X T FEUSH, KA giG 1 LUREAE I, B AT 15 204005 00 5 LU R B 25 SR Enc(a @ b);

Q) WTFHEH, K 3 BRI % 25 R AR, RITT5 2 9 ig i w6 LLARE S8 H S R Enc(a&b).

B S FANINHERD. FEFEIE R AT, W R S E IR (o <<<D)&(x;1<<<8) ®x;, ILLLHFF R a;a;;. ..
@;317%<<<1, by ob; 1. b; 31=x, <<<8. FIFH & 3.2 RS T5 &, BEHLEHBENLELAF w, v, M 2, 5, /=0, 1,...,31. K
TH (a;j&b;j)®z; AR5 (&;,j&l;;yj) @ (u[,j&B[,j) ® (v, ;&a; ;) @ (u; ;j&v; ;) ®z; ) » Horp a;=0a;;® ui,j,l;,-_,- =b,;®v;, an
A (16) Fis.

(a;,8b; ) @2, = (a:, &by, ) & (1,&D; ;) @ (v, & ) @ (u; &evi ) D2 (16)

H Dec(Enc(a)Enc(b))= a ® b WX Dec In'[Enc (a,-)) =a,®...@a,, KA (17) WAL
i=1
Enc((a;;&b;;)®z;;) = Enc ((Zz,-’/&lg,-’j) ® (ui,j&l;,;j) & (v, &; ;) ® (u; j&v; ;) EBZLJ-)
= Enc(@,,&b,;) Enc u; &b, ;) Enc (v, &, ;) Enc (u;,&v, ;) Enc (z,,) (17)
MAT (17) FTEAE B — AT R FERD Y LR 58 57E A & SEIRT R 2 12 MR, 12 IRETRiE . 4 x;
SN z;, B x; @ 2= (o011 Xi31) @ (230711230 AT (i <<<D&(x;1<<<8) 55 x; {E R BOE S, BEHLELES 2, =0, 1.,...,
31 BARTH. TWEVHE Enc(x,;@2:;) = Enc(x,)) Enc(z,;), RULTERNFEIG G, G52 T 32 IREIRIZH.

6 SIMON-Masking FISZR KL 225

A543 Hr SIMON-Masking [ &5 SEH 5 R A 2e 4= k.

HH T %07 SRR B A L 1) CEJO HESE 1) BB AN [F], DA CEJO HE SR A4 % SIMON-Masking
AT . Battistello 25 A POEPPAS 12081 B m A (6 (1 45 Se B e AV, 32 B RR T A NS T 5 Bk . AT T DA
J DCA ¥ ;. SIMON-Masking i i % 52 LU RE(E BT gmid iR, S0l 1 BV A RUE 5. iX 3 Fhdadad /i s
ZEMm s 7y 7 DA R AR R i, SR FOR A LU B LR S, i — P SRR E B
6.1 WES

ENAE S 7T, XF 128 LURF S AHE AT gnAl, 752 128 5KmADaR; Xt 64 LLARF W SCHAT4nAY, 52 64 Tk,
X} 64 LR SCHAT RRRD, TR 64 TRARIER. HAMMT SR, RN A R FERD S, MR R I R 12 ik
R, BRFENAT 32 KR SIEHE, —3F 44 30, FEERE 32x12x44=16896 ik.

R DHON 128+64+64+16896=17152. FEHKZR (5 I WA N pxTlogyp 1 HUAF. % 3 45 T SIMON-Masking /7 &
IR A B RS, BRI/ TR 5 p (1. X LIS 6 LRI A p, BEASE A Sl 2 et 1
1%, ARAE T AR S IER SRR, 24 p=53 B, T RIIATE A 665.81 KB.

BE TR TR RN 32x12x44=16896, HLIeIa HIIRECH 5x40+44%(12x32+4x32)=22728, FH1<5x4075%
INPAT B AH Im HERT BT 75 (AR RS, “12x327 K m A 32 LhAF R AT 518 B AT 75 AR R IR B, “4x32°Ron i
TEAT 4 1K 32 LLRERI B, R LR R BRI RIS B
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BUATT MRS (FPGA) T RIS Mok 38 VSR AN AT T S0 A, BORE W 5| 77 BORE 1 1 B I3k A <
. %tF SIMON-Masking &SI J7 &, 78 B2 4F FPGA &I, Al 70 AWIGa b . B AL it . g
T R iz R,

R3ORYE p AR EFTE I AAT L BT

[log,p] WAE & (MB)
4 [0.07, 0.12]
6 [0.39,0.77]
8 [2.09, 4.17]
10 [10.47, 20.92]
12 [50.25, 100.48]
14 [234.5, 468.97]
16 [1072, 2143.97]

2022 FREEEAE S N PR A — P 22 1 R TT 038 X5 BF AR BLVLTE FPGA SeBl_E BLAT BT I fE, [
AR AT IR VB FPGA W iT B 1T LA FER 1% 77, [RIE, 56 P A6 3% A5r 25 17 4% R0 BT T 2R 43 0 SE BTG B4 /2
AR BURAE. AR 2% 2T, SIMON-Masking 5 2 22728 IKARIE, 16896 KA. 734k, X 32 % EAFI B S 4w
TS FHS6 B8 LR AR AT BT, HH & B0 AR K g 5, v DA BRI AT b1, DURIIE FPGA s RUsAT. iF A A&
SEHL T RAEME: FPGA L sc il A R w0 SR B 3, 75 /5 8200 TAE R 3RATT & 4k 425 77 =11 FPGA S i 4T
I, 77 SR T S FR.

6.2 MINHIEFSRT

EAGBEEEE T, Wi T LS B $03 005 N\ o 8. Far N J 7 07 SO 48 12 38 Bl 5 B 4R R 1
S NFE AT P 7 B 5, R #5204 2 3R BURL % LA 2

TR LR b, 2 nyy, = ty2* mod p NI 7 BHRERFANE, n,, = toyﬁ*“ mod p AR HAE. FLE I,
2 s =0 R N E S5 E R T ITHIER, T8 0,02, = 12y** mod p. 2 b=0 Fll b=1 I, Bl AT LR E] 0, on2 M1

nn?, XA, KX AME AR T LIS E A (18).
Z= g, N, 0,1, mod p = £y " mod p (18)

HTy2Ez, AT, H 7,1, € z, RAFTE 1,7, €1{0,..., p— 1}f#5 £, = y" mod p, 1, =y mod p, BRI IS E
2 =yl mod . F ( ) mod 2, M4 AT B = 3R 7, (7 P, A5 4B AT B/ 51 (5) fafe, T

FIF n, = 1y mod p SREVEREE B b (B32B5 b, B Z; (950 —ANERTT ', MAEERER a, (575 )=y, 13314 (19)
FRAL.
log, (z) = log, (y)log, (z)
=Qa+1)27;+1) mod 4
=2(a+71;)+1 mod 4 (19)
ATLLE B, log,z KA LR 15 Bk B A2 e y A BN, BT o A B YEAE, B o B33 8 1o
e, RUA z BB AR TCik3RAG o, MR R IR, Bk TR R (5 2 b.
6.3 SNEWE
AR BT 48 A AR G D I T 226 B P T AR PR AR, 45 L A R 0 L A B AR AT, AT SRER BB HL A
B R 2R &R
L@ BT INAT/RFERDIN, B BN LUAF ag, a) BT 5185, 45 4 DEE Y, 50, 50, sV AEAXT ag A a) SwAY
I FRIBELEL 2 a; 0 O I, 4% 5O VENBENIEL 24 o, 9 1IN, 168% s AEABENLEL. 4 ap M a) (ZRASTE SN Enc(ag) =
toy“o "4 mod p M Enc(a)) = tly2x1 "1 mod P, BERRIENN Enc(ag)Enc(a;) 1T, Wi EAN o = %% mod p, 3
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1 B=(a0&a) (s + 5¢") mod 2). B BILHAERFS IR, F (%) = (l_i) (1-28). 2% s’ =s) mod 21 s =" mod 2
i, (%) _ (i) By 34, JEBT =0, 2R (agfeay) 1AL

ISINAT RIS )5, AT 5ia H AR HEIE, HSHEARNE S SEREIRIE. RIEXd 4 7T CASREUE] Hoy |
26 &, A AT 00 2 FEAD (R 2 IR (19 2% &R, T A A2 LS LRSS B, A 7R S0 (VR VA 1 FRAR S T B 2 5 B A gt
&, TRUE T 7 RAESR I T I 22 4.

6.4 ETELEFSH_M DCA XE

ZHLLRID I IR NTE A &, FURILE RS 58, midxp oy Xgmi, (8 F 54 gm0 8 03
BULME S, YL & #4 #% B BN 1, Enc(k) KA RS T FSLH) &, 1.

VBRI — AR R, AT AR 11t #00 F — AN B 5 R AR BEATLE ¢ 1547 Benaloh g, {H 1 &SI T
B PAT I FEHR e 0, T S RS AT A AR A R R BT A AT AR Y. B T DO R L
5177k, 518 BOR T 2 A LGRE . @ 25 40 LURE O AT, AN W SO AR R, B T AT E
P 5 T TS 7 51, T8I T 51 S B S s bR L RS 3 AT L, Mo mT DA 52 BE 45 - B 4
B . AR AR FAh 2 S R R 5 1) B 72, w7 BA/ ] e Y 25 80 7 4E.

B IRINAT JRFERD Y 77 8, Biryukov 2 AFESCHR [29] 7R H T 414 DCA 4 #1752 3@ G AL 3 v 5
B ¢ AN, KA BB 105 s FE40 BT A m AT RO AR DS ME R = 2 %4 BT OO M. S F v A
TR, 5 H S B4R = T B T (04, 00358 PR B 3 ] LA TOUIIMEE sk B35 o B 25 A5 5. Al AT T ol R e
J7i, AT IR TR (0 (B S S B RO IR R 24 B O(n'k2™). Forb n fR Tk BT A% B (0 B /DN ke AR AT SR R
B K 2% RRTE ¢ A m BRI SRS I R 24

ik, % F SIMON-Masking 75 %8, ZEF ¥k 55 5 (K] [ DCA M H 2% 4 O(n’klog,p). logyp FEAT L
FIR IS, T B0 SRS H AR O p i KR 4. AT AR AR /R #ERD B A #5287 %, SIMON-
Masking TEHEHLZE 7 VST A 3. X TR 200 H 5T, 1505 R R &R R 2 — B AL
6.5 SIMON-CEJO 5 SIMON-Masking AY%tEE

AT5K SIMON Fik (R 11 0 S B RSN 22 &M T AR o L.

SIMON-CEJO 1 SIMON-Masking 7E X% L% L in# 4 fior. 7l LLE F], SIMON-CEJO 7E 1 f¢ LAk T
SIMON-Masking, SIMON-CEJO #4775 I /b, [ SIMON-Masking 75 % {25 R AR IR I2 R BB £

SIMON-CEJO A1 SIMON-Masking 7 % 4% _E fxf i€ 5 Fion. “N” Bk 5 5 0] LAR Pl s, «—
Fon H AT 7 RIERBAT SHZ I B BT, <> B 7 A ] DUHKHUIE F 8Lt . SIMON-CEJO 5 A B & 4L
U2 tE B BT IR /1, T SIMON-Masking % T-H#GH0 2 43 tH A0 A — @ e 1. W LA B, 7E A & skl
J7 RIS AR R HERY, REPE R T AL ZE VST R R s A k. R, AR B gt B F B s T R —
R

#4 AR 25 AR
) T = A NN
IR (KB) s EE KR BOEMH gy g DOAME W0 mt ek
SIMON-CEJO 369.016 88 132 SIMON- N N o - .
SIMON-Masking 665.81 0 22728 CEJO
SIMON- _ >
Masking O Klogzp) v v

DCA B A5 &AM, IF B U0 B AR R AR R AT 0 M. th T A @ Sl BEORIE S 45 R 0 IE 7
Pk, A B Z S AL FIE DT I RE T S ARIH, Bl B AR N AR s S AT 5 AR g b9 BB AR ). H A
KZ % CEJO HEZR [ 1 & S BUAR E AT DCA il (R A2 EA TR T M8 AL g i, 23 2 X AMEBLN, X2
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CEJO HEZEIAS B Z AL, 58 4.5 15t B SIMON-CEJO A& S2HA & LAHEPT DCA Zrahr. Rtk S48 B gmps st T 3
G R B IP DCA Wi E o HE.

7 B4

AR T SIMON Sk () Rl (5 5 S8 J5 7%, SIMON-CEJO A £ SEHUR 4 #L i) CEJO HEZE, K 35 4k N
TEA R, BT BRI TS AR B SR IRVE % 4. %07 RN 2 M 4 W 22 B U R7E BGE Zali s S 454N VAT
i TR A, (HABEHRHT DCA Zifi. SIMON-Masking [ £ S8l T Battistello 25 A B HY (1 4w 77 2, F
Benaloh JI1% 7 & (1 Rl A4, ¥4 5 802 HOR 518 B8 b B FI A5 48 R, BEIIPAT d R AR E IR T 58
BRI, 5 5 AR I BB AL B {459 B o TG ik R I g R SR SR I B S LR S AV 6] 5 08 B N A R D, HE— 25
Jn DCA B FIE .

SIMON-Masking 15 SIMON-CEJO #H bt %F 5 EURFEAT 4mfidh, BB WAE/N IBATIRIVATF A, @& TREL
BT A RSB %7750 5 08 SR R B ST A R s B, o it ARX S5 R4 1) AT SR R REIE . AN A R
D 2 (1 FrSe B 7 2 RN DCA ik () — o 20 T B, BT 9 e 78 (1 £ Se B b iR I 1 2 R Sk f B4 4 56 VR 1)
il .
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