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Abstract: Revocation encryption is a negative analogue of broadcast encryption. Unlike broadcast encryption, the input to the encryption
algorithm is not a receiver set, but a set of revoked users. All users who are not in the revocation set within the system can decrypt the
ciphertext successfully. Users in the revocation set learn nothing about the encrypted data, even in collusion. Compared to broadcast
encryption, revocation encryption is more suitable for scenarios where most of the users in the system are the intended recipients and
when revoking decryption rights for certain users is required. This study proposes a revocation encryption scheme based on the Chinese
identity-based encryption standard SM9. The ciphertext size in the proposed scheme remains constant, and it is independent of the size of
the revocation set. Based on a complex assumption in the generic group model, the scheme is proven secure against CPA under the
random oracle model. Finally, the performance of the scheme is analyzed, and the results indicate that its computational costs and storage
overheads are comparable to the existing revocation encryption schemes.
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1 3]

Ik VLR — B e 22 P RS SR R A g A I RR. Rk () B —MRcE A
I, 18 R EES T A R IER S, AEEE DR A WA TT RN S R e N . 5
In&s SRR A s A THETE R 2 A P F B 22 L s F — o, TR, RSN T .
BRI RN P kAR T T NS R RE, T LR TR T4 P S0 A5 S RETS, AT AR R i — R P
B0 TR B BB AT AR P A, T IE R S 0E 5, thintifatbl . Bid S sE, o™i 7R A
=87

) 3 002 Hhoin 2 Sk B T S e s B 2R MR K, DRI, T BN e RN & T i B AR K
URFRV S 37b: N Bt et e 2l V6= S N BE | A e e R C U ER e WH I 1B 7 € S S S
Ab, B B A TE TR R B 00, EEInrE AT 9 AR ek, M AN TFEAST O S AL, 75 EEACRY AH R AN 5 4
IR BUPR. [FRT, FH P B3 S R AT R 23k R, S, R I SR A L SRR R I s B SRR A AR, AR
WS B (L. T T R e R e R, R 2 PR AR Y, 7E % R G IR AR A AN R B A
ASG, MRS NAHES. L HACEH P AERE G 4 fe 58 ORI, HeH S-S N IR - o3k
SR B ) A 2 SRS I T DU R RN T BB N, T BRI BRI — Fpab 78, & T RA NS A
FEARWCE R s, RSO0, A58 FH AU N 2 50R E S T 38 s SR S 0 v 2. AR SO AR B s 4.

S FRCE 0 2 B AR A B P S P B R sl Y R T, SRR I AR B T T2 BT, Lewko S5 AP
T HA KA P RHM RS A AR IR I % 5 R, A% K E SRR P R E SRR &,
Attrapadung 25 A\ "2 HBAT 8 K SCRIRRR B 77 %, REEA TS 0K R P RLBH 0 P 055 e R AR i
M8 = 2R AR O, STk [5] 2 T R BN AR T — N EZ BN (non-zero inner product encryption) 77 %,
HETZARINE 7 R0 T BA K& SCHH PRV I E T &, TR RR AT SHKES KA R
B P I B K BOR 2 MEAR . Jiang 5 N R T SRR AR GRS P B AR 1 — b TR RS I .

SMO SEIR[E [ 30 & KI5 280, AR AR AINEEE. BTS2 HES RPN E, Hp
ONER I SRR AN R 4 BRI O R B R bR HE A B BrAsdE. B SMO FRiRINE AR S, TEUS T IRFE T
FORCR U AH IR T R M RS R R GRS e A TR, R R . Sk, i B
2 NUHET S8 2z H A PN T SMO AR RN Z HE, 3R AT SMO I N H R FRAGEREL, 5
BB B TE R, JREET RN SRR 17 i S B SR e e, BEJS, EDCHR [8] than th T R
AR SMY T REINE TR, SEA TN —F, TRAEH T RGP EBCEIEE R, FralE R R
BB P AR HNCE RS
1.1 ATk

BT UL B, ASCRHAHREGEARMZ A HR, FRHHEET SMO RIFRRBEH N 77 5. ' £ A F AL
P AR IREE A, T2 3 U A P AR IR R & ARG I R TR 7, T LUIE R . TR &
P8 T A 7, A R BOR, RGeS, JF R AA € KBHAME L, KX ANKES —Xm
VPRI P R KB R M AE 6. U7 RAEBE N = HUBRL T AT IE B /2 2 45 3B (chosen-plaintext attack,
CPA) %A, 2 A ER ALY B — AN A E P Diffie-Hellman PR |81, f5 )5, HUARA ST S RIILAT bR 4% I
% (identity based broadcase encryption, IBBE) J7 Z& FHAR VR HUEY I 7 S 16 v S B AN AE A T4 U T ) vk e, 38
SRR R, 7 BAELL BN T T A A 5 7 AR 2.

—J5 T, AT ERIVE N SCHR [7,8] BN TS, AER HRCE A R G H K2 B P, R AS SO IR
BB LR FHSCHR [7,8] 2803 . AERLR I OL T, HEAEEBCE 2 i P BER. — D7 T, A0 528 SM9
WHEIRAEZ F P TSR AL T — A A RS, 2 R SRR JE, AR AR ST SRR A
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X IR W I R AR, 0 — 20 3= 5 0 5 35 R 7 R 2 Ak o
1.2 #HXTE

I VR — RSBl B P B e SRR N E R, B R BIEINE & OnE ) Bl A TS E S — 4k
SEMR P 2 AL 2 R — 5088, M B PR T ss i ik s (8R4 5t nT UL IE Wl 25 SR BB, NEE S A A~
RS A Tt eV 3R U 28 Hdie ) A 2%, %k R B O A i e, 5 B A ARG B8 P i s R R AR, T
BB RN S B, TR E T T A SR A, MR PSR .

Fiat 2 N 7RSI 4RI 2L A IR, 327 B AN 3% 35 i Bk R, (807 2 HBEIRPUE BRAN & i 1
Wit Boneh 25 N PR T 55 | AN 2 KB HAMBE SCIPIe &AW 1IN 7 &, Gentry 25 N U945 7 fE bRt
BN B 38 B 22 4 105 A i, (BTG SEBILE K3 3. 2007 4F, Delerablée® W 7t 1 ARiR RS 4 £ h i) 3%
s, P AR ERAR D T BA 2 KEHME N IBBE X, 3T RN G S MRS 04T 707 R0 2 4.
[l 4E, Sakai %5 AZESCHR [15] o CABRST A TAE B T — 240U IBBE 77 %K. Kim 25 A UV FH X8 I 2 BoAR 2
—ANEFRHERT R BAG S R 22 4 1 e K 2550 1 IBBE 7 8, {H 7 b R4 AR P AV I K B S 30U
BRI, SR [17] R R AR IR R B S A IR PR % S0 A1) IBBE 7 &, Ja 8k fE N i 7 £ 22 R
SCHR [2,13] A SEIUAS R 6 %2 4 TR BLAT BE 4 PR T 3 I 07 SR A6 STk [18-20] W3 1 3t — 25 1t 7%,
PP W5 45 BAN TR BN S S — A4, A R T U (R AL

RSN T LA AR I ) T R N 3, R A P B R AR R I A B A N B B, U B R TE
RUESEEGP A B IER R H T AP ISR ARIE S 73 4 2558 | BREER TR I RRHE 2 I,
BT R [21,22]. XU JT RAE RGUAE BRI BOEI —A ¢t kS T, Horb ¢ ARG AR VFRGE R ks, 7
REMATSEMBE XS 26, 5 2 KR THEBEF (subset-cover) AR, RAZH AN T B —HE T IOREH
TS BT Sk, BFE T & [23-25]. SEHRIE ATt — 5 s B 88 % 0 - HOGB EE. 5 3 SRR SR Uk [26] 3R H
W48 H (exponent-inversion) BEA, AT T SEHLE K3 S0 RIOHIE ), (HRGAFSEIK B RLER. 5 4 352
R FISCHR [3] 32 H 9 “two-equation” B A, Fl TS0 A SR %540, (35 SO BE R 2R MR V). TR B 2R B R T B
FE G N AR AR RS IN 2 7 SRR, T 2 R 2 B AR IR R A o) P R s O R . AR SCR A I
Fe R ARTT AT SMO 255 503k v 3 s

Boldyreva 2 A\ P/'E 2008 4Eff) CCS 2 42 H T 55 — b oA &, 3k 2 90 03T (10 7 VA SE B 7 (4R
TEFRRREE RS, B A —ANKARH, ZRH 0 PKG 774, F TR 2 H A . BB — A T,
PKG HRAEHEE 7 1R E O 3 T8 S 05 B kuy , WA AR 58 i P A B3 I 7k A FA B A s
AT HE B kuy A2 IR skp.y, » T TR0 TR A T P9 A R 5. A0 271 328 R B R P 0 SFE 28 i 2 4
VB 3T A BSURH IR P A T e ek B B S SIS P A AR ) FUE TR SCR [28,29] 15 B — 2B I AL ARSI R
s 75 SN 26 TR B P SRS 1) 2 A p s Sk I S B A A B BR PR

Susilo 25 A OB H T RS BRI 1 N3 SO o B R RUR T R IR IZ RS0, 5B =5 T LE AR
TE N HCHE I L 38 S R . i PR AU R, B R T B R e M P S
HIETE IERR . Lai 2\ BT SCHR [30] 3 — B Sl 7 B 44k, RIOGHEES S 6 A P 10 B 0045 AT AR 9. %3
R B B R 8 0 2 3 S0 R 38 o B TR AR AL BR R SO 2 ) RS 2 AN T

SMO SEFR [F [ E W B3 (b)) B EE, BRI T E SR U0 Cheng ™A H T
SMO Jin 2 S 22 A AR B i B N T BN BoR B B SMO AR in g b, S H T AN E T SM9 T
WIS 75 28, FEAESCHR [8] Hdh— Db s B TIPS e A M. SR [10,12] AL T 2R SMO el R n. &
RN T T SMO RIS N Hk. kS B N VIR UM T3 SMO [ R RES s, B
B I T B B R R SR SCRR [33,34] BIFAL T SM9 BE HR Uk X s B Ak
1.3 ARCHEREN

52 W B B SLVE N IE T AR TR, AR SO0 M RS AN AR S 58 e A AR R I AL AR
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BN f A SCRIAR I ) 2 AR AR 55 3 4525 . 55 4 54R HH CPA R A HOFR IR N U5 5, Bk T 2 i
2 T RN AR, FE M7 R TERE. 26 5 WREASC TR

2 FEFENR

AR ZR MR I BT XU AR, A1 1l TE U P A 140 SR PR o] R P 14
2.1 Wkt

WRANZEZHNA, G+ G M Gr & 3NN p BN, o pa2 B AT R WU e: G, x G, — Gy
U S e AR A R U WL : (1) AT g€ Gy, he G, Mabez,, #5H e(g',h?) = e(g, i) 5 (2) B AEAE
TCHRgeG,, heG,, Hiffelgh#1; )N TERENgeG,, heG,, FEL TR A Bk m Kt H eg. h) . 2
BP = (Gy,G,,Gr,e,p) NWLHERE. 2 G, =G, B, WERMETE AT R HBE, 75 FR R AR PR
22 SFMEIE

TR T A CHE M Diffie-Hellman fi 1% (general decision Diffie-Hellman exponent assumption,
GDDHE), it N (m,n, f) -GDDHE R %. (m,n, f) -GDDHE [H @5 X1 F: % BP = (G,,G,,Gyp,e,p) RS RA % ES
B A MU ERE, g0, ho D AVABEG, , G, FAERIG. S nflm R ERR2<n<m WIERE, F2EGn A
AFIR ) n B 2 1K

N LR

q P

(@)*br
go,go,go 3gg )

g/0‘<a)b g 5 (a)ba .8 g‘(a)baz ..... g g’(a)ba”‘ .
ho h B .. B
hé’(a)b’ hg(a)ba’ ]/l_(/)"(tl)ba2 ..... hg(u)ba”’2 i
e V2 2 25,2 21,
h(/;(a) b’hé(u) ba’hg(a) b hg(m ba i

MBEG, FII—ADICET, FIW T REET e(go, ho)™/ O 88 RTE G, HII—MBEHLICE, K a,b,rez, HARAL
it 1 853 0.
BT = e(go, ho)" " BT 1, B T # ego, ho)” /@ BT 0, FREINARR (m,n, £) -GDDHE [ /. 4 (m,n, f) -
GDDHE [/ [— /N2 1, 8 L2 W O BRIfE R (m,n, f) -GDDHE a8 L3 H:
Ady™/-GPDHE (3 ‘Pr [D(2.7 = e(g0. )™ ") = 1] ~Pr[D(1.T # e(go. ho)* ") = 1]|
EIE 1 76T BRI, (m,n, f) -GDDHE [7] f85 2 [R5 ).

UE B : E PR AEE 23 A o 28 SR R T B IS L, B Gy = G, . W hy = g, T (m,m, f) -GDDHE ] /@ ] 44, 87 4
1,a,ar, f(a)*br,

f(a)b, f(a)ab, f(a)a’b, ooy fla)a™b,

P=| p, na, na?, oo, ma®, , Q=1, F=naf(a)br.
nf(@b, nf(aab, nf(a)a*b, ..., nf(a)a">b,
nf(a’b, nf(a)iab, nf(ayab, ..., nf(a)a"b,

HRHESTHR [35), FALEM] F 5 (P,Q) oK, RIANFFAE R, My, (15
na' flbr="F =" xdd;+y,
H, d,d;e P. R ERFERATEMWNA PR TEIRLAEE nf(@br. £ TR P 51 H A W B IR,
HFRIEAANEE PR IEA G E F:
P= (r]f(a)b -ar,nf(a)ab-ar,nf(a)a®b-ar, ..., nf(a)a">b- ar) .
P R =5 nf(a)br AR ZMEA S S Han MR
na" f(a)br = A(a)nf(a)br (D
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H, A(@) F— N2, 1 <degA@) <n—1. A (1) #H—BHRHEH:
a'-A(a)=0 (2)
N degA(a)<n—1, M a"—A(a) =MW An 20K, Hb o MRECN 1, degA(a) FRLh a NAEENZ I
A BB AHEER 2 A, 2T 0" - A(e) AATREESET 0, 5 a K. L, NEERE x,; Ay, i
W F =" x,dd;+y, , BIASCE L (m,n, ) -GDDHE [ L& — 43 i ) GDDHE Jil L. i 5.

3 FRRBsEME

AT I NS AR AR IR R G B A 8 SORIAH LR 22 A8 . ik J7 (8, A 45 23 B 3 B e Ak e
X, BV S (e D A B .
3.1 ERUENX

—ANFRIRIES NS 75 % T =(Setup, KeyGen, Encrypt, Decrypt), /& H LA 4 NRIEH .

o R Setup(A, m) : IZFIEIN T AESH A MK 8BS m, i R E AR (mpk, msk) .

o R4 R ETE KeyGen(mpk, msk, ID) : ZEFHIN T A IFEAXT (mpk, msk) FUH FARR 1D, %% 8H skyp .

o JIN% 5k Encrypt(mpk, R) : ZFIERINE A H mpk FI— AN FEREHEMH P 4EE R, il %H K %L CT .

o fREEE L Decrypt (mpk,CT,R, 1D, sk;p) : GRS N E N mpk , BNCT , WA P ARRES R, IREE b
WD K HB5H sk, , % ID ¢ R, M %K .

PRV 0% 5 28 1 75 B39 2 a0 T BRI SRR MRS E S R, UL (mpk,msk) «— Setup(A,m) , skjp
KeyGen(mpk, msk, ID) Al (K,CT) < Encrypt(mpk,R) , LA F &30 7:

Decrypt (mpk,CT,R,ID, sk;p) =K, ifID¢R
{Decrypt (mpk,CT,R,ID, skyp) = L, ifIDeR’

32 BEMEX

A T = — MR IR I 7 2, WHE = 2 TR 8] Y ) B i3 A Ak C, M CPA A1 X 4 22 4L
A (IND-sID-CPA) it ARk E Y. fE %€ U, ik A I C #B T AN HUEHE H P B R B = m .

WIZa I B A SR IREES R = ID;,IDS,... 1D, i n<m, ¥ R KIk% C.

RGFEVINBL: CHEMARR T ANFEAXT (npk, msk) — Setup(A,m) , =44 mpk Kiksh A.

WM B 12 AYID; e R KI%% C WM, CIRIEl KeyGen(mpk, msk,ID;) . Wit FE o F AMREF EREL
Y.

PO B © AR Bk AR AN % S (K*, CT*) « Encrypt(mpk,R*) , 3% —NFEHLLLRF c €{0,1), W K. =K, K
% (CT*, Ko, K)) 85 A, Foh K. 8 C i I .

R BB 2: ARSI ID, € R #4H, CIRE KeyGen(mpk, msk, ID;) , Wit F2E fo i AMRYE 75 BRI L2 U ).

R B AR LR ¢ €{0,1). WR ¢ = ¢, W A FKRE.

15 Rk, A e SO

AdV};D-SID-CPA(/l) -

1
Pr[¢’ = c]- §|

FE X 1 (ND-sID-CPA “4=1%). 7E IND-sID-CPA L4 AHE 8 it EXHTRITF A, AdviPsC (1) #2120 1,
WIFR 7 2 [ 72 IND-sID-CPA %4=[{].

4 SM9 HISEMZR R

AT H BT SMO [ P N2 5 R BRI, FRTEE LR R E R A T BRI ek BT
(m,n, f) -GDDHE {5 1%, i BH 77 223 /& IND-sID-CPA [ 4.
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4.1 BEfR

o Setup. L LESHCN A, W SLVFIIECK R EE N m, HHE 0 Stk T RS HUE N — MR R
L BP = (G1,Gy,Gr.e,p), HH p ARFHH p> 2, FHIHUEFRE G, G, HIAERUT g, h. EFHEHIE 0.8,y € Z;,
HIEHEH - (0,1) — Z; BHHRERE KDF 1 (G’ x Gy x(Z;) — (0,1)°, 3ol OB s4I0 KIE T v =e(g. )™,
BT ARG ARYIRS, o hid A>T

m
i

mpk = (8P, g.h.g".{g" }ZO Aw)” v, H.KDF, hid, €), msk = (@.B,7).
o KeyGen. I AR ID € (0,1}, 115
skip =(d,,d,) = (h AT | [ A )
VE P A B B, Rl 22 AR KX skop 45 F P
e Encrypt. AU A 55 R = (UD,.ID,.....ID,)(n <m), NEH LN E ke Z, , 115

Key-T1 @+HUID:hid.p))
g i=1

w=v, C =g, GC= , T= ]_[ H(IDj||hid,p) mod p, K =KDF(C,,C,,w,1,{),

HH (C1,Co K), FH CT = (C,,Cy) NEHEHE T, K NEEEH.
o Decrypt. WRHIF I BN CT = (C,,Cy) , M RABAE A P 4RGN R, B3 1D ¢ R 1 JoARYERas i P 4k
& RENLZTA:
fe) = [ | e+ HUD,Ihid, p)) mod p,

ID;eR
I
S(x) p (x+H(ID,||hid, p)) (x + H(ID;||hid, p))...(x + H(ID,||hid, p))
x+ H(ID|\hid, p) x+ H(ID|\hid, p)

=t X X T XL+ od p,

z
X+ H(IDlhid,p)
HA, ) cony B p REL, H 2= f(—~HUDIhid, p)) # 0. BB R EH sk 115

z

e(Cy,dy)
n—1
e (Cl’ I—[ hyl,ar’)

i=0

w =e(C,,dp)-

wJE, R E T E:
7= ]—[ H(ID\\hid, p), K’ = KDF (C,,C,W,7,0).
ID;eR

42 ERMEDH
B L CT = (C,, Cy) XA A AR IRE G A R, AR ID ¢ R B0 RIK AN skyp . RBE A0 mpk 1
SEJG, hid M p BB [ . ARER T8, 3 HID) AU HUID|\hid, p) , WA 2 20T

Y

e(Crody) = e (g™ 1 ) =¥ (g, i

[ e(C,,d;) ]_é L (e (gk-y.l'[,":. (u+H(ml>),thM))_£
e )

-1 i n-1 i
Cl s H;’:O hl,ya e (gak’ hZ::D tiya! )

1 L 1

_( e(g, h) it )Z_ e(g,hw-(zro'm,,(,mm)]z
- n—1 i - n-1, i
e(g, ) Fo e e(g, h) ==t

ayk
=e(g,h) HUD+a
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e(Cy,d,) K
e(ci.11S hw“)]
= vk-e(g,h)*“%tﬂ' ~e(g,h)‘m7177)f+~ =V =w.
Ik, # CT = (Cy,C,) NIEHIRIZ L, HXT R P EE IR, Mw =w, I1:
K' = KDF (C,,Cy,w',7',£) = KDF (C,,Cy,w,7,0) = K.

AR P RT AR H TE A ) 35 5, 7 S S R G IE R R 2 ID e R I, MR i TR I e(g, by b
TOVEA 2%, T 5 BUR A .
43 REMDH

EIE 2. % (m,n, f) -GDDHE MR MR, 22T SMO 1 H 7 1 7 RAEFEALE S HLAR S T /& IND-sID-CPA
A

IEFA: AE T B2 e VEIE W, B ECT A AR e B LR BB IS T7 %, H e A 0T 208, I AAF RN
BiEE S A G, UAT] BEEHIRE L H (m,n, f) -GDDHE 68 1%, 8 LLFi& (m,n, f) -GDDHE [l 38 5245 FH
Gr FTGER T AHA.

W’=e(C1,dz)-(

a _ar _f(a)’ br

80580>80 >80
gf<a>b gf(a>ha gf(n)ba gf(a)ha”’
0 280 (1)) S EERE] 0 )
2
ho,hg, by ..., hg
Bl @b pf@ba pf@ba h,f'(a)lm“’3
() (| B I () ’
f@?b 3 fl@?ba 1 f(@) b f(@?ba™
h a hoﬂ a h a . h a a s

Bz, FIER 0 DPIPIAF IBENLEL x;, x5, g, IFRE
f@=0c+x)(z+x)...(z+x) = Zn:wizi mod p,

f()— f(Z) le’ mod p.

VIEAEBY B A S PR S P 854 R = (IDLID;,... ID;) , e n<m, HRIER 4h A

RGN B NEMRFE LAY, BN x,y € Z; , 54, EAKIYE a,b FTEHL FREAMEE o =a, B
B=x—ya"'b, y=yf(a)b, FBiT 50 A ESLFHH LR S5
8 = 8os

n

_ pf@ _ g XiLwia _ PV
G N (0%

i=1
8" =8
Y
g’” (ﬂa)}’”),le,l,...,m,

w = (Y, = 0,1, m;
v =e(g.h)" = e(go. ho) .
EHEPIRERSKDF : (G x Grx (Z,) - (0.1}, RRGEAYA:
mpkz(BP,g,h,g" { ve! }i {hy” }i: v,KDF).
AT Bt mpk ST DA 44 72 1 RS A5
WA B BY: AR LLEE R P B RR LD, WA . B B R AN E IR Ly = D, k), AT
TN () ) RINE S (. 5 1D, tHDUETIRR Ly b, BRI AL Ay 2500, 4R LR RIS A

© TEBREEEEIEDT  htp/ www. jos. org. cn



5616 HAEFIR 2024 5 35 B 12 4

o HID; ¢ R, BRINER x, ez, Horb oy MR THRA (x,x5,...,x)) . & x; ST HRA T HIFAE, W EHr L.
W h = HUD,) = x; , ¥ h; )Ki%% AFHEHI —I50H (UD,, b)) TRINEIFNEE £, .

o ¥ ID, e R, B h, = HUD)) = x; , ¥ h, Rik% A FHAFM 70 UD,, h) IMBNFE L, H.

WIB B 1 B FRR 1D, e R B, 8 ER@ESHMENTMFIR Li = UD,, skip,) F T3 7 (¥ A5
WHLR B %40, 45 ID, CARTEFIR L 1, BIRFIXS LB skyp, . B, BIRILID, TEFIR L, TR R TGER A
(ID;, h)) (FAAFAE, B LLID; AN, KORG8 3K b, F1E), 75

n-1 aft@) n-2 f(a)((x—vu"" b)+ v/(u)h)
i1\ i 3 e a 2 in\Y 7 X ta Y
di = | |(hg ) =n = hy = dy =y | |(hg<ﬂm ) =h, = WP+
i=0 i=0

W skip, = (dy,dy) , Y& (ID;, skyp,) IIMBIFN R L W, K% skyp, 5 A . Bk, 21D, e R* B, B fe IERBHLLH
.

PR B A Yo BB 1 45RE, 8 THE TG

Ci=gy, C=("), w=elgy.n)”) T, = =[]HUD) mod p, K =KDF(C;,Cs,w',",0).

0
ID;eR*

BENLIESE LY c € (0,1}, W K. = K . BT R BENLE I —/MEBN K, FRIEFREE S (CrL CL Ko, Ky)
HA.
Ak =r, FHIZERRAT:

. 2br\ f@2hr O
Ci=gy=@"", Ci=(g)") =g/ =g/ =g

Ky Tl (HUDj)+a)
ID;eR*

AT = e(go, ho)" @, WA
w'=e(gy b)) T
=e(gy, ) ) - e(go, ho)
= e(go, hy)" f(@)k* (x=ya"~'b)
= e(g, )"
= Vk‘.
BRI, 24 T = e(go, ho)™ /P I, (C},Cy) A& IBIE N3 SV LE A TR 2 5L
W B 2: ARG RIAL ID, € R HOB W01, BARYEWI B 1 MR A
B AR ¢ (0,1} % ¢ =, BHH 1 {EI% 52 W M SGIIR, TR T = e(go, ho)™ P . 750/
H 0 R8T 28 Gr FAZET e(go, ho)™ @ HIBEHLITE.
MGAIE B 5% B AT LA, BRI 2O SE T R AR AT X A0 K. B2 R oK, A2 T B AR vk IR A )RR AR ST =
e(go, ho)" /@ | HRARE A :

" e . 1 1
Pr [C, =c|T= e(gO,ho)“ f(a)bl] — Advl;lD-le-CPA(/l) + E — e+ E

# T RERE Gy PAEET e(go, ho) /P KIFENL TR, FA1H e(gg’,hg(“})x T SEBEALI, B we BEHL. XA TS, w
5, Mk, A

NI —

Pr [c’ =c|T# e(go,/’lo)anf(a)br] =

25 b, BYH (m,n, f) -GDDHE X 1] 811 7 (1) i 5 A
| 11
=|€

Ady" PP = [Pr[” = ¢ T = elgo, o) |~ Pre! = ¢ | T # e(go, ho)" || =

4.4 FRMEENT
THE R 2% ANl T A A A B — D SRS 5 SR RE A B BB AR, AT MK PS5 T 0 M 7 6, JF S ELA =2k

© TEBREEEEIEDT  htp/ www. jos. org. cn



G . AT SMO 984 e % 5 %

5617

PRART RN (R ) AT BB N LERRRI Ak, R R AR, RIS 25 18 2 1l 1 2 B8l 1 OB AL A7
fitr. % 1 45 7 ELBIT AT 5 VR UL, 45 R0 2 M3k 3 o,

*1 RS
(Sl gk
P KL S
Exp; (i=1,2) AEXTFRBE G; TR EUE G T IR b bR = )
Exp XIFRHE G IR EUE
E, BE Gy PR RGE
N — YIS B Fu VI KR B (R G P )
S — YN T T R P
[Gil(i =1,2) ERF R MR G; T AR
|G TR HERE G HPICER IR/
ROM B LI = ALY
®2 OHEITHEE
kS ik fif T %
Delerablée!? Exp;+(N—s+1)Expy + E; 2P+(N—s—1)Exp, + E; I %
LewkoZ: AP Bs+ 1)Exp+E; 3P +2sExp G
LiuZs \ 117 Exp+(N—s+2)Exp, + E; 4P+ (2(N —s5)+2)Exp, + E; I
JiangZs N\ (s+2)Exp+ E; 3P+ sExp+E; Wy
LaiZe A7 (N—s+1)Exp, + Exp, + E; 2P+(N—-s—DExp; +E; T4k
EIES (s+2)Exp; + E; 3P+sExp) +E; Bl SEs|
X3 AHEFFEIFI R 2P
ES N BEA D IR AR etk ROM
Delerablée™ IGr|+IG1]+ (N + D)IGal G| |Gl +1Gal g-Type sCPA v
Lewko2 AP |Gr|+3IGl 3(Gl (2s+ DG g-Type sCPA X
Liu% \[' IG7|+IG1]+ (N +2)|Gal Gyl [G1|+1Gal g-Type sCCA v
JiangZ N\ |G|+ (2N +3)IG 2|G| 2(Gl g-Type sCPA v
Lai NI |Gl +1G2| + (N + DIGy| [Gal [G1]+1Gal g-Type sCPA v
ATJ7 % |Grl+ (N +2)|Ga| + (N +3)|Gy| 2|Gal [G1]+1Gal g-Type sCPA v

5 TR UCINE TR AR O R P AR, WUIRE LRI IR (N — s) , A s BUNITE L, BT (N —5) > 5.
M 2 TR, 2 (N - 5) > s I, AR5 SEMTINE T8 A 2 T84 2 22 AR T Rl N 7 ¢, 55 30k [3] AT [6] A
2. MR 3 AT, BARSCER [3] TP RITT SR E KK AP HIT R % eV AOB T BENLIE 5 U, (H 3 SO
5B P B B 2 g, AR By S 852 AT R L. AEAF T A AN 2 kD5 T, AR S5 565 30K [6]
LER

5 &

ARSCHE T R e P 0D SMO AR RN A A S — SRR i 7 . Or R EAE KA s, 5
S P R BCRTE R, IR T BN LIA S VU RIIER] 77 S B CPA It 7 RAETH R AFERE T M 2R E S
BT (R 7 S 3R 2. AR ST AT B BGR AR IR R0 (14 78, RIS thoh SMO FRiR s i s 4t 1 — il
LA, 2 R SR IS, WOR A SO S T B I T R SR R AR AR, 20— A A e T RIE R
AR,

© P EBEEG T

http:// Www. jos. org. cn



5618 HAEFIR 2024 5 35 B 12 4

References:

[1] Fiat A, Naor M. Broadcast encryption. In: Proc. of the 13th Annual Int’l Cryptology Conf. Santa Barbara: Springer, 1994. 480-491. [doi:
10.1007/3-540-48329-2_40]

[2] Delerablée C. Identity-based broadcast encryption with constant size ciphertexts and private keys. In: Proc. of the 13th Int’l Conf. on the
Theory and Application of Cryptology and Information Security. Kuching: Springer, 2007. 200-215. [doi: 10.1007/978-3-540-76900-
2 12]

[3] Lewko A, Sahai A, Waters B. Revocation systems with very small private keys. In: Proc. of the 2010 IEEE Symp. on Security and
Privacy. Oakland: IEEE, 2010. 273-285. [doi: 10.1109/SP.2010.23]

[4] Attrapadung N, Herranz J, Laguillaumie F, Libert B, de Panafieu E, Rafols C. Attribute-based encryption schemes with constant-size
ciphertexts. Theoretical Computer Science, 2012, 422: 15-38. [doi: 10.1016/j.tcs.2011.12.004]

[5] Chen J, Libert B, Ramanna SC. Non-zero inner product encryption with short ciphertexts and private keys. In: Proc. of the 10th Int’l
Conf. on Security and Cryptography for Networks. Amalfi: Springer, 2016. 23-41. [doi: 10.1007/978-3-319-44618-9 2]

[6] Jiang P, Lai JC, Guo FC, Susilo W, Au MH, Yang GM, Mu Y, Chen RM. Identity-based revocation system: Enhanced security model and
scalable bounded ibrs construction with short parameters. Information Sciences, 2019, 472: 35-52. [doi: 10.1016/1.ins.2018.09.020]

[7] LaiJC, Huang XY, He DB. An efficient identity-based broadcast encryption scheme based on SM9. Chinese Journal of Computers, 2021,
44(5): 897-907 (in Chinese with English abstract). [doi: 10.11897/SP.J.1016.2021.00897]

[8] Lai JC, Huang XY, He DB, Ning JT. CCA secure broadcast encryption based on SM9. Ruan Jian Xue Bao/Journal of Software, 2023,
34(7): 3354-3364 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/6531.htm [doi: 10.13328/j.cnki.jos.006531]

[9] TangF, Ling GW, Shan JY. Additive homomorphic encryption schemes based on SM2 and SM9. Journal of Cryptologic Research, 2022,
9(3): 535-549 (in Chinese with English abstract). [doi: 10.13868/j.cnki.jcr.000532]

[10] Zhang C, Peng CG, Ding HF, Xu DQ. Searchable encryption scheme based on China state cryptography standard SM9. Computer
Engineering, 2022, 48(7): 159-167 (in Chinese with English abstract). [doi: 10.19678/j.issn.1000-3428.0062771]

[11] Zhang XF, Peng H. Blind signature scheme based on SM9 algorithm. Netinfo Security, 2019, 19(8): 61-67 (in Chinese with English
abstract). [doi: 10.3969/j.issn.1671-1122.2019.08.009]

[12] Pu L, Lin C, Wu W, He DB. A public-key encryption with keyword search scheme from SM9. Journal of Cyber Security, 2023, 8(1):
108-118 (in Chinese with English abstract). [doi: 10.19363/J.cnki.cn10-1380/tn.2023.01.08]

[13] Boneh D, Gentry C, Waters B. Collusion resistant broadcast encryption with short ciphertexts and private keys. In: Proc. of the 25th
Annual Int’l Cryptology Conf. Santa Barbara: Springer, 2005. 258-275. [doi: 10.1007/11535218 _16]

[14] Gentry C, Waters B. Adaptive security in broadcast encryption systems (with short ciphertexts). In: Proc. of the 28th Annual Int’l Conf.
on the Theory and Applications of Cryptographic Techniques. Cologne: Springer, 2009. 171-188. [doi: 10.1007/978-3-642-01001-9_10]

[15] Sakai R, Furukawa J. Identity-based broadcast encryption. IACR Cryptology ePrint Archive, 2007, 2007:217.

[16] Kim J, Susilo W, Au MH, Seberry J. Adaptively secure identity-based broadcast encryption with a constant-sized ciphertext. IEEE Trans.
on Information Forensics and Security, 2015, 10(3): 679—693. [doi: 10.1109/TIFS.2014.2388156]

[17] Liu X, Liu WR, Wu QH, Liu JW. Chosen ciphertext secure identity-based broadcast encryption. Journal of Cryptologic Research, 2015,
2(1): 66-76 (in Chinese with English abstract). [doi: 10.13868/j.cnki.jcr.000061]

[18] Libert B, Paterson KG, Quaglia EA. Anonymous broadcast encryption: Adaptive security and efficient constructions in the standard
model. In: Proc. of the 15th Int’l Conf. on Practice and Theory in Public Key Cryptography. Darmstadt: Springer, 2012. 206-224. [doi:
10.1007/978-3-642-30057-8_13]

[19] Fazio N, Perera IM. Outsider-anonymous broadcast encryption with sublinear ciphertexts. In: Proc. of the 15th Int’l Conf. on Practice and
Theory in Public Key Cryptography. Darmstadt: Springer, 2012. 225-242. [doi: 10.1007/978-3-642-30057-8 14]

[20] He K, Weng J, Liu JN, Liu JK, Liu W, Deng RH. Anonymous identity-based broadcast encryption with chosen-ciphertext security. In:
Proc. of the 11th ACM on Asia Conf. on Computer and Communications Security. Xi’an: ACM, 2016. 247-255. [doi: 10.1145/2897845.
2897879]

[21] Naor M, Pinkas B. Efficient trace and revoke schemes. In: Proc. of the 4th Int’] Conf. on Financial Cryptography. Anguilla: Springer,
2001. 1-20. [doi: 10.1007/3-540-45472-1_1]

[22] Yoo ES, Jho NS, Cheon JH, Kim MH. Efficient broadcast encryption using multiple interpolation methods. In: Proc. of the 7th Int’l Conf.
on Information Security and Cryptology. Seoul: Springer, 2005. 87-103. [doi: 10.1007/11496618 8]

[23] Naor D, Naor M, Lotspiech J. Revocation and tracing schemes for stateless receivers. In: Proc. of the 21st Annual Int’l Cryptology Conf.
Santa Barbara: Springer, 2001. 41-62. [doi: 10.1007/3-540-44647-8 3]

[24] Halevy D, Shamir A. The LSD broadcast encryption scheme. In: Proc. of the 22nd Annual Int’l Cryptology Conf. Santa Barbara:

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1007/3-540-48329-2_40
https://doi.org/10.1007/3-540-48329-2_40
https://doi.org/10.1007/3-540-48329-2_40
https://doi.org/10.1007/3-540-48329-2_40
https://doi.org/10.1007/3-540-48329-2_40
https://doi.org/10.1007/3-540-48329-2_40
https://doi.org/10.1007/3-540-48329-2_40
https://doi.org/10.1007/978-3-540-76900-2_12
https://doi.org/10.1007/978-3-540-76900-2_12
https://doi.org/10.1007/978-3-540-76900-2_12
https://doi.org/10.1007/978-3-540-76900-2_12
https://doi.org/10.1007/978-3-540-76900-2_12
https://doi.org/10.1007/978-3-540-76900-2_12
https://doi.org/10.1007/978-3-540-76900-2_12
https://doi.org/10.1007/978-3-540-76900-2_12
https://doi.org/10.1007/978-3-540-76900-2_12
https://doi.org/10.1109/SP.2010.23
https://doi.org/10.1016/j.tcs.2011.12.004
https://doi.org/10.1007/978-3-319-44618-9_2
https://doi.org/10.1007/978-3-319-44618-9_2
https://doi.org/10.1007/978-3-319-44618-9_2
https://doi.org/10.1007/978-3-319-44618-9_2
https://doi.org/10.1007/978-3-319-44618-9_2
https://doi.org/10.1007/978-3-319-44618-9_2
https://doi.org/10.1007/978-3-319-44618-9_2
https://doi.org/10.1007/978-3-319-44618-9_2
https://doi.org/10.1007/978-3-319-44618-9_2
https://doi.org/10.1016/j.ins.2018.09.020
https://doi.org/10.11897/SP.J.1016.2021.00897
http://www.jos.org.cn/1000-9825/6531.htm
http://www.jos.org.cn/1000-9825/6531.htm
http://www.jos.org.cn/1000-9825/6531.htm
https://doi.org/10.13328/j.cnki.jos.006531
https://doi.org/10.13868/j.cnki.jcr.000532
https://doi.org/10.19678/j.issn.1000-3428.0062771
https://doi.org/10.19678/j.issn.1000-3428.0062771
https://doi.org/10.19678/j.issn.1000-3428.0062771
https://doi.org/10.3969/j.issn.1671-1122.2019.08.009
https://doi.org/10.3969/j.issn.1671-1122.2019.08.009
https://doi.org/10.3969/j.issn.1671-1122.2019.08.009
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://doi.org/10.1007/11535218_16
https://doi.org/10.1007/978-3-642-01001-9_10
https://doi.org/10.1007/978-3-642-01001-9_10
https://doi.org/10.1007/978-3-642-01001-9_10
https://doi.org/10.1007/978-3-642-01001-9_10
https://doi.org/10.1007/978-3-642-01001-9_10
https://doi.org/10.1007/978-3-642-01001-9_10
https://doi.org/10.1007/978-3-642-01001-9_10
https://doi.org/10.1007/978-3-642-01001-9_10
https://doi.org/10.1007/978-3-642-01001-9_10
https://doi.org/10.1109/TIFS.2014.2388156
https://doi.org/10.13868/j.cnki.jcr.000061
https://doi.org/10.1007/978-3-642-30057-8_13
https://doi.org/10.1007/978-3-642-30057-8_13
https://doi.org/10.1007/978-3-642-30057-8_13
https://doi.org/10.1007/978-3-642-30057-8_13
https://doi.org/10.1007/978-3-642-30057-8_13
https://doi.org/10.1007/978-3-642-30057-8_13
https://doi.org/10.1007/978-3-642-30057-8_13
https://doi.org/10.1007/978-3-642-30057-8_13
https://doi.org/10.1007/978-3-642-30057-8_13
https://doi.org/10.1007/978-3-642-30057-8_14
https://doi.org/10.1007/978-3-642-30057-8_14
https://doi.org/10.1007/978-3-642-30057-8_14
https://doi.org/10.1007/978-3-642-30057-8_14
https://doi.org/10.1007/978-3-642-30057-8_14
https://doi.org/10.1007/978-3-642-30057-8_14
https://doi.org/10.1007/978-3-642-30057-8_14
https://doi.org/10.1007/978-3-642-30057-8_14
https://doi.org/10.1007/978-3-642-30057-8_14
https://doi.org/10.1145/2897845.2897879
https://doi.org/10.1145/2897845.2897879
https://doi.org/10.1007/3-540-45472-1_1
https://doi.org/10.1007/3-540-45472-1_1
https://doi.org/10.1007/3-540-45472-1_1
https://doi.org/10.1007/3-540-45472-1_1
https://doi.org/10.1007/3-540-45472-1_1
https://doi.org/10.1007/3-540-45472-1_1
https://doi.org/10.1007/3-540-45472-1_1
https://doi.org/10.1007/11496618_8
https://doi.org/10.1007/3-540-44647-8_3
https://doi.org/10.1007/3-540-44647-8_3
https://doi.org/10.1007/3-540-44647-8_3
https://doi.org/10.1007/3-540-44647-8_3
https://doi.org/10.1007/3-540-44647-8_3
https://doi.org/10.1007/3-540-44647-8_3
https://doi.org/10.1007/3-540-44647-8_3

FHEG 5. AT SMO 984 e % 5 % 5619

Springer, 2002. 47-60. [doi: 10.1007/3-540-45708-9_4]

[25] Goodrich MT, Sun JZ, Tamassia R. Efficient tree-based revocation in groups of low-state devices. In: Proc. of the 24th Annual Int’]
Cryptology Conf. Santa Barbara: Springer, 2004. 511-527. [doi: 10.1007/978-3-540-28628-8 31]

[26] Delerablée C, Paillier P, Pointcheval D. Fully collusion secure dynamic broadcast encryption with constant-size ciphertexts or decryption
keys. In: Proc. of the Ist Int’l Conf. on Pairing-based Cryptography. Tokyo: Springer, 2007. 39-59. [doi: 10.1007/978-3-540-73489-5 4]

[27] Boldyreva A, Goyal V, Kumar V. Identity-based encryption with efficient revocation. In: Proc. of the 15th ACM Conf. on Computer and
Communications Security. Alexandria: ACM, 2008. 417-426. [doi: 10.1145/1455770.1455823]

[28] LiJ, Li JW, Chen XF, Jia CF, Lou WJ. Identity-based encryption with outsourced revocation in cloud computing. IEEE Trans. on
Computers, 2015, 64(2): 425-437. [doi: 10.1109/TC.2013.208]

[29] Ge AJ, Wei PW. Identity-based broadcast encryption with efficient revocation. In: Proc. of the 22nd IACR Int’l Conf. on Practice and
Theory of Public-key Cryptography. Beijing: Springer, 2019. 405-435. [doi: 10.1007/978-3-030-17253-4_14]

[30] Susilo W, Chen RM, Guo FC, Yang GM, Mu Y, Chow YW. Recipient revocable identity-based broadcast encryption: How to revoke
some recipients in ibbe without knowledge of the plaintext. In: Proc. of the 11th ACM on Asia Conf. on Computer and Communications
Security. Xi’an: ACM, 2016. 201-210. [doi: 10.1145/2897845.2897848]

[31] LaiJC, Mu Y, Guo FC, Susilo W, Chen RM. Anonymous identity-based broadcast encryption with revocation for file sharing. In: Proc.
of the 21st Australasian Conf. Melbourne: Springer, 2016. 223-239. [doi: 10.1007/978-3-319-40367-0_14]

[32] Cheng ZH. Security analysis of SM9 key agreement and encryption. In: Proc. of the 14th Int’l Conf. on Information Security and
Cryptology. Fuzhou: Springer, 2019. 3-25. [doi: 10.1007/978-3-030-14234-6 1]

[33] Wang MD, He WG, Li J, Mei R. Optimal design of R-ate pair in SM9 algorithm. Communications Technology, 2020, 53(9): 22412244
(in Chinese with English abstract). [doi: 10.3969/j.issn.1002-0802.2020.09.025]

[34] Hu XY, He DB, Peng C, Luo M, Huang XY. A fast implementation of R-ate pairing in SM9 algorithm. Journal of Cryptologic Research,
2022, 9(5): 936-948 (in Chinese with English abstract). [doi: 10.13868/j.cnki.jer.000559]

[35] Boneh D, Boyen X, Goh EJ. Hierarchical identity based encryption with constant size ciphertext. In: Proc. of the 24th Annual Int’l Conf.
on the Theory and Applications of Cryptographic Techniques. Aarhus: Springer, 2005. 440-456. [doi: 10.1007/11426639_26]

Ff e 3253 STk -
[7]1 %2 8, BT, A48 )%, —FhJE T 75 % SMO 1 i RUFR R 3N 25 05 . vF LA R, 2021, 44(5): 897-907. [doi: 10.11897/
SP.J.1016.2021.00897]
[8] #ia &, TRUT, (48R, T @KL, 5T SM9 [ CCA 4 fRIN% J7 . AT, 2023, 34(7): 3354-3364. http://www.jos.org.cn/
1000-9825/6531.htm [doi: 10.13328/j.cnki.jos.006531]
[91 JEY, wEER, 5. BT [E% SM2 Al SM9 MIE RN % 7 4. #H5#4R, 2022, 9(3): 535-549. [doi: 10.13868/j.cnki.jcr.000532]
[10] ki, KR, TR, ER. 5T E 2% SM9 R RN % 77 2. 1HEHL LR, 2022, 48(7): 159-167. [doi: 10.19678/j.issn.1000-
3428.0062771]
[11] kT8, &4k, —MET SMIOFENEES T EM . 5 B MY %4, 2019, 19(8): 61-67. [doi: 10.3969/j.issn.1671-1122.2019.
08.009]
[12] IR, PO/, MEs, fIE . 2T SM9 A ST R % 05 . 15 B %2 4 %R, 2023, 8(1): 108-118. [doi: 10.19363/J.cnki.cnl0-
1380/tn.2023.01.08]
[17]  XU5H, X848, I AT 20, XA LB % S AT S i) JE % 7 . %154, 2015, 2(1): 66-76. [doi: 10.13868/).
cnki.jer.000061]
[33] EWAR, I PH, %, 3. F% SM9 5k R-ate W i E AR BT BEEA, 2020, 53(9): 2241-2244. [doi: 10.3969/).issn.1002-
0802.2020.09.025]
[34] HHZ, T, SR, B R, — R SM9 B R-ate X PR IE ST T %, BAD 23R, 2022, 9(5): 936-948. [doi: 10.13868/
j-enki.jer.000559]

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1007/3-540-45708-9_4
https://doi.org/10.1007/3-540-45708-9_4
https://doi.org/10.1007/3-540-45708-9_4
https://doi.org/10.1007/3-540-45708-9_4
https://doi.org/10.1007/3-540-45708-9_4
https://doi.org/10.1007/3-540-45708-9_4
https://doi.org/10.1007/3-540-45708-9_4
https://doi.org/10.1007/978-3-540-28628-8_31
https://doi.org/10.1007/978-3-540-28628-8_31
https://doi.org/10.1007/978-3-540-28628-8_31
https://doi.org/10.1007/978-3-540-28628-8_31
https://doi.org/10.1007/978-3-540-28628-8_31
https://doi.org/10.1007/978-3-540-28628-8_31
https://doi.org/10.1007/978-3-540-28628-8_31
https://doi.org/10.1007/978-3-540-28628-8_31
https://doi.org/10.1007/978-3-540-28628-8_31
https://doi.org/10.1007/978-3-540-73489-5_4
https://doi.org/10.1007/978-3-540-73489-5_4
https://doi.org/10.1007/978-3-540-73489-5_4
https://doi.org/10.1007/978-3-540-73489-5_4
https://doi.org/10.1007/978-3-540-73489-5_4
https://doi.org/10.1007/978-3-540-73489-5_4
https://doi.org/10.1007/978-3-540-73489-5_4
https://doi.org/10.1007/978-3-540-73489-5_4
https://doi.org/10.1007/978-3-540-73489-5_4
https://doi.org/10.1145/1455770.1455823
https://doi.org/10.1109/TC.2013.208
https://doi.org/10.1007/978-3-030-17253-4_14
https://doi.org/10.1007/978-3-030-17253-4_14
https://doi.org/10.1007/978-3-030-17253-4_14
https://doi.org/10.1007/978-3-030-17253-4_14
https://doi.org/10.1007/978-3-030-17253-4_14
https://doi.org/10.1007/978-3-030-17253-4_14
https://doi.org/10.1007/978-3-030-17253-4_14
https://doi.org/10.1007/978-3-030-17253-4_14
https://doi.org/10.1007/978-3-030-17253-4_14
https://doi.org/10.1145/2897845.2897848
https://doi.org/10.1007/978-3-319-40367-0_14
https://doi.org/10.1007/978-3-319-40367-0_14
https://doi.org/10.1007/978-3-319-40367-0_14
https://doi.org/10.1007/978-3-319-40367-0_14
https://doi.org/10.1007/978-3-319-40367-0_14
https://doi.org/10.1007/978-3-319-40367-0_14
https://doi.org/10.1007/978-3-319-40367-0_14
https://doi.org/10.1007/978-3-319-40367-0_14
https://doi.org/10.1007/978-3-319-40367-0_14
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.3969/j.issn.1002-0802.2020.09.025
https://doi.org/10.3969/j.issn.1002-0802.2020.09.025
https://doi.org/10.3969/j.issn.1002-0802.2020.09.025
https://doi.org/10.13868/j.cnki.jcr.000559
https://doi.org/10.1007/11426639_26
https://doi.org/10.11897/SP.J.1016.2021.00897
https://doi.org/10.11897/SP.J.1016.2021.00897
http://www.jos.org.cn/1000-9825/6531.htm
http://www.jos.org.cn/1000-9825/6531.htm
http://www.jos.org.cn/1000-9825/6531.htm
http://www.jos.org.cn/1000-9825/6531.htm
https://doi.org/10.13328/j.cnki.jos.006531
https://doi.org/10.13868/j.cnki.jcr.000532
https://doi.org/10.19678/j.issn.1000-3428.0062771
https://doi.org/10.19678/j.issn.1000-3428.0062771
https://doi.org/10.19678/j.issn.1000-3428.0062771
https://doi.org/10.3969/j.issn.1671-1122.2019.08.009
https://doi.org/10.3969/j.issn.1671-1122.2019.08.009
https://doi.org/10.3969/j.issn.1671-1122.2019.08.009
https://doi.org/10.3969/j.issn.1671-1122.2019.08.009
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://doi.org/10.13868/j.cnki.jcr.000061
https://doi.org/10.13868/j.cnki.jcr.000061
https://doi.org/10.3969/j.issn.1002-0802.2020.09.025
https://doi.org/10.3969/j.issn.1002-0802.2020.09.025
https://doi.org/10.3969/j.issn.1002-0802.2020.09.025
https://doi.org/10.13868/j.cnki.jcr.000559
https://doi.org/10.13868/j.cnki.jcr.000559

5620 HAFFIR 2024 5 35 A% 124

BRI &(1976—), B, i+, #i%, M+ 450,
CCF mdisx i, FEF RSN NG B 24,
YIBEI RSt 22 4, IRFES .

BIEE(1988—), 55, ML, @IZUR, TR LM
OV AHERD Y, (5 R 224

WL EA1986—), J, ML, BIFTIL R, LB
U AR S R

BRGT(1981—), 3, L, AI3ER, 44 S,
CCF b bY, 20T FeUgon A 27, 15
Had

IERZ(1980—), 53, M4, g%, LA S0,
CCF m#fiex R, T EH OO 52, 5 5
oo

© PEBEERKEFIFEU  hapy/ www. jos. org. cn



	1 引　言
	1.1 本文贡献
	1.2 相关工作
	1.3 本文组织结构

	2 预备知识
	2.1 双线性映射
	2.2 复杂性假设

	3 标识撤销加密
	3.1 形式化定义
	3.2 安全性定义

	4 SM9撤销加密方案
	4.1 算法描述
	4.2 正确性分析
	4.3 安全性分析
	4.4 方案性能分析

	5 结　论
	参考文献

