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Abstract: Since the release of Android, it has become the most widely used mobile phone operating system in the world due to its
advantages such as open source, rich hardware, and diverse application markets. At the same time, the explosive growth of Android
devices and Android applications (app for short) has made it a target of 96% of mobile malware. Among current detection methods, the
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direct extraction of simple program features, ignoring the program semantics is fast but less accurate, and the conversion of semantic
information of programs into graph models for analysis improves accuracy but has high runtime overhead and is not very scalable. To
address these challenges, the program semantics of an App is distilled into a function call graph and the API call is abstracted to convert
the call graph into a simpler graph. Finally, these vectors are fed into a graph convolution network (GCN) model to train a classifier with
triplet loss (i.e., SriDroid). After conducting experimental analysis on 20 246 Android apps, it is found that SriDroid can achieve 99.17%
malware detection accuracy with sound robustness.

Key words: Android malware; obfuscation-resilient; function call graph; abstract API; graph convolutional network (GCN)
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FHBR R P52 R BR %, SriDroid (s 40 B it B2 3 T — AN & s 330 ) T H (Androguard® ) St B, Androguard
TEAN [EFR T B R SCRR BUBR IS 00 R, R RABR B — 4> B8 i iy v 1 i 250 8 .

TESRE BRI B 2 J5, SriDroid <3 5% FI BUEAT 3 G4k DA i 4 1 SE s i R . BT &, SriDroid
2% R B A T S SRS B 3 AN R 4l GhR 25 class. package BE family. @il 2 A —A
APl B 5 /41 class #1'E 574141 method 8%, A1) method X236 AN [F] 1947 9. class X3 4 3 #8455
1 B4 Fow family 355, BIMEE > —#E R 7 package 255, 3 MR S —HEE R A class.

API call
J

I \
java.lang.Throwable: String getMessage(-)

family

package
e aal TN

class
2 APl
T R RARE RS, ASC UL w545 0 class ZI R EUE T &, B3R 5971 4 class.
387 /> package F1 9 A family, JHiX sehh GAREAE N AL H. HA SR E0H - P R s SAan 2 HEE A
& iy, R A2 % R B 5 BN R 1 class. package B # family, 75 0<% fi“other”. #EiZid g, —
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JiT, B APLEATH R AL Rk — iR 22, SEAFR IR R B SR ER —Mr%E, H—0m, TR
FEPAT B AT AN, — e i FTEUR APL [R1t, 8 T 0B AT AR AE R R 22, SriDroid 34 4] BUE API
AT R A0, S0 45 R FoRE, SriDroid 7EE M R R T4, RN, 7EXREAT NINRAE R H
BORMRZE, #E—BRAE T JriE a2k

BT S, KA R AP IR

(1) ESE, FWTRER T AR AP EARBUR API, MIHEHAT N —5; W, AT A E

(2) )5, MEIFMGZH, BITIEN LI, B K E A class. package 53 family $2EUH K. R H A

FREEURAE B 2 Bk, M H A GO RIARRS; B, Hl 5 8 “other”.

AL SR T 3 AAF MUK AP RIS B 1A T B S AR S5 B v 1 260 ANMEURK APLL 5B
2ANTFEER 112 A 5 EEARAE S BUR API, 58 3 /NTF 42 70 /N5 U A 48 ¢ 1 BIUR AP @i 71 3
A~ AP TEEIIEEE, W LIRS 426 DMEURE APL Wi 3 FiiR: DA class #I R ZE N1, HT-75 21 4 FI7T 0 5 2
B AP, FTDAAR S AT S R ACEE; 3505 1 I A 3 /Y class RIEA L B2, BT LUK H B Bk other; 3544 2
75 6 1 class #HIF], #44 java.lang.Throwable, B+ % class 7EE & B2 1, AL e 1R L java.lang.
Throwable.

O

@ java.lang.Throwable:String getMessage()

®w

@ Landroid/app/Application;->getDir

]

1
REES > EHEAE AR EEFEXL 4 @ Landroid/app/AlertDialog;->AlertDialog
AR TERLEANT BEXHTARE

@ java.lang.Throwable:String toSting()

O BREXHE AR

O Other
O java.lang.Throwable
Qe

Gab fu_abs

Y

K3 K AL NIRFAE SR B

Besh, T WL R I R T RO, P 3 PR T AR BT B R
G R TR BB R AR A TR, W18 3 PR, LR AQRIES BO)ZJF S AR
TR SR L. U PRI S A S AT 5 2 19 0 P B
BLE, RIS IR, FAGRILE 1 XTI, JRIH . IR 2 0 G B 5 18, T
WAL R, BRI B D5 2. B R, SR AE R L P TR b
ESUR N PGP
WA JAE P Gorig BRI Gopru | JiUGEHH S B Gorig abs TV 5 B Gobtu_ans
6 4

Wi 5 H 8 4
UL 6 8 6 8
B4R B 25 | Gorig A1 Gopru [ 4 45 5F 25 9 18 Gorig_abs F11 Gobtu_abs 4 3 #H 24 2

2.3 HBIEEENEL
B RO E MG B 25, SriDroid ¥4 K LS5 2= 0 B i 05 20 AT 4B, R SR A
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One-Hot 2w A5 5 XA B B 15 s T — AN WU AR A6 IR AGE 1) 8, TXRE W] DA 38 o O 46 1 B 23 i, AR SR 610
R ARSI A e K

BT E, xR ENES, BT B T i T — R F, I AR IR IS WE 98 5N
DUMRAE, MR — A1 S g, K BRI TG 9 M8, R~y Num_node. TERIAEMTT AURHAE 1)
B, ST, VIR — N N Num_node 14 0 4F7E A &, ARG ARG HET Al b iR
51, AR AR A &AL B 1, AATRTAE T 4EFE 09 Num_node (19715 SOFI GG RFAIE [ &
2.4 HEBIY)IGRAN TN

ML [ & 2 5, SriDroid 215 565 T Triplet Loss $i28l Zh— 02888, ARG FI 1% 45 28 88 SRoAs I 3%
R, DR Dy B B 4 0] BLIE E AR R AR AE O B B0 2 @ AU AR E R R, BT AR SOk R B B 25 1R
SriDroid [ 725 8%, JEAEHR 2 5K $ %6 3% T Triplet loss. Triplet loss & 1 B 2% =) () — Rl 45 2% 56 %, 3 %o Ee AR A
1072, T LSRR R R ) A A P A e 1. BRI 1 BT SN —ANRAREAS a fE 9 SRR, k3R
W—AEFEAR p Ml—ANHAEA n, S5 5K R B ERFEAR R EREANEE S D TR AREANEES. &
margin J& —/NKF 0 FIH 5L, X i kR & 0 B bR A SFEAR a FIIERE A p 2 (R & R AT g S, 5
FUREAS n Z [ R B R AT Rt by iz, JREEA R

Lossyipier=max(distance(a,p)—distance(a,n)+margin,0).

B4 H = KERH g 55 1 BRI, 8 2 BUCHRRZ, B2 i m 2 A E8Z W,
FIZUONHIHE, )2 AL E R — AN 0] LA R R B R 2 B BN KA. BUE T, B
J 10 2 BEAE F R il OB 1 £ BERRAE, RN B0 RS, LB BB AR B . A2 T BAAE R E R0
SEI AR R IBAL B T F Ak, AT A 28 BB ARG 5 A4 B2 AR R RD N, AT DA o 29 A8 R SR A5 % B /N B AT
AN RE ). BRI R R T BRI & 26, b TR & TS 4, RN B T R IR H0k Kok
FRRRAIE.

SriDroid v, BB &E R mE 4 proas, Hi 2852 50 805 K/ 2 (batch_size,node_num,
feature_dim). batch_size Jy—/Nill gt v B BN, node_num g & v 35 S N3, feature_dim 9 s KW 44
RRAIE ) B 4L
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EARSzE g, TR One-Hot 45, feature_dim 25 T g B EIE FE R A 1 S8R LS. £33 2%
FHRAE S, % R %E K/ (batch_size,node_num,hidden_dim), hidden_dim #i&1/2 B Z 8ok, K 1 fr
N TERE RN FR e, o St i N AR AT s O R AR, IR AE H R AL SR LS5 B \ R 2 A [ o 25 ) 4
TERNIEFEAR, AEARZEARAIE N FREAR, M8 R IEFEAR UREAS IR 12500 2 B0 46 BURE AR RS, #F
%] (AR 1 N Triplet Loss #5 2 BR BT B4R G, W2 il id i ) A 55 R AR AL AR A . 7EA3 BN R4 IR T )5,
TETRM Y B, B Z 0 2 B R N Ak 2. Ak 2SR B R Tt S R B T A5 1) B R R O A K AE, M
11745 2 K/ (batch_size,hidden_dim) #1535, & /5, &2 44 hidden_dim  FBCHE W5 2 73 28 1A SR 4L,
AT R AT A T 1) 4 25 LA T 340 7 o2 P 52 15 300 7 T

3 KSR

AATMELT 4 ANFF %S SriDroid AT SI6 AR, SR M. SR ERY R M.
RQ1: SriDroid 7ol 2 & 3 44 77 1 25 5 wnfer 2
RQ2: SriDroid #& 15 7] LAXT AR IR ?
RQ3: SriDroid [Z 1T FF 45 & % /b2
31 XIEE
S256 (R AE PR 85K ) AMD EPYC 7742 64-Core Ab33%, 256 GB 7%, NVIDIA GeForce RTX 3090 GPU
345 R F Ubuntu 20.04.4 LTS, PyTorch-1.12.1 T B J&.
97 PR SriDroid 808, 525 M Virusshare™ FFENL F % 7 9 489 B2 KA, [EI M AndroZoo® |
PLUF# T 10 757 ANIEE S, WA S 7 SLi % &, BrA W AndroZoo T %k I 22 5 W FH 2 B 1% A\
VirusTotal“lrf, 283 3948 8% BEAT TR B4 5. RAT 45T a R 45 SR 2 R S R IR 5k, R A 4
N I . RN AN AR, SR80 R A T 4 38 SUIG IE v SR R AT S AR AR, SE i £ ok SR
PAEVSE BRI MAE R, RS, BEEES N 10 67, Kb o A RNZGHBA, FIT 1 4 F/E R
ITHABIPEAY, EH 10 REZES —mEE A WP, &5, ST 10 RS RECFSME, AR E
RIS R, BT AE 3T A UG IR (T AR T S AL AR AR 2 2 U R AR A AR EAT I 2R, SES6 VT LA 7R 43 A
FRE A B4 4 DS B 5 R v A RN R RO PR 45 B A, SRIGCRAH TWEST ) I A R — L e AR ok
SriDroid (AR, 43 B AR B B2 (P, precision). A I3 (R, recall). F-43$((F1)F#ERE R (A, accuracy). N T
SEEG A S B, AR ST L T B VR R AR R 3 B SRR A 95 TAE R A AR R T O TR X 3R T B IR
MTE, AXFEEERTHAMWMAHBEAT ZOBRHRARN RS, FETEURENTE, dF
SriDroid & 55 T o Z0UH S B A I ZR 45, TR A et Ll e A T B B e 3 7 AN 2 ok H0
RPN T VE BARIN S, —IRERT 4 MR RGEAE N L RS, BN
o PerDroid™: —ANEFRUIR 4047 i 2 s 3% A TN R B8, B it 23 22 B 7 PR R A AL R S A e
E s, F DA SR AR W 3% = A

o Drebin% —ANJEFHR. API. Intent £ % BB MM RS, EHATTZ MBS M, DUEM
N R AR AR BUR AT 8 2 (RRAE, JRE e TN BN A R A, DRSS =

o MaMaDroid!®: — AN 43 M i) ¢ s R R I 2R S, R P AN R 50 P R v A A A 5 o KO
FAFF B RAGFRAT NBEAY, F DA A7 30 R SRS

o IntDroid™: —ANFEF 58 B A M 10 2 R R AR I AR B, T I 0 W I B K P R U AP
R HR T 52 R I 578 B P SRR B R AR IR SURRAE, 5 LA SRS I 20 3 B A

1E 2 H3k % )5 T, SriDroid 7E 17 28 XU F I H0HE ik F AT 3 2 i B0 AT 8 S 80, W EUR 45 R
SRR S G AT JE S e SR, BRI S UL NR 2. BSR4 K A ReLU 1E N IE iR %L, Triplet Loss
TE AR B EL, Adma TE NI BVE, 76 0.005 FI% 2 2 Nl ATl 4h. SRR 0K 2 G, fEMRM B, s
85 A5 FH I 5 47 1 2 2H 38 SR ARG T 3 () A A
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*K2 KEHRMEMINLESH
ZH {1
BN ] One-Hot 4w 1M [ &
I 780 )= 2 3
[ SHE Y= T 64
WOE B ReLU
Ak HE g MaxPooling
Dropout rate 0.5
Batch size 32
I ZRE IR 50
SR 0.005
AR % Adma
5 2K B B Triplet Loss

3.2 RQL: B

T LGS AN IR TR R I 8 7, SriDroid 5% b T RE [F R OB 4R 1 HEAT T 528640 Hr. SriDroid 1
SEIG T FEA, B class. package A family X 3 MR ZE LT 75286, 4% 49 SriDroid-class.
SriDroid-package F SriDroid-family. 7t SriDroid & —/M 223 o, AR Triplet Loss & # o 58 @ 2k, it
17 7 A SERS, 909 SriDroid(CE), A4 i) b S2ie 25 5L 3% 3.

® 3 ARITHEIX R

X EER G P R F1 A
PerDroid 9412 9359 9385 94.01
Drebin 95.86 95.66 95.76 95.81
MaMaDroid 96.11 9578 95.95 96.13
IntDroid 97.12 96.36 96.74 96.72
SriDroid (CE)-family ~ 96.84 96.82 96.83  96.83
SriDroid-family 97.83 97.85 97.84 97.86
SriDroid (CE)-package 97.32 97.54 97.40 97.42
SriDroid-package 98.53 98.64 98.58 98.59
SriDroid (CE)-class 98.38 98.41 9839 98.39
SriDroid-class 99.21 99.13 99.16 99.17

PerDroid J& — AN T i B A SR 207 19 22 s i SRR U 7 v, e S 3 A [m) (R R AE HE 7 SV (BLAS B
AR REA T-test) ¥ WA 22 5 B FH IR PR AT 7 B HE T, 36 HET 5800 0B IRIE VARAE, A SRAS % &
A, LEARFTH, PerDroid AH 2 SCHR A A AT 1) 88 A o AN R At 328 S 5 A SR A4 Xt L 43T 4 5 8

& 34 T PerDroid F1 SriDroid )% L SEIG 45 5, M 25 B AT LLA3 0, SriDroid Lt PerDroid 7 % & B4 46
R, Fan: PerDroid 1 F1 Rl Accuracy R 93.85%F1 94.01%, ifi SriDroid AJ LLiAZ] 99.16%F1
99.17%. HHILIX NI R EH Ny PerDroid A5 f8 22 5N ) 11 A7 B M0 SriDroid {1 7 #2515 3. Drebin 52—
ANBE T 2 REAE A3 A 1) 22 5L R AR I Ty vk, I A A AN Manifest SO I g AT HR R AT e B EX
SRS 22 (ARAE, FE DA SR A I = ik k. L4 Drebin 78 F1 A1 Accuracy b (3R BLLL PerDroid 84k, {H1E&A
VRN AR E#AS G0 SriDroid. X & [F N Drebin BARIREL T B2 MHHE, HEP A TR Z TURMIE IR
fiE; 1 H. Drebin %76 25 &R A EME B, FEULERR P IE UE B IR 2 A0 52 5.

MaMaDroid J& — A5 T B 53 H7 1) 4 5L 0% 5 ARG 0 7732z, e A R 50 P P w4 UK B2 [ et 52 o 5008 P
B, FECAAE RHE AT 0 25, X LB 57 Sk TR S R AT R R, DA R (M . AR
3 A LL7341, MaMaDroid Lt PerDroid Al Drebin I3 4. X E 22 K25 MaMaDroid H# &7 H (115 A5 2 7% #e
FRCT R R LAY, SR T AR IE A S, R A TR A ISR IntDroid 7E 52 HUS I oK H0E FH I 2
S, SISy ZE 4 IR A O AT F2 AR I R T A, ST RRUR AP R T T IR (SR
BE, DA R K6 0 38 75 4. IntDroid 5 MaMaDroid 25181, #5723k T 28 B0 B 0% B i e 0 5 9,
T BT REFEMNEE R, HE M 71348 T PerDroid F1 Drebin. {H/2 T MaMaDroid I IntDroid 7£ i1 &4%
TERT# R B T 3o B4 MG R, BUR T — R iE CRRE, PRy A odkZ= 8. 1 SriDroid % F i &l
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FRUD 2638 1o T 48 5710 s B RR AR, AT DL SE A D M 2% EE TR I 45 05 BRIV XUAE R, FF H 3 S Rk i
FEF IR, TS — 2D MR T TR R

WX E SriDroid 78 AN [FHH R 2 2 A (R BT LU B, M family %] packag T # class, SriDroid 3 H 1)
o WP R AR VB T I, X R R R E AR ORI, MRET AT RERRKIE L. XSRS
TAHWIE, IIZREE I a & S B2, 2Rt 12 SR gt 2 BE K . 3@ 5 % b SriDroid 48 A Triplet
Loss A28 U@ #512< F RIFR LA LLR B, Triplet Loss iBid 5 IE LA 2 & A L BE4T 11 45, Rt — b4k
THEERLRE I B AL L. EAR RS R E B b, (6T Triplet Loss #E4TYIZRIRETY Y LB T 50 4 HROAG I R4 3
R, 7658252504, FRATIR A class E 214 5 F1 Triple Loss 1E 9l 25 loss ik 47 5256 W .

RPRT &, A R0 R A, 15 58 T 0 B 45 R 1 S EURD B A5 AR R 45 (1 4, SriDroid 8 4% B8 4 T i 25 fE AR
FFE SUE R, TESN IR R bR R 300 T I0F TAE. FRT, DL class Jy Bl R Z A% Triple Loss 1, o
DAE— B4R A U 5 R
3.3 RQ2: &M

AT W AERE L ) R, B ARG IR AR, AS ] — MRS IS T A ObfuscapkP® E 3 4E B

7 & ClassRename. FieldRename. MethodRename. ConstStringEncryption. AssetEncryption. LibEncryption.
ResStringEncryption. ArithmeticBranch. CallIndirection. Goto. Nop f Reorder. & 4 ——4H T X L& /UHE R
IR D RER .

R4 LIGEFERAILIRIE T %

R Tk etk
ClassRename ERTEAA OIS
FieldRename a4k
MethodRename Bk
ConstStringEncryption I A
AssetEncryption o gt e S A
LibEncryption N2 AR Hh
ResStringEncryption o G R R S A
ArithmeticBranch G R N s R N R R R AR L
CallIndirection TEA A ARG V8 SCR I R A8 cieds il it
Goto TR T R I AT R RS S A
Nop TERGATTIE LI i L nop $84
Recorder O e o P ) 3 AR R I

HARM S, SR E MBI ESR 9 489 MNMEEMAHHENES 1 000 MEAENDITHNR, R5H
Obfuscapk Vi iA T B A IX Lo HIBEATIRVE, e FE M RISIRIE Tk W3R 4, fJa (81 C Il Zr4F i) SriDroid DL
ftboxl B 23 A T H SR AG I 1 000 MRVE < J5 RO . MK S5 R W3k 5, MR A BB R 7 t: PerDroid i # i
%, RA7 72.6%0) Recall. XA RINE 58 & B0H B IBAEMTRE P 195 UE B, 3B ST IR i _ERCRIR 2.
It 4h, MaMaDroid 1 IntDroid ft 24 5 2 58 hn AR — 26, 35X 52 PN EATTR 5 4% G 1B 20 M OS8R e il g ik,
R PP SCR A 1, S 23 A P PR A S B, S EATR A R S i

R5 AR RKFURE X s 45 R

A R
PerDroid 72.6
Drebin 86.1
MaMaDroid 87.2
IntDroid 90.1
SriDroid(CE) 95.7
SriDroid 97.4

Ak, MR 5 Mgk R mT BIE B SriDroid X HUACHSIRYE /i, Ltk PerDroid. Drebin. MaMaDroid #i1
IntDroid #BE H AL, X 3% IF1)F SriDroid FIHH S AL Triplet Loss ff A, 5 Eb A2 g5 5% i Il i 45 5 ] LA
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B, Triplet Loss HIN FHEETE T RGHITUIRIERE ). X2 Triple Loss £ Il Zrid #2 rh & BN SRR A 2 [8]
fZZBE, YIZRdRErh, FERE A R RREA 2 A1 BRI (RIS RRRSEREAC RO B RS, I H 51N 2 Hoxy
Bt s T DA SR iz A BE 7, AT B AR BB TH R G I IR fiE

T AR T RAAE B R DT T PR, RIS IR B SR T BEALIE #1100 MREA, SRS TSR R
R FH PRV T P 1] DA B Js 46 i 5% PRV V8 it 1 1 2 1) FRARABLBBE . ARALLEE i T SR 3RO

(1) SRAI Node2Vecl i AR il FiT P A 15 5 i Ay o I8z 1 1) i 0

() B A R BRI, 52K R AR i A E RS

VA R P i ) R AL A DR D U P B s R I 2, v B g A e ) R 2 R R, Kk
10 N2 /NP R TEIER B — X RE AR BE RS, B 5 RO 13X 100 AMREA B S A6 F R ik B A TR
JE BORBLEZ, W] LUAR B 2 B 2 K el B0 ) AT fh A 2 ), TRVE TG A BT B 28 sy, P (E
0.827; XS T B an i F I, YR ETJS 1 F A URE D 0.722. 1X AN SRS E 1 3l 5 1R b S R B R AT S8 w4
TRWERE

T T
1.0 .
0.9 .
‘D( 1
33‘ 0.8 ]
5]
£ 071 .
o
S
g I 25%-75% i
1 T LSIQRAMEH
0.5 — i E
| BIE
0.4 T T
R A AE il &R A

TR 5 VA R
KI5 Jsdn iR F R i 5 A VR VE AT S 1) Cosine AR {BLE

MRS, SRRV, 1525 T 3 G40 A Triplet Loss (4§ A, SriDroid A% Tt b T EL B A 558K
PURIERE 1. IR, JRAA B i R R E AT JE ROAR R X b g5 5, it — D3GR T R iR B IR T S i 1k
BT R IEH.

3.4 RQ3: 'RM

J9 T Rl SriDroid FAT R M, AR SR S 56 R 4R 0 BT R AR I RN %, BLEE 10 757 AN IE R A
19486 N BE A, 455 —ANBTIN % E S, SriDroid 5 BHAT 4 5 IRd T H AT 0T (1) # S 0 M iREL
BB (2) B Sk il 5 (3) One-Hot 2 i) 44 Ak 3 SR AIE 1) B (4) % B i ph 43 25

SriDroid H55 1 5 A& $REEL e 513 B s 500 F . B 6 JE s 1 SriDroid 78 20 243 AN %2 518 1 (10 757 4N IE
HARAERT 9 486 MR AR IR AR H B IZ 1T RS, X 95%LL 1 (¥ 22 s H, SriDroid I LLTE 10 s 3k TE
SN 4 R B0 . P40 5, SriDroid 7548 %% K2 3.02 s 58— AN %2 55 8 I35 40 #r. SriDroid 55 2 5
U FH B AT %4k, TP 6 Fras: SriDroid 721X — B B AR BRI b, P R 1.32 s BIATSE s — A R 3
W FH B 3k S AL B B, SriDroid (1955 3 45 /2 5% Bl One-Hot Zm B BT 4G 46 345 SURRE 16 &, 3X — B BE (M5B AT R8s i/,
JUF-AT L2 S AR i, SriDroid I3 g — b2 R H BB FIN S I g — N0 2888, R 4T 45 540 2%,
6 fiT7i: SriDroid 5¢ B 4> ZE BT 5 I TR AR R, P34 0.25 s BV AT 58 B — ANt S & 1 4 25
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10 1.0 ——r 10 1.0
MEAN = 3.02 s EAN=132s /
MEAN = 0.25
08 1 o8 4 os 0.8 y
MEAN = 0.00002 s

Zos 0.6 4 os 0.6 y
e
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K6 AFEIBIEAT T4

A, SzE4t % PerDroid.MaMaDroid. Drebin #i1 IntDroid 347 7 FIAE RIS AT T 44— 45, W 7 Fros: Xt
T PerDroid, BT & R T Z M % 53 (1 Manifest HEREUH AR, @47 TR T th it TR A Ak, R
K 6.27 s HAT LS A 15047, %5 T Drebin, BT EAMEE N Manifest H i Bk 2 ST 4 A GRS H $2 B
FRAE, BRICHEAT 4 B M, KA 33.9 s A RETE R — A2 = B 140 #r, {H2& Drebin 4 2807 BT 75 A 472
SriDroid BB %5 LA L, 3% 02 B O B B REAE ) & 48 B2 R T 90 000; %) T MaMaDroid, & ~F3 i 24 68.2 s 58
AN, [FINE, T AR SR FE IR K (115 600 ANMRFAE), #hsr 2RI BRI M F AR K, T IntDroid, 5EM—
RO TSI TT 48 0 42.7 s, #HELZ T, SriDroid R 4.6 s RVA] 58 BT A 70 7.
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K7 AFELZHSIETITH

o

SART S, £ PRI L, 3 Ao b & AN 2 SR IS AT I (AT 5 A A7 7T LUKCER, SriDroid AT 31
A TR RA RARKSAT T4, thR e B Rl 9 ek RE.

4 B2

TEIA % BB HR A R E AR R, REEEE BN FEEEEZE. SRR, HEE UGB E
AR EEAR, HY YK, T R R IR L ] B, A SR T AT S AR A (PR e R R
SriDroid. #id 43 #7 10 757 AN IE R FIT 9 489 AR 8, SriDroid Rk F| 99.17%I(1) Accuracy, 1M PerDroid.
Drebin. MaMaDroid Al IntDroid ) Accuracy 4 %4 94.01%. 95.81%. 96.13%F!1 96.72%. IL4h, 1EXTHIARLY
TR B S23 I, SriDroid A LA 3] 97.4%1%) Recall, 1% E & i) Recall 7354 72.6%. 86.1%. 87.29%F!
90.1%. A1 &, SriDroid AHEE T LA [ 22 5 M i SR I 5 vk EL A A v VARG DR 52 o e A P0G 00 T3 5 R e

SEFEAAFIEAEIT  http:/ Wwww. jos. org. cn




2540 HAEFIR 2023 54 34 5% 6 4

Uf B HTIR IR RE

FEARRA) AR, FATHE XS B5UE AP ik AT SE AR FZ I Rl 7y, DLOLAL I R B IE RS, R, $RBCE 2
T8 SCRFALE (51 G B e ) R ) e B8 = A BRI, OF DUSE B SERRR A X K9 TR, fm, BREX
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