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Novel Imperceptible Watermarking Attack Method Based on Residual Learning
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Abstract: Although traditional watermarking attack methods can obstruct the correct extraction of watermark information, they reduce the
visual quality of watermarked images greatly. Therefore, a novel imperceptible watermarking attack method based on residual learning is
proposed. Specifically, a watermarking attack model based on a convolutional neural network is constructed for the end-to-end nonlinear
learning between a watermarked image and an unwatermarked one. A mapping from the watermarked image to the unwatermarked one is

thereby accomplished to achieve the purpose of watermarking attack. Then, a proper number of feature extraction blocks are selected
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according to the embedding region of watermark information to extract a feature map containing watermark information. As the difference
between the two images is insignificant, the learning ability of the watermarking attack model is limited in the training process, making it
difficult for the model to reach a convergence state. A residual learning mechanism is thus introduced to improve the convergence speed
and learning ability of the watermarking attack model. The imperceptibility of the attacked image can be improved by reducing the
difference between the residual image (the subtraction between the watermarked image and the extracted feature map) and the
unwatermarked one. In addition, a dataset for training the watermarking attack model is constructed with the super-resolution dataset
DIV2K2017 and the attacked robust color image watermarking algorithm based on quaternion exponent moments. The experimental results
show the proposed watermarking attack model can attack a robust watermarking algorithm with a high bit error rate (BER) without
compromising the visual quality of watermarked images.

Key words: residual learning; imperceptibility; convolutional neural network (CNN); watermarking attack model; robust watermarking
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WEE HIEM B R ANETUR &, 15 B AR IBUR 1S BB 5, B2 10 R 1R A DA S BRI Hb /e M 2L AT 47
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B A U R 7 BB R 57 (1 S B A, Sl 4 — bR A5 B (RIDEC7 /K B i N B F5 AR (R b, LAk 3
INEGRAUR R H (. H 8T He K ENBOR AT 32 B2 R e AN 7 T, /K B ¥ R K BN 8Ll U7 v, i csr
77 (R 7K B 77 %300 a8 vy B PR 68 e P 184 BT 24 A /K BV e D7 v AR U R g5 TR D X007 ) 7K BN B I v )i
BT K B R GERAT 25 b B, WK D 7 VR TC Tk IE AR B H R A K B
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FET AR I 5 0 B 5 /K BN, HRERE TR AT RIATAT 20 #2650 J 2 BRALEF IO D0 T JAT RN 19 2% TR 44

AR, AP ECT K BN AR AT T A b Ts7 07>, BRI I /K BT B B e, (R B IRk B Bt 44
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PR ZKEN T R UARAR R T £ T CNN BB 5 28, IR 456 T R Hu i) SR, Al ATT i S8 0t 2 T A2 3 (DWT
DCT #1 SVD 4§) B EGKEN 7 B BT T A g Bt 7 IR A K. AR5 AT I3 H T —Fh TR B
RS D0 224 1Y) 1 2l e 4 0 R K B B, H i a0 8% o )2 PRI 4 B B SRR TR K B MR R N 28 (e TRl R 54). 7
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h T U H 7K DB T R T AL R [, AR SORE A R 28 I 2 5| A K ER BG40, 4R Hh T — P ok 22 2%
2R B AN L IR AR BN ik, B 5, K5 7K B EHGORIAS 5 7K Bl BTG A S AN T Je i 7K B 0o A0 (1 i A\ RN L,
T A R 22 I 2 1 5 7K BV MG R TG 7K BV MG 2 TRTEA T s 1 i A ek 2% 53, 56 1 2 7K B LB S 310 7K B R 1
45, M 3 2 BRoK B H s FEk, AR K B R RN X 3 364 T8 40 H IR ReAE B B AR L 5K
K EME R ARE . BT 7K BV TE K BN UG TR 22 S AR /N, 7K BN B e A Y A I a2 o (1 v 27 3 152
B PR, 3 BUSRAECSI, 5INERZE 2% SIHUH, a5 27 53 25 7K BN TG 7K BB 2 1) (1 22 S R B T 7K B I i A
TR SIGH FE L B 2 ST RE D05 BEAN, S T AR IRARE HE KK BN G BE AR (R 1k i, A SR TR A 5 A 31 DA B LA 25
AR R A HAT BT B e 1t BE W 5E T DU T B0k 1R (5 BB OK BN, JF AR S DIV2K2017 AR i Bk (1% £ ]
15K BV PR T UK BN AR B ) $ i B 7K EN TG AL L 1 AN K D AR, DR AN A 455 (¥ 7K BN et
Ti AR, e Mok (98 /K BN MR AN rT IR AN A B T KR [ 52T 1. R B /K BN B SR IGIE T 7E AR 2 /K BN I
PBANBE TR (RRTHE T S b K B S ) B 2 mr AT 1.

ARSCHS 1O BT LT DY e R SO 1 B R (A G OK ENEVE AT T A48, 56 2 xR IR R B K B et
BERIEAT T VEN IO 4R 55 3 90 Seu 4 Bt AT T W A 45 e i 45 T 423, 0 AR STV 5T 5 LA B AR SR Al
19 IR RS J5 10 3EAT T W

1 WERIKENG 5

AR SCHk (R 7K B 5 502 1 DY e R B0 1 4 R € UK BN AR, 1 R0 B D e 5ORN B i i 7K BT
RN T MK B B T R R, & OFHES: T /T TR IR 1 ok B2 U e ke B, RIS i 3 T AR
IS 1) DY TG ERBOE LT AR 5, 55 H BT R 40K 2 B0R CL UGOK BN 7 ZEAR B, JLAM AT LA T B 5 A
U, IR AT O T LA B (k. thab, S D e e SR v 2 PRGN, RREZ A
35 P4 DU TC BT DA R ST X, KN M N R 8 B B — MBS AE T f(x,y) R, x Fily 53031
TR SRR AT A AT BAS B DU ICE 3 AN T LAl B R A E& 1 RGB —ANiliE, 4 RGB
F A G T AR TR by TG S IR i ke DY e 4

Fxy) = frey)i+ folx,y)j+ fa(x,yk €]
Hh, f(x,y), foluy) M fa(ey) 2 ARG E) RGB 75, 4, j FH k o 5 206 R i 45y

2011 SFFEHOE E IRBER H, BRI E R AES5 v) LAT R I AR RS S . 5 FUARAEAR LL, 85046 AT X

AU BUETHRA SRR G D) V2 H T E K NS, 7ERRARAR 3R (r,0) T, BYECH n, EEER m HEGE E ... -

27 1
E,, = %r j(; f; f(r,®A (r)exp(— jmO)rdrdo )
oy, PG R AL () = V2/rexp(i2nmr) 1871 f(r,6) T, Az (r) 9 F{G 06 5 A0 B 5 0H 1A D0 342 T 4 /0 B0



4354 HAFFIR 2023 FF 34 K% 9B

i RE A S, BB MR TR B A 5 S R > KT SN iy, WIFCELAE 22 500 F

£e9= ), Z EnAu(r)exp(jmb) ~ Z mZ EunAu(r) exp(jmé) 3

BT DU T HSCHR B IR 5 R 10 BB K BV AR 1 R 3R B A v B DY e, 2 ST R & (R DY e g £k
. BB f(r, 0) AR ARRR R T RO R, AR DY e SO R SO HE e (M2 3K (1) Fa s (2)) e SO o s Eoi:

2
Erlfm = _f f f(r,0A (r)exp(—umO)rdrdo )
4 Jo  Jo
Hoh, p B — A prgiPy e, Bl u = G+ j+k)/ V3, FIBERATERO EG 1 DY o B S m g A

+00 400 +Mmax

£ (r0) = Z Z ER A (r)exp(umb) ~ Z Z E,,mA (r)exp(um) (5)

n=—ocom= N==Nmax M=—Mp,

FAAR K ETHR N7 0T WHE 1.
BOR L BT VT ER ORI R (B BOK NS,

BN KANK C<HXW I JRUEA S K ENENE 1, KR MxN BIKEVEE 1.
1. ff ] Arnold A& 4%t —AE/KENEMG 1, AT B SR R — 40751 S = {s(k), 1<kSM*N}.
2 AR A S (@) T H RIS K ENEMR 1 DU e B 5O E,.
3. R E ] Ky BN E) JEEC MxN ASVUCEEREOE EX, Lo ER = (ER | ER ...,
= (A > Angmys s Anygymugy) -
4. ﬁﬂ% DLUF AU K BN B S BN BIIRAE A e
i - { (Ae=1/2)A, mod (A + s(k),2) = 1
Kk (A= 1/2)A, mod (A + 5(k),2) =

o, A4 =round(A,,,,/A) , round(-) F 7= 4 U4 TLN B 5L, Ai%f?‘]%‘%fffj& mod (x,y) KA x By FTi R %L
A= Ao Anys - Anyonmupen) HIRAIK I BT (RURA, BR = (ER , ER, ..., ) VU S P D 76 5 P .
5. AF I ARAE S DY TR BOE VS T & KU £ (hw):

S (how) = fo(h,w) = fi(h,w),
e, f (h,w) [RESIR AN EKENER, f(hw) FoR A EX RN,
6. B LA R A3 2 ik A K ENE B KETEE £ (h,w):

I (how) = f*(h,w) + £, (h,w)
o, f(hw) FoRIRAE ER A EMR (1, N 256x256, I, j 32x32).

ST I P A A

nMmeMxN )

”M NMMXN

2 REKENEHIRE

B TR 225 Y IR BE K BB 7 28 S Ui AN 5 7K B L AT K ED B AR R (DL A6 FAR, JF 78 20 R AR 42
WA 268 R AR e MU HE ), K 32 Bt 1A 5% 7K B B R [ Js s A 15 7K B P45, DAL sRB o 35 7K B B R iR A 1R K
BN B, IR B i) H A, B 1 7R 1 /K EVISCT A R FR AR ARHE SR 5 g o0 1 40K 22 B i 7 /K BN &, ZKEN Y
AT RGP 2 T S PP TR AR, G L K N RS B (05 K B R 5 TR AN S5 7K BN P B 2 18] 9T S 3 R 22 5.
TEPn B, R R AR A5 7K BN AR A Bt 2 K BT MR DAL H bR, k30t Je 6 5 7K Bl S SE I B3 R A A 5 7K E
PG — il 5 H A RO T B, Eﬁiﬁ 3 7R P (1) VIR RETE 5 6 30 AR, RIVAN T S8 w40 /K BT 2%
FR K BRI S ICAR HAARSREN, PRl R A A I A R 5 P RO 2 (2) WITZRG BRI K B ISCEE B R 5 K B 45
HAC AN KET R, BB T & /K ENEG oh it T /K EITHRON T K 9 8 250, S BUK BN IS To VA7 S8 B I 7K E
fr 85 (3) VNZRAF 19 7K B et R 20 i H PO A0t i 5 /K DB . Js a 35 7K E PR B B AN 5 7K B T = i) AT vt A
BEAHALLYE, T AL 7K BN C et R AN T SR K.



ZH A AT REF I R T B K EP SE 5 ik 4355

A S UL 5 K ED BB U AN S5 K ED R R

7J<EE{% KT TR EN B Ay W& K EN RS
1 YRR K BN 1 g R

> KR AT 5

A K ER R

2.1 HEHREET

X T2 T AR A P 45 (VR B 7K BN BB EY, Beiki B8 07 55 A3 1 48 P 4% (1 2% 2T R 0 43 DIAROG. iR B R w4
P 2% R 424t B A 0 AR AIE, A R B AR AN 2 7K B RGN 5 7K B BB TR LS DG R 10 2% 20, AT B2 s A 22 28
diBe . HATK 2850 K VARG B s AN AT B An i, RSN 75 7K B SR 7K BB 2 IAAEATE 5 J8
AEALIE, I8 R0 G SR T A S A AN 7K B B HGORT 25 7K B MG AT R A SR B AT VI SR A IR HE s 8. 32 BIVR
IHFRBCR (very deep super resolution, VDSR) P, FoAT 1K 5k 227 21 (¥ JEAR 5N B /K BN b B8 (1 e i 2 v,
TR EN Bk 9 2% T 43 0] ke 7 BV, kD> 77 6] BB IR R 43 JU AR A5 R IR AL B, DU B8 Pt ik B SOIRAS . 4k, #
RUR VR PSS g5 1), A BHINGR T Re AE SR BUREER, 0 B8 T A2 10 Mok 56 J) . e ME SR R = 2 R SRAR & 7K
B B B RIE AN 7K B BB R/ ATRAAE 4R, BRI AR IR (A5 A2 28R A T padding 4%, e 2y
AEREIE N B A AN 15 7K BN MG AR R, BB (R Lo 251 B B 2 s,

g A
JKEN

1 AMREIE 55 2 ANMRFIE 556 MRFIE 557 MRIE
FRHUHR FREHR FRELHR FREHR
B 5<5 BRZE dmA: 3 f 128) [llS<5 BRUZE @R 128 fii: 128)
I ReLU Rk 2 B 5%5 BRUZ (N 128 i 3)
P2 REEZK B e A2 () I % A e 1]

FEAR SO, AT I S50 E I T DU e R AR K BN 5 2K K EME B AN B T UG AN K EN N
PR AT DX 3 AR UE L, TSR LA AU 20 ) 45 1) 2 BEOBR YR, T B R AT A e A R 22, JSOm AN 2kt
AKEE B AR, DA SCH H (R K BN G AR £ 2 2 B2 R 7 ANRRIE SR B AR SR IR e
128 A~ 5x5 [AAEBUZ A ReLU ARk 22, LARTHBERL ARG B8 0. oA T FRUIES HE (R0 RFE BEAGOR 5 7K B LS
K/INAHTAL ZKEPBEARL P A BUE#R T padding #4F.

2.2 HKEH
FH P 2 AT, KBNS R H )2 28 R R AE P24 e K BVE R AR AE MG 1, SR, A T

BBOR 5 /K BT Ly T KBS B, SR K BB R By S5 ARAIURA AL B AR 21 205k 2 PR e :
IR = IW - IL (6)




4356 HAFFIR 2023 FF 34 K% 9B

[V, A 7 PRUER 0L 35 7K BB AR e FEAS PR, ASSCR AT MSE (377 138 22) R ik 22 B L S an AN
IKENEE T Z TV 22 52, H):

1
Lioss = 5 Mr - Il )

23 MHRE

A SCIBARER 4 800 i 256x256 (MR LR, 750 5k AN ZREAELE, 50 sk A MNREE. ARSI ARLR PR H
] ReLU )2, R R H kaiming 3J%4) 43 4ii (He initialization) SKAJIEAR TS 40, B 4 = (—bound, bound) WA (8).
BEAh, AT 5256 3195 4255 4 NVIDA Tesla V100 32 GB 2K ) Windows SRR 45 &%, IR 2% I HEZL K Python 3.6,
PyTorch 1.60 A%, 3, YIZRSE ALK/ NBCE D 50, 2% ) 238N 0.005, LA RH T Adam.

f 6
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Ve 1 2 7K B G I AS T IS, o Sit) 4 T80 PR A R D s 7K B PR 1R D (L1 e LU (peak signal to noise ratio,
PSNR) LA K 45 MyARBLRE (structural similarity, SSIM) S/, S286 25 A0 2 Fios.

2 AE ARG T A B (K B /K RSO0 TR PSNR BAA SSIM

JKENER L7 R BGERNER O BENLMES  RGEUE mIMIERE ERR4se PR I
PSNR (dB)  20.1512 25.1514 26.8890 22.9069 30.7975 8.9284 25.1610 32.4647
001 watermarker
- SSIM 0.4541 0.7891 0.9194 0.8068 0.9392 0.2650 0.9339 0.9698
PSNR (dB)  20.1579 25.1479 26.8668 21.3129 29.5370 94586 25.8150 31.3935
024 watermarker
- SSIM 0.7104 0.890 1 0.9576 0.8507 0.9440 0.2845 0.9515 0.9695
PSNR (dB)  20.1811 25.3401 26.8602 20.3784 27.5865 12.4761 27.5865  33.2992
032 watermarker
- SSIM 0.6240 0.8668 0.9436 0.8376 0.9440 0.3191 0.9440 0.9830
PSNR (dB)  21.3325 24.1367 269311 24.2208 31.0952 143154 30.1180 32.5973
048 watermarker
- SSIM 0.7110 0.8612 0.8930 0.9078 0.9795 0.3188 0.964 1 0.9824
PSNR (dB)  21.1220 24.1366 26.8629 21.8707 304770 14.2464 28.5057 34.3261
050 watermarker
SSIM 0.4353 0.7521 0.7370 0.8334 0.9407 0.3023 0.9201 0.9746
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PSNR “F¥4{E ) 33.579 6 dB, SSIM ~FIA{H 4y 0.978 4. T4 i e 75 Bk (¥ & 7K ED 1441 PSNR “F-34{i 4 20.384 8 dB,
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JPEG70 L& Hri Jridk. Sl 45 RARWIK EN TG B e REAR L P2 35 7K BN LA AR S R R, IR A A 157K
EN PRI IR K BN B DA T S0 U M A I /K D B MR M it 5 g, FRATTAN 50 i I P 45 b BELIZHR 1 25 i
&, HAEAF B Jrid B RBEAT T etk S g R aE 8 Jios.
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& T INZoK N AR (R K £ e AR SO U0 IR, IR R A 20 I 2 R 3 1 AR K BN B U 3O e AT AT I,
RE 5 SR K5 7K B BB 5T AL A [ TP B S TR X

PHNT I A 7K B 008 T 4 Sk 1) 5 B P 8 it 8 el BB VA IR PLRE 5 A DB iR 7K BV
777 VA R 7 K B R G AT 2 A, BB kK BT I TE VA AR O RN PR K BN L. SR, X7k
ENEAR IR FE T A rh Feesp U5, B AR TH LA K ENJT i A SR I, B 7K ENTT i RS AR A SR BT & K BN,
7K EN R AE R e LA A SR A 5 5 2 I 4R UK BN B, (45K BN AR B K BTG RN A R T
TCVEAGH L Z M AT R VAT T3 [¥ 5 R I AN A%, JCHE 2 X 7K B 32 (R 8 Ji ™ 7 LR i, 32 T PELA B AN 7K B
AR E A, DRI DTG i) S PR A 2 HE R, LTSO8 eeny, 38 o R 308 B0 /K BV AR 0 <7 X077 (1 RLPE R . AE R
KIBT T TAE o, FefT e 2l BRI B 20 3 55 R s R I FH 2K B B e 40K, DAk 2B 4R T K BN
AR () g BEAN TR PE AN G B . RN e B0 F A e BN IR AN TR BN G R4, 5 35 K B
KO HEME VP A SR AR LR SO 4.
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