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Data Race Detection and Replay of Multi-threaded Programs Based on Petri Net Unfolding
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Abstract: Data races are common defects in multi-threaded programs. Traditional data race analysis methods fail to achieve both recall
and precision, and their detection reports cannot locate the root cause of defects. Due to the advantages of Petri nets in terms of accurate
behavior description and rich analysis tools in the modeling and analysis of concurrent systems, this study proposes a new data race
detection method based on Petri net unfolding technology. First, a Petri net model of the program is established by analyzing and mining a
program running trace. The model implies different traces of the program even though it is mined from a single trace, which can reduce
the false negative rate of traditional dynamic analysis methods while ensuring performance. After that, a Petri net unfolding-based
detection method of program potential data races is proposed, which improves the efficiency significantly compared with static analysis
methods and can clearly show the triggering path of data race defects. Finally, for the potential data race detected in the previous stage, a
scheduling schema is designed to replay the defect based on the CalFuzzer platform, which can eliminate false positives and ensure the
authenticity of detection results. In addition, the corresponding prototype system is developed, and the effectiveness of the proposed
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method is verified by open program instances.

Key words: data race; Petri net; net unfolding; dynamic program analysis
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B AR TR K BRAT P SRR — 2% 2 e e R P i AT 02, IR sk LR
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a € Trace ::= Operationx
Operation ::= c : fork(u,v)|c : join(u,v)|c : stop(u)|c : acq(u,l)|c : rel(u,l)|c : rd(u, x)|c : wr(u, x)

o,

o u, v RINERTR, | TR, x Ron— AN LR, ¢ RARRFIERIIRRE WWiTs . 51555,

o fork(u,v) RNLFE u J3BILFE v,

o join(u,v) FKINLEFE u PHZE HRIERE v 011

o stop(u) RN u {5 15;

o acq(u,l) FINEFE u SRUB [

o rel(u,]) FRonEETE u BN £

o rd(u, x) BN u I EA T x;

o wr(u,x) KRR u BILEAE x.

PLE 1 0 Java 2 6 FEREF 0, © 46 T2, thread A Fl threadB X 3 MEEFE, PN IEEA T x 5 flag.
MG lock. FLFEE SN ICEAR R flag FEIR—NBENUE, ARG KA 2R thread A Fll theadB; 437 4> 2k
HRA G, EAFEL L. ZeFE threadA JAZ) 5, H AR IL AR G x MMEBCE R 1, )5 SR % lock; 3KHX
lock JEINEHILEA & flag MHBEE A true. ZFE threadB A 3l J5, B 26 2RI B lock, FRBUSIN 5 2 UL
EA flag TR IAEM T FAH B new flag; 47 new flag 2 Ja WIHUE A true WIHE x AEUE B E M 2.

F2)J¥ Program 1 fZfEMIAL KT IL AR & x AR s 4. BRI S, 4726 FE threadB B 563545 lock IR AL, 4
ELLFEN flag TRIRFIVIE N true I, 55 22 1T threadB %F x HI'S5#1FE 5 thread A X x 105 B EM BB 55 5 2
RN flag FRIRIIYME R false I, 55 24 17 threadB 4 x [1)5 4 5 thread A X x 105 BRAE R BSOS 56 4

SR, 27 Program | AP E — Sz T HUEA S BRI LR F R FG, sk 1 P EAET . U, &
threadA 1 JCHRAFHI L lock WAL, W ILEAR & flag AR true; R )5, L6FE threadB 3K%5 lock fE AL, H
B A x P HUE R A BCE N 2. AR PRI R 1 R I SAT, WIATIRE w9 A il k.

T 1 ) Program 1, B %G, 35T lockset 1195503 56 4+ Rl 75 32 VAN FH, DR by 2 7 9 R BT A 1) 3L 2 A8
AR AT S HR A IS 06 Z00E 1 BOR AR P, 1T Program 1 4 LS AR x [V ) B AE Y R iR Lk, BT
happens-before 5 2 I HHE 55 A5 I 7 3%, A5 LAR 1 P (Ras 47 e S S N 30 AT ARSI, A DG v A 0 28] S B A7 78 1Y)
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AT B0E h — AN BURE R AF 5 L5 B AT 2 B 10 R B A (A7 AR A SR R SR OC R i, 58 1 B HAT Bk
B T 2R FE thread A BB 4 lock WIHEAE G, threadB B YK HHIF lock, # VerifiedFT 25%: T+ happens-before 5%
BRI IE SR BEAE BN B lock WM R L, Z8FE threadA — 52 5C T threadB, M 7E P AN E4E 2 180 _E— A48 %
(RN P 2T DG 2 T RS TR P AT 9 I A AEAEIX — 21, 26 F2E threadB 584 ] LLSE IR lock IAE AL, 4R o X A%
i x AT E AR, G threadA 5 x B EEE 4.tk m] WL, £%£ 4t 1) happens-before 2% R0 FEFAT 0 A
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IS T BE 2 LA, N 5 B8 35 4 I JR 3. lockset 55 happens-before P # ¥ & 1 hybrid 5% R N A7 4 L
R PAS i)

1 public class DataRaceTest {

2 static int x = 0;

3 static boolean flag = true;

4 static final Object lock = new Object ();

5 public static void main (String [] args) throws InterruptedException {
6 flag = (new Random ()). nextBoolean ();
7 Thread threadA = new Thread () {

8 public void run () {

9 x=1;

10 synchronized (lock) {

11 flag =true ;

12 }

13 }

14 IB

15 Thread threadB = new Thread () {

16 public void run () {

17 boolean new_flag = false;
18 synchronized (lock) {

19 new_flag = flag;
20 }

21 if (new_flag)

22 x=2;

23 else

24 x=3;

25 }

26 b

27 threadA .start ();

28 threadB.start ();

29 threadA join ();

30 threadB.join ();

31 System.out.println ("The value of x is "+ x);
32 }

33 }

1 ZEFEFEF 5] Program 1

# 1 T2/ Program 1 [—/ T BERIERAESAT 741

= Lk FEmainThread Z FithreadA % FthreadB
1 6: wr(mainThread, flag)
2 27: fork(mainThread, threadA)
3 28: fork(mainThread, threadB)
4 9: wr(threadA, x)
5 10: acq(threadA, lock)
6 11: wr(threadA, flag)
7 12: rel(threadA, lock)
8 18: acq(threadB, lock)
9 19: rd(threadB, flag)
10 20: rel(threadB, lock)
11 22: wr(threadB, x)

12 29: join(mainThread, threadA)
13 30: join(mainThread, threadB)
14 31: rd(mainThread, x)
15 32: stop(mainThread)

N igE R E 3R 1), AR SCANK S AR B U7 R A ORGP IO B, JF G5 58 (R P AT e Hh e 2 4 e S B A
SRFEIFAT ) Petri MUY, Bz i B2 b, (AR RS 00 T @ 73R IR A 2 T PR DG AR (1) [l 2R A AR 4k
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RIS, REASARIE N AR P PAT IR (0 — AN EEFT 2 9 WO, P30 P FH T e R 42 R ADIR S, W R P
FT 3 BRE 7 A B 55 Petri W P (RS IR SRR T IS AR A FRITASAT 240, AN = 2R D00 4R 32 I e
A G0 B IR BT & AT — ARl JER TR iCEh 0.

2 WRARYE R 1 MRS AT USSR 20— N RE R AL | R0 47 1K Petri PRSI (B RT2HE 7 V2
Jaeh ). B BRI (H/NEERR) W R — AR AR, ARIT R ARyE 7 I ARIT ID HU6 R IR 7 B
IR EERT (AR A FEA AR 003 T, R IR A 20 Cal 2810 R i — AN e IR BT, R — A
BTG TR T 9 token (FH 2B R FRIR) FORERFR 00 21 4 TR A AL TG A, B T 1Y token 7R Y
AP G AT o] FARAS. AR T LR 0k 4 A G, - B G n] FH, eI BRI R 45 1947 — A token,
AHI L, &1 2 K R GEAIEFR R L Mo(po) = 1 AMo(proa) =1 A ¥p € P—{po, proci} : Mo(p) = 0, 24 po 72—
TIALIZE BT, X N T2 RE AR proere A TRV PIT, X R PP P IR B Tock.

LR Petri UBLAL[KIIZHE VAT T, M4A 0 2 R RERET INIEABATYOR 5, vT LUFC BEER 2 Fros (1) I ASE 70 4y 3t
FH DN A6) 36 R PP AR YA AT X0 ) Petri 19 52284,

BART S, 19460 LB A AT A0S G M — 5 token PIEERT; KRG, EH0TIS 1T F %
ANERAE IR, $ R 2 TR 4 HE (R RIS AR Y (03T S U N i R T R DG R R A] . Bk b i, AN AR
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PR/ 5 4R BIRT IS AR AN I — P T 0K 28 P R — FX) i R 28 BT, 3D 0T I 2% 5 AT T s e e 1) A3 SRR A
BEANLRE fork BRAT BTN NARIE A — AN E TN BN AZ 3R A ITAE LR B L — A PERIIRAS, PN 2 T 20 550
PEAZIATTAELRERT T — DMEHIFUIRAS, LI Sh R R4 SRR join #AF Pt AR A A M A
PTG 0T I AZ A3 A P AR SR (0 _E PRI TUIRAS, LAY join LR (K 45 AOIR A, A7 ME— P a0 1 28 o B 12 B AR
PITAEZRE T — MR HIACIR S X T80 R SRR AR T 5, S0 I AT AT P AN AT, 600 %45 4 PR i
YA IRRAS, I — AR I IS D 1 (RIS B 68 T B0 G (KR TR AR 110 55, e AR T AT P44 6 BT, X
I AZERAE R 5 QR TIRUIRAS, I3 — X R B0 5. AR, A B I, 3 2 AN 3L A0 i 1 B SR A
AN T 3L R MK AN R B, i SR L, ORI ANE T Petri WP, OGRS I AR BB S IR
YE, BEAT Petri W4T 24 20 BT I 56 42 7T LLZ I I 263 B bic. & 2 ) Petri WAt 4 I 1 IX 2828 B AR,

F LR
gk Po
wr(mainThread, flag) [ | ¢,
2 thread A
HER A2k
fork(mainThread, threadA) > Pao

threadB tao[ | wr(threadA, x)

" wERE

join(mainThread, threadA)
Pa
join(mainThread, threadB)
Ps
rd(mainThread, x)
Ps
stop(mainThread)
pr

2 AR 1 IBAT RIS 2 W FE S Petri A5
DA 1 HF2/7 Program 1 IS ATHE R4, 455 THTA Petri WA BLZ Y T2 H14 2 1) Petri P52 143 A U,
A3 2 Pron i Petri WAL, HIUAFRIRR, 2B RANAT AT 1o AT LAARAT, B0 MR e rh R 2R AR 2 45 W) AT
), B AR i flag (SRS 10 AT 5T, IRASEET py AN — token, fRFR TLFEH) N — MEHRIFUR A
WO 103X B PR N, BT ¢ ffifg, R B INEIR thread A IHRAE T LABAT; ¢ IHRATBE 8] 1) 2 T,y AT
Pao BHiAN A token LLBGTARAT, 560 N E AL EAE AT 5 15 QRRES, TG0 2R thread A HOE 4IRS,
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R FEPPHOGR . WIAAIRZS LA ARAE IR R Petri Y

TPy 3 5 % ettt

Jo I 1R Petri [ B Y B

WL

TR

"®

BT 3OR AR R ECIRE, VIAAR IR B0 & Mtoken, R HITHRE
NIRRT SIRE

B 5

P (@ i

P TR B — AR R, MIAGHR RS 8 — M oken, RN VIR T BN 5
A AR

fork (u,v)

Py

fork (u, v) Pw
2
)2

ARIT 0 N fork A, IR BN i py 42 7 2 Rt 7 fork i 5 0 i R T2 AUIR A,
Jei R 7R BT po 32 7R B Rt for kA (R I 4R A2 I FUIRAS, S5 4R IR Fp 0 R R ety
e R

join (u,v)

P

join (u, v) Py
h
P>

AL 0k N joindS A, JET IR T p 2 7n L Fitu T joindf A R T 3R #2 R OIR S,
HTORE 4R R RV S AOCIR A 5 478 BT p, AR Ee Rt join 8 45 145 4%
FEHITUIRE

acq (u,1)

P

acq (u, 1) P
ll
P

ARIT 4 0] BN B IR acqi AR, IR IR I p R SRt acq i 5 K] AT B 42 1
TR, WK IR Frp AR BN B T R 178 Fpp R s 2R P acq B AF ) Js 4k P2l

rel (u,l)

Py

rel (u, 1) P
4
P2

AT R B G I relBRAE, FLRT IR R T, R 2 P re l B AF O B IR 45 Il VR
A G AR p, N R u T rel B4 1 I G 3 HITOIR A, J5 4RI iTp a7 Bt
bop Y

rd (u, x)

P

rd (LI, X) var: x
@
P2

ARIT 0k WA AR R (R AR AR, JL RO BT p, A B Rt P i B A 1) i R 4%
IR J5 AR BT p, 8 n e Pz B AR 5 QR RTINS, 20 (0 ) el 2R
R — A AR, AN E T Petri P T ER, (U RAE IR AT T A
AR B R

wr (i, x)

AT a0k WAL AR R (K AR AR, JLRTOR P JTp R n B feu Pz AR IR T JR 52
IR, J5 4R JTpp 2R SRt T %R R (R 4R P2 BIATIR A 2000 o R 4R
e — AN ICEAR R, A E T Petri M G R, DU KA BLEAF AT T 264
At K TR AE

stop (u)

P
wr (u, x) var: x
C3@
P>
Pi

stop (u)
tl

P>

AR 0F 2 TR IO 2 1 TARAE, JETT IR T p 2278 G Rt T A2 45 R 1R T K42
TURES: J5 AR Tp AR SR T 2B AT B G R IRIR S

i LRI T, AR 138 Petri 2 HRR R (0 L — I8 AT HULHZ A3 2, (HE PR T JRREF 2 DA F T
ITEAE RS, SUILR I, BEARREAS BRI RE PP s AT Pt v, AN R SR (R B R HER AE0 ] — 00k A 18] 52 1) 56 J It
e, (ERRAEIZAT HUL K Petri WASEIRYIN - B0A 5 E XA PR MO .
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PSR EAIEL 2 i Petri W R B, OG5 lock X N HTBEDE BT prock H AN G DRARIE 101 19 1m0, EATHI R —Flip
FEGER, TR T 2 FA ] (T AT AR 91— T SORARIT 10 S0 51, XA LR threaA B /G RAFHOG
lock WIAE AR, T — Bl 5502 ARIT 15y Je 510k, XNV ALLRE threaB ¥ SE3RAFHON B lock AL HARR UL, 2419
RGAEYIIIRE AT 5 AT A1 1001, )5, Petri IYRIBRIRN M = { p3, pao, PBos Piock ) TR, 4 14 SE40AT
U453 B H IR AT AT AL P A o, BRI RERRIB AT B A 1o SEHAT, WIAF RS — AT R IT 07 =
to1tatpote1 teatB3taolar taalastalalste , EXT AL 3 FFIOREFIBATHIIL. AR, & 1 KIS AT PUL A Al A B 56 4, K 3
AR 7. AT AR A T K SE 4, 35T R A B M RETTAS Petri 4 734 T HAS AN FIPAT 5 R I AR B
G ERAE )T REF I A R AR EATAL I, BEA T RE I A AL AR 1S A O A YRR B B HE B a4

%3 FEF Program 1 15— N ERVERAT 751

75 FLFE Zk Fithread A ZFithreadB
1 6: wr(mainThread, flag)
2 27: fork(mainThread, threadA)
3 28: fork(mainThread, threadB)
4 18: acq(threadB, lock)
5 19: rd(threadB, flag)
6 20: rel(threadB, lock)
7 22: wr(threadB, x)
8 9: wr(threadA, x)
9 10: acq(threadA, lock)
10 11: wr(threadA, flag)
11 12: rel(threadA, lock)
12 29: join(mainThread, threadA)
13 30: join(mainThread, threadB)
14 31: rd(mainThread, x)
15 32: stop(mainThread)

3 ET Petri MR HBERIEZ SN

FERTMNEFE 7 rh R LS AR RS /5 S AR IR AR 56 4, S BR SUT 20 BT AR T2 4 Petri P AEAY
IXPHAN IR AT I (R AT 18] 2 75 A I R BRI T, 7RI % Petri W23 B L2 vh, Petri 1) JT AR B O] DURARIE 2 [ 2
AR R AR AR, ik, ASCKHET Petri W[ ITHEATFE P8 FE B S5 4 MO DN, Petri R ITHIARZE T
WAL R R GEAT A HEAT 23 b, T T ] S/ R AH DG E A, B8 22 9 7% L SCHR [24,26,30].

e, BT AR N = (PT;F) THAT & Liy,y e PUT , FAEERIT e e T 1N £pA@¢,y) € F*A
(t',y) e F* (4, FPHRICR F I E RALES ), WKy Sy wpse, idfEyvdy s 3 (vn,y) e FFURR y 5y HAT
RIRKR, IWEy <y ; F0))EF AGY) & (F D" A-O#y), WER y Sy 38k, ie/Eylly . B, 35 2K 2 F11
token, FHIAE—AM, WIRATE tpottar~ tolltao FFERA, WA B B 5 H G RIGE IR N B IR5E, U 14, .

HYBL R (AR ST H B (4 5 S SOk [25] AN SCHR [25] Bk Vb e B: b |< 1, IREIRS M A R b2, A
SCAVEAR T A AEAE I SR) AN =04l ON = (B,E;G), 24'h B WIEFTHE, NHR&4E; E AT 4, R
8, EAIL () Vb e B: bl < 1;(2) G'N (G = ¢, BIMFAEG M, (3) Vy e BUE : —(y#y), BINHFATEAE HIR5E,
(4) Yy e BUE, 545 {xlx e BUE A(x,y) € G T VA FRIF, BIME =W A I AT 9K s A BRIK.

Petri [ Ji& T FH L BRI 3 R 4547 0 BOFE A JBAR G R - T H B0 o ) — AN HEAEROR Petri W R G FaANARIT
(K1 UBAT, FH L R () — N SRR I R GEIEAT i B KI5 token, HH I IR 1) 9 D6 28 H LA Z20 i R 4y Petri
P AR SE BAT ST token (R FERT= A5 0L, Petri FIHIAAFR N T 1854 token 43 Bl B H L9 o — AN AT AT IR 1 4%
PR, 3 v I gt 2 P 2 Petri IR IK)— AT BRIETF. b, 715 BUSShR A AN BREE, 19 05 Y IR bR 25 a2
LI P22 AP — TD, 1 AT A RIRR S 1% AT BRI I Petri 19 28 46 v BT 5 AR IE T AU 1D, AUAAER 7R
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(R E AR Petri [ TFAh, — T o KRNI X [e] - [ef | (ehe) € G)  JR ML XY B Petri 19
AT U IHIRIRZS T [e] 44 BAA 105 Petei 19 R GERR UL 7 J6F o o M B 6oL
S CVLAE 2 R T X O R, R e A INT 40P, 0, B 3 2 th OB — A UMY, e T L
HAE 2 o Petri 170,

Po @
L ]n
P @

B3 2 R Petri WIARAL R T
STk [30] TR, X TATR —/NE S Petri WRSE, 1T LAAAIE — AN KR 19 HH B ke 20 18 X R Se 10947 24, FRiz
HUBLR by J5i Petri (14 B 5 43 T 904n, P& 3 JT7 18] Petri T A, AT B b 45 I A 5E B0 (o, 1}, BRIV IR
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Petri F IR LERR IR pos Proci) - T eq F eq3 XTI JR Petri W HIARIT 150 BRI F AT, BAKTT 5, eq XTAY
BB lock SeAZAEE LR threadB. JEFZALLALLFE thread A X 37 50 F tgo (KRBT, 1M e3 XTI lock St A4
ZFE thread A JEFZAUEE LRFE threadB IX—3 50 N tgo MI—KHUT. K1 ¢~ cian Cras Coo Al a5 BIXT IV 5L Petri ]
FETF proex T I—A token. ¢ R AE Petri BIATIEAR IR T proer T token, cjy MR lock S4B 45 £ 72
threadB. JE A4 L6FE thread A IX—3 50 N BURETBURAE 15, AT TEEEIE F=2E 1 proek I token, R ZBBITT1S. 5
1 ey SIS lock SEFAR LR FE threadB. JE AN 2R FE threadA 1IX—37 50T, ZiFE threadB X748 & x S #4E
tgy FI—IXPAT. T lock SIS LeFE thread A JEIZ LA L6FE threadB IX—34 50 5 AT MBS A 8 BT T4 e
E’J@Eﬁﬁf&%m‘% €8 Zﬁﬁ u%é‘iﬁ‘ﬁgﬁ‘, %ﬁl?%f”rﬁ’])%%ﬂ@ﬂ%ﬂ {624,625,613,67}'§$1LI‘ €17 E/J}%ELBM%E {sz, €23, Cy5,
ey X R Petri W11 [ —ANFR IR { P Procks Paas D3} -

Fiff ey MLEFE threadB X AR i x (M) EHEAE tg5 —IKPIT, Tl ez W LEFE thread A X8 x )5 #4E
tao BI—RPAT. 7RI 3 R TTH, PR AL esllen, PINFERA IR GR, IXEWRHE IR Petri 1 AST 153 5 ta0
TEIER AT RE, KRR R T X T & x — A5 P 5, JRRI—/METE 5 5 4 .

AL Petri W JE TT (M S35 AT 2 B, ASCEE T Bsparza 55 ATESCHR [30] A48t (1) )@ IT 7 AT T IR 2 LR FE A2 )7
Petri PR RRETT, BAR R TTHE ILEE | 7R St FR b, S5 F A SCAR BI1W Petri PUBEIGH AL 1-safe 145, 1M
HASCHB AT EAENE (BESE) §AE L B 1 IR IRF AN, A% SO UG BTG 75 2 £ 7 vE T
SCHR [30] 45 H B R FFELVEAT Ttk ge i, BARALHE I 4E: (1) L AEBA AL R < X R BNy @ b =2k
(R (2) FIRP IR R < B PLSE AB P i N e; (3) AR A A5 B BCAIINT e S 75 b a4,

Bk 1. 32 1-safe MR Petri MBI I HIL.

N R FPAsAT P Z 2 Y Petri W X = (P T F, My);

Bt Petri AR (2 JF r = (ON, k), 'L ON = (B,E;G) Je— N HBUM, b /2 ON IR 44/ S0k st 21 2 v 2 B/
IR AL

IR

1.B:=0,E=0,G:=@

2. FOREACH (p e P)

3. IF(My(p)#0)

4. ] B I —ANF 4 AE b, F4 h(b) = p;

5. VFECAHT I I B (MRIEY ARG PE, GAMEIEY R — At <, B>, ihreT, B.CB B h(B)="t;
6. FIMEAHRIT A 5E S Cur-Off h @5

7.WHILE (PE £ ) {

8. {E PE FIERY B <1, B, > IR INIIFF e :=< 1, B, > $E[HUEE 3 0w LK R < B/
9. fEETHRINGELE e, L h(e):=t, G:=GU(<b,e>|beB,};

10. FOREACH (per*)

11. 7] B RIS 44 b, 4 h(b) :=p; G:=GU{<e,b>};

12 M PE B <2, B, >;

12.  IF (e N2 1)

13. ARABHR NI 454 b FF S 508 o (k™ e S & PE

14. ELSE

15. 7] cut-off FEHINFEAF: e
16. }//WHILE
17. RETURN 7 = (ON,h), 241 ON = (B, E;G)

5 L3 Petri W (1 FETTRERE R, Do (T BEAT 2o 58 Sreril, X TR E AR B S F A 2 S HORR I
P HAB RS A, AR5 IR 285 (5 5 S 2 TR A5 A AR A — ML AR R B S /'S 5 b R AL,
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OBy R R A R A S Y A PR Pt W JRE T 10— ST ER, AT 2R NS I A SR R e — M AR R Bl 2
e, FRHOWIZHAE TG AEBEIN Petri I EITATEE, nC 20— NVUJC4l DR_ON = (B, E';G',/), 4 (B, E";F') }
T HT AT MR LI, A R 2N 4 A P8 T A AR IT WS BIUEREF Petri WUBERY i —ANBIOT S BT« 3 UK
AP T R A AT S5 bR 4L

LAEL 3 i Petri 9 JEFT R, 443 B ey FERLIZ] esller, I, AT T HE 4 P Petri W REIF AT (h
TIAEREE, B4 T AT RO R IO R, RN I T IS AR ), B M L 2 TR R
Program 1 W AE7E M 53 5.2

g !
e OX,

wr(mainThread, flag)

e P threadA

e

7 7,: 33; Pao
@ P / wr(threadA, x)

t
fork(mainThread, threadB) /’ "

fork(mainThread, threadA)

threadB
Mt

K4  Program 1 "B /EEUH 524 FTAEBEI Petri P RETTHT 28

4 ETHMRAMBHBIERZSFER

552 P E WP IS AT HE 20 T 1R 2 ) s mi s s 4 tH LS 5 1 R 2P JRUiE, Ll wait. notify. suspend.
LockSupport.park 55, 1X 76 7] fig 2 BHT 15 Petri PUBLAY [ AT PATARIE 5241 b B B G SRR TR 3 vh eV A T Ik 4 A
73, 30 25 T B LR SE AR R, RIS, BT Petri B REFF AT R & T # /NS TEEERE T4 07 AR AR
PN B ARR AR R A, ATIGHR M4 s IR 7 I8 AT (0 — il s 1 T 32, DA SR o 7 0 B5Hfs e 4, AR AT
R B gk 4 7 A LS IR I A .

Sk, 1 SERt B AR R A T A 0 B Petri PR FFRTSIAT 40T, VBT L AN BN S A
PR, HARWLEE 2, BEAS AR, JE TR U o0t SCIBEAE — AN BN G HLIGHIT B K 45 A1 2 BT A SR ) A S AN B0 5
RATAA T HPIRZS, $RBNXLESAR RIS, AU AR R T 10 5 4k 75 RO X A0S S AT P EeAs, — BLRF 24
W G BV E R I A — IR U MK SR8 1D 18I0 B B B4R E e H1 B A, HARE 2 WLk 1. 830925 2 1R [a)
A RE N O(Locks| X (1B'|+1E’])), 4 |Locks| 84 5 4t B Petri P J& 17 2% LK BN S 80, |BY| A TiTEs
AR, |E/| i AR AL
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LA 4 Bros R TFRTZE 0], 2 AL T — AN 5 lock, 11 HaZx GANEPAT RIE 5, N HIZANES T 26
2 threadB, # lock IFZREL LT K 6(lock) =< threadB > .

Bk 2. A EHE S S BTN Petri W JRIT AT SN SIS R4,

BN HABAE R SE 4 PEBETY Petri (R IT TS DR_ON = (B'.E":G',h');
Bt FETT AR P M BLA BN RIS S LockSet, Lh e — AN A LR RN SR E — MR KRR 26 .

IR

1. 7E DR_ON 1 F-4RHTIR T 22 H 2'(e) XN — NN G AT x, 1P ANEES C_Lock;
2. FOREACH (c € C_Lock) {

W 0 A h'(c) BTst I8 %1 1D;

4. YlEs(0) I—AZEPH;

5. WHILE (c {£ DR_ON AEAE JG 46715 1) {

6. i e N ¢ BIJEARERAE, 0 #nrireaain(€) N h'(e) BTN N ERVEF R AL 1D;

7

8

9

W

IF(h'(e) & — AR 4 o RIBIRIURTE){

24 65(0) 1= 6(0) 0 #rieaain (€) , T o FTRJTH FIPFEERAE;

BEE ¢ N e MBEMEMET (ZEIEME—, BOARANMIERIEEE B WA — MBI E T R 46);
10. }
11.  ELSEIF (h'(e) /&M X 5 o MBI BEE1E)
12. BEIN R'(e) S — AN IRCIRAS R BRI — AN SRR T A SR 4R 451, & o A R IR TR R (9 45 1F
13.  ELSEIF (h'(e) /& —MEFEH) fork. join BY stop B, BiE & F- L A i B 44F)
14. BRI R'(e) B 4K PRI A7 AR — AN PR TR 2L #rireaarn (€) FOTEBIAVIRAS, FE ¢ iz e Bt B AR 4511
15. } //WHILE
16. BN o JEANES LockSet, 1 RIIFEF I 5(0) B by I LR 51;
17. }//FOREACH
18. RETURN LockSet 15 &5 6 .

BEAN, SE T2 Se 4 A1 BE Y Petri PR TT TR, A EERFRHULE AN N 4 AR T th ke, 1 I 3EAN TR, 2 A8 AE
Bt 64 (R R AR (B 2 AN SRR B JLIR B/ B RN L AR I 2R T b 9E). LU 4 S, w8 70 0 56 455 R
FH ey 5 ey AL x IEHRAEM S, 8 PIiTEAMERINEA 170 A0 R A% thread A XF x 15 m=1 K5
1B+ Z&F% threadB XJ x (M2 n=1 IXSH#AE.

RSB G IRLTRIT Y 6, UL B w4 A B B (R BEEEAR 4 R ¢ 28 m U LA
xS R 6 5 0 YO x B S ERERR) S5, 25T CalFuzzer sk MM ) 2 R R 17 8 R 1 &
TRRIBAT IR, AT T AR TP an ™ U SR P A T 72

o PHREMEIN Rule 1. B4 H EFE ¢ SHIXPATHIN B lock BIBRIBARAERE, 73 W1T 3 R oL,

(1) 4 lock WMIFZBULREFFH1 6(lock) T AE=S . HZB SR lock IR ¢ AN 6(lock) I JCE, WITE CalFuzzer
FEAE) lockBefore #R %02 L1 BHEELFE ¢, B M lock SRIRIY— /> FH FE LR ith.

(2) # lock WIHRALEEFE T F S(lock) MATAEZS . H 243K lock HIZEFE ¢ 42 6(lock) IET TG 5, W H BT 18
WAUEEAE, J14E CalFuzzer $24L1K) lockAfter B8 %42 O P IS 6(lock) ¥ 1 TG 2%, FRiliId Calfuzzer 1Y) unblock pF %M
P Wi R R 15 ) dock i 10 T 40k BELZE (1) &8-S 2 2.

(3) #7 lock WIRALFLE T 5(lock) 2411 4 %5, WAE CalFuzzer $24t [ lockBefore pf iz 171 Hp BH 28 2238 3R U8
lock [RIZEFE.

PAFEST Program 1 A, 4% B 4 R IF RIS S H B FE T 714 8(lock) =< threadB > . T B B &
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Program 1 [FJIZ4T I, 47 threadA B 56223 3KE lock, WINIE T block pRETPH FELEFE thread A; 5 BT IR =R lock
M FE 2 threadB, WK lock #2445 threadB, JEMHI R 6(lock) (AT 6%« T H oG5S 4 threadA 15 5622 iA 3k L
lock % BELFE, i threadB 2 J& 223K I lock, TG lock 2 A4y threadB FHMHBR S(lock) ¥ 15 TG 3 J , 30 IV M i 4t FHL
FEMMLLFE threadA.

o VHEERIN Rule 2. 4ZF2 ¢ SEARPAT TR L 56 406 B R L 248 5 x ()50 m IR/ B I, 7F CalFuzzer $2
A writeBefore pRAZLEE I A PHZEZ LR FE, FIRT AR & ¢ x N true; MM, Y ¢, ZRPATHEAE BR324 60 N 1)
X EAR T x AR n IR/ SN, #E CalFuzzer 3L writeBefore bR U I W BH ZEZ 26 R, RIS W E B H 1, x N
true. —H. #;_x Fl 1,_x 384 true, WPELHIX 2 AN LA TS0 S #AETE Calfuzzer (1B R RN AT T AT HATIRES,
Hdh S g I AT,

PLHTSC Program 1 94, &34 T Calfuzzer M FE AT W ELIZAT I, JRURFE P DAR s ie 3R 1 Blikiz
AT, H IR LR B S U S AT 3 4 77 IR 85 P B it e ¢ 4 VB LR TRAV VAR L (0 0 s S R B W R TR R Y
&, X R EE L R R 1 IR GRS AT I R 2 B, 1M B FastTrack!”, VerifiedFT! V454% 45 (15l 24 20 Wy 1512
W oS el ESIREA

* 4 TP Program 1 f— A5 55 4 R 72

hiac] ek LA B AT T I CalFuzzer ) T T it
writeBefore: T T il

1 6: wr(mainThread, flag)
writeAfter: JG Tl

2 27: fork(mainThread, threadA) startBefore: Jo T
3 28: fork(mainThread, threadB) startBefore: G+l

writeBefore: (1) Bl ZEthreadA; (2) ¥ EthreadA_ xHtrue;

4 9: wr(threadA, x)
writeAfter: 75T
lockBefore: TG T
5 18: acq(threadB, ockBefore: £ F
lock) lockAfter: I 6(lock) 1975 763
readBefore: T il
6 19: rd(threadB, flag)
readAfter: 5Tl
7 20: rel(threadB, lock)

unlockA fter: J& T
writeBefore: (1) Bl #&threadB; (2) ¥ & threadB_ x Htrue;
8 (3) FlthreadA_ x5threadB_ x[FII Htrue, fite, Hes
FT0S R 28 94T 45 B 224 T RIS A7 AE il 5 4
22: wr(threadB, x)

I, B I, AR SCHT R B S 4 RS RN FE T VR — AN P B B s SR g e A O, S AT YRR
FP 2 K58 1 BB, Jlid CalFuzzer™ ok RoadRunner™ 5 FE 3 ia 17 BRI T &5 AR AP 1 WIS AT I 7= 2E I8 AT Bk,
FTE A YGBAT X MW AR 7 Petri IBLRL, FR65 B Petri I 1) B TF- 43 T A2 17 P 9 A6 R 550808 56 A, BRI AN 24
it 8 0T N TR B0 A A RE 7 51 L R B Se 4 A BAE R 38 2 BB, dlid CalFuzzer B HARFE P 3280 1A
B, TR B AR E B AR SR B S RN, BAT R 10T R4, LAt SRR ECHs 5 4+ (W FE . SR, A% BT A
0, B R A — AR Rl — AN AR . [ — A SR g, AT UOR RS AT T AR T T B S A AN
[F 1R ID. 42 JEAS ™5 J7 VL b AT 2000 3 4 S P T £ 2 BEAE R — X R AN ] ID IR ST RS O &R R o7 2 T
(1) BREEFE ID (WA NS, PRI AT IR — AN B Bl MR R AR 2 2R R, itk ny 37 LR FR 2 (¥ 1D hf BV 2%
Z. b, RMEAE PR IR R FR P47 oy, R 2ARAK S B 1 F R H1 2 — S50, Rkt ] AR X 482572 1D 2 )
G —— W OC R, R TE L, R SN TR R B R AR 51 O] v HADZR TR 1D 2 [A) [0 NG R, ]
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SERRERE ID Z B[ —— X N (2) t T REN AR R 00 G712 — S0, g el AR S B0 5 1D 22 1)
(KIRF NER 2R 5 (3) REAS LA MY 7 (RI3E AR By A — B, He bt ] DG 2L 5 AR 1D Z () (K —— RS,

5 RERFSSWITE

51 BERRZK

FET Java ZEFERETE 3R TFEE & CalFuzzer®™ BT R 7 H N (150 3% 40 Zh AR DA T8 T H. 3L 1%
TH, HP RFEmA— N2 87, TRMESIAMH CalFuzzer AT FAER A sh A RINBERI L 7 10 IS 4T Pk,
25 MR R SR M B R SRR P ) Petri RIS, FEELT Petri W R FFSLVEXT AR Petri WAL vp 28 55 1R ¥ A6 508 5
e REATRII, X RN AE B 5 A AT DY 1) Petri R TF TR B0, AR PE S5 AN AE B 55 4 XN 1K) Petri M JiE
FFRTZR, Az OB G AL T2 3 5 VR RR P I3 AT R B 5 %, kT, A CalFuzzer 1 & $2 {1 1] writeBefore.
writeAfter. readBefore. readAfter. startBefore. startAfter. lockBefore. lockAfter. unlockAfter %5 pd ¥/ TRE P
AT T FE RN ES i 5 (R . PO R R R 2R R AT S 2 W8 5. 6L 6 P,

Petri %] Petri MIRETT | |Hudf 32 57
A5 !
S — |
S be
T T T
[ LI [
Ko TR et 75 5
7 Petri [ 8L A1 33 - B R AT
4 ™ e Todl 55 700 B2 0T | P ﬁ ‘\/‘ -
JEE Petri P57 T #\—% ] %Eﬁi ‘1
1
LR EA AR LRAR A R
g || T
il | | e | ||
=

(SIRI€ TR Rl ESE RiEVERICE S L)

Petri Net Unfolding DataRace 01

Dt 01
i wite et esthee ol
el wite st et o
s atrer T

e ' 1?‘-
(a) Petril (b) JEIT () — X Hudfs e 4
6 JRIERGIEAT S

JRH RGN Gy A LA BB TR SR TR 3 305 (W 5 JoR). Bz ARl =2 236+
CalFuzzer W& APl SEHL: RS FEFAHM BB, A SOOT 43 B A5 OB e 10 15, 78 55 9 RAHSG I 1B A Ak
N[BT B E, 7E— RIS T Pl 9 22 LR RE A AT IN AR SR B A AR et T BE PR, B0 BB E R 2
P se 4, W L JRBASE 4 0 M 245 B R B A LA 3 AT R P I B LA TR 0l 3 4. v 1) J2 ok Bt SE 4 0 i
JZ, BTSRRI AT P SE AR (0 Petri PRI, JFRE 5095 1 XFEIT (9 Petri WBEIYBEAT RETT Hidls
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SE S o M HAR I LY Petri WASERL (K R TF /0 Wi 5 o 58 A IV £E 20 5 4, WG — M EER ST bl — A
JEFFATEE, FrAR LT BN G AR 5 AR B0 4 I N R B 7 R e, 46 T 45 R s 3R
e trifss. B RN RETMZ, 18P R RIZIR S SR Petri AT, Petri MBI RETF . FrRm 2 1945
5 5 4 6 N (¥ Petri PRETTRITEE, RIS 45 H Kb 55 4 40 (&l 6 ).

6 25 H PR FIT BRI R GR35 43 S AR I, B 6(a) SR ARME FE P 18 AT PO IR AR 2R 1) 2 R FEFE T Petri
P, 5] 6(b) 4 Petri M EFF IR ST, K 6(c) R T — MNIETEEE 564 X0 11 Petri 199 Ji& S 1T 5 RN 450405 5 4 A0 1
59 1K 6(c) I R 15 & Thread 1 write test/TestRace. java#41 address=4294967299(22) #7~{UHE TestRace.java
FE 41 4T 22 FULRFE 1 bty 4294967299 I3 548 i x 'S4, 51009 49 17 26 B 26FE 2 hiZdL =R ME
B EAAAE SR 52 4.

5.2 LWIFESHEXTIERR

ARG TAE LU 5, 28 2 W45 & F2)F Program 1 I EEEH T A SO/ 2AH L VerifiedFT 5548 ML) A& 4 H7
Ji AR, BIARSC 7 vk BUR R R — I8 AT U2 15 2R T 14 Petrd PR, (R IXAMBIZY W] LIRS 2 498751
FRPPABAT NI, T T A B 32 4 (IR RIS, S LA, th T3l a4 BB R 7 i AT U A T IR A
N, T 5 HE I SR T R R AT R A LARA, R R A T R RERR A S B S A, BRSO AR N 1)
HHE 5 SR DN B AT REAT AL — AR, AR AR ZR AT IR T B R PR AT B AR I B SR 1 . BRI A, S5
CalFuzzer #AFF- & VI A TFIZ A Java 226 FEF P92 BIEAT T SE56 PPAGRIXS b, SCB60) bl 45 L3 S.

RS HE s AR 45

SRR U NETION . . N CalFuzzerE il J7 %
TR 584 4&1:/&1”?;2%5’] Calﬁzg;fﬁ?zz:%}g%lgfialymﬁ VEIBAT HybridAnalysis+
M w5 & e T8 (s) Racefuzzer(l) HLIRIZAT I [A] (s)
Testl 3 oAk Tel AR 4 22
Test2 0 ImIRAIR TR LR 3.1 1.1

MR R CRUGEAT K,

Test3 3 RERRGH ST IR, g 32 21
Tesd 6 iR 1 MR R s TR 42

FEAT BN BACE AT A D), B
Tests 0 AN DR B 31 13
A W R AR L UOZ AT K,

Testo 3 JhHATE BRI, L 2!

Test7 0 JoidRAniRIR TR AR 3 1.3

Tests 0 JlRIRAIEN TR AR 10 3

Test9 0 JoldAniRdik JoaR AN R 6.4 2.1
B R AR OF AT K,

Testl0 3 IRIATHR BRI MRS A, Tl Y 3
[ i B R AR R OB AT K,

Testll 3 LlALANR EATUCE RS, L ¢ 23
N i B R AR OR R AT R K,

Testl2 2 FlwiRiR SEATUHCH B WA /), T 5 10 1
i B R — R e R R B IR (FOE

ARSI GEATUCHOIN GRS N ATRR K, SEAT U IR EH D). .

Programl /). BB R A D 4 A B 1 R B3 O N R P2 AN TR
PR AN, TCIRIR JoiRR

X FFEF 5L Testl, HFFRFHAAZEBS BB 54, TR — AR BTHE R ¥ 68 20 HFR) P R A7 7E
I EHE 7 G, WA ST VA CalFuzzer HAE K1 3E T HybridAnalysis 55 RaceFuzzer FIEE I 77 ik Re 5244 |
YRS (AR R P (K B 5 S i [ 6F TR P 52491 Test3—6. Test10—12, FE P sRAFLE BN 5 1) 35 45 52 R 1K IF
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BAE SR, AT IS AT PUL e L IR (800 SE BB, oA AISA TR WIJEVE B L. BRI, CalFuzzer
AR B TR T B2 UIBAT S 0 T 2 A AT I U5 R S8 B RGN H R A A PR B S A (SRR, FRLIK
BT 2 MBI, 24T 3 U LA RERIN L AT TR B 5240, 1A SCRT iR 7 ik A /i 2 T 4k as A T ket vl
AETF A LRSI, BATAEFTIRIRILG; LR AP SE B A G AT Al sE BB, P AR ot eAh, th A
SCITHEM CalFuzzer R T3 EIREAT T 5 584 J, WOBA AORE > SE 1 B0 B R AR

M TR BESR A, A SR SR 4 5 S AGH 7 32 PR I RIS FE K 20 00 R i T CalFuzzer HHAERGITT i, JA £E
TARIAZHR R Petri WL R BEZE 5 2 40 AT UL, XF 1% Petri W HEAT JEE TT I8 ¥ 43 THAE 57 2 I a). i H., 72
JP AR SRR BRI RAT N, A SO A RGN (B DG BEAT I IR, vt 1 AN L) 24> 2 2
REFPSE AT T PERE DN, FA 55, R NI BB N A AT G 45, 0B P B0l AT SRR A
FETH, AR5 AN N2 R, U4 R A 6. eIk ah SR T L, R H U I, AT 7576 B EEB i 1
AERBL, (E LR RGNS 10 S LAEI, B A7 I (8] & AR EOE s 0, IX EZHE T Petri W) FETT RS (1 PR 411
A AN, TR 1] FR 458 R 7 R (R 4 A2 AR B ) 2>

K6 Petri M EFFIITERE IR 45 R
R LS AT R P 3is £ S Mg BATIE (ms)

2 16 14 20 15 0 6

4 42 38 142 113 5 101

6 68 62 821 654 17 250
8 94 86 86 3490 321 2293
10 120 110 22176 17557 1793 13988
12 146 134 107556 85015 9217 216820

FEXS K IR B R e AT Bl e SR DI, D3RR, — D ATREMI T E I 56 T lockset 5203 iy {ELZ HEM
PEASL K T7 32 WA AE RO SE 4, ARV, DARE LV 7E IR B SE 4 o0 52, A7 B PE REAT R Petri IR (1 i
TFAEE 24 Rl SR b, SR [26] 312 HEH Petri 194 J 1] & T 532 m] F T ke bt . ANId, SCRR [26] K¢ Petri %)
(¥ 52 o I I T RE 7 IR 25 0, AR R PPV i A R PP 1) Pete RS L 336 170 i Bl 5 17 o T AL ek 5 . (HL
2, AP A - AR AR AR S KL AR R S AR, R AT BN P R, T L, S T
FE R P20 A7 I8 R REAEAE R0 ) R, R . R 8 AR D, AR R 23K AN S0 10 55 3R [26] T 7%
BEATH 7, AR RBCR K R I PR IR AR R,

I, AR U B 58 R 7 i e s A7 AR K 8 IR TE RO A7 B, T AS SCOT VA P A 50 58 S BRI Petri
W0 JE T 1T 28 T BB R B b e B 1) A A3 st i L, AR A Petri 9 RETT T 28T DAY R b AT )R (K FE 38, LA
PEORAE VS AE R 58 4 (RS, AN, ASOEMAFAEIR Z AL, LU, ARSORTFEE wait. notify 558060 £l 52 4l
A BEHY ARSI 1) HLAt )20 Jid i

6 BESS

ASCHR T TS Petri W & T (1 2 Lo R Py 2cdla 3 PGl AN s vk, HL R Z I b AR Gl s
oG, MR P BB AT PR 1K) 73 A AR P 1) Petri IR IR, A2 R0 B ply B — I8 AT JUB 2 A 21, (HA] REFE &R
LA IORE Y P PRAT S 13 910, AT AT B AL A 8l 56 4 s AR T ik I AR 2, R R e (1 5k 5 S AGl
) U 45 g Petri ol A58 70 r S 2 A B 3 5 /65 5 B A 1) O R R AR RO I, (5 )y Petri I RETT BOAR SE B T R b il
TERHR SE 4 IR D doe ), BT 2NV FE B 56 4 P BE 1Y Petri 190 J& TFHT R4S th T W FE 508 5 4 (K e 42, I LA
B HER, (58 CalFuzzer & SEBL T #5540 FLIE, ORUE T 20 58 Al FUSE R, BhAh, A EL B SE 4 IR i K
DTTEENTE, ASCALI BT 8-S AT P N Petri WY, TXAT R0 T 1n PR S 2% 2, i HL R PRALE K 58 4 A
I ESI . M LA S B 58 4 sh A TN 5, A SO I8 AT PUBFZ 43 2K Petri WIRI AT LIZE 5 2 5%
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3742 AR 2023 FF 34 5% 8 &

AN RIS AT P, RT LA B 58 S 1R IR 52

AL, HATE T B RAAE T 2 AL, Fln, ASORSJE wait. notify 55065 4 56 4400 I AT e K 2 M 1) 24
A1) 28 i, 0 KU P AT 2 B e (R PR BEAT A AL 48 BRAR, FEEAT Hodla 38 BN R v, R/ A2 20N P
0L T PTREH AL JL—, BT IIRE P A 5 A7 AE L, (R IO R 2 AE il 5 175 JE =, B I RE o A 5 ANA
FEGEA, AR I AR A 58 o2 — R, U AR STE R PP BE M T S A T e S BUEEt. Bk wh
T DLt 2 T BRI 58 4 S (K SR, A A5 A T2 W AE K 56 4 (R 0 D B3 i, AT LAAE BRS F)  ft
5 W ZEA K B A Ay 422 B3 AT SRS T, — ELAS TS SR R A, It 24 I P R AR DG I A i A IR
1753 A, BT HEB 2B AR, 48 e 0T e I S IR e sl 16 SR e O ek — 20 I B80dia 5 4 3 A, AHORHIE RS A
JREE T A RETT.
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