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Abstract: Recent studies have shown that adversarial training is an effective method to defend against adversarial example attacks.
However, such robustness comes with a price of a larger generalization gap. To this end, existing endeavors mainly treat each training
example independently, which ignores the geometry relationship between inter-samples and does not take the defending capability to the
full potential. Different from existing works, this study focuses on improving the robustness of the neural network model by aligning the
geometric information of inter-samples to make the feature spatial distribution structure between the natural and adversarial samples is
consistent. Furthermore, a dual-label supervised method is proposed to leverage true and wrong labels of adversarial example to jointly
supervise the adversarial learning process. The characteristics of the dual-label supervised learning method are analyzed and it is tried to
explain the working mechanism of the adversarial example theoretically. The extensive experiments have been conducted on benchmark
datasets, which well demonstrates that the proposed approach effectively improves the robustness of the model and still keeps the
generalization accuracy. Code is available: https://github.com/SkyKuang/DGCAT.

Key words: deep learning; model robustness; adversarial training; geometry constraint; dual label supervised
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CIFAR-10 HHi 4215 A A 52 S PN S5 W 1k VP4 O SEVE BB 45, '8 10 N850, #F 5 ik EIE R 1
Tk AR EAZ . AR S e 1 75k MR AR e URE A, AR5 AR Fe AT AR R S U RE A b i
Wi, K FGSM 1 2 PGD M AL R T Hds, PGD 25K 43 %124 20, 40 F11 100. SZ46 45 BansE 1 fron. wLA
FH], FRUEVZR BRI BGE N EARSFEE R, AR BN Madry J7rvER R H AR & T R A
P, 75 20 20 PGD il NHUAT T 46.4%[07EA 5. LA 093Uk /7 7% TRADES #1 BAT Mt — D427+ 7 B8 (1 & 45
PE, 23 BEAS T 55.7%H1 57.2% IAER . T2 ) DGCAT Sk AR 5 (b vk il 4R T, #ad T il
FEUETTIE, IEE]T 66.3%MIHENT S, A4 Madry J5vE 19.9 AN 4y 4. AHEL T TRADES f BAT, th#lmih Tk
20 10 AN E AL ISR, TSR 100 2P PGD Bl Bk, AN ERIFEEAS T 63. 7% R R, 8l T Bt
LI Sy
# 1 £ CIFAR-10 %4 4 B AL Sk 1 (%)

PGD K
PGD-20 PGD-40 PGD-100

LR TR FGSM My

Standard 95.5 32.7 0.0 0.0 0.0
Madry 86.7 54.2 46.4 46.1 44,7
TRADES 87.4 64.5 55.7 54.1 53.3
BAT 91.1 70.7 57.5 56.3 55.2
DGCAT 90.4 77.1 66.3 64.6 63.7

FESS 3 75 FRATTHE T A 2 0 20t AR (1 i 55 2 10 D IR 2 A v I e 1 I i A LR T /b e R A AT
DR, 7 AR AR DU P B 2 (R R A SRR AT O AR O T RIEIX — 4518, FH LD 1E 2 SR A o 25 A T
AAIRRER, M GE I D) 48 08 T 5D IR AR EAT HE R, SRaG g5 SRR i, BT L1 AR ALAE 20 2P PGD Miihi
ST 57.3%MIERE. AL T A L1 9o Biay, frp v NI, X A0 e T 34T 45 18 1) IE A

BeAh, FATIELE CIFAR-100 $3 45 _LHEAT T A9 525, CIFAR-100 #1145 100 Mg, Hdas 5 ik
WG 175 IR S, BT R2RI4 %, 78 CIFAR-100 b EUESIF I e & FLpki b, Seib sl g
2 Fias. ATCAE i AT 5 TR 1E FGSM IE & PGD Jili T AR T i A 45 3, EhItue iRl st 7 10
AT A p. 1K U BRI SR AE 2 RS (MK T 10) B 4 1 7 4R HL A g o Iy 5 s 12k

%2 CIFAR-100 ¥4k 65 I A 7y £ b (%)

PGD X il;
PGD-20 PGD-40 PGD-100

TSR THEREA S FGSM Bk

Standard 79.1 10.1 0.8 0.3 0.1
Madry 59.1 28.5 23.6 23.1 22.2
TRADES 64.3 32.4 26.2 25.8 24.3
BAT 68.2 60.8 26.7 26.2 25.3
DGCAT 73.1 68.9 37.3 36.1 31.2

N T WU R AL BE F), BR T LE CIFAR 28R4 EdEATINR 2 41, FRATIEAE SVHN i Ekdr T &
HEPEVEAL. SVHN £ — AN 10285 Shrid B £, 5 73 257 sk VI ZR I 1% A0 26 032 5k MR 4. #E SVHN
Bynde b, 3 YGRS AR VIR T BRI BUREA, BIRAIE Kl 4.0/255. 384N S20G 45 R L3R 3. "I LA H:
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FILE T3 HE T 15, BATII T IEA DA T o vy 10 15 R VRV AA S, 100 LA T3 FEAS b [RIRE OR KR 17 0w RORS 2.
XA UEH AT T ik ] Lz AL 2 2 AN Ei 4R, AR I A SO SR A AU BE PR THR L 1) 8 Mk, () It e
LA B SR PR 2 AL fE

%3 {£ SVHN Hudli e BRI G PR (%)

PGD #iti
PGD-20 PGD-40 PGD-100

JiEARE TR FGSM Hili

Standard 97.3 41.1 0.4 0.1 0.0

Madry 93.7 66.5 47.8 47.1 46.3

TRADES 94.3 68.3 52.3 50.9 48.8

BAT 94.1 69.8 53.9 52.7 50.3

DGCAT 96.8 95.9 83.4 80.7 76.7

43 BEWFH

TR DI UE A R AR B G M N M, T U 2R S B 7 VR SR AR A ST R T A I b
P, E B, S UL LU RN )2 0 v A R e P S A M A e M BRI A ) R
A, RJG XS P AR B HARBEAY, 5 T IO TR o & vk, AT T AR

ARBEATE IR — A1 30 I S R 2R R — AN B A S8 1 7 vE 6 Bl kA9 2 A 2. Jir A B R i kP 3l
£=8.0/255, i I\ ¥k )52 8 FGSM FI PGD, s g W3 4. R mr & IRATII 5 VL AE 2 /N R HER R AR 4T
AR m S e, R R AL R B B R A B B O B A RR

R4 REY N AR SR LR b (%)

- 1B AR 4 P AR
TR FGSM PGD-20 FGSM PGD-20
CIFAR-10 88.8 89.4 81.8 76.4
CIFAR-100 67.4 70.3 72.1 64.7

SVHN 85.4 87.3 91.7 79.5

4.4 HELLLE

h T HE— WA SO 7 VR LA AR R s e, R TR R RS EG. h T ARIE T
RSO0 IR A1, BT SRR #RTE CIFAR-10 044k FHEAT, I BT A B T HEX LI S HOR R AL, HAbE S5
AR —EL

(1) JUART 24 SRR AR R0 2 M P 114 5 1

TE I B AN )R 0 U 5 T 3 PR 5 A e SR B UF AR SRt (R LA 2 R T UN R I R 3. w4, W T AR
SRR 7, 25 a) ARdEVIZR(Standard); b) T BEALEE A 6 BTl Zk(Random); ¢) 2T FGSM X i)
SHUIZE(FGSMY); d) FE %48 PGD oo (X il 25 (Madry); e) B2 FH BE B8 20 9 i 4 H 1l 25 (Geometry-D); f)
U T A 8 240 TR R X B0 25 (Geometry-A); g) [R] s48 T I 25 R0 £ 55 24 3K A 5 01 25 (Geometry). 34N sz
iR 5. AR T LG, AT LA 20 A B ARE RL I e kB T I o e ik, R R
I A5 P B 240 TRORTT A 24 R 0 08 B s e, A e — I A R AN B ATk X B TR
Y2 [R) R, o — (B R A I A R R RS A ST AN AR TR LRI SR R, U A AN R A )
JPH 2GRN £ P HAH E INE, RT LURE A S PR LA DGR

AN, MEE A B AR ELA RN, BELE FGSM M P& EIEG AT PR RATN N X2 T
FGSM Zak b4 T 1 IRERFETHEL, /A 3(16), FTLl FGSM IBEEEfE BARXS AT 8, 5 Takdil &, i B ATHI s
RN T I GRag g, RIFEAEH L UGEAR. BT (R BE B 4 R Bl A AR S BRI, W] B S BT A 5T B
FEA L FGSM Bti = AR (0 AL AR A ALL, AT 3 508 28 B8 47 b 48 & FGSM B i S50k 7= AR (W 0 P AR A 2 6 &5
S mT DUE A AUAAS FH BT A5 AT 6 Sl 2k AR B T FGSM Bl B H 3t RIS 21 43.7%, (HXT T8
IR PGD Brili, H&T FGSM [N J5 12 R REAL I 75 1R Y 25 5 1k M B A s R B AR 225 AH i, 2T 5 5 &4 o () A
2 TR R A ) PR T 0 N S A THD e B 50 1 0 SRR N R IS BE 4T
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RS AFXPONARAE A GIER FREEE )

TI AR T A FGSM PGD-20 PGD-40
Standard 95.5 32.7 0.0 0.0
Standard+DL 95.8 714 10.9 2.8
Random 95.4 43.7 0.2 0.0
Random+DL 95.2 79.8 29.2 11.3
FGSM 89.4 98.6 0.4 0.0
FGSM+DL 92.8 95.3 31.8 28.5
Madry 86.7 54.2 46.4 44.7
Madry+DL 85.9 64.7 50.1 48.8
Geometry-D 90.2 89.1 4.9 1.2
Geometry-D+DL 93.4 89.2 45.0 27.2
Geometry-A 91.4 90.8 7.5 15
Geometry-A+DL 94.1 88.5 447 28.8
Geometry 91.5 64.7 37.7 36.6
Geometry+DL 90.4 77.1 66.3 63.7

A G DL AR R AR AR OURR A6 B SR VI

h T HE— 25 0 W LA B B AR I PUAE AN 5 PGD RV S R IR AR AR K X 1, BATTIARAS (7] 77 37
XY AR B 8 ). PGD Al I AS SUR 5 2% bR 57 AE X PUFEAS, TRADES i KL HUBE P~ L ST BikE AR,
Geometry 1 il JUAA B B2 AR X HURE A, SEb 4 LR 6. MR TP B v LUE s LA 38 8O 7= 26 ot ke
AR B ik ) 34T PGD Ml TRADES K4, £, TRADES %1 KL HUE ™ A4 i6 bk A i B fig g 159
5 PGD Jyik. H MBS kG, HT LT 8 WO KL S0 B0 0 k05 75k (0 B 48 5% ) #5 T- 25 T PGD R x}
Prlgr, XULIAERHUillgrr, REA R 4 0 S M AN I T X HU N S5 o BUrE A [ Behi ik 0, w58 2 e T
A B FEAAE B

F 6 ANFFEEAENSPREARNIBTRE T ()

Bl gk FGSM PGD TRADES  Geometry
CIFAR10 771 66.3 68.4 75.1
CIFAR100 68.9 37.3 48.9 56.6

SVHN 95.9 83.4 62.5 87.9

(2) U 25 M v K R 2 8 e 2 ) S

A G5 (1 01 22 009 28 1 5 05 2 A FH S AN B 8 BRI, Dby T 360 U AR SR R 1 U 2880 M B N 4 SV i A 2t
AT b T 22 AN VI b 700 A A ] BRI SRR XUAR 2 N R S e k. 20t 8 L L6 5. /A% n DL 45 )R K
FE TR AL RURR 2 W B SR SRR B RS W DUR B R 2 W B S A R T o bR 2 W B VR T R AR
FEAR AR, B2 BURE A b (5 b 1k AT S 35 P4 TE. X 78 20 UF B T A T4 1R 0Ub 28 M B SV K A
Bk

(3) S HUL oo R AL 5 M P 1) 5

N T ERRR B R, aXt R E R e m, A1 S 8 AN R BT X LSR5, o i iR
PRSI EAE . WE o\ 0.1 ] 0.5, WA FIIE T UM 210 o2 M 1 Bl tE, Sae g Rk 7. St R
D 7 a=0.4 I, A5 IR A 55 U 1 5 e

KT AIE UE T ) E e (%)
ol TR FEA  FGSM PGD-20  PGD-40

0.1 90.6 74.8 60.3 56.1
0.2 90.8 75.4 58.8 54.4
0.3 90.1 76.5 62.5 59.5
0.4 90.4 77.1 66.3 63.7

0.5 90.3 76.8 64.6 61.9
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5 MXIE

51 FE

Sezgedy %5 NIE U G PUREAC — M, R 72 SRR IO EARFEA VR i N 28 AT HIR T S e g 7, i
PRE 5 (05 N A X R A 28 90 2% S0 . AR I MRS R 2 R, R B T e Ty VM kgl iy T
Ferb i i e 10 FGSMUPSII i 55302 A0 PGDMIM il 3. FGSM 5 32 18 AR TRUBR 6 435 L2 A W HRE AR, &8
2 5 P sh v By -3 ds B Bk VE PR B s Ose— AR I, e s R

Xadv=Xnor1+ &SIGN( VXL(F fXnon),Y)) (16)
A (Xnort,Y) A B AR FE AT B FIRRZE; Xagy K0T KT HURE A, Fo i AR, S HCN 0, Lo A8 R K
BB e MBI RN, B Xagy—Xnonllo << & Madry 25 APUHE—2 (03 T FGSM 3%, #iH 7 PGD s i 41
2. PGD it £ 20 i ARBE R 10 7 2 AR BRI FURE AR, & AN S o

Xi= (% 1+ aesign( L(F o(Xi-1),Y))) 17
i, o iERDK, I B R EL xi R IEAR K KIE =AM BiiE A, H HT, PGD J& 4 H &) 12 i Mo 592,

B 7 DL b3 Al 5 U ) AR R A L Mok SVA (A & BGE), BUSENEBLR, 2 Bt A A I R
Bl kP2 w2 NPURE G, ol AN IR A (0 S HURE AR [RTRE TT A e o 2R Bl g AR AR R X A4
Yeti 2 0] LR RH0E B8 1R TRt H AR B R AT SR . A SO AR R DR IEAT T A e B R R e B
W, SEE R, TATI T I RE R A w5 b 9 A0 B SR VR K Bk
5.2 FinBhfE

Bt — ZR A ok e Bt ke, K 6 I S Wt AT 4k B RIE S HE R AR AEI G LB, L tn: Papernot 25 AT
5 I 3 ok e PR R A 1 77 2R B AR A B . Samangouei 25 A PTHR HE IE RO S AT B 1 77 20K B AT
Tritt; Guo %5 N\ PBUE L 38 sk x4 AR A 64T T4 2K 30 B et HORE A 1B R 74 BiE )7, Raghunathan 45 A P91 H T
AIE (K91 AR IR, Al PR TR e 97 B E — 2 PR Bh A (KT AT R UREAS ;. Goodfellow 25 AT T 35 44 fhond il 5
57 A SR . AT IR BOSTG B K 3 907 0 v T G A Ak 7 R TR S TR 1 O N U, A R
I 75 B0 S5 8 2 I A TSI M — A R B A T B TN R B AR TR A IO BRI AR AT U,
AT LA SO WK AR A 1), 0 ()T A e R Akt A T i i FGSMMtel sl PGDM Y3
AR, A58 ok B B B IEAT B ME AR A

EXF LRt b, Zhang 26 NS 1 — Tl i A5 50 i 3 R0 65 B R AR B A 603, ) dv 4% 0 TRADES.
AL TR 2 LR

L(F fXnor1),Y)+ A LP (- Xnort) [P (- Xay)) (18)
Hop, KL KL B %, St S E, T H 0 50 65 0 P RbRAERS B 2 [0 1R P 06 R, Beah, — 2835 B
XTI 507 2 AR 2% i 32 HE e, Waing 26 A POV — Fofr b sl 50 VI 505925 BAT, e 3 ik /) I 30 s 4 s A P 1%
FIARZE AR BEAT S B 2. A SCHE HH— P 58 0UbR 25 I8 7B 1 JL AR £ RO BN R 503, 7RSI Xt T 2 /i
FEUMEXT BTN ZR Tk, SR e AR, FRA T4 1) vk LA B i ) e
5.3 XA RERRE

XHPUREA B SR L% 518 T AR 22 00 93 8 % 30 A ZEHLER O S0 D68R, ] iR X — IR, ok T ISR 4R
RIS, Szegedy 2 APRA L, SFHUREA S i 2l 3 4725 1) R R AR ME R 4, 28 I % AR Ml TR X — IR R PR A
GoodFellow % NPSIEFSTE B, S HUREA S 1w 4 N 23 )R 2 PR PR3 B R, 0 Mlyas 25 N PETINI4R o6 Bk A
S IR R AR AR, A AT THE Aol 2 0 288 2 B (R0 HE 20 O 5 e R R HE AT AR PR AE, Ao 2 I 4 AR ) 55 1
BT TR TC VL2 3] B M MR AT BT I B (1), DRI U S B R L o 25 Y 28 A5 780 2% o) 38 e PR AE, Al mT LA 1)
SHPURE A B ek, AR SO I X XU 25 B SR 0, - R MR R IE AN AR S R MR AE IR, AR SCHR
PR A2 T AR LT b A R 4o 28 D0 8% RO MG 539 1, O 288 M v A o 0 ) 4 A 1Y 22 3] 31 T 5 22 (1) - s PEARRAEE, T



-

&4 & SAFE W14 TUAT 4 Rt i % 1229

PP B I B LR 2% 3] B A b A
6 RESRE

AR SCHE Tl XUbR 28 M 1K) JLART 29 SRR IR B3, 1% 7 V0 5 2 TR 22 I 5% i 24 2 ) R AE 19 )L
G AR, LGS () 2 20 AN A BELY SR, R AORAIE B ARFEAHUS PUREA B AE 20 Al — 2OvE. Jok, JRATTHR
—RIXURR A B R TT R, TR HURE A K BL S bR 28R Moty AR Do s 2 3L [F] B ph 2 b 5 iR ) 25, O3l
LR 2 B SR M 3 M, A RR R BB R T BUREAS AR I N AENLEL. D T S g H B I AT Rt
TAIHE 2 A TR e EEAT TSI b, SEIR S5 SRR AR I I T7 iR AN o 1 A 0 ) 205 A 20 1 45
P, B PRFF TR S Rz AL RE ST, EYAE VS BEORT N RN I, el A AR OV 2 SR

S

3
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