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Adaptive JPEG Reversible Data Hiding Method Based on Pairwise Coefficients

WU Tao-Yu'?, HUANG Fang-Jun'?
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Abstract: Joint photographic experts group (JPEG) is the most widely used image compression format in daily life. Using reversible data
hiding (RDH) technology to authenticate its facticity and integrity is of great significance. This study proposes a new RDH method based
on JPEG image. In the proposed algorithm, the small non-zero alternating current (AC) coefficientsin each 8x8 sub-block of the JPEG
image are paired according to their amplitudes, and a new two-dimensional reversible mapping rule is designed for these paired AC
coefficients to embed information, where the rest large non-zero AC coefficients are used for shifting to make room. Moreover, in order to
further reduce the ineffective shifts of AC coefficients, a new adaptive frequency selection strategy is also proposed. In each sub-block,
the coefficients belonging to different frequency bands are adaptively selected in the embedding process. The experimental results show
that the proposed method is superior to the most advanced methods in terms of the visual quality and increase of file storage size.

Key words: JPEG image; reversible data hiding (RDH); small non-zero AC coefficient pairing; adaptivefrequency selection
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AN 5 A5 22 AR KOS DS N BB R 2 & ok, R B AR BE S BLA B A48 F & Lk AT & 2.
RRTH P A NEHR, PriErT e B oy, PR AE S HE BRI N, S = A B R 55 8 il
2T, AT DU A H K B AR RN B 05 R B AR A A B HEAT B Se R s e U GERA, (B
HFAE BN BT B MNRRRE, #RNAIE(E S 0 FE A Bt 2 8 5K F P 2504 () L SR R se 8. TRk,
1z 15 SRR AR M IR &, TRk 52 B 2 AR SR =k F ) 3R 7] 56 1.

AT A AT S B R AR AT A S, R EER T ORI EF . 5 AR AE WU 0 5 ks Bk R 4 4% 5
B A, W BMP (bitmap). TIFF (tag image file format)#% =0 B4 %, k5% H & RS & UL EAAR B A M
AR LS L xS SR R A R R R R, A TR T — R AT BB R, SR g 3
AT 3 Fh: JEHUESE (lossless compression)®l, 175 |87 #% (histogram shifting, HS)LL K 2 {83 J& (difference
expansion, DE)P!. BEFJodt IR 45 (6 7 vk T A B AR, RNk 4 5 B ok, RiAZ 31 06
IEEEK, EEEY RAE S BER T ERAER L, R AERE T — RIF I, 05 TR
JPEEL ST R AUIR SR 10 B 7 P R vk 8L 3T )R 45 2 HE Y TN 1 B BE R iR ST
SR BT B (0 7R 3T R B AR IO 2 BT RO RS Bk, fE 4 E 7 BT R B, L 4%
TSGR R AT — o B 7 BHE T S e, SR T AR T R O B T A B R . %k e
X, ARG RS OB T =4 B 7 R ZE A B AT NS B BEJS, Ou S AR T Ba@E Mg &
e %ot A1 5 3 7 B S SR, LR P ST X AR R AT R AR ONAT R, RS 6 AR [ R 3 3 A e
SR, gE— D T MERe.

JPEG B& 2 B AT AT H A 5 b 5 W10 F A7 A A a0 B R s R —, (B EAlT, K2 5 B T
A5 B BROBURE R A A R R . M T R ER, JPEG BBAFERE BEIUAE D, MAREHIR, I
FLAT AT E i 45 35 P 4G 0T RT BB 77 AR AR K AL B 2k 31 DA R SO RSH I BB 1 045 ) L. (R, 7 JPEG BI&
AT RS SRS GEUE Bk, £ OPEG R, B ET BB T — J7 R B S U7 VA R T OPEG B,
S8 AT S S RGBT, B — 5 AT G JPEG SCEAR X B RORE s, R B R ik, BUE 3T JPEG KB
EORIBUE SN SY Dy G

o 1 BREFETEI Huffman RGFE RIS ST ARG FE 48 F i (38 KA (variable length code,
VLC) W3 1) A A FH b (128 KA LLR R AN R RN B %2R 7 IR AR NS B B SO0 77 K/
ABEETD, H2HT VLC IS E a6 R, HIRAREE TR,

o H2KEETHBMENTRMITE, B H Fridich 25 NS ZEEH RIS KR 2 B, FN k%
X RLF AL DCT FR & 2 DU H 25 1), f% Jo 42 25US (1 DCT R B AR 2000 & e i BT EE NI 4E 2.
Bt )5, Wang % \OHR HUK DCT R8P 8 2 kK LN E Z 1015 5. BRI KT R F B AE% &,
HETARMHFHERENR, FECERSTIEKARAE;

o A5 3REIETBNEI DCT ABIER 2 207 REMZRMRER L. A R 1077
fL45 Huang 25 NP 3+ — 48 DCT RE0E 7 B AL 7%, %5 R E AC REA2E, HF
FAE R LAI-1 1 AC REGHATY R AR NS B, FHARK AC RERYE 155 m 72 Bl A5 ~F 8% LU H 23 1),
FMAEFEZTRBB LM REEBNG B, ZHEERATERRKAFEN, BRI REE T S0 K.
Hou % N\ 2278 Huang %5 NP5 3: 1 2Lt 2% 18 1 BoAb 5 KR BB AU 2 BUAO I, 51 S8 It B 13 A
RPN, B8 T ERIOTEGE. R, Li S NPEHR M T R i T 4k B 5 BB kY JPEG
MG RT (5 B R T V%, ZEEE A A AES AC REFCHT, FFITt 1A Ry gk ] 3 S R )
XA O BB AT Y R UG B, D3 TR R R, SR B R T SO AT RN

ASCHR R 5T JPEG K% DCT Z % — 4k B 7 [/ Il 43 B R 5. AR T eA 7 228, &
138 AR EHEER AC REGHATECN H BUHRAG B, T RREEE AC REE BT AL DU 2 (). &%
NI AC BB G A, AT T RO 4R T e . R, SRR R B T A R
FIE PRGN BE B & R O A HUE A F R RYGHATE B RN, ATLERE 7 —FH 10 B & R A %
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FHng, AR A T B SO R A RE e B AN R B 1 2R K, AT FT DA ORAE AR R NI RE P RE S B ik — 2D
HAT BN AC REUNLRCF B, LR G R SIUA F ek iy RV HR L, ARSI 5 VR AE AL A
SCAF il A RN B B AR TEBE.

AR YR L 2 N PO A 4 T BB B JPEG R A BB . 5 2 R4 4R
ASCHEH A, B 3 W4 MBI IR 4R L b, 36 4 T ST B A

1 #xIE

FEAT o, BRATRIE I T Li 2 NP T 4R B 5 B 00 JPEG AT iifE B RA R 7 v,
NRARANR: 1) %HE 4 IPEG BRI AT Mifdiy, B8R H DCT REL; 2) KIKAHG— 1 8x8 ) REHIL R
zig-zag WFFHE, BRHEER AC REUFHI(CL.Cor...,Co), JEHARAIHITIAIEE AC RE(Cor,Co)(A<i<[n/2])
HEATHCRT; 3) 1%t AC REOA BTt B 1 B i) 4 wT 30 W, 45 & 4 B B 58 B BN A8 Li 25 A28
BTk i) 4EmU b, AC REO 7 U R 4 28 (e Li %5 A TE SCHR[28] 70 FH 3 2k H (rate-distortion) 5K & 7n 471
AR RS PRI, HAEM KRR RN 55 5713 G K FL ).

o M A (Coin,Coi)={(1,1),(1,-1),(-1,1),(-1,-1)}. BV 1 ALt s, IR S B 207, WREA

A% IR IAE B o107, AR K7 a8 3l R AN S Bov«1Lr, WAL TR B T 3. %2k
MOPEHRNZE BN 15 bit, PR8N 0.5, REH N 3;

o KA B: (Cz.1.02)={(2,2),(2,-2),(-2,2),(-2,-2)}. B 1 PFRIEE S WERIRARE R Z0", WREEA
5 R MARE EoAL, WA AL MBS ZEATHHMAREN L bit, THRENL L
HAL

o BT C: (Cpiie,Coi)={abs(Cyi_1)>1,abs(C2i)=1 or abs(Cyi_1)=1,abs(c,)>1}. B HF 4R . B NS
g 07, /K Vel BT MEsh; RGN, WA ML B %25 PR3
AR Lbit, SFEIREN 15, FERIAEN 2.

o A D: (Cpig,Coi)={abs(Cyi1)>2 or abs(cy)>2}. BPE 1 it 5. ZREAMAGELE, AT P2
H 2 .

o HMA o HWB e HWC o XHD
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L ! g ~ i b=0 b1 23hift o  shift !
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[ e s g i :

- A ! : s !

P} L fbobs) = (2,1))  b=0 b=1 b=1 "

A pe ~e i 1
’ ~ ~ ! an - =i |

' o ! i gbibil=(10)  b=0 b=0 !
- » F LY \\\ g : b=0™ '_‘ :
P 4 N : (1,1) (2.1) (31) (R
5 . . H '
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BlL L S NI 4k B g
2 RUHMFE

2.1 FRIETEACRIEL X SR
P B SCRT R AE Li 2 NPV O il g /0 00 2R T 2 5 ) 2R 0 Tt i) e 4 UV R AR T iR
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BRI R B B 42 B R B, (A2 Li A7k, BRI zig-zag 33 0UF# 3 F AC REGHATHCRT,
B B REC MIMIEE R, W TCEAR 2 s R B R, fEASCH, RATRE T —FM# M AC £
Koot sems, B IR BELTE N T k(k=2)RI3EE AC REECHT, KT k B3RS AC REAHIN.
BRI X SR (k=2) &l 2 A & %a, X JPEG BT ARG, 1521510 DCT R4, KR —
A 8x8 KRBT UnE 2 Fias i) zig-zag 314, B840 G /N T 80%T 2 H3EZ AC REF51 (6,,6,,..E,) T

HxHE KT 2 WAEE AC REFHI (d,,d,,.d,); 285, BAIABAXTER KT 2 11 AC AH (G 6y) USi<
Ln/2 )it A7 it

25+ '—-2 | 010 0==0 K FAC KR

.71 271 271 01 07 07 o 2 S N TR 4 PN T

i: 1) 27 07 07 0 :‘5 [ N ‘ ‘ l ‘ ‘

—Il =1 | -1 (1] 1] 0 0 (I)

‘ll' o1 01 o1 o1 071 o 3 HEEAC R E

E‘“u 07l 07l 07| O [l’)(ll '2]'3"l|ll']l'l 'jlj ol i

1070707 07070756 L

(1] g—*(] =0 0==0 =0 [ ‘ l ‘ ‘

B2 215 AC RN SR

Bl 3 fEm T AR KA, iER 7 (quality factor, QF)A 90 ¥ Lena EI{% AC R¥H /04, MHELT Li 2%
BT S, WY LATE B k=2,3 I, FT AR AR K AC 2R BN (1 4k B 7 BB I e A B e, B AR/ 1 2R
o, wn(1,1). (L,-1). (-1,1). CL-D)ERNBEEL. i ERE B RIS S, B k=it BN Li 2 A IS
Xof S

& &
3 93 158 | 361 | 379 | 182 | 125 3 67 120 | 226 | 246 135 96
éi‘l
2 192 | 332 | 859 | 849 | 363 | 214 2 132 | 258 | 613 | 651 | 292 139
2 404 | 946 | 1024 | 417 1 328 | 846 | 3668 | 3569 | 887 | 374 | 273 | T45 [ 3278 | 3296 | 781 2n
1 938 | 3824 | 3839 | 1000 -1 395 | 814 | 3636 | 3643 | 361 348 -1 304 | 708 | 3354|3340 | 743 | 276
=1 939 | 3943 | 3906 | 975 =2 212 | 340 | 812 | 859 | 344 | 1M =2 147 | 266 | 628 | 629 | 286 | 131
-2 426 | 942 | 977 | 403 -3 119 | 204 | 385 | 376 | 140 | 109 -3 85 123 | 228 | 240 120 57
2012 éy 3 2 a1 1 2 3 &, 302 a1 23 o by
(a) k=2 (b) k=3 () k=oo

B3 QF=90 17 Lena E&H AC REUK 410

2.2 HB 4 E RIS

ks R, B8 T HAEE AC REUFA, 1 (E,E,,....6) B (d,.d,,...d ), HH G @E,E,,...¢) B
FAFBE A 9 A T UGERS BN, TiFE50 (d,,d,,....d) Bif 28052 FF 8 LU 2. o T4 R 3
Xt (60, Coi) (L<i<<Uni2l), FRATVAF 7 —Flogr B0 — 4Eme iR, &l 4 Fros. B 4(a) 3 BT k=oofi BiF 2E Bk
MIRBTAE 4 GRS B e B AT WL, FRATIT Gt i 4 S N AE 4 AN RIRR XS AR, HREH k
AR, Bl RO A —RE, ATt EA R —RE s, & 4(b)-K 4(d)5 I JER T k=2,3 000} B AL i £
HONTESE 1 IR ok, BLk=2 B, FHAERRBXES 1 2R A A1,1).(1,2)(2,1).(2,2)iX 4 AH. ¥E:
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Bl  HE O R R R AT K S A EEZREY, HA REOTHUS B a b AT 5 E AR, RATLAEL
k=0 g, K¢ REUKF (Cy_y,Cy) 77 6 FIASIRIIZEAY, 433 5 B A AT ik A5 .
o REM A (8,,,6,)={abs(C, ) =Labs(C,) =1, EPEIFILE S, RN NG B L2107, M LRRE
A WRIR AN B AR107, WAEKFIr a5, RN RE B LR = 117, WAL S5 [ 5);

o KA B: (8,.,,C,)={abs(C,_,) =2,abs(C,) =1}, B 4 tFigEE e, W ARIE B2 0", WA KT

J RS W E A NG SRR, AR B T RS,

o KM C: (Cy4,6y) ={abs(Cyy) >2,abs(Cy) =1, BNEl 4 R . R IRANKIME B 20", MAKF

J ), RN NG SRR L, AR A LR 5 B

o B D: (Cy,Cy) ={abs(Cy ) =2,abs(C,) =2}, B 4 &, R A IIE BR“0”, WK

TR E; RN R B R 17,

WU of #1277 1) 78 30

o RME: (6,,.6,;)={abs(C, ) =1abs(C,;) =2}, HIE 4 i th i, B ARG B2 0", WAL EH
Jila ¥ E; i RN BIE B L2 1, WAL M 207 [ F2 30,

o FIF (6.0.60) ={abs(6,,) > 20r abs(6,) > 2, B 4F T (5 2. %K SRS B, X a7
F# 3.
B
o TR )
® XA . . i R
\\. \\ :f‘: _____ —— 4
i o 1 ey
. L7 h__A_ ¥ _ L A
xin Ao Hoymar o Tl
) e 1 2 I: ¥ d—JIp-/: :
G Lt ' Yot ol [
P TR N P : [
! I I ]
e XD ~ :l—‘i—"_t‘_—:—:—‘_—:—'_—_—'____'
A 3 1 -1 o 1 2 3 4 )31
o EME ¥y ™ '
-t 1 -t >
o o I I
e KMF
* - ¥ 4 Lo
| P [N
, ' Y LY
&2, W W N
s . .
l‘/ I. - \‘Il \‘I
(2) FREOH ) Z Yl i
3} k= e
& 2 gt o e L S s A A e
______________ ke ! i
f
| | ! ; . i
" | A [24) LB olas i [1.4] 2 glay !
Lk=2 I ¥ I ; P 1
r = i ot ! | 77 ’ 1
! 1 (0] bel  sshift # shift ! ! e sshift  « shift . H
1 (L3) (23) NejcE H R | (23 @ A3 Dy ! (1.3 L2133 ,o'c-w r
! d Fs P
: P i ’,f K I ; L - H
i b=0 b1 251 - 1 b0 b=1 b1 #shift ! i beo . uhift | :
! ! ’ v \ ; ’ L
(1.2) 12,285 = = =20 (32) | 11.2) (2,2 @ = = —»@ (32) (42) ! (1.2 28 -—-—r8 32) @42 !
! 4 bl [ ! $ b=0 J 4 b=0 :
b=} b= Houbi=(11)) b=l bel ! o) = ()| bed !
i i
sl -——— 2 e i e i
| Abbid=(10) b0 | =10 b= b= | Anbl=(0) b0 be 1
b = b=0™ = bal™ = :
1.1) (2.1) (3,1} (1) (2.1 13.1) (82) [1.1) (2.1) (3.1) (81) :
1

_________________________

(b) k=2 I 55 1 RER B

A, KM B FIZER D RO A EE AR R sk

(c) k=3 I 55 1 RIR LS
%07 0 2 L T B i

G ER TR F REIAH TS B4, HAh 5 FRAI KRBT TIRAG R, BEE kK ERE K,
KA C MM E RE M ER L2 (LN B 2 E+1. +2 () AC R SR KT 2 (0 AC REUIHATECN), KA

Kl 4

4, B

H

____________

(d) k=ool 5 1 GFR B S

AR e 3 BTk, %71k Li % NP v AR

RAET: (1) MR S BEE kR A T A RS, (2) 2R B ISR D AR HOu iy 77 AR, i
JPEG EEHE N+1 11 AC RELZ % T{H 942 i) AC R %L, HIULECXS 22K B R Eo0 il H i 2 TR
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D ¥, N Tt PRREIR R, B2 KA B REOT KPR H R ORI 15 5 1, M iR )R
D RO PR BB EOR (0 18T A 15, Bk, #ig LR EA R L Li 55 AP i A

B 4 W, 4OEA KT k 99E% AC REIEECTAREN 0. -1 80 1. Jy 1 ORAERIHR A AT vk, a5 {6
KF k4% AC R¥d, A<j<m)ARAIFHNG B, (HIEHEAT R AL LA 21, A REorm T
&:{¢+4Jf@>k
Pold, -1 ifd; <k

R LXMW T AL ES Li SR EAE 6 18 QF=90 bRk A BRI R FAE. M 1 WTLLE F:
(1) ASOPRAERR AT IRIEA, I HBEHE kRN, RERERAL, k=2 i R FZRER; 2) &
k=colftf, A SCIVAMI AR FIMIEILT Li S8 NI IE(E: BERF, JATHI5ES Li 88 NBJ5 3R BT AR R ) & 2K
Pt Jr3), R T ASCHTR B —4E DB WU A 2. DL, EASCIRIR R gy, AT k=2, BIRIHI{E N
+1 FI+2 {1 AC RECHATICNS, JFHZHEE 4 Bouh iy e NS B, TIRME KT 2 ) AC REURE A
(DFATAL.

@)

£ 1 AXES Li 8 NP 75548 QF=90 AN [F BIME R I 5 2T L

AT s | gy [28]
KR k=2 k=3 k=5 k=10 K=o Li S ATk
Lena 0.736 0.727 0.723 0.72 0.719 0.705
House 0.547 0.54 0.536 0.533 0.533 0.526
Peppers 0.798 0.789 0.783 0.78 0.78 0.763
Splash 0.801 0.792 0.786 0.783 0.783 0.765
Bridge 0.56 0.553 0.548 0.546 0.544 0.536
Boat 0.67 0.663 0.659 0.655 0.654 0.642

2.3 BRHEEFFF B E NS R % 1 R

WaETETR, EATHRHLIHEA KT K FIAEF AC REGHATECN, F4% R 4 L RIS 2. Blk=2
ufl, BERE{E 1. -1 F1-2 1 AC REH T9 R, MEERT 21 AC RBETIATHAL. K, BAHRIE
FEONE RN B W, ZEERG ARG BIRNGEE, FTLCER IR AR S). AR — 4
B H R R AT Re D TE R B K. AR Huang 2 NPURTR, P Hul s e e S T E 2 IR R
¥, HoPREES A/ AC RE LB 5. Hou 5 \PA%5 e 7 2 MOl AR R 10 R B0 AR R RN B, 1
el B BT R /N IRNAS B AR, LR FHERAH H E R EGR-F RSk AC REAMNER
BRI FRATTER T —FloBr i) B & R AR R o ms, B RIS TSR SR R, B I B 3% 5 A [R5 B
REFIRIBNAGE B

T EE R FIERISGE R AC BB ER, BATE IR BT KRB HOS R BT BT HE
7, 133 /BT H(B1,B,,... By). Hh, N KR JPEG EIG 8x8 REHMEE, By i Pl i, 1M By A
FHRERI . RAVEHETF 5 1 R EH(B,By, ... B)BIFERI N 4 MAFBORB IR EME 7, 7408 Ri={By,...,
Binal}: Ra={Binilssr---Biniz}s Re={Blnsas1s- - Blania A Re={Blansaser,-...B}. Ferb, Ry B2 d1-FH Bey i, 1 Ry
FEHA MR, K 5()-K& 5(d)7 5B T 7E 512x512 [ Lena K14 (QF=90)F1 HX k=2 i, A[ASr 3 & 44 &
A ANAEER AC ZE(RNIREA KT 2 BIATAE AC RE)FIKHIAEE AC RE(RIIRME KT 2 HIATE AC
REOM At Hoh, BEARRRRRIREME, BARM BARYE WA 2 BiRi zig-zag H#0T Rk HE; A
AFR IR AR KT R B AC BB =

MBS Al LUEH: (1) P ERA 0 I KBRS, A S S &M, MIAEE AC REH
Lb ] L kA 3, 1K MHER AC REM LLF 2 OUE &S, (2) 2P T3, i 5@) ATt R Ry #47,
NYHET AC RELFE B AAIEMRANE, T SO S RN, ANIIAEE AC R A & BARAB Y & %
e sy, BARTT AN 5(b)-F 5(d)FTas. FHIRTE UL TP, SEBRAE A R EUE NG B S
. T F O, AR R BULT R KRS AC R%L, BB SRR LS SR MO R L EP, |
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RERTERCTRE. HUbxt o0, B # @R R, W8 OB R Bk A5 B3 &

@
=1
=]

1000

2 e R WA AL
-SGOO I A | 3 800 WY FACHE
h@ j: 600
- hln““ Il 5
5 5 400
o 11 il Hllllll
2 0 1 I ule o Z 0 I .II I.I]..n.._ P .
10 20 30 40 50 B0 10 20 30 40 50 80
Pasition Position
(@) Ry B4y (b) Rz B4y
1000 . 1000 T T r
£ W EAC AR z B EACRY
-S 200 L NGt _S 200 )i T AC Rl H
¥8 600 “!:é 600
a 3]
j Ill“l"“ ““ “ \ B 400 “llll“l“lllll"ll l“lH Ilh
£ 200 E 200 :
z o " III"I"IH II l“ z o | l l]||||"|||||ll |I| ..... -
60 10 4 B0
POS tion Posltlon
(c) Rs #B 4> (d) Ry #53

Kl 5 QF=90 i} Lena BIMGA RISUHEE 4= E REI T AC REST AT
FRAE BT B9 208, A SCHR H —Fhor 19 B 08 R AR e B SR M. X T Fig B, FRATT IR BRI 1) 3R B AT B X
FARANAS B WX T SREEL, 3B ARSI A KRBT HFIAEE. T RS EN TR B(I<i<
N), *E%Ezug-zag%ﬂ%‘”llﬁf?(%ﬂl% DC #%%), HXER T 1 2 ¥UF 51 M (ac),ach, ..., acl,), AT ELx 3 1 115
BN RBUT A (ac) ,...,acy), H, 1<s;<e;<<63, s; Ml e; 73l F s b T 15 2% FR AP ¥y 4 4903 0 A 1 33
2, e e L A S 3
S, = cell[—ij
{ N )

=T,

Horr, ceil ()RR EBCRE AL S8 Ty M T(L<Ty, To<63)70 Bl T Fh A R 28 7 He v T B oxd A 2 5k
)\E’J%iﬁﬁﬂﬂ“ﬂ’liﬂﬁ BRI, i=1, WA R s=1, BT RS T R TR, EESTE AN 1

Tt ﬁDlz%N TR s —cell(sij BT 6 o S e 5T 2 T4, SRR ceil[EXle

AMREIFIG. TR, SCEEREME, BEMERK. RIENSH TT,) wh@n s Mubrid B
AR T JR 4R 45 5k B 1) J7 1% 22 (mean squared error, MSE)#5 3, AR E R F:

(T,",T,) =argmin ED(T,,T,)
T 3)
subject to EC(T,,T,) =P

o, P RIR NG E RN I KN, ED(Ty, Tyl EC(Ty, To) 3 Al m MK EMA R R, BIRMSHT AT,
AT LU 55 2848 R I 7R 8 ). 50 1Ty, T,<<63, FIbst 4 —ig &G, RFIHIT 63x63 MR, £ 2
254 T 6 1iF QF=90 b it BURE A RN S ki, BMMSH (T, T,) MEUE. ¥ HERREINEASHT M
T, BUE G R E 1-63 2 0H), {HAFX R BN 73, R R ST, M T, TREE 3] s>e TS OL. SEBRH
WP oL, W% R B B R H TG B

BRK, BH— /\WJ%%HHZI:SC?@HB’JQ@F%ﬁﬁilﬁ%ﬁ%ﬂﬁﬁ&&ﬁ. A 512x512 ] Lena [#1%(QF=90)
R, W RBAT AT S, RRESEIIRASRE T, HEAIRRSHET =8 MT, =25. RELK(2),
51 ER. 55 2 048 BRI 4 096 BT £ R BN (act,..., ack) (ac®®,..., ac®) Fl (ac,™®,...,acs?). &I 6 &

.....
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N THHEF EIEE 1A 25 2 048 DMFIEE 4 096 A REUH ARk FE. H A L &5 5 ik e B R4, &
B Akt R R . AT LR R Z IR T 5, 1T R84S 38 4 R (0 BRI R EE A T F B #1E
AT 45 380 B AJC P A D 5 2 R0 B /N R SO R ST

* 2 QF=90 AR EURIEA R A Fu ki e i (1,7, T,) M HUE
R 713 (bits)

K&

5000 10 000 15 000

Lena (14,19) (7,20) (5,24)

House (12,19) (3,24) (2,25)

Peppers (21,20) (11,20) (6,20)

Splash (11,13) (10,20) (5,20)

Bridge (26,25) (11,33) (10,33)

Boat (13,21) (14,25) (9,25)
M|z|o|lo|lo|s]|0o|a R|s|-3| 1 |1|o|0o|o Blal-m|s|lo]|3]-1]-1
ili|e|G|a|a]a| D Bwle|2|a|d|a]|d sl -1 |-®|$ L] 1|1
o|loa|o|loa|lo|e]e|a ola|1]|]1|o|a|o gz|aslzw | 7|5 s 1|1
olo]|e|¢|a|¢]|Q |0 rll|e|1|]e|e]|a]|0 S| 5)14|1|-5|1]3|4a
oloalo|lae|lala]e d]l1]-1]laloe|o]alo Al ]3|t]1]|2]e]| 2
L - O I - B L] & LU I I L ijlzjae |l 1] 1 1
o|lo|o|la|la|e]o|a o|lo|o|o|e|o|o|o adlalr|o|alo]le|a
o|lo|o|la|la|a]|a|a glo|Dp|o|o]|D|D|0 Al-1]lo|o|aflo]le|a

(@) 1k (b) %5 2048 B (c) %5 4096 B

Bl6 REBIIRIERE

2.4 FEEEHANFIHEEL

T AR TE R ST R G Ak R R SRR I IE R 005 B, AT EIL M BE REHE kK E. AR
KNP URBMSET T, AR/ PIEHE AT 65 536 bits, % 16 bits i f7; &MSEUT T,
43 75 E 6 bits %77, 1 k BOBUE B AT ZEET 16, 2 4 bits kA7, KUk, SAHEBIE B K/ A 32 bits. H
RS BRARE BIRPUS BRI T
241 fERIKA

YR 10 XFJ54h JPEG BIMGEAT I fiT, 15 2)E L1 DCT R

IR 2 RIS ILLE 32 > DC REL, B H KL LSB B #y bk 32 LAl Bhis 2, H{RAFE DC R
BARE AL, RN SRR —3 5

IR 30 GRS 2.3 T HIE MR IE FR IS C [ 8x8 TS 5E BN WREIE s MR ¢
TE FT i 52 BB 43 WA IHE A KT k IAEE AC REGEATECS, MRHEE 4 10 Z4E Mt N A5 2., 454
ERT kMAEE AC REUZB AKX W)L, HENAESIRATE

B 4 WHRNAE B G DCT REUHATHigmis, 193045121 JPEG BIR
242 FERBEIMEGKSE

PR L WhRid R JPEG BE AT MRS, 1528100 DCT R4

IR 20 AREFE AR BN IE R 32 4 DC REL, EH AR ST k{8 A SR KN P A
ST AT,

IR 30 MRYE K E . AR RN P RIS T AT, KR R BT zig-zag T3, W —4
THIR LGN s MRS e, 0% & PIREL P VA AT A KT k+1 FEF AC REGHATRCKT, % IRE 4 (138
MO PR B {5 BRI R B R UG 10 DCT R4, MAXHE KT k+1 1IEF AC REE R MK E £ R 1619 DCT



FMF F AT APt ey BiE R JPEG 845 & R ik 733

A2, HEA RN BRBOEE. &a, RIERREBIRMEE BT 32 A7), HH DT 2 %HH 32 4 DC &
B IR ACAT AL, 5ER DC REII KA.
AU 4 X P4 DCT RECHATRigmt, k2 24K IPEG I,

3 ZWERKSH

EAA T, AT T USC-SIPI Hdf 4E (http://sipi.usc.edu/database/) H 6 1 512x512 #5128 & 45 6f 4 3
SV RE AT IR, 12 R 51 MG IR WA B RGBS 6 M BRI AR, Bkl 7 poR. seieh, &
IR 3G LA (http://www.ijg.org/) ¥ H 346 ] QF 43724 70, 80, 90 H1100 (1) JPEG BIME, FF H I fH (5 1
Et (peak signal to noise ratio, PSNR)FI ST A4 fif 47 K /NG AN FE A S i B IR A A, S8 T IR IRATER H 41
BHERE, 5 Huang 25 NPY. Hou 2 AR Li 25 NP8 55308647 7 X L.

1)  Huang % NP SR —Fh 2 it 3 T B AL DCT REUE UK JPEG 7T {5 B Fa gl 77 1%,

2)  Hou % NP5k A Huang 25 NP5 35 (i ith, A St (0 Bk e AT 5 34 1 S0 1) JPEG Wl i {3 5,

Rk 77 1
3)  LiZ APE s H AT PR RS SR AL RO FE T — 4 B 7 I JPEG W3 {5 B R 77 v, Hobk BE ok e — 4
B 7 By B AR

(a) Lena (b) House (c) Peppers (d) Splash (e) Bridge (f) Boat

B 7 512x512 K/NHIFRAEDN R EE

Kl 8 K 9 3 dl s T AR QF B 6 Ml ik B R LEAS Rl N 57 2T 89738 PSNR B 1S3 SR A7 K/
W, SUtFEE, BATHIE T ST IR T A SO H K B T AR Ik S A . ] “Proposed” %R K H
TP B S N AT R IR FR SRR, T “Proposed-NonAda” &/~ A K G N AT R R B nS. I 8 A1 9 1l
DIER: T RE K B E MR E RN, A3 R E 20T QF=70, 80, 90, 100 EELEA FHR N 18 T
FR1 0 5 5 M S i A K /NI K 3 A T Huang 25 AP Hou 26 APPARN Li 25 NPEf sy, TR 7 B s
I e 19 B TR A L U ARG P O N R e SRS [ VA SR . X R R, AR SCHE R B AR R
RS BEE Bk — o MR K A AC BB, MTskD T IERCER, $e T T AR IR D T SO E AR RN
W, B, BATHETT LR KA B E N R T QF {E 8 /M QF=70, 80) I &, TEML 3 i & A S - 47
KN AT br 3 A+ LSR8 & mixd T QF {E %K (41 QF=90, 100) 1) G ML RE I F- FHAHX A IR, H 322
JRIRTEF: QF EHB KHIEHUEH, DCT REFTXT M AP K BN, 4K AC RECNIEFREL, ZiH R
TEBAT W FE 2 A I A2 X B (IR S — Ao 0, TS Ui S 2 e FE 3R 22 AC R EUH B A 2 B B BRI J5 4
ERSEWAPIBE, Fik, ARSCHTHEH I E &N R T QF E R 1 IPEG # ik B8 e 1S 52 47 (1 RUR.

K IFFR 4 HIEART 6 1F QF=80 il iz EZ 7E #x A 10 000 bits 15 &5 [¥) PSNR 1B Fl SC ARt 47 K /N3
K. WNEPTLLER): AT B EEEE RN A 10 000 bits I, PSNR 4FJ Lt Huang % AP, Hou %
AR Li 2 NPV 7 243 MR TE 1.29. 0.68. 0.44(dB), “F3 A A7 R /MK 4 BIyd /b 2 573, 2 441 Fl
1 044(bits).
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Increased FileSize (Bits)

Increazed FileSize (Bits)

PSNR (dB)

PSNR (dB)

BRAEF IR 2022 5 33 A5 2 1

QF=T0 QF=80

1000 1800
Payload (Bits)

QF=100

sy
Payload (Bits)
QF=90

g

08§

&

05 1
Payload (Bits)

TR UG AR A B iR 5138 F 19°F 2 PSNR {H

QF=70

1 18
Payload (Bits)
8

QF=80

—— Proposed

—8— Proposed-Nonfda

Huang ™ A[21]
—a—Li% A[26]

—=— Hou' A[22]

—— Proposed
|8 Proposed-NonAda
Huang§ A[21]
© | Lt A 28]
—=— Hou™ A2

Increased FileSize (Bits)

[T

10000 1500

Payload (Bits)
QF=100

oo 1u.)m
Payload (Bits)

QF=90

——Prapossd

—&— Proposed-NonAda
Huang ¥ L|21)

—d— Li% A128]

| | HowE A f22)

Payload (Bit

—8— Praposad
—&— Proposad-NonAda
Huang ¥ A[21]
|t A 28]

| —=— Hou A28

=

Increased FileSize (Bits)

15

15 s

s)

Payload (Bits)

B9 D BRAE A A RN A7 (1 2 SO Al A7 K/
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p

# 3 ANHEBIEEHRAGEN 10 000bits i PSNR & (dB) K%} H (QF=80)

EE Huang % A1 Hou 25 A\ 22 Li 25 \ 28 Proposed-NonAda Proposed
Lena 46.76 47.13 47.07 47.32 47.52
House 43.73 44.38 44.32 44.47 44,52
Peppers 46.64 47.08 47.18 47.40 47.85
Splash 46.13 47.53 47.81 48.03 48.29
Bridge 42.10 42.43 42.91 43.13 43.33
Boat 44.50 45.00 45.72 45.89 46.14
Average 44.98 45.59 45.83 46.04 46.27
4 RFRSELERAN 1N 10 000bits I SO fif £ /N8 K (bits) (11 x) L (QF=80)
15114 Huang 25 \ 12 Hou 2 A 22 NEING Proposed-NonAda Proposed
Lena 12 544 12 168 11 544 11 248 10 392
House 12 136 12 736 11 680 11 704 11 360
Peppers 13032 12 672 11 496 11 032 10 352
Splash 14 344 13312 11 632 11 432 10 272
Bridge 14128 14 136 12 600 13 200 11 416
Boat 12 856 13 224 10912 10 832 9 808
Average 13173 13 041 11 644 11 574 10 600
4 £

FEASCH, JATHRE T —FOHT 0 IPEG WIS B R T V. i SE R /NI AC F BOHEAT P P E G Ok
a3 — YR RTINS RO, 5 45 — BT B4 O S SR A RS T B R AN R R R ORGSR SRR W]
7 EAERL B R AN SO AT /N P A Fi bR 300 T BT e St I SR, (EZ D IR T IR AR g R R G
T 3 NI SR T T IR AFAE AN AL AR R T RN A I 5 i, BATT H AT IS T EARYE O A R B
[ S ) ¢ RS, AT DA RS R R TR B, AR 4 B B R BN BE T 0 AR A I I R A 1
T E T AT IS I LR NAS B S3Ah, AE S N R SRS U7 I, FRATT H AT AT VA LR B — L g B A R
(T HOEAFAE — € B R BRPE, P9oRToidlt o — LRI AC REMTERCT#2. R H 8 — P 1240
BB F QU R 0 B2 7 BRI IO IBE AR, v — o B0 1) 0 AR i 5 B0 O 2 s, DASR THERATT T 56 11
PERE.

References:

[1] Zhang CT, Su YT, Guan XK. Digital multimedia watermarking techniques. Journal of China Institute of Communications, 2000,
21(9): 46-52 (in Chinese with English abstract).

[2] Xiang SJ, Luo XR. Reversible data hiding in encrypted image based on homomorphic public key cryptosystem. Ruan Jian Xue Bao/
Journal of Software, 2016, 27(6): 1592-1601 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/5007.htm [doi:
10.13328/j.cnki.jos.005007]

[3] Celik MU, Sharma G, Tekalp AM, Saber E. Lossless generalized-LSB data embedding. IEEE Trans. on Image Process, 2005, 14(2):
253-266. [doi: 10.1109/T1P.2004.840686]

[4] Ni ZC, Shi YQ, Ansari N, Su W. Reversible data hiding. IEEE Trans. on Circuits and Systems for Video Technology, 2006, 16(3):
354-362. [doi: 10.1109/TCSVT.2006.869964]

[5] Tian J. Reversible data embedding using a difference expansion. IEEE Trans. on Circuits and Systems for Video Technology, 2003,
13(8): 890-896. [doi: 10.1109/TCSVT.2003.815962]

[6] Qiu YQ, Yu L. Adaptive reversible image watermarking method based on integer transform. Journal of Electronics & Information
Technology, 2014, 36(6): 1278-1284 (in Chinese with English abstract). [doi: 10.3724/SP.J.1146.2013.01528]

[71 Zhang XP. Reversible data hiding with optimal value transfer. IEEE Trans. on Multimedia, 2013, 15(2): 316—325. [doi: 10.1109/
TMM.2012.2229262]

[8] Zhang WM, Hu XC, Li XL, Yu NH. Optimal transition probability of reversible data hiding for general distortion metrics and its
applications. IEEE Trans. on Image Processing, 2015, 24(1): 294-304. [doi: 10.1109/T1P.2014.2358881]



736 BAFFIR 2022 5% 33 AF 2 B

[9]

Li XL, Li J, Li B, Yang B. High-fidelity reversible data hiding scheme based on pixel-value-ordering and prediction-error
expansion. Signal Processing, 2013, 93: 198-205. [doi: 10.1016/j.sigpro.2012.07.025]

[10] Qu XC, Kim HJ. Pixel-based pixel value ordering predictor for high-fidelity reversible data hiding. Signal Processing, 2015, 111:
249-260. [doi: 10.1016/j.sigpro.2015.01.002]

[11] LuTC, Tseng CY, Wu JH. Asymmetric-histogram based reversible information hiding scheme using edge sensitivity detection. The
Journal of Systems and Software, 2016, 116: 2-21. [doi: 10.1016/j.jss.2015.04.085]

[12] Wang JX, Ni JQ, Zhang X, Shi YQ. Rate and distortion optimization for reversible data hiding using multiple histogram shifting.
IEEE Trans. on Cybernetics, 2017, 47(2): 315-326. [doi: 10.1109/TCYB.2015.2514110]

[13] Li XL, Zhang WM, Gui XL, Yang B. A novel reversible data hiding scheme based on two-dimensional difference-histogram
modification. IEEE Trans. on Information Forensics and Security, 2013, 8(7): 1091-1100. [doi: 10.1109/T1FS.2013.2261062]

[14] Ou B, Li XL, Zhang WM, Zhao Y. Improving pairwise PEE via hybrid-dimensional histogram generation and adaptive mapping
selection. IEEE Trans. on Circuits and Systems for Video Technology, 2019, 29(7): 2176-2190. [doi: 10.1109/TCSVT.2018.
2859792]

[15] Mobasseri BG, Berger, Il RJ, Marcinak MP, NaikRaikar YJ. Data embedding in JPEG bitstream by code mapping. IEEE Trans. on
Image Processing, 2010, 19(4): 958-966. [doi: 10.1109/T1P.2009.2035227]

[16] Qian ZX, Zhang XP. Lossless data hiding in JPEG bitstream. Journal of Systems and Software, 2012, 85(2): 309-313. [doi: 10.
1016/j.jss.2011.08.015]

[17] Hu YJ, Wang K, Lu ZM. An improved VLC-based lossless data hiding scheme for JPEG images. Journal of Systems and Software,
2013, 86(8): 2166—2173. [doi: 10.1016/j.jss.2013.03.102]

[18] Fridrich J, Goljan M, Du R. Lossless data embedding for all image formats. In: Proc. of the SPIE Security and Watermarking of
Multimedia Contents V. 2002, 4075: 572-583. [doi: 10.1117/12.465317]

[19] Wang K, Lu ZM, Hu YJ. A high capacity lossless data hiding scheme for JPEG images. Journal of Systems and Software, 2013,
86(7): 1965-1975. [doi: 10.1016/j.js5.2013.03.083]

[20] Xuan GR, Shi YQ, Ni ZC, Chai PQ, Cui X, Tong XF. Reversible data hiding for JPEG images based on histogram pairs. In: Proc.
of the 4th Int’l Conf. on Image Analysis and Recognition, Vol. 4633. 2007. 715-727. [doi: 10.1007/978-3-540-74260-9\_64]

[21] Huang FJ, Qu XC, Kim HJ, Huang JW. Reversible data hiding in JPEG images. |IEEE Trans. on Circuits and Systems for Video
Technology, 2016, 26(9): 1610-1621. [doi: 10.1109/TCSVT.2015.2473235]

[22] Hou DD, Wang HQ, Zhang WM, Yu NH. Reversible data hiding in JPEG image based on DCT frequency and block selection.
Signal Processing, 2018, 148: 41-47. [doi: 10.1016/j.sigpro.2018.02.002]

[23] Lu X, Huang FJ. Reversible data hiding in JPEG images based on two-dimensional histogram modification. Cyberspace Security,
2019, 10(8): 55-64 (in Chinese with English abstract).

[24] Xuan GR, Li XL, Shi YQ. Minimum entropy and histogram pair based JPEG image reversible data hiding. Journal of Information
Security and Applications, 2019, 45: 1-9 [doi: 10.1016/j.jisa.2018.12.007]

[25] Kim S, Huang FJ, Kim HJ. Reversible data hiding in JPEG images using quantized DC. Entropy, 2019, 21(9): 835. [doi: 10.3390/
£21090835]

[26] Di FQ, Zhang MQ, Huang FJ, Liu J, Kong YJ. Reversible data hiding in JPEG images based on zero coefficients and distortion cost
function. Multimedia Tools and Applications, 2019, 78(24): 34541-34561. [doi: 10.1007/s11042-018-6469-4]

[27] He JH, Chen JX, Tang SH. Reversible data hiding in JPEG images based on negative influence models. IEEE Trans. on Information
Forensics and Security, 2020, 15: 2121-2133. [doi: 10.1109/tifs.2019.2958758]

[28] Li N, Huang FJ. Reversible data hiding for JPEG images based on pairwise nonzero AC coefficient expansion. Signal Processing,
2020, 171: 107476. [doi: 10.1016/j.sigpro.2020.107476]

Mt 32538 STk

[1] k&M, FREH, ERE. ZEAEBF/KEEAR. @E 5%, 2000, 21(9): 46-52.
[2] TithZE, TR, FEAHNE RS EGT G BRI EL. %454, 2016, 27(6): 1592-1601. http://www.jos.org.cn/

1000-9825/5007.htm [doi: 10.13328/j.cnki.jos.005007]



p}

BF Fr AT A MEat ) A€ JPEG T iE45 B8 E T & 737

[6] ERSIaR, AR46. 5T RECR M HE RN EE R KE k. B 515 B 2%4), 2014, 36(6): 1278-1284.
[23] FE¢, #O5%E. T 4 B 7 EIETUN JPEG BIHG T {5 B Ba . W4 28] ¢ 4=, 2019, 10(8): 55-64.

KHF(1996—), K, ML, EHEFRU
B AR R, R A

BHEWL973—), B, #+, #E, dt
AT, CCF mAe i, EEM TN
LR R R 24, Al T4




