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Efficient and Verifiable Muti-Authority Attribute Based Encryption Scheme

ZHONG Hong, CUI Jie, ZHU Wen-Long, XU Yan

(School of Computer Science and Technology, Anhui University, Hefei 230601, China)

Abstract: Mobile cloud computing is a revolutionary computing paradigm for mobile applications, which enables storage and
computation migration from mobile users to resource-rich and powerful cloud server. This migration causes some privacy issues in
providing secure data storage, fine-grained access control and anonymity of users. The existing multi-authority ciphertext policy attribute
based encryption (CP-ABE) access control scheme guarantees the confidentiality of sensitive data in the cloud server and provides
fine-grained access control using defined policies. However it costs too much computation time on encryption and decryption and
consumes enormous power resources, making it unsuitable for the mobile devices which are usually equipped with a limited power
support. To cope with these challenging concerns, this paper proposes a new data access control scheme for cloud computing by using a
new cryptographic primitive known as online/offline multi-authority ABE and the transform key technique. This scheme implements
fine-grained access of data and reduces online computation cost of the encryption and decryption on the user side. The proposed scheme
acquires user’s secret key received from different authorities. That results in protecting privacy of each user against single authority. At
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last, the security and performance analysis demonstrate that this scheme has high security in terms of data confidentiality and high
efficiency in terms of online computation cost.
Key words: attribute-based encryption; multi-authority; online/offline; privacy preservation; verifiable

W8 5 7% B0 2 i 14305 2% A5 F B 3 18 4% U5 10) 25 A7 i 0N 78 A9 R 1 AT 0 L 25 A7 i IR 45 2 38 85 . 38 R P 4
FEVRS Bh £ 3 R U 1 A 13 59 b B 3 25 A7 0 22 45 0 K R 0 38, R 0 ol M B 2 A7 fik R 45 2 1) P
KT T TR ) 5E R RE TS LRE 2 A7 B0 0 22 N T F P SRTEIEE BN T R DL R kR, AR BT DR
A 5 T 6T AR D0 2 1 A AR =S ko 2 R S BB 1) 22 A U 1) (E R X RE 5 SR SRARAN & B T AR RN 2
O T ) AR, TR — 3 SO O T R EAS [ B T AU ) 7R A R RS R P R S AT s R i T
FAP B BAR Y R Bt 4 5 80 A7 AR 559 5 10 TU 4% B8 b, 40 32 vk — A 5 B 8 3 2 A7k 280008 U7 il 4% )
J7 BRI — A B8

1E J& T FE N %% (attribute-based encryption, fii#X ABE) 7 S, H 2 M i 5 8 M 45 G A0 20 B SO R 5 7 1R
SR A G a0 S T PR AR G RE RS I 2 B SO R I U 0] 45 44 (8 T ASRE B SC.ABE AMYEA — X 2 4R AT EL AT LA
SCBASH 52 P B s DR e A )32 LR T 25 A7 i 0 0 4R P D 1 4 ) LB s E SARA K 3 Bt
SLTF A5 It 2 U 1) 465 84 HP Ja A B0 38 o i 2 M 38 I, A& A LR B R B PR IR Bh 2. BARAE 2R -1
2% (online-offline) M2 V1 5 fi 55 £ 13 AR VAT LI ask 397 Acb B 2 10 g8 3% 14 77 38R A8 A1 PR P 3 0 2 A0 A 85 f) - 552
FEAY A5 FT 3 T BELE S5 2800 25 M BURA E U7 0] 45 44, S B A [ B50H8 10 U5 1) 5 84 90 S A IE), AN T 32 T R o U
3 3 AR M B R 5 4 T AR 55 =7, R AR AIE A8 25 0 15 A kR Shao % A TPI 14 75 S AT LA P 42 BT
TE Y7 10 2546 AE2 T P BB PR AR & R 52 B — AN @ MR AL I 3L, AR T R G HUB 4 78 0 HL 386 50 10E 40
A0, i A5 ¥ TE A TN DA B R AR SR 1 T AN EE - B A 2 BAUHL A 8 1 5 I # (online/offline multi-
authority attribute based encryption,f&ii#k OO-MA-ABE)Jy ¢, 3 2= B B AR 0 1 7 s 78 2k S AR #4678 51 1 2%
M B sl = 45 a8 bR S = Eorwk i T

1) 2% SO TR 8- 125 26 R AL AR B R A3 T — A w8 3K I 8 B0 2 A7 il B30 Uy il 4% 1) 7 TR N I B A
KB (1 T R 5 11 R T 00 Ak B 7E A 2 Y BB A B K A 38 2 A AR 25 25 T P i R RIS AT 147 B 10 SR AR
ok AT LSS FN B AR B AT R K B AR 7 P P 3 R 78 2R T ST 4.

2) ASCHEH T — B0 GG UF AL MR B T 1 1) 7 v 0 0 I B R P R R o e e R S AR RO A E AR N B
5 00 565 VIE 4 KL TE A 25 B B, D P PR 60 VI 4 e 06 TIF At 2 45 B %) TE 0 ek, R 56 2 A7 I 5% 28 A R 45 IR R
I, A 305 8] DUHRHT AN AN U SR B 7 1 S 445 B TRAE T P S 0 B RA .

3) ARSCR T RHAT T 22 4 M AN BLSE G, 45 AR B T U7 ZR 10 2 A MR A 1

AR SCH SN A7 A U7 ) AE LR B I R AT MRS, R A A S BB TR 1 W = SV AR A
1) P 22 0 WL PR AT TR IR AT S 45 IR B B AT B AR B e B 2 0 2 TR A SC AT SR A ) B SR R AT &
HEMALMARGHI . FREE X ZEHRE 3 WEAMRA SR N7 R.2 4 3TNt R rEge Bt
AT AT W B R R A SO AT B A

1 #HXIE

Sahai A Waters™ V& Ve 1 1 B e 7 28, 3 IR SRR TRT B0 1T BR VT ) SIS N TSR R T SR U 19 SR,
KB 85 S S g J& P 3 % (ciphertext policy attribute based encryption, @ik CP-ABE)MI 25 £H 5 & & o1 3 i 2%
(key policy attribute based encryption, f&i i KP-ABE) /7 Z M1l #2 ), H o CP-ABER 1 Z= eh H f 1 %541 5
i kB 5 R S, 5 SOR U 1) 425 W A 5% 3L RE B AR I b FF 2= A7 1A 2 SO Il 5 1. 573 b AT 28 ABE W 70 3 B4R
AT SRR P02 g 1) S B PRI 44 5 43 A B, H - B BN LRI A7 AE R R T R GBS 78 B T LA3R
YR P45 1845 il /1, Chase 4 & Yk 4t 22 32 BUML M) J8 178 22 0 % (multi-authority  attribute based encryption, fij &
MA-ABE) J5 %;Lewko £ Waters® 1 3 0 (1 & 11 3% 1% (decentralized ABE)J5 %8, 3f: 51 FH XU F fip 5 1) % 45iF
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B VEAE I T 7 R4 i HAEM T Chase 77 B9 O AU RSN ] /8. 1 i3k — 2038 & ABE 7 =
R SRR Guo 2 NPTz Even 4 \PTHR Y IOTE £R- B 2R 25 44 BVE IR R B R I T R T 543/ Online-
Offline /%% J7 % .Hohenberger 1 Waters!?®\F| fl Rouselakis H1 Waters® [y J& 1t 2 i %5 7 22, AR T
Online-Offline J& 15 0% 77 %7 EAEFT A FITC T B R 58 BI B 2 B B & Ab 28, R KR T RS B
TFA. 55 41, 1% 75 38 13 4% B Green 25 N BOUR L (9 4160 1 55 ke vl 2 gt 45 B B (14 1 5 T4 . Shao 2 A DSV T % 3%
B AR R AE 2/ B 26 1 2 SR B R K3 T — R TR h o R A 3R 5 R KW T R N
R T S TF R AE 2 IR T — M RBHL, AR T R YR B9 78, T 2, Yang 2 A\ BUHE 32 T 00 4 il
B b 8 P 3N B 5 R, BAR AR O AR B Mk T A 9 B R Y B A S R T e 5 Y B R A ) R
De 25 NP2 T — i bt hn a5 22 32 AUNLA I 2 L 81 3% 05 A RS CRAE T B Rl BLAS S 37 A 36ATE

2 EHEMIR

2.1 EAEHEIR

A S M gt

BEGEWRADREHN p MERRERE G M G, g /&2 G MEKIT, G, F1 G, 2 8] [ — > X LR 1 w4t
¢:G,x G, = Gy. 35 /NLGF A 2 UL F 41

(1) MM e(u® v ) =e(uv)” el uve G, Va,beZ,

(2) AEBALEFE X AR e HAREN G, H BT A EEXT #F B ES B G, S B EAL TG ED e(u,v) 1. HH, u,ve G,

(3) AIHEMEST FAEEN u,ve G, e A UL B 5 H k.

B. Vil 454

EX 108184549). & P={P,B,,...P,} ®nBE n NS HENES, SRES P THEES WA ELRA
(SISc{B.B... B}}. W F—EA AR BN WIR Be 4, 3 H B C, W4, Ced, Hob fT5 T4 B,CeP R
AR P AEZS FAHRSEA ) A 277 Pd \ @S A Ry— A (L) 7 1 454 b X T4 4 Qe A4, TR Q MR
FE MM THEE Qe 4 MER QO NAEBBES.

C. MM

EX 2. BEWDELRN p>2" WIEHIIER G, A G, e — DL IEM S e: G, x G, — G, i AL LS
BUBEHE IR U R g € G fl g + 2 NBENLIR L a,5,b,,b,,....b, € Z,, B 8L g-type {1 ¥ (g-type assumption) [ 2 4
JE % U

88
g ¢ g g™ ", ) ela.al,
&1, ), 1 €[24,.9] with j # 7,
g5, ). /' <[24.q) withj = ',

g (6, j) € [qug.g] with = 7.

S ARAEAE — Fh SV B S 78 2 T ) g BAAR 1] 220 AR (X 4 e(g,g)™" Rl Re G, NI E g-type 8%
s
22 [EEEYX

A RGHA

ASCAR 1 AT BRI IR RS B s A7 i B U 1 T R 4 A TS 1A 5 (data owner) s = A7 6 iR
% #%(cloud storage server,fii#k CS). N ~J& 42 ALK (attribute authorities, & R AAs) I £ 3% {3 F & (data user),
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e 1 s,

(1) BHEIna & Bl A & 08 A2 3h A din 5 2= A6 I 35 43 T8 15 O F AN 8 SR A7 0 i 55 4 BOE A8 3l i
e A R ) BEURRN TSR RE A BRI A2 408 1) A it 2 ). [ I B0 410 8 A 3 SO I IE 4

() AT AR SS &5 25 A7 18 AR 55 45 A7 Tk A0 3104 385 6 1) o SO SR AIE 4 o, 3 (3 et 7 i) 2 8 O 55, O 34 B
PP 7 A B e i 5 S ARUE 25 A7 fik e 95 2 02 sk HL 27 3 119, B A 5 2 T {5 1.

(3) ot A FH 5 - Kl i Y A e % B 2% 0 5 5 A7 A IR 55 A (S R AL B SRR e 4 S AR IR 55 AR
FH T SRR f i 1) 2 3. (]I 20 Ao P 3 4 P S0 UE & A B L PR L BR B0 AIE 25 A7 fik I 55 4% 1A A 3 2 75 IE 7.

(4) JE PSR a8 T 32 RO S 5 4 T A5 1), 2 57 b 5 3 9 2 S 1 2 A BB LA S ) Dy B v 1
A AR T3 A BN B A BE SR IR P AL AT P B A5

e 'gng"s;" b $effed bl

UIEABEED E

S
Z MR ~

o, mE

Y # 5 g’ g/,’ t_:’ il
J B a

NAEBULE
Fig.1 System model of OO-MA-ABE scheme
1 OO-MA-ABE J5 & R G Al
B. 00-MA-ABE 75 %5 X
TEIX — 50, BATE XL T 00-MA-ABE J7 5 11 2 T 2 [A] 50925, AR I
(1) GlobalSetup(1*) — Params : ¥IUEALH I AN S BN @228 1Nl AL A TFBECN Params. 7 5b,

PRI 4 G5 — KBRS 4. D40 P AR FR IR ID A — NR IS Sp.

(2) AdSetup(l*) - {PK,, SK,}: J&PESZBUNUMWIEE LB, N S HCN % 4S50 15l A RN 4, 1
KA {PK;, SK, }.

(3) KeyGen(ID,S,, N 4,SK,) — SK}, : Fi PV 8 50 7 A2 500 S N P ARRAF ID. FI P R YRR S, 0 4, 3%
BRI FLE SK; Bt B4 B P I ALEA SK,.

(4) Encrypt.OffL(PK,) —> IT : B LN 505 Hi N & PEEBUNURA K A 1 PK ;i i I %% SC IT.

(5) Encrypt.OnL(IT,MSG,(M, p)) — (CT,Token) : 15 £ i1l % 53, i N\ a4 SC 1T 10 W15 MSG I i 1) 45
¥ (M, p); Hi 3530 CT FIBGAE A W Token.

(6) GenToken(SK .Sy, ) — TKj, : s e 5 41 5925, i N FH P RABH SK )y JFH P I RS2 S 1 9 25 49
TK!,.

@) PDecrypt(]D,TKjD,CT)%TDZ%ﬁ%Yﬁii,iﬁ)\)ﬂF ID. ¥EHCE TK ), B35 S0 CT it % e 5ais
D.

(8) Decrypt(TD,SKj, ) — MSG L ff 8 5033 iy N3k BB D e il P A8 SK s it S0 MISG B L.
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C. &4

BATVRI AT A MBS C 00 3 %, 8 ST i 28800] B ¥ 22 AU LA J8 1k 6 I 85 4% 3 2 A7 it 08 U
v 2 1) 32 5 7 ) 5 R AR AR I e TR B R 2 TR PR R R

WAL B B3R A SR8 MR BRI E S R =(?1,.)i61 Iy i) 45 48 (M,-*,pf)l_ef ki C, Hp,
1c{1,2,. ., N} XTI c{1,2,..N}. Bkl # C 5 %447 GlobalSetup %74 N TF S8 Params S8 J5 18~ TF 2 5
REZE T Bk CARYEA B AR BN = AR A ] A R Bk i R

(1) X FRANRRIN 4, <R, BhiRF CIBAT AdSetup 51k 7 £ A FLHIN (SK,, PK,), I (SK,, PK,) % 3%
BT

(2) X FEANN 4, ¢ R, PhIEH CIBIT A4Setup FEFEARIX (SK, PK,), FHACLAHASH PK, K
AT

T B LA A o7 DU B R B i {1D1,1D2 ..... IDq} B BIESRE Sy, Sip, v S, o PR T B
FH CHATZ U g R)FE G ;H b BT A RROCHEAT 5 913 I SRS R R SE & S,, AU BET 2 V7 1]
iR (M7, p"), T HARRE R A T BB B MR BN R B #H C 81T KeyGen P2A% 4 SKp, 38 H i b 45 8
F A

PEER T B BT A SRS WA K AR R 9 AR B3 S My A M, 4Bk C; Bhik & C B o pLE & — 4
K8 be{0,1}, R J5 18 17 B 2k N % 551% Encrypt.OffL(Params, PK,) F12 N % 581% Encrypt.OnL(Params,IT,
ck,(M*,p*)), FEAEPRIR % S0 CT, I JE PR % 5L CT™ RIBLTTF A

T 2. EE A L

BT A MRBYE N Pr[ B = B]-12, Hrh, Pr[p' = B] & B = B I,

RGBT B ECTF A B —AEN B B B ER B = B, MELTF A FAR xR

EX 3. WRETF A TE 2 WU 8] P B AF DL E U uk iR ARE 2 2 T L2 1, 0844 v R0 mT 380 1) 22 B ALK
PRI % 78 B)) o A7 Al 00 T 1] 4 1) i 8 BH S22 4 1T (selective CPA-secure).
3 SMAIIIER MA-ABE i aliEHI 5 R

TEIX —#B70, ASC BAR 1 T w1 30 0T B IE 1) 2 B AL Jm PR 2R % 07 R AR B 1% 07 &0 LSSS i I B fx
KIATHN Prax A7 ZAIEW T JLAH B

1) RGWIEL

W PAT GlobalSetup 532,72 RA N TF S HL Params. & e FIH 00(1°) — (e, p, G, G, ) Fa 1 — AW Lk P FE 94
B e:GxG -Gy g A G IR IC ARG BN hyu,v,we G, HHIEEFURER (S R4 H (-): {0.1) -7,
Hy():G, — {01} A1 H,(): {01} —{0,1}" DA % 4 iy 3 §A$R I bR B0 1. Forh p y— AN E KL, Z, A p IR

Ai,zy---,A,,q,}.ﬁEP, 4, €Z,,i=12,.,N M j=12,..,q, J7 5 PR AL B AL 2 S 518 BEAT R 0L, RGEI 2
FSHh
Params =(g,h,u,v,w,e,p,H,HO,Hl,G,GT,H’) 1)

2) FBHLF ST
BRNIIZAT AASetup BEATHIIRMAERAE, AR RE 0 N TP 2D.
(1) P RBEBENILETE o €2, IFHR Y, =e(g,g)", RGN Y, RIXG HAMRBNUE 5 J5 5 AL

ISR Y = H;1K = e(g,g)zsla" .
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(2) TR RRUILI A, Sf i, BRI 0T
(@) BEWLESE N-1 DBHCs, € Z, (k efl.... NHY), iH5 g SR I0IL R IR LM I BUNLI 4 G e {L,...,N}/
{}.

[ o
MK[ _[ H gs'k j/( H g%} =g kel N} kel N}/ (2)
kefl,. N} i) kel N} {3}

Hr, [T MK, =1mod p.

ie{l ..... N}

©) NEARBIE A, e A, HHAE .

AL R AT B CLIA Y PK, = (V), FHORET 1 C ORI SK, = (@™ B), )

3) B

SR FE P 1 3R I, 7 AR PR LA 1 SR AL BB A B AT 5 417 2 KeyGen ST FH P
T . KeyGen W BARIFE S RN T H 5.

(1) S 4.

(a) BEWLIERE— A Ky, e Z,, THELALIE MK, - g MK, v R MK, - g o', 34 H 35 4 Hofl B RUHLA A,

(iefl,.... NH{Y).
(b) 4 E ke 11 SEABEAUBL AL IR MK, - g7 MK, -7 R MK, - g /" I BRI F A SR S 5941 Do,
D, 1 D,.

D, =TT MK,g" =g>" =g,
D =T, MK,.g“ w" gz' v, ©)
D, =], MK~ =
=3,
(2) FERHLI 2 N AR <[]S0 4,
(wa)"" v

FiL 7t BRI 73 B BB K = (D D.{D,.D) ,S,Dmi[).

Jj=l.t

. N ’ jH (ID)
[bablLis s r, € 2, WG D, , =", D,y =(u"h)" - D, =

4) B

RN R B R R SN AT Encrypt. OffL 55307 A2 W I 5 SC, IR I I 85 SC A i /6 7 30 i
%W Encrypt. OffL BIER BRI T

(a) FENLEFE S seZ,, il key=Y",C,=g".

(b) 7 1 B ) ﬁﬂfﬁmlﬂ%zj xt, ez, Hh, j=12,.

(© WHC, =wh".C,=W"h)".C,=g"

ﬁ%llﬁﬁﬂ‘%‘iﬁﬂsz(s,key,co {20 %085:C,0.Cr00Cra) )

jrXjrty

5) fELRIn%

PRI ML B B & A7 S5 2R, T BB AT Encrypt.OnL NE YR MSG R G HE SCIMLE] B A7
1% Wk 5% % . Encrypt.OnL F3E ) AR F2 40 R
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(1) BUEIA & BEVLERE ck e G, T EXSFRE Y sk = H'(ck), 1 FI X FR3E8 sk N5 B MSG 4 OB 55 5T
CT". 53 A+ 550 AIE 4 Wt Token = H,(H,(ck) || CT").

(2) BHBINA H AT W0 T BRI X FR 2 ok, BARE R T,

(@) & Xy7mEhgi (M,,,,p), FH, (< P,

(b) iﬁ%l}iﬁﬂlﬁﬂ%}:(“:)’z:)’s ----- yn),ﬁ‘:F',yz,)@ """ Vi €Z,

(c) 5 2 =M,y M C=key-ck, Hort, M Z VT I FEFE M AT [H) &

(d) W5 C,,=2,—z,mod p,C, s =1,(x;, - p(j))mod p.

SN SN CT = (CT',C,CO,{CJ.J,ijz,cjﬁ,Cj.,4,C,.,5}j:L“[ ,(M,p),Token)-

6) &

B A H R 8% & BRI AT GenToken Sk =4 W %40, b HAF % B R 2h 5 4% L. GenToken %
LR AR R, e BENILEE pe Z,, T TK, (SK}'D)" IRAG i e 2 4. 2 O A8 o O ) o A7 i A
I 30 S AN B B B IR 55 8%, 5 IR 55 8¥I8 4T PDecrypt SIE7F= A #5305 5L TD.PDecrypt 3% B HAR IS T
wrr.

B N5 key,.

o(CoD))
4.0; ) H(ID) @j
( 2 (D )”j Hjs[(e(cj.l‘(Dl)ﬂ).e(cj‘z'uC/vsl(Dj‘Z)ﬂ) 'e(cjﬁ’(Dj&)ﬂ)j
Hr, Z L 0,2 = s A, T AR IR S5 AR S TD = (CT',C,key#,Token) RIELEBARALT

7) R

A 2 WS B 25 A7 i R 55 8 0% 1) B 3 % S AT Decrypr SLIEHAT ff s, BRI FR 40 R i S vk BN
TR ck = C (key,, )™, 48 J5 Yo 25 2 Token # H, (o (ck) | CT') 75 B 3. 25 S5 37, WU 2545t B 558 A 2 A

TF i, 302 ] L5 25 AN ST, WU 26 7% 75 A7k IR 5 32 7 25 TE A PR R 85 4 ke MR85 %550 €T 3R [ W1 SC MSG.
4 OO-MA-ABE FEHIZEMMEMMMERE ST

(4)

key, =

4.1 EmMMESH
TE AP SR T 49 5 3R, U A S S IE AR A 2 (4) R AT LS B Gn R S A A

H(ID) U
H/_d[e(cjyl,(q)“).e(cjyz 58 ,(D,-,z)”) .e(CJ.YB,(DjB)u)J
., ‘ ) K
o) o)

®)
H[ (w7 g e a7 o) (g (un)"" jj ’
Zitj r T o Zj ur @i _ zjgle'("J r
L (o)) =TT =5 )
=
Hie] e(Cyr (Dy)*) =Hielce[gs,gﬂz” a’w‘”jznieh e(g,g) KTy “e(w, g)** (6)
( Zj ¢ Cja-@; (D ) J (szsf(z;’zJ)'“’./ 7g,arj :e(wzb,yz)'“’/’Z/E/Z;/"”} ’g,ur) (7)

& 5,8 i E R (G)~R(7), 7] LAE F)

© TEBREEEEIEDT  htp/ www. jos. org. cn



fP4T 313 2 BT BiE b9 3 AANAN By b e 55 77 2013

i=1
key, = ‘L (8)

-=e(2.8)

H(ID)

e[ 0 LI o0 (€00 (0,1

42 REMSH

IR 1. AT FRAE B HOT BRI T HET N-1 A8 PR B A U

U AR B PG BE AL A2 N-1 AN BEALEESL s, FFHE g™ JLZ 45 HoAth & PR LA B A AUY LA AR
PR S = S50 A H O % MK AR B EIO S0 R 1 mT LUK IE, BT AR AE A g AR HEWT s, BRI,
iR N-2 DRV S BT A BTFNRE — NSO Rei e AT /e S5 206 20 g7, Bt L,
BTN T] B b A Y — AN O R B TR o, 4 S0 U7 S8 T DATE B 0N SO R i T HRET N=1 AN B R AL A
W O

IBiR 2. 1L g-type {8 15 (g-type assumption) Sz 145 L T 38 A 2 I (8]0 TF T DL 361 i FRATT R 7 .

B R E TR IE B S 0T A 2 DU AT ECF A TT DU AT 208 AR AT B 3R AT 1 77 56, 8 48R
A TR H — M EE C LU T] 28 R 55 i U g-type Al B SF2 40 R

IR A S5 HRER 1 U5 M 458 (M, p7) A2 B 1 8 PR AT R :(;1"),-51 RS ESLHEP M E—
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