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Abstract: The trusted subject supports of the existing multi-level security models are reviewed and a new model
called DL S (discrete label sequence) is proposed. It decomposes the lifecycle of atrusted subject into a sequence of
untrusted states (US). Each untrusted state is associated with a certain current security label, and only the predefined
trusted request events (TRE) can trigger the transition from one US to the other. Thus, the current security level of a
trusted subject is dynamically changed according to its application’s logic. Definitions of secure states and rules to
preserve security are also presented. Compared with the trusted subject implemented by security level range, this
model gives a better support of least privilege and achieves the support within the MLS policy framework.

Key words: multi-level security; trusted subject; least privilege; operating system security

, DLY( )
Bell
: TP309 A
Bell & Lapadula(BLP) 1 ,
) ( TCSEC
» Supported by the National Natural Science Foundation of China under Grant No0.60373054 ( ); the National
High-Tech Research and Development Plan of China under Grant No.2002A A141080 ( (863))
Received 2005-11-28; Accepted 2006-03-17
© HHE HOFIFFIT hetps/ www. jos. org. cn




731

GB17859-1999), BLP (multi-level
security, MLS) , )
(trusted subject) .Bell [2] *- ,
. *. , ;
° *_
BLP , ) )
, , BLP
Bell BLP )
(a-min, a-max), ,Mayer
: 3, TMach SELinux BLP
(tranquility) , , ,
) _ ) Bell
, GEMSOS ,Schell Lee 4
[5] , , ABLP(adaptive
BLP) , (red flag secure operating system, RFSOS) . , [6]
:ABLP
ABLP , [6] :DBLP(dynamic BLP).DBLP
, [6] DBLP
, . , DBLP ,
,DBLP , IPC
) ,DBLP TMach
,  ,Posix1003.1e (7
(capability) MAC ,
; ! MLS )
MLS , , [8] ,
, MLS ,
, (discrete label sequence, DLS) ,
MLS ,
1 DLS , 2
3 DLS , DLS

© PEEREBEAD

http:/ www. jos. org. cn



732 Journal of Software

4
1 DLS
1.1 DLS
(1)
[6] DLS .
S »SUBJECT, S S
O: oOBJECT.
L: oLEVEL.
A: oOPERATION, {r,aw},
R: oREQUEST, D: oDECISION.
=><#}:Lol,
2
P(L) L SLeP(L)/D, L

1.1. q:(ll,lz,...,lm,...) S

Vi<length(q),q[i]eSL,

i ;length(q) q il q i
1.2. Q={glq L }.
(3
DLS BLP ,
fsS > L;
f=f.
OsSr— Q;
fs=upperbound({ g4[i]|0<i<length(qgs)}),
fo:Srim {qdi][0<i<length(ag)} .
lqs ’ fc
[ ]
fe:O L.
1.2 DLS
: C . [6]
1.3. z (V,RxD,®,vo),
o V ;
e RxD ;
° o @:RxDxVi=V,
] VO
14. V 1.3 b C V ,CT VxV

Vol.18, No.3, March 2007

DLS

DLS

© PEBREBALTU bt/ www. jos. org. cn



733

, veC; (r,d) cC CT , ((v,r,d),v*) e w,
. veC, V¥ eC;
o (v,v*)eCT
X cC CT ,
® \p C )
e V(r,d)eRxD cC CT .
1.5. P:RxD - DxV, prv)=(d,v*), p C CT , veC=v*eC
(v,v*)eCT.
, DLS 15 . BLP . v=(b,f,H,M).
,be SxOxA,
1.1( ).
Vse SVoe0,(s,0,r) ebv(s,0,w) e b=1y(s)>f,(0).
1.2(*- ). (Liberal)*- (Strict)*-
*_ .
VseSVoeO,(s,0,r) ebv(s,0,w) e b=f(5)>f,(0),
Vse S VoeO,(s,0,a) ebv(s,0,w) eb=1.(s)<f,(0).
*_
VseS,Voe0,(s,0,a) ebv(s,0,w) eb=f(s)=f,(0);
Vse S, VoeO,VxeA,(s,0,X) e b=f(s)=f,(0).
1.3( ).
V5eSV0;e0,(s,0,X) ebexeM;.
1.4( ).
VseSVoeO,0 s =f(5)<fo(0).
BLP , ' ,
1.5( ).
TCB . 2 15
1.3 DLS
, BLP : BLP
, DLS
, 1.2 *- 15 *-
15 , , *_

15

© PEBREBALTU bt/ www. jos. org. cn



734 Journal of Software Vol.18, No.3, March 2007

2
2.1
, ( 1.2). .
(untrusted state, us) MLS )
, (trusted request event,
TRE) )
3 . (security policy database, SPD) . 1
Request event Request event
RO, B COLE
|TRE match| |Label assignment|
) )
Untrusted state match
o
Fig.1 Dynamic tuning scheme for current |abel of trusted subject
1
t us, e . SPD
us, , e . e )
US+1, : : 1.5
2.2
15 v=(b,f,H,M) , beSrxOxA
= Prog: ;
= Proc: ;
= PUSate: ;
= TRE: ;
= P(X) X
2.1. v (PLT,CPL,PUS2TRE,PU2L, TRE2US P2P),
» PLTcP(ProgxPUSatexLxP(TRE)), ,
4 ;

= CPLcP(ProcxPUSatexL), ,

© DEEREBAAAIFUN bt/ www. jos. org. cn



)

735

= PUS2TRE:ProcxPUSate—P(TRE),P2US(p,us) p us
= PUS2L:ProcxPUSate—L,PUS2L (p,us) p us ;
= TRE2USProcxPUSatex TRE—PUSate, TRE2US(p,tre) p
€ )
= P2P:Proc—Prog,P2P(p) p .
2.2. v=(plt,cpl,pus2tre,pus2l tre2us,p2p) , :
V(p,us,l)ecpl=(p2p(p),us,!,pus2tre(p,us)) e plt, Vee pus2tre(p,us),us'=tre2us(p,us,e),l’=pus2l (p,us’),
tre’=pus2tre(p,us’), (p2p(p),us.I’,tre’) eplt.
2.2 )
PLT , : (
) PLT . 15 2.2, )
23
15 ] ,
s, , Os
, TRE , Os
, canswitchto ,
canswitchto, . ,
, . “ (any)n “ (!)n ,
root (Low)” * (HIGH)” . (NULL)”
(ALL)" . USE_EUID,
A.
Linux MLS LSM(Linux security modules) (hook) , FreeBSD MLS
MAC (entry point)
3 DLS
; ( Bell BLP TMach
DBLP ) DLS
Bell fe [a-min,v-max] ,
( passwd /etc/shadow ) . ,
, , a-min
V-max, [a-min,v-max]
MLS 1S={ 51,52, 53,54,S5} ,O={ 01,02,03,04,05} ,L={ |1, 5,13, 4,I5} - S,0;

© PEBREBALTU bt/ www. jos. org. cn



736

li, 1i<l},1<i<j<5. S3 01, S3 01 S
S3—>0;>S,—0; , I3 P . ,
S3 o [lyl3] . ) S3 Os, 0z,
[l3.ls].
, , 3
(1) *- IPC
o, IPC , IPC *- , IPC
IPC , ,S3 01 S 01.
2 (content encryption)
S3 01 ) ) S ) )
passwd '
(©)] (volatile object)
0y /dev/null . \S3 (o1} )
3 ) S 01 S3 ) )
$3 P [11,13]
DLS ; S3 , (o] 'Sz
. 0, ,S3
12 > \S3 Iy, Iy
2 [a-min,v-max] ,
; DLS : *-
, I3, I3 o [totd] , I1 v [ttd]
: ; 2
A
V-max I3
“““ JIC
a-min Iy
0 to ty to +
Fig.2 Comparison of trusted subject’s right between range model and DLS
2 DLS
,DLS MLS
( Ihigh) passwd ( l1ow)shadow
shadow , passwd open
Ihighs liow: , Ihigh- , passwd
4
MLS

Journal of Software

© PEEREBEAD

Vol.18, No.3, March 2007

0,.

[o,to]

http:/ www. jos. org. cn



737

DLSDLS

. MLS ,
DLS , '
MLS ,

References:

[1]  Bell D, LaPadual LJ. Secure computer system: Unified exposition and MULTICS interpretation. MTR-2997 Rev.1, Bedford: The
MITRE Corporation, 1976.

[2]  Bell D. Secure computer systems: A retrospective. In: Proc. of the 1983 IEEE Symp. on Security and Privacy. Washington: |[EEE
Computer Society, 1983. 161-162.

[3] Mayer FL. An interpretation of a refined Bell-La Padula model for the TMach kernel. In: Proc. of the 4th Aerospace Computer
Security Conf. 1988. 368—378. http://ieeexplore.ieee.org/xpl/tocresult.jsp?isnumber=3362

[4] Lee TMP. Using mandatory integrity to enforce commercial security. In: Proc. of the IEEE Symp. on Security and Privacy. |EEE
Computer Society Press, 1988. 140-146. http://ieeexplore.ieee.org/xpl/freeabs_all.jsp?arnumber=8106

[5] Shi WC, Sun YF. History sensitivity of the multilevel security policies. Journal of Software, 2003,14(1):91-96 (in Chinese with
English abstract). http://www.jos.org.cn/1000-9825/14/91.htm

[6] J QG, Qing SH, He YP. An improved dynamically modified confidentiality policies model. Journal of Software, 2004,15(10):
1547-1557 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/15/1547.htm

[71  Draft standard for information technology—Portable operating system interface (POSIX)—Part 1: System application program
interface (API)—Amendment #: Protection, audit and control interfaces. |EEE Computer Society, 1997.

[8] Xie J, Xu F, Huang H. Trust degree based multilevel security policy and its model of state machine. Journal of Software,
2004,15(11):1700-1708 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/15/1700.htm

[9] National Computer Security Center. A Guide to Understanding Security Modeling in Trusted Systems. 1992.

[5] , . . ,2003,14(1):91-96. http://www.jos.org.cn/1000-9825/14/91.htm
[6] , , . " ,2004,15(10):1547-1557. http://www.jos.org.cn/
1000-9825/15/1547.htm
[8] , , . . ,2004,15(11):1700-1708. http://www.jos.org.cn/1000-
9825/15/1700.htm
A
#hegin_config
#begin_prog
path:
users: ID
#begin_state
stateno:
mis_label:{ }
#begin_tre

© rhiEBRER

AT hupy/ www. jos. org. cn



http://www.jos.org.cn/
http://www.jos.org.cn/1000-

738

Journal of Software Vol.18, No.3, March 2007

type:{ }
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#end_prog
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