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Abstract: Detection of hidden messages in images is of great importance for both the network information
security and the improvement of security of steganographic algorithms. Based on the statistical observations on the
difference histogram of images, a new steganalytic technique capable of a reliable detection of the spatial LSB
(least significant bit) steganography is proposed. Translation coefficients between the difference histograms are
defined as a measure of the weak correlation between the LSB plane and the remained bit planes, and then used to
construct a classifier to discriminate the stego-image from the carrier-image. The algorithm can not only detect the
existence of hidden messages embedded using LSB replacement in images reliably, but also estimate the amount of
hidden messages exactly. It has a distinct physical meaning and can be implemented conveniently. Experimental
results show that for raw losslessly stored images, the new algorithm has a better performance than the RS (regular
singular) steganalysis method and improves the computation speed significantly. The new approach is also
applicable for color images.
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(a) The standard test image “Lena” (b) The difference histogram of “Lena”
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Table 1 Transition coefficients of the carrier image and stego-images
R 1 R R BANECE R R R Lo

Original carrier image Stego-Image with p=0.5 Stego-Image with p=1
A2i2i-1 a2i2i A2i0i+1 A2i2i-1 2i2i A2i2i+1 A2i2i-1 @2i2i 2i2it]
0.2316 0.536 8 0.2316 0.2451 0.509 8 0.245 1 0.2503 0.499 3 0.250 3
0.3115 0.502 5 0.186 0 0.280 5 0.5009 0.218 6 0.250 2 0.500 4 0.249 4
0.3527 0.484 1 0.163 2 0.302 5 0.493 4 0.204 1 0.250 8 0.500 5 0.248 7
3 0.351 4 0.476 2 0.172 4 0.292 3 0.497 4 0.210 4 0.246 7 0.503 7 0.249 6

ML B B e B A B T LA 280 PR i 4 T B 2 Tl 0 B A 2 S X R B R Ji AL A
TLSB Vi BRI 7 AN LR~ T 2 18] R A SR MEAN[R), 22 3 75 1Rl 8 FR e B AR 50T DAAE — e R b
b 5z WX 55 AH S 0T B AR IR LSB AT A LB AL, (E S LSB i 55 R N 1 7 AN Bk~ 1 2z 1) 45 98 HAT AR
SIR PRI AR S i i B VR SR R N PR 89 22 585 AT DG MR N T A P A 58 AT

B2 B BB OX AL B @i i1 @ai T aisn gis @aiva KEEHIGE T S0 R, X0 1 28 B4R, 3X W 98 2
Py I TTHR K SO A5, JR BT

o - o

A2 2i+182i7A2i+2,2i+182i+2 (16)

h T R (16)HEAT AR, 75 11T PIA BUGE 2 E AT 7 G it 523 — 2 J.H. van Hateren 23713

4000 5K/ 1536x1024 19 12 Hoky A< FE G PR, 1 6 H 58 1~ 600 kg B, J R A 1) 8 LUky, AR 4 THH F;

— AR 2 CBIR [EIZ N4 LU TPEG #% A7k, /Nl 768x512 15353 854 I, A8 e 31 K & TC s 4ii ks
3, FFRA CBIR FE.3E 2 FIH T4 JTHH FERT CBIR J&E B 5T a;0m182 55 @aimgaimi @i W LGS LT 45 .

Table 2  Statistical data on the ratio of ay; 5;1182; t0 @2:422i+182:+2

2 A2;2i+182i 5 @242 2i+182i+2 LB R vt 45 2R

i=0 i=1 i=2 i=3 i=4 i=5 i=6 i=7
JHH Mean 1.000 8 1.0015 1.007 9 1.044 3 1.021 9 1.038 8 1.0370 1.045 6
database  Variance | 7.611E-04  1.361E-03  2.766E-03  4.949E-03  5.485E-03  6.737E-03  1.314E-02  1.282E-02
CBIR Mean 1.008 6 0.9992 0.999 7 1.001 0 1.002 8 1.001°5 1.001 9 1.001 1
database  Variance | 1.689E-03  3.014E-04 3.061E-04 4.383E-04 5.827E-04 8.324E-04  1.030E-03  1.065E-03
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2805 PG A LSB V-1 i (1 e, HOAEL(Z 56 55 T %3808 BB IO N B, 8D AT 35 300,45 6 R AR i
etk p OB T S 4 LSB VA THURE AT LLAG) K 2024 p/2. 0 PR B 5038, 7 AH IV P 280 TR 1Y) LSB 1T 4 L S
Jr,LSB AT KLY 1-p/2 I ECAS B 25028 A0 2 AR R i A T LEBIR L0 2—p IR £ S AR A b A P 4
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X3 e, 5 p ZIA ARG R I IR 2 TR TR B y=ax™tbx+e, G5V 5L 502 W, — IR 2 T A AT
AR S b0 3K — bR B0 2R A, 10 AT Tt 1 e 3 3o J LA SR B iR A TR EL A .

© HHEREBAAIGUT http:/ www. jos. org. cn



156 Journal of Software #AFFEIR  2004,15(1)

1.4 w=1.34- 0416 + 0.07574"2 2 w=1.00-1.0%+ 0.212:°2
©0.7) ©0.7)

(2-p.B)

0e
2-p.p)
ES X
* -4 »
02z 04 06 08B 1 1.2 14 16 18 2 ) 0z 04 0B 08 1 12 14 16 18 2
(a) i=0 (b) i=1

Fig.3 The functional relation between ¢; and p
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NFIWT AL a, = B, ~ 1, WS 2 R R LLBI pa1.
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R A/ =(hth_)12,g/=(gtg-)/2:(2) 3ot 5L i O RHE T o, B, 71y, JATTRE(20) SR ARAH I (1 R EE ) p, 2R 5
SREATHI 38,15 B 2 B AL VB SE IR R BT i=0,1,2 B R 22 /0 B8 PRI I AR T i=0,1,2 BH& 1
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3 ZRERSHN

3.0 HBEGHIRER

N T AR IR ST IOAT bk AT I USC-SIPT B8 44 FEU b i 36 1 5 W S12x512 K/ (b ol < 13 PR (ln
e 1(a) A1 4 7 7m) 04T U R F BE AL IR B LSB 2 46 77923, 78 G H 4 il N AS TR BE 10 R 35 7 B (R 35 ¥ Bk
Bl BB T 1) 85 30), 88 i AR SV AN RS BB 23 T 77 v 40 A v b 2 45 U8 (0 R N B A8 RS 43 B HR R AR e A0 5 7
10,1,1,0].5% 3 FUH T 0 — X BE ML IR S8 56 30 A7 0038 1) 45 S DI — B AR R BATT A B34 1 ik A LE 48], “RS™
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(a) Womanl (b) Milk (c) Plane (d) Woman2
Fig.4 Standard test images
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Table 3 Test results for standard test images

F3 AP ER DR 4 R

% Lena Womanl Milk Plane Woman2
DIH RS DIH RS DIH RS DIH RS DIH RS
0 0.716 —-0.341 0.657 -4.110 -1.510 -0.345  —-0.533 2.045 -2.053 —2.485
1 2.008 0.876 0.994 -3.264 —0.383 0.354 0.619 3.190 -0.971 -1.635
2 2.874 1.639 2.492 -2.433 1.310 1.980 1.753 4.418 0.497 0.133
5 6.439 5.305 6.318 2.713 4.662 5.015 5.236 7.099 3.500 2.849

8 9.308 5.684 8.435 6.470 7.900 7.570 8.348 9.678 7.161 6.644
10 10.323 10.327 10.503 5.532 9.673 10.689 10.238 11.603 10.902 9.320
20 21.563 19.774 18.680 14.633 20.659 19.518 21.529 22.714 22.092 19.640
50 53.228 49.267 44.310 46.907 51.524 52.217 53.048 54.269 54.772 54.277
80 84.220 75.383 77.883 80.428 80.112 81.438 80.060 83.265 83.197 80.249
100 100.00 100.00 91.707 93.837 95.622 100.00 96.885 100.00 95.928 96.954

3.2 SRSBRESAEMMERELL

N T HBRIRATH 2200 73 B 75125 RS B&E 73 M 75 i AT S22, A 17000 4 THH [E4% 5 A1 CBIR P& 5% 3k
TS5 3.0 AR S IG, B  PEG h EAT — DR A B AL A\ ST, R A At 7 20 S A T IO B
1.4 4 BT AR T T IR ST 4

Table 4 Comparisons with the RS steganalysis technique (%)
F4 5 RS BENHIHENTERELLE(%)

JHH image database CBIR image database

% Our method RS steganalysis Our method RS steganalysis
Mean Std. dev. Mean Std. dev. Mean Std. dev. Mean Std. dev.
0 0.653 4 43030 2.025'1 6.086 2 0.176 6 34111 3.582E-02 1.846 7
10 13.1328 3.6308 12.029 7 5.5222 12.1317 3.646 7 9.3801 2.2616
20 24.658 3 3.4014 222732 4.974 8 23.3199 3.5279 19.1655 2.750 7
30 354015 3.2305 32.8712 43813 34.021 4 3.464 8 29.940 6 2.867 7
40 45.544 9 3.0314 439733 3.6159 44.029 5 3.4595 41.4857 22116
50 55.248 3 2.680 7 55.588 4 2.8873 53.9223 3.467 8 542818 2.093 5
60 64.592 6 2.309 3 67.502 0 2.964 9 63.628 2 3.0651 67.805 2 4.010 4
70 73.698 0 1.782 6 76.504 7 2.736 2 72.950 2 3.366 6 77.393 1 49523
80 82.8115 1.604 6 84.232 8 1.9723 82.790 8 3.478 8 83.4519 3.3432
90 92.136 5 1.661 4 94.473 8 3.7157 91.9382 3.0381 942749 4.8150
100 97.806 7 1.3125 99.797 1 1.672 8 95.795 6 2.857 0 98.202 0 4416 4

T 4 G 45 R n] LU 35 AR VHEL I V- 3R 6 T 5 B AR B8 2 R ik N LE B 10%~40% LA
AN ZESY S BTG THE A RS RS 43 B B8 H2 300 50 S8 A VHE I b A 225k 5 6 THH 1, 22 93 3 T U5
LI /N T RS B85 2081 77 15,6 CBIR R R, R LU /N T 50% I, 22 43 23 AT 7 VA K T RS K5 20 M J7 vk X 3R W,
ST V5 U TARAEAE IS, Z2 40 A0 W1 75 10T LASRASAL T RS Ba 'S 2 M B 1k RS, T % T TPEG #% 280l 1, 224 2 Wi 5
LT LIRS 5 RS 25 40 BT AH 24 16 7k g

FEVHELH R 5 1, 7F iC & Intel Pentium 111 600MHz &b #E.8%,384M N £711) PC HL L, VC++6.0 *F- & K 24
S HT7E THH FEAT CBIR FE L AS ISR E 43 590 4 4 178.60K F1 3 884.36K /s, 1M RS K&'5 2 AT B A6 33 55 43 73]
566.17K F 534.66K 7715 /s.3X 3 B FRATT A SR I T P 225 1 T RS B 55 43 7, BE A 0] T S 300 i B A 0.

T T 02 AR SCHE HH (0 7 VA T 8 LSB 5 e (14 S5 O 28 PR RS I 4 2 5 20140, i T+ Westfield 1 SCHR[3]
AR AR T XTI L LSB A e AR DN i 8, B, AN SR 4 H I T ) S0 B
33 REDM

ol s 2 A RN LG AT P £ 0 358 22 T RUE T A 5 T () MR I (16) A2 75 7 4 AL R T kN EL 49 1) T 85
AARKEZERFHW,HL EHTE 2 W ax0m80 5 @riopim@in WIARZMART 1LXHESET AT 0Kk
NG PRSP AR K B0 SEAE, PT LA AR A G S5 30 S vh B A SR B — 5 (48 g AT A% 1E5(b) T 5 4k
I 10 22 BEE R N TR < RN A BB (R BE AL, 2 25 RN LA R 6 a7 SR — 78 IR IR 22

4 & it

ATCEIE X T LSB B i A5 E O BT VA RN AT B T — A AT I R T 22 0 T B S 2 B s
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2, I TTVE A AT LT S SR I PG b A RO TR A L3 T LUORS B A R A R RN SRR R R
1 AZ S0 T IR A6 T AR AE i R T LURAG L T RS B'S 0Hr J7 ik i Pk e SR 4 B SCELU, S B g o oF S
/N RS BEE 73 M5 A L, AT DA 25 R e R U 2 A SO Y 8 22 20 20 W D R IR T R0 B AR IR T LLAE
I BB AR AN B YA T LR T (EG G 8 ERr R K 28 7 LA 1 TR A8 B 5 2 B A0, BA T R 2,05 B Oy
B0 T3 2 T AT A S5 8200 TAR b BATTRG A 8 BRI G vt BB EA T IR N (5T, 7 B A Bh B v A 2L
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