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Abstract: This paper delines the meaning of fairness more suitable for AF PHB in DS network. Besides, this
paper argues thai responsive and un-responsive flows should be treated differently only to their out-el-profile
traffic. In addition, traffic responsiveness should be identified by its behavior rather than simply by protocol.
Mereover, twa markers. srTCM and trTCM. with eight mapping schemes are examined by simulations to check
whether they can provide fairness in DS networks. This paper alsp defines fairness area as the network load
range where the DS network can provide fairness 1o responsive and un-responsive aggregate by marking without
discriminating, and parameters canfiguration of the area is also given.
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Differentiated Services (DS Architecture . recently proposed by IETF , provides scalable means to deliver IP
QoS based on handling of traffic aggregates. Traffic Classification state is conveyed by means of IP-layer packet
marking using the DS field. Packets are classified and marked at the boundaries of network to receive a particular
PHB (per-hop behavior) along the path, Sophisticated classification and traffic conditioning (TC), including mark-
ing. policing, and shaping operations. need only to be implermnented at network boundarics or hosts. Within the DS
domain, core router forwards packets according 1o the TSCP value in the packet header. Up to now, IETF only
defines two sets of PHBs, Expedited Forwarding(EF) PHB and Assured Forwarding (AF)'*! PHBs. Therc are 4
independent AF classes, and 3-drop precedence level in each class. Recent studies have shown that under various
conditions, existing Diffserv mechanism may have prablems of unfairness and inefficient resource wiilization, there-

by failing 1o achieve the desired QoS for TCP [lows running over assured services'®*!, The interactions between
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responsive and un-responsive traffic in the DS network make the [airness much more difficult to ohtain**¢L

Meanwhile, Floyd promotes the use of End1o-End congestion contro} in (uture protocols for BE traffic”!, We
argue thal Fad-10-End congestion control should be used in AF if the customer prefers 10 ge1 excess bandwidih by
gencrating oul-of-profile tralfic. A DX network may encourage the use of End-1o-End congestion control by giving
more excess bandwidth to responsive aggregate. If the network cannot provide fairness [ur responsive and un-
respansive aggregate competing excess bandwidth, it may encourage customers 1o usc unresponsive {lows even they
don™ need to, which will cause unfairness end make the D8 network difficult (o spaintain. Ilowever, the in-profile
traffic of hoth responsive and unresponsive aggregate must not be punished. Rascd on the original intention of DS,
i. e. . providing customers with some kind of QuS. we argue that all the in-profile traffic must be protected,
whether or rot it is responsive.

The rest of the paper is arganized as follows. Section 1 discusses some related works, Section 2 redefines che
fairness in AF PHB in DS network. We present our marking scheme in Section 3. Then we evaluale and analyze

those schemes by simulations in Section 4. Finally. Section 5 concludes the paper.
1 Motivation and Related Works

Fairness betwesn responsive flows and unresponsive flows is difficult to solved, Floyd suggests prompting the
use of End-to-End congestion control in the Taternet™!. However, nctwork cannat rely on customers’ corporation
totally, Besides, it is very difficult 1o identify an unresponsive or malicious flow in traditional 1P nerworks.

Clark gives the framework of AF by using RIO scheme *v which is an extension of REDI. A single FIFO
queue and (wo-drop precedence arc used. Traffic exceeding target rate is marked out-of-prolile, otherwise packers
are marked in-prolile. Two sets of parameters arc used separately for In and Qut packets to drop them distinguish-
mgly in congestion. Tbancz''! goes a step furiher by mixing AF and BE wallic. They conclwle that AF cannot
provide a strict allecauon of bandwidth between severil users. Goyal * concludes that three colors help clearly
distinguish congestion seusitive and insensitive flows. and the reserved bandwidth should not be overbooked. For
three color merker, they use two token buckets with two separate token generation rates for green and vellow
volor. Besides, they lise four possible buffer management techniques by distinguishing accounting 10 be Single or
Multi and Threshold 10 be Single or Multi; SAST. SAMT, MAST, and MAMT. They use SAMT {Single
Account . Mulri Threshold ;.

Seddigh 51 lists six passible meapping schemes for TCP In/Ow profile traffic and UNP In/Out profiie traffic,
and they compare the results of MAN 1 and MAM L, Hesides, they use TSW (Time Sliding Window) for marke:.
The difference between their work and onrs is that we use token bucket for marking and SAMT for queue manage-
ment. However. since we get similar reanlts by identical mapping scheme, we conclude that it s he mapping
seheme for In/Out packets that determines the bandwidth allocation of different aggrepate type. We go a step

further by examining sr TCMY and tr'TCM "™, borh of which can mark 1rallic into three colors.
2 New Fairness Definition in AF PHB

The key issuc is that the ariginal idea of Diff-serv framework i< 1o realive some kind of QoS to 2 customer. In
AF . a customer has a target rate and if the aggregate from the customer does not exceed this rate, the cradlic
should not he punished. whether it is responsive or nnt. We must make the network able to deal with the
customer’s out of prolile traffic, and a customer can never ceceive high perfarmance by simply using un-responsive
MNows. Resides, we argue that Floyd’s opinion of prompling the use of End-10-FEnd congestion contral is also fit for

excess bandwidth sharing in AF PHB, especially when the customer prefers 1o get our-of-profile bandwidth.
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Based on the original intention of DS, i. e. . providing customers with some kind of QoS, as well as the
opinion of prompting the use ol End-to-End congestion control in the Internet, we redefine the meaning of fairness
fur AF PHB in DS network as following .

1) In an over-provisionec network . ail in-profile traffic should he protected and target rate must be achieved if
the customer has enough loads ;

2) In an over-provisioned network . out-of-profile traffic can access the excess handwidih proportional to their
target ratcs. We strongly prempt the use of End-to-End congestion control and we argue that it should provide
more bandwidth (o responsive ones;

31 In an under-provisioned neciwork, the network should keep responsive {lows and un-responsive flows
degrading in proporticn to their profiles. Never can one aggregate be starved by the other.

All other works use UDP to generate constant bit rate traffic without explanation. We argue that it may lead
to a misunderstanding opinion that TCT equals o responsive and UDP equals to unresponsive. Tt is unreasonable
to identify an un-responsive or a maliwious flows simply by whether it uses TCP or UDP. In this paper. we just use
TCP to generate responsive traffic and UDP to generate un-responsive traffic. However. this absclutely never

means that we can identify whether a flow s responsive or not simply by its transport proteccl.
3 Marking Schemes

A TS node should try 1o protect packets with a lower drop precedence from being lost by preferably discarding
packets with a higher drop precedence value. An AF ciass includes three-drop precedence. In this paper. green
color means the lowest drop precedence and red color means the highest drop precedence, and yellow color is the
middle one, We list all marking schemes in Tahie 1. Here (+/Y means green for in-profile traffic and yellow for
out-of-profile iraffic, Nete that schemes 1 to 6 are only fit for the case where the responsiveness can be identified
at the edge of the DS network, while schemes 7 and & can be used if the responsiveness is un-known at the edge of
i35 network. Schemes 1 10 6 are alse used by Seddigh®®-. However, unlike Seddigh who uses TSW maker, we use
trTCM. wtick is based on token bucket and has far more flexibility, particularly useful with dual target rates. In
this paper, we only consider onc target rate, The simulation tool is NS-2. 1bé.

Table 1 Marking schemes in AF class
Marking scheme

1 ¢ 3 4 & Vs 7 8
TCP  G/Y GIY G/Y G/ GFY G/Y st TCM ' TCM
upp G/Y Y/Y Y/R Y/R R/R /R three colors three colers

(3. (GGreen, Y. Yellow, Ry Red, In-profile /Qut-profile Color
4 Simulotion Resuits and Analysis

This section presents the simulation results for all schemes listed in Table 1. The simulation network topology
s shown in Fig. 1. The link between core router (C1) and edge router (E3) s the only bottleneck link. Traffic
from the source will send to the destination with eorresponding number. There are 4 Iesponsi\;e aggregates; cach
one consists of 6 TCP micro-flows with the same total target rate of X Mbps, 2 UDP flows are used to gencrate
un-respousive aggregaic; ezch keeps sending at a constan: hit rate of 1Mbps with a target rate of 0. SMbps. IP
Packet size is 1k-hytes.
4.1 Marking schemes for un-responsive aggregate can be distinguished from responsive ones

Figure 2 gives the results of marking scheme 1, i.e. . marking both TCP und UDP in-prefile traffic 1o green

.
and out-of-profile 1o vellow. This scenario is the same as two-color marking scheme and using RIQ, Two points
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need to be examined carefully. One is when X equals to 0. 5Mbps, where TCP and UDP has the same target rate;
the other is when X equals to 1Mps and the total target rate of all traffic equals to the bottleneck bandwidth. We

can see that two-color scheme cannot provide good fairness even when lightly over-provisioned®™. The results of

TCP are slightly better when we use TCP SACK.

Edge
. Router(E2)
source(S4) —%__ Boulencek Link

SMbps, 15ms Dest(D4)
— |ink 10Mbps, Ims

Fig.1 Simulation network topology

Result of scheme 2 is similar to that in Ref. [5], as shown in Fig. 3. We can see that UDP is completely
starved when network resource is not enough because the in-profile traffic of UDP has higher drop precedence than
that of TCP. It is not true that this scheme provides fairness when the network in over-provisioned. We illustrate
the scenario by Fig. 4, where we set UDP sending rate to 0. 5Mbps, i.e. , UDP sends traffic just at its target rate.
It can be easily understood that such traffic should be protected when network is over-provisioned. But in Fig. 4 we
can see UDP get poor throughput, which means high drop rate and poor QoS. Then we conclude this marking
scheme cannot be used. From Fig. 5 we can see the result of marking scheme 3. Certainly UDP in this scheme is
treated much unfairly than in scheme 2. In fact, if we set UDP sending rate to 0. 5Mbps, we get similar results as
Fig. 5. Although it can control un-responsive aggregate well, it cannot provide fairness as defined in Section 2

because target rate of UDP is not achieved even when network is over-provisioned.
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Simulation results for schemes 4 to 6 are skipped for space limitation. We also do simulations of all the
schemes for different TCP versions and UDP sending rates. The results of TCP of all these six marking schemes
are better than that shown in Ref. [5], however none of these schemes could bring fairness to responsive and
unresponsive aggregate. Meanwhile, except for scheme 1, all the other schemes need to identify the responsive-

ness of an aggregate at the edge of DS domain, which is difficult in real DS network.
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4.2 Responsiveness is un-known at edge of DS

Two token bucket based markers. st TCME! and trTCMU, are examined ta check wherher it can provide
fairness by three drop precedences to different traffic if their responsiveness are un-known at the edge or boundary
of a DS domain. Here 2 responsive aggregate consists of § TCP Reno micrp-flows.

For srTCM, there are three parameters, CIR is set to target rate of the aggregate. How 1o set CB3 and EBS
is an issue. We find bigger token bucket size favors bursty traffic of TCP. Besides, fairness in responsive
aggregates themsclves is still an issue. In our simulations all parameters are determined by target rate, irrespective
it is TCP or UDP, i.e. , all aggregates are treated fairly at the marker, When network is well over-provisioned (X
is between #. 25Mbps and 0. 75Mbps) or severely under-provisioned (X is above 1. 25Mbps ), the results are
similar to that of scheme 1. However, when network load get closer to 100% (X is 1Mbps )}, it can provide good
fairness for both responsive and un-responsive aggregates, satisfy all the requirements we defined in Seetion 2. If
CBS and EBS are set to 200ms * CIR, throughput achieved by UDP is slightly less than that in Fig. 6. And the
area where TCP themselves can get best fairness moves to slightly over-provisioned field. Based on these results,

we conclude that when network load is near 160%, using srTCM can provide good fairness.
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Fig.6 srTCM with CBS and ERS at 100ms * CIR Fig.7 trTCM with PIR at 1. 2« CIR

For «TCM, there are four parameters, CIR is set to the target rate of the aggregate. CBS and PBS are set to
100ms # CIR. Since here we have no dual target rate, how to set PIR is an issue. Like that in st TCM, we find
bigger token bucket size favors bursty traffic such as TCP. We can see the results of setting PIR to 1. 2 = GIR,
which is shown in Fig. 7. The result is similar 1o those of st TCM but with some differences. To check the effect of
PIR in trTCM, we also set it te 1. 5 # CIK and find that un-responsive aggregate can get slightly more when

network load is very near 100% or when network is much over-provisioned; while responsive aggregate can get
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slightly more cxcess bandwidth and achieve good {airness between themselves when network is over-provisianed,
especially when nctwork load s around 80%. In sum. srTOM provides better fairness when network load is near
100%, while t+TCM provides better [nirncss when network is over-provisioned. When network is under-
provisioned, thase two markers give similar results,

Finally we give an explanation for the results we get from st TCM and t+ TCM;

1) When network is much under provisioned, 1wo markers get similar results beecause all in-protile packets are
marked to green. packets are marked to yeliow or red only because TUP is bursty naturally and UDP may send
traffic faster than targer rate. Under this situation, fairness is better than that of the czse where the marker marks
packets into two-color. i.e. » marking scheme 1 in Table 1.

2y We find that there is an area where we can provide goed fairness hetween responsive and un responsive
agpregate. Besides, the arca is not the same for srTCM and tr TCM. Here we define it as fairness area. For token-
based marker, the center of this field is determined by token generation rate, and the racge of the field is
determined by token bucket size. However. we da not ruean that bigger token bucket provides greater field because
bigger burket may lead to a burst of packers in high priority, which is not frendly to RIOPT or mREDF! based
queue management mechanism and may cause continuous packet loss,

Supposing the total target rate of all ceaffic is XNury and the bottleneck link bandwidih is Y. Then we can wse
X.u/Y o represent the network load at bettleneck link. For st TCM, there is only one token generation rate,
which equals to the target rate of the aggregate. Traffic exceeding this rate will be marked into low priarity. The
center of the fairness area where st T'CM can provide fairness is around 100% load because in this scenzcio, all in
profile traffic can just be supported by the bottleneck. Setting of CBS and FRS can also affect the range of this
area. Bigger bucket size is fit for TCP busrty natuarally traftic, while it causes hursty traffic in the same color. We
lind setting them to about 100ms « CIR works well in our simulations. For tr TCM . there are two token rates. One
is CIR, which is sct to target rate; the other is PIR. 1f Y2 X, setting PIR equal 0 (Y/X,) * CIR can provids
better fairness. This rule can be understond by lollowing: all in-profile traffic is marked into green; excess band-
width is divided by out-of-profile traffic proportional to arget rate by yellow color; traffic exceeding their propor-
tional division & marked 0 red. Then if we sct PIR as a constant Z  CIR . the center ol the fairness area is around
L/Z load. For st TCM. the center of fairness is determined by CIR, s¢ it is around 100% lozd; for :rTOM, the
center of fairness area is determined by PIR, i. ¢, , we can move this area by setting PIR to different values. For a
aetwork load, setting PIR equal (o CIR muliiplying the inverse ratio of load can provide better {airness. The range
of fairness area is determined by token bucket eapacity. To some extent, bigger bucket size favors TCP, i e.,

perfurmance of TCP is betler with bigger bucker capacity.
5 Conclusions

Tn this paper, we have investigated the interaction of responsive and un-respomnsive aggregate in an AF-hased
DS-capable IP nerwork, ax well as how to provide them good fairness by using marker st the edge or boundary of
DS domain. Based on the original intention of DS, i.e. , providing customer with some kind of QoS. we redefine
the meaning of fairness more suitable for AF PHB in DS netwarks. This paper strongly argues the usz of End-to-
Fnd vongestion control for AF service in IJS network, which is followed by Ref. [11]. Token buvket Lased
markers have been evaluated by slaborate simulations. A novelty of this paper is that it introduces the idea of End-
to-End congestion control to define the fairness suitable for AF PHB; another novelty is that parameter settings for

sr'FCM and tr'TCM have been analyzed with simulations.
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