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Survey on Vehicle System Safety Testing Research for Autonomous Driving

REN Rui-Han', YANG Chao', YANG Kai', ZHANG Bai-Di', ZHANG Xiao-Dong’, WANG Li-Juan',
MA Jian-Feng'

'(School of Cyber Engineering, Xidian University, Xi’an 710071, China)

*(School of Computer Science and Technology, Xidian University, Xi’an 710071, China)

Abstract: Autonomous driving systems (ADSs) have gained significant attention from both industry and academia due to their substantial
economic, safety, and societal benefits, leading to in-depth research and the gradual popularization of applications. However, the
introduction of such complex ecosystems can give rise to new safety issues that threaten the lives of pedestrians and impact the existing
legal system. Therefore, it is imperative to validate ADSs through various methods such as simulation testing, access reviews, and pilot
operations before the implementation and commercialization of ADSs. While the research on module safety has matured, there is still a
lack of comprehensive research and organization regarding the safety of complete vehicle systems. Therefore, this study systematically
analyzes vehicle system safety testing for ADSs and comprehensively reviews the current mainstream work. First, the architecture of ADSs

and the basic procedure of simulation testing are outlined. The literature on vehicle system safety testing over the past six years is
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reviewed. Based on a universal testing framework, an autonomous driving safety testing framework tailored for vehicle systems is
developed. Second, five core research issues are identified based on the aforementioned framework, namely critical scenario generation,
test adequacy, adversarial sample generation, test optimization, and test oracle. A detailed analysis and organization of the key
technologies, research status, and development context for each issue are provided. The commonly used evaluation metrics and comparative
methods in current research are also summarized. Finally, the severe challenges faced by various research directions are summarized, and
future research opportunities are anticipated, along with potential solutions.

Key words: autonomous driving system (ADS); vehicle system safety; simulation testing
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TN oK B T4 22 00 AR iR R T 3 S AT, HAR I8 2T AR, IO S A AL B, R
i R 2 3 D37 55 2 B v o 2 [0 49 2% il R, R 5 H ARRAK R H AR R B R AR
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& 17 1, LawBreaker™ il s T THI 17125 35 53 37 SRR E 5, A8 S 5 I 4 2 20 A2 8 UK Ak, A5 D
A IR IR B I S R, WIF 7 N B i P A Sk A it 5, Hd 5 B MRS i O IR R 51 B3 57t
AR R, AR 14 SIS I, B IREIE T B 3025 5 R G s A i Be 7).
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BT AR DV IAR T 724 i 0 AR 3% 5B AT 78 4 25 e R B iR AR ER K 3h A AT A, IR B 0 N R & B ML s 2 o)
SRR RO

— LB TN G SR S R S 1 5 S B . 51, DeepCollision” 37 St KA AR, 3
A S I T B ) R R O B R T e ph S A, A ) DQN B23:2% S 25 5y A% 1 28 R AR Rl 3 SH iU B 38, 3R
44 PR S 5 24 B PR S T AR A R, K 7 il R K, A B 40 ANRRR AR 1 3T RLTester™ 408 T B3k T4
WA E S5 ER, R GRS [A] (TTC) FaAr e 2 22 5 o 250, A 3 192 ARy rmE B g5, 3R 75 2 AT nf
AN H bR, B A R 5 iS4 2 15 R AR, 7ERAIE 2 AR H ARET SRR, SR B, N T R IR, B
TEN AL oAl S 5] BFR 2 HARPLAL SRR, K 2 Fhae 4 F SR IIB HURI R4 O %2 AR 2 L. 14, MORLOT™
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[75] WOLEIE PRSI A H BB RN AR E Apollo
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[78] AHAL o 480 2 A DL A4 T8 I AT sl @)
[79] HaHL AL A [ R R DriveNet™
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[93] ot DA H50 4 S AR Ly A S G Apollo

44.1 ML R

37 5 P BT SR B PID S5 a7 SR R0V 42 ), SRR I TS0 A 5 Do R 25 gk SR M AT Ik, 7T BB il s
ACEAUN. FLR R PEAN B VR, B3NS AT NG T KRR, BRI A, 07 BLAR I A S I St R
W2, 1A S H SR AR AT TE N, 0, BT A% T R Bl e AL R 75 R, 7 3, v A SRR s A — M 3
RE; BIMEEAE ERASIET N 7, e LA 2 R B AT A IS oAl BRI, M2 A TE R IR, I W Re ETE SR % |
SO A T AENNALE RIS, TN R TR s AT IR T &, i 11 BR.

WITH R R G RA e
\ Wi e
iﬂﬂﬁﬁéﬁ%ﬁm{ DR e

WAF /7 R R RIS o A
B

e E Tt T ——
S B »

29pT5 FRALI A 56

HlR= N i

SRR IR A e S
— LR SN BB SARAT T 58, AN B8 BRI B fi7 42 1) 25 R A 75 S5 22 4, T2 ol E B B R sl
Doppel Test™* i Fil 13} 25 3 2 45 (1) 2 A 924 3 357 b 14— 26, DRAUE RG22 40545 2 5 S 2% 18 e A 3
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Z 5 AT N A B PR . SR g R, 74.5% ME M R i E 328 3 R GURH 5, 0 AER BE NPC 1)
B SRR AUN 1.1%. %78 b TR B2 NPC X I 4h S, (R0 R YN 5E, et A M7 VE AT AR 78,
9T #H NPC, DoppelTest #&H 7 —&1T [l J7 &, M LIS 2 I0E MRAESE .

—EBRE A N BT SRR T R, ik U IE R3E Z B AR . MFTP Mg LB TE AV 1925 B3 |
BEATLAR B A B R4, ) A O R Al T I 5 e AR AR Ak, AT X 53 HE R 9 g e R TG v e A Al e, i
N RGN SR TS DL A BE T, IRk ) 28.2% B M 5. Zhou 5 A\ PR T — ML IG SOOI 3t
ROCA ) 2 SRR, IR T X-CLIP BB ZR T — A S BASHERY . BB AR M AE SE CollVer 1, B i
I E RS R E TR RIS R e g AR, BRI B R 82.2%, BATE N 77.9%.

442 P AFIAL

PATIS R RGNS HHM R X2 —. BB R e  E A POss 25 fa] s S, 3630 B — i 7Y
Dife, PATHEEY . R B RGN 7 BT A7 AR BT AR IR K I 5, I TR AN A, R R
I, BIFFEN SR B IR A A, ARk R 8. AT AW, 43 B BT AL R, W 11 R,

G AR T R AT A P2 5 MR35 B AR i, 2 BRTE A% 5%, PR BB IS B R I DG g g . 9,
SAMOTAP I &5 T —AMRERBE R T A7 LA A PAT 48 3, PEAG IR 37 5 s AR BE, AT B8 47 B0 3R 6
KRR 5 A 37 5. CARTY? A28 b 35 v HE T N -5 1 22 10 F RS 5% R, I T Ak g TR SRR iy A2 T
RIS EL, i 2 B3 SR ILNAT 5 T B RAT 9 8] (R 55, B 5 FH DR SR B A i s R, il B85
ZHINPATE R, FEV BRI PISAT A et K 5. 5 SAMOTA AHE, CART TEAH [R5 U 0[] P4 e % 2 3L
2P R, A R 2 At

A AR TR IEACHE TR, 8 T ORISR D RN 2 51 N 224 ), 75 ZEdEAT B, BT A s A i3
5, T A4 B BN W3 o, TR B, BLAZTE 3% 50 R R A i . 20987 AT IR #R . iRttt
JHEFF 7 A v IR 1)L {0, STRAPY B2 ] (1 0 52 25 B BOHe 42, WG4 250008 B ARV ABL M 40 D Bt ) 25 g
1035, R 28 337 57 AT A 25 28 R G FE X S A BOBEAT PR SR HE T, I RV, 24141 5 Bl 4 ST 35 A
RILFEMREE T 98.8% M. MRLIIRBA O LB MR 7 (B 240 2218 (R RS T 3 5, AR 75 B AT
N G R AU e BB A ) R BT R B B S E G R A
443 /N 4

ARSI 22 QIR BT T AR AR S8 B DU S S SR R, BPE B 302 B A A RIS A2, 75 375 0
NAFFE. A B TR AR S0 R -0 5 s 5 B 2 0k R 48, (ER W 700 R T B, TR B AN Dt
AT RHE S AN T iR, BRI BIAR TC R K I B )25 38 R G BREG, R 7 AT DU B 5 3 22 400
RAEZE A, $2 s AR I R RN HERR 2, A IR TR 290 o .

45 MWRFE

WART S A T R BT LE SRR B ARG TUN, YL B 202 5 RS0 R IR e, 2 IS KT S, AT e
LFRRO N B e 22, Ty B T A A 22 At e b BT S, G0 2% i) i 2 R P AN 28 TR 22, R R
FAF A B AR AT 45 51, Tk BB E R A e et Rk, fF RN AR ERIER .. SENNRmE
FHE B A R

TR RS AR, 5 R TS A R A (R LS BB RN RS T UMETEFR
BB BR AT 2 3 I PR S R AT M I 19 5, A 2 RSB s ARG 5 AT T B3NS B R G T
A2 BB fE 77 B0 T IR RS TR 5 B0 R SR, B T 3% S AR ORI AT A5 IR R ) — AN R
Ftk, Bk 4 AR ORE K T HIKRTAE, AR
4.6 B 25

CATH] 7] 22 22 R G010 1 30 25 Tt 22 A B8 8 73 RS H, Bl SCBRAE 25 7 3 4 SR aZ U0 L i A T4 . e
Lo PRI AT AT FE S8l 400 A 7 v R T, A G AL RIS Bk BB 7 k2 . 7Rskaa b, iRk R AL &
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$ETt. BEAh, R IR R AR R, BRI T R BT, 42 BT, ATt T IE 23 UL A
FIE A gy st W PCRIA N TR REM i R 23 5 WA RIEIRTRIZA8 I R8CR, IR R SRR Wk
PEREEAT D9 A8 A ST, I R bR S AN D 1] 2 2 R R A K

5 HREEFERZHNEHNBRRENIXITME

5.1 FEHREMNIEIR
WF 50N G4 22 AR P bR DAL 5236 A0 RCR ARCR . T3 Fa b AR 55 T 0 AR RS € 7oK, & A IR,
R A A i 45 7 B 48 T 3 MR (K DA 48 A, 35 B B SCRR N & 5 .

RS OWHBPEERR

ERAEiELD W I SCHR
e =1 [48-60,61—66,68—70,88—93]
ZREMEE bR [48,50,51,92]
RESEEN [48,50,51,54,57-59,68,69,90,91,93]
B B e bs [72,73-78,80,81,83]

(1) ZAMabs. RIEZ 3B KA 22 M EHENNR TAER BN B —. N TR 77 RNE X
P, FHIEN LGRS oG 8 85 10 22 A 1) R, DT VA 9N 0 2K U5 1) e 4 ) R B R BB Ak, R i
N GBS P R 22 2 il RS AR R VEAR FE B, BoAd 8 SR AN IR SCHR T 90 75 SR 1T 6 BT 22 . 4940, SCHR [55] %
Fo8 SUN S 0% 22 4 1] BRI ANE 9 52 4 -5 A 22 4 Il AN TR); SCik [60] WIPKE I 58 SO 5 i 22 4 Il /R (13
w5 AR s S8 E AR,

(2) ZFEMERNS. 2RI SE T 528 B33 R P 2 KB 1) 22 A6, PUdkiE 2 SR B 2 AP
PrFaE. BUZERE B FEAR T A [ 25 3837 55 b NPC FUdk 2 (R IR RS, DL 37 5 2 FEIE. thab, STk [92] &8
TIREE H AT (test set diameter, TSD) 1E A TR MR £E 2 AL M FEHR.

(3) W bR, Z A FEhr T A7 S AR I B [ A, LU R BB 1T 808, AR BRI N e R4
Vi R e B 1) BT 95 47 B IR B, BRI A SIS B 2 4 ) L T 5 T V) BSUAT 75 1 S B, Dk F 4610 4 o B i 4

(@) BB AR, LE bR LB s, BFEAEX I ER . PR RAR. B0, AEXS Dl Z AR 4
X T HE SR BT R I Mok T 2. SRR 32 BB T BURE A A o 28 I AR SR A, 0 S N RY R 58 IR
WIAE S, IR Bt L.

5.2 ERAXtLEE

AT BERTEE 7 A S, W TN G S P A R M St 0] L S e, AR RENL T B VRl REE. AT F
2T IA AR BT B 732, 5 R I SCHR AR 6 B,

(1) BEML 5 6. TER TR S IABY B, B 90\ 02 REUE BB A Dy B v AT LU, 3% 2 i a7 S g%t LG Oy 2. gl
AV-Fuzzer ¥ FH FEHLA B3 5 B2 1B X b5 525 STk [76] A8 F REATLRGE 75 P sl A 20 56 Robe) LE S8,

(2) AV-Fuzzer. JCHR [48] BEit T — AMERIMR 2 AV-Fuzzer, X2 E A58 BMR T B 302 3 R G070 CR,
MR ER TR R85 TG 82 WULAE, #0000 TAEE B AR S B vl LU St i0 3R (BRI R IE, AV-
Fuzzer HEAL B HIAE A FL48 Lgsvl B SEBL SRT, % 6 AL C&F (R AUE IR S5, THFE N R f AR & L E ¥
SEPLAH DGR, DL St 28 1 SRR T E R 3 A

(3) VR R T ARSI TEALAR 2% 2] S 2 A T VP A AR Y R R AR X R ) R . TR R,
ARSI R TT 5758 S T8I A B B R 4 UHE 22 1) 8 40 LA, BRE X S 2H AR AE M R PR Y, TP
AR T BEAR IR DTMRBE . STt bk 2 ST BB A% F B 40 72 WU A 28 v (9 B2 9, SCR [53] 25 1 25 B i S At
515, RIETLIR ST, RUMZ &SN E TH T 47%.
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®6 HHIKIX %

Xt i Y S &N

iR WAES [48,54,56-59,65,66,68—70,76,78,80,81,88,91,92]
AV-Fuzzer [49-54,60,65,66,90]

e IS [50-53,55,60,61,66,72,81,90-93]

53 B %

FEVFFRFR T 1, DB AL o K B A B O e A PR AR AR A B 2 48 A, 1K B SR AR I A il B 2 fE B 7 5
W HUREASAE B3 28 B AR U B s i D 264 e B0t 3RO b v Ul 78 20 M 40 AN AR A 43 28 TR I
AR SEAR [F] T 45 & B S e W B SRR AT FR AR, AR B 55 2 B B B A A0 AR B R

FEXT L7 T7 T, S SAM Bt 5t N D138 H R FHBENL 77 A1 AV-Fuzzer SEHEXT LG 525, BEAE B 70 AR & iR
N, AV-Fuzzer AT BT T7 52, W50\ 53 50 40 1] T AR 40 FF 5 1%) 3= 22 1) gk 428 B DL R A %o B 7 28, b4k, SRRV
RTS8 CA N — T R SRS, AR B 2B 1 () BB 1

6 HEERSHLIE

AATEEA ) e AU E BT 1, SR T R R R SRR 2 A G S T I B SE Bk R AN ST ML
i, Wk 7 Fros.
F 7 BT RGAENR PR 5P

Wt 1A LBk BHFHLE
P 37/paNa N0 IR EAE A7 5% BT HSERI S AR
RFE 7 1k AR E SRR T o HTHEZE e vt
XFHUREAR L LR S L A6 IE Ty R TGS PRI K
LA RERNZES 5% A BRI T 5

6.1 IRSCHKEX

() REEE RN R, St RN 2 0 B UM S 8E, BAFE MEREM, il E R LR
MY &Rt SR AT NS 1R R T ARG, 0 5 T 7 5t 2 R S E B>, TEN -G HSR b
B, 7 B4 P VR ZE AR 2 R SR B B 1T B LS RAFAE 22 5, S m 48 SR 0 A skt BRIk 4k, A AL
37 e T2 SRR 2, B B A AR A, 5 A B B S . 3 S = SRR B S, BB
For 2SR S A TT RE B AR ZE AW 1 BN 1 AR IR, A EOTE RS, 5 HZE M RGTEIC. B, YA I AR Al
YR B G A5, BRI AN RS B R3S A T

(2) 38 1 2 BRI 7 5 % S5 . A A 9 S I 7 5 e P A R A 0 1k, A N AR % E U 5 H A 5
TR [ B 7 5 R R, BN R 4 B A P AN R AR, e G — RO AOAR . S Tahir 25 A CTRBT T E 302
DUk 1) 5 SRR AT, R IR R e I R AR RN SR 55 R I 3 K (AT AR AR R,
{8 P B2 BN SO 7 2. AR, S Bl ik rh 1 7 5 e B H AR 1S 81T R AR B8, A7 7E T DA F 1038 FAE
B 5 BT TR X 39 () R BT 2 PR, S B AR R 7 10 TR, BELARS 77 F N SR 4 JR X 70 - e 4k F)
FUIRBERI R

(3) BN RIIGNE 7 . 7E A BB M R G, TR IE 2% SR RLZW B 51N F T2 7 A0 A B, e L2 7R 3 A
BB, T 0N 57 A B BURE AR 36 TE A 7Y F TE A P R AT S k. AR, B T R 40 TR AN e o 2 f e 2 S it 9 28
R, TMBE TE7 IR BT Hr kAT PR (R 7E 200K, 7E 225X BE 0% 32 (s s i HH b SRR RN N (00 S Ik, 7 SE B MR 85 P VT A
B PEREFN R B, AHLLZ R, BRI 7 S8/ Ll IRASHLE, o iR St R A w1tk oy, s L 4 T 50 1F A 7
2 Ak, Rk, TEXT 328 RGUHEAT %2 A0 T, BRIk M OR AN AR, o 75 BRI T .
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@ RERENZIMS 5FH. AT AWK E ISR R5E NPC WA A, TN UE A s iR 16 5 e
TAEEZ A NPC WY 5, ¥ K & PR B S 220, SR T, T 07 EAR e A DG Th e, BA Rk 7 2 Rk SR8
HRZE S SRR B A S H, BN TSR PREE R S 1o ST B 428 11 s 2R A 0 S AT A IR, T S R ) R et
AR, TCEAC R RR I, RS SR 4R o5 Lol s, B0, BRI ST /R 2538, T 5t 28 3 4 1 ] 1l
B, TEENMGE T RABRE. R FH SRR 2 1 5 B0 e VDN 1 ZE A0 608 (0 R BL, AN ROZHE 5T 19 4
THINBW RS WAk, BA TAERERN NPC EE RS I s B M, B % BN AN BGAFEEZES) T
AT AT R, B, iR T 70N R A U Sk R T o0 A, $2 = NPC [ Be 1t I = ' 2R A,

6.2 MEHE

BTN R T &R A S S A R =, (BRIER ARG R e AR B Se b R, 3R Btk — P RiIE. N
TR R IR S BAE KV, — 7 T DU P 3 T s K (37 AR R, A2 B B e B O B ) IR AT
AiE, CLECSEHURE N SR, M@ S BN 5t S — 7 T, A U7 A S B st S — Bk e B Y, SRS AR
W= B ZEEE, P (7 A TP IABE . A% AR AN ZE P R ARG

(2) FHEHHESR BT E s R B T B3 RGN TS, A BTl S IS5 A AL, b A
R SE . N T B I SEHLE A 0B 5 M HE SR, Tl A AN 2R SR ik il 2 36 E . S8 —AnifE A3, AT K
WREAE SRS, MR FEN FOAIR S B IE RS I A RO o R R, DR T 7 R A A CHE 2. 491
n, RO i A RN MR VA B SPIRS RIS, 385 A A R S8 22 18] R AT A A .

(3) RRFARER PRI, PAIIANNRAE IR 20 BE 70+ DA 4 v P 55 7 T A AR DL 3, (AR IE. SR, %07
ST —SHE L T SR AR NN T H 7T, TFRR I B 0 MR BEAT BT 7, 1 PRI 75 A 1 At rhig 47
KA B2 B ARS8, 1 R 3 52 2 R ). Fe R AR DI AE 5 1, PR IR IR ot SR JAE X HUAE A
(K37 R, T PRI AR B X BURE A RN I3 55, 76 0 PR BT R IRAIE, S0 T I TR RN 5 AR . e A A Ut
J3E T3, FFIAINR R 5 U A S G S R i PRI 1 S R 8] P B v S R AR A A
SRR, 2R 575 TSR 2 (] SRR L. 23 B TIR, ARSRE) A AT DAL T-0X 3 A J5 i HEAT itk WE AR . #
PERIL T B T B I R, 255 B B B A SRR T TOR HURE A A SR, F AR SR A KT 6.

(4) BReMEMIZ T R, R WK R R IR 15 AR ST RE /1, BE A R EORIZE B =, fa] S
PEHIRE R TE 00 2 AR 7 oK, SOt R BRI MIE RGUR U A E 2 2 — N TR BRI ER
(K AR A3t 138 AT T KB 9, M A 2 5] ORISR N 25— N B B, Ao S AR A o S ik S Rk
250 . 2 AN 2 FTAT RO DT 58, E S B B R G I P 19 SR 42, 8 e 1 AR RETE X A T . B
BLZ Ah, B REAAGS LI AT A Gt e A I k37 55 S LB ARk #4820 SCHRER N 23 Bt 17 S LS AT AR,
Muktadir % A PEBET AL % TR 47 AR, BF 5N B3R LK B SR B SR A AR LA T AE AL o

7 B4
FEE0 R G045 N TRAE SRR B E 2 S RGP, 5o . BRI, ORI LTS, [

RGN TR S R HURE A ST (0 22 4 i B B0 2 1110 0 22 Bk, AR NI FL IR BI04 1 1
1) B2 R G ) 22 B2 Al 7T 0 0 S AR Aot . 6 5, SR W B BT SO RN DK S, 7
T ) B8 22 R G0 B B 2 B 2 A RAE S, HK, 26T B HESR B 45 LA TAER 5 AT T IR, FHR AR s
IR R RAEEA . W FCHURAAR FEK 4% . Le A, 38X BUAT WF 78 )32 A FH (K DA F A AR LU VR BEAT 1 20 A A
A A, Sl TR RS AT USR] REATAE K BLSE B 5 ARORIE FUHLIE, FEEE T RSk, HOEA .
BREMIMERTT . HEREE B 02 B SEIEAE 22 0 LT U6 08 S, AR MBS AL A1y T FR 1) 22 2 X TR SR,
AR A RN AT TS B AR K
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