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Key-isolated Signature Based on SM9
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'(School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China)

*(Jiangsu Cryptographic Technology Engineering Research Center, Nanjing 210023, China)

Abstract: The computation of signatures is typically performed on physically insecure devices such as mobile phones or small IoT
devices, which may lead to private key exposure and subsequently compromise the entire cryptographic system. Key-insulated signature
schemes serve as a method to mitigate the damage caused by private key exposure. In a key-insulated cryptosystem, the public key
remains constant throughout the entire time period, and the fixed private key is stored on a physically secure device. At the beginning of
each time period, the insecure device interacts with the physically secure device storing the fixed private key to obtain the temporary
private key for the current time slice. A secure identity-based key-insulated signature scheme must satisfy both unforgeability and key
insulation. Key insulation ensures that even if an adversary obtains temporary private keys for multiple time periods, they cannot forge
signatures for other periods. SM9 is a commercial identity-based cryptographic standard independently developed by China. This study
applies the key-insulated method to the SM9 identity-based signature scheme to resolve the private key exposure issue present in the
original scheme. First, a security model for identity-based key-insulated signatures is presented. Then, an identity-based key-insulated
signature scheme based on SM9 is constructed. Finally, detailed security proofs and experimental analysis are provided.
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2 BB oo e b g e

jillls

1 5]

TG RN EAZERL i (public key infrastructure, PKI) HEZR A FIIE 15 K A AR F 7 A BRI B se . F P VM, IE
o R AL Ay AN B 45 BOBURESS. F P EF AR BT _E R 5E P sk R AR B2 44, S =J5 T B
T I IR EIE P IR A PSR IS E F 7 (0 B 4. R PRI AEZL4RAE TR ML M. e MR T RSB 24
JaR I, L E 3 2 A HE (1) 3 PR AE X SR T A A B R B R T 2R . 1984 4E, Shamir™ & H T — ML T &
B RS AR & (identity-based cryptography, IBC) SR Hix — Al #. 7E2E T By RS ig 2= 7 2, P M ASETT LA
BN GHER ik a . BTl bk 55 Az BR, TG 7 4% G0 100 A 5 25 Al i it AE 28 Hh (RIE 45, fifk 7 A S B

JUT A 1308 R R — A5 A 7 R, BUF P Ref8 iR 2 2 ARy B SR FAEA. 28T, IS5 R AT
I o5 Bk 22 1) 2 i XU, T 2, 60 R G WS AT EEW L 2 R & b, WnTFE WAL IR a4 15 R, IX LY
WA IR BT I RE 7776 BR, Bidi 3 mT LAs it B B4 SR SR B h A AL ER. Lok, A0 20 S TE Mok 28 A 1 ik
B BRI 3= g 7 B AEME . FE VR 5B, A S B PR BORA A (BB S Bk g s e A0 R PR ) ERBEER
RALEITUIHITH B RERERRZ.

AT R R RN S, 7E PKIMESE T, 8 H 8 FUIE RS 5113 (certification revocation list, CRL) 4
PR B RN R A A, SR, FEBE T B i (B Gy 22 v, FASH R 55 T A R DR R 8 A B 1A B SE AR R PR 3
F0E B AH.

TE G IE RS R G0 rh, AbFE AL B2 55 1) R0 5 VA R A B R 55 1 MBS =, P B R IR
ANGr Py R0 Rt 20 A AR 55 3. R 2 R 2 OOV SR 7 9 0y L R s AR, 11 PR R o I A M e v, 3 T
KA B BN GEHLAL, T35 58 AP 38 TCvE R A AT 17 2e 4 S At R R B 2 8 1) 1 573 — AN R TR T 1)
A7 =, P SRR I A BT AR I B8 B B LR B A S5 IH RA . ORT bk Y i A B 0 i i S < S0 T AR 2 I
PIAEATT B[] Bt R IR 1207 6 (B2, RFE— N2 R BN HLA ST F LKA REN L&, WAHLERE
) %2 Ak

2002 £, Dodis 25 N\ PV H T 35 B0 B B S D 2 O 7 ik AR SRR B O b, [ VAT E M 2 A e,
XLRUE T A A 1 ] 58 R 22 V. WO AR A 3R 40 N ASAS IR 3. E RN J DT dh ), A 22 ik
iR S5 R A WA TR T A E A 2 W& h IR FASH. BRI 28 2 R 5 B E 2 Y B A 22
AV 2% A5 PR B RL B 5 BT

HHRR T RFEN A HR SN N %R E R R BT = kAR AR O T, AR IR
[ IR AR BE ORAIE 2 42 I B 8 HUA A FT it . 56 5 FARR B VB RAE e NI L T, BDXT T B0 97 th i 458
N AN TA] R Hf ) N—1 AR 8] P 185 B 28 5 i 2 ik e T, A HEURG () BT 1) RO RA BRI T 8 e AR IE 22 4. M S 4ARR 15 U7
VERLH T 5T B (28 s 0], 7] DA R AR 52 T B 43 19 7 2 AL AH 2 2% 1) .

UEAESR, FE AL [ E 2 A TR R TR, R AT T 2 T R, ok SMO iR # g U IR E [ d it
(T FAR IR D, SR, SMO B TR /215 5 R Guil I 1 B A 22 4 75 5K (BVER L2 AN e 8 1), H AT Jogt ) SM9
WIS AR R4 T &,

ASCTTHRUNT : A SCHEH 7% AR 2 1) SM9 S 385 4 5005 A REINT —/ N2 H P 3 2 4k
%, RN A B0 S P AR T G R AR HAE B AE M B 2 v % v AN (A B FFAR I, MR 2 4 1 4% 15 FH [ o A
FFLE B HT I B R G B FASH IR 45 F P BN ERAN 22 A v 2% (UNTFHLES), MD3RAS 22 4 B 4518 F IR B FABH 0 ik
M RHHT 4. AR RS L i (7] Be3RAS T 7 il R I i AL A, ATy O FCAR R (R B 25 4, R T 254 &R
SR ) 22 A A ) A

ATCES 2 T R IR B Y R GO A SMO A TR AA R B AH OC AR, B8 3 WA AR AR . By A R
BRI RGN 2 AR, 5 4 3545 B AR E SM9 B4 77 RRIVEANIIE. 25 5 145 Hse B 2 &,
WERH T AR R EIT S B LA G R SRR ES V. 28 6 1545 Itk RE i 5 Siin 45



al

BEF ATEE SMIWEARELL 3

2 HBXIE

2.1 ZHRBEZBRSE

2002 4E, Dodis 25 A P19 YRR H T S5 B R 8 AOME S R 2 P 22 AR 3 Bt 7 8 A S AR BN Bk, 7B
BRI TIEH T Z RN et BT EHERERGAAMRZ S, RS MEReR rms, 49
B2 RGUEHT S T T iz 9. H 2002 HE LR, KT HHE ST RWH R CIE T REHE.

2003 4, Dodis 25 A\ " RIER] T B 5 T AR e R R 1) 25 42 7 AR e bt 78 E B IR B 25 4 5 . B Al AT
F Okamoto-Schnorr 2544 75 R T 125 4 3 T —Fh5g S8 IR TES 75 5. 2003 4E, Yum 25 A\ UHE W 7 — It T &
AR5 2 R BB B IR 25 44 7 R, E T R R e AR A RE S AT REATL 2 BE T O L R e SR R R e

2006 £F, Zhou 2 A\ VLT SOK-IBS B #2542 05 BT T & 52 B PR B I S R84 T &, %5 &
MR IALE T F RN T R4 KE. FAE, Weng 25 N UG H 7 5 [13] Rl L SR 3 I 0R 5 1, B 477 fE /e B
A A BRI BRI VR RIE R BRI AT G R 22 2. L Weng 25 SR 7 — 5 50 1“0 25 £A i 554 24 5
WAt T — M E ARSI B2 4 U5 %, Hanaoka S5\ HE I T AT S B0 B I 7 2. %07 RO L ST
B BhES, I A2 B AT AR e, BHP— MBS EHS 5B — N B S A B X —
TR HI B T Hr B S L 5 PR 08 78 XU, A 00 5 | R G BRI 22 A k.

2014 4£, Chen S5 N VR T — R @ ML SRR BIE 44 7 R, NS AR ES R G000 n 7 15 2 H Th g, 2017 4F,
Yu &N T AR SR S R, %05 R B RUIMEE TR R SRR e AR KT . [FI4E,
Vasudeva 25 N\ "SR T 35T B0 35 IR B IR & 28 44 T7 2, 0 ROMIBE 1 58 4 2 4 v [R]85 A S B2 T 7 A 1) XU, [
I 5 B AR B R T B AR 25 44 ol BT B 4% (A0 3. 2022 4F, Shen 25 N UHRH T — R B8 S BRSO 1 56 37,
RIS SRR F P E 5 B SR B AL B I 4 T AL, 2024 4R, 222 N POTE 7 5 [17) FJ5 %€ [19] fISERE 142
H T BUas S R AR B R IE B R A 5 R, I 5 % A0 S A 44 a U AR BT T — R AR A e R A
Z, PR E T SRR A4 1N A YE L
22 EE SM9 FRR%E

2008 4, e H E B T B ARIREL-SMO (7 % L5 52N, I 2020 4RO E AR, T 2021 ERCH
BrbsiE, R E bR IR R R AR 1) N B4 T IR S SE A

A SM9 RS 51 R A LUK, V22 S 0 JLAT T % 0 2 &2 J@ M B30 . Cheng” M T SM9 £41)
BE 2 A, wd B NPT g-SDH 194 1 T SMO SR B il . 5 4t WLAR RN A AN 45 B0 1y 22 4
PEIEW, 7 H X SMO 30725 4 B0k M G 3 B 1 e A PR EAT 70 0. B B2 N PRI T — Rk T
SMO F i bR IR 3B 085 7 52 B R N PR T R T SMO BB [RIAS s O . IR PIE T SMO #it T
— B AL 2N 77 % SMO-PEKS. Shi 25 A POREH T —Fl 3+ SMO [ P32 5 . BRok e e A Pt 5
N % 48 IND-ID-RCCA Fl] H B HLACHRR P, 55 T8 O R (B v, FERBALT S A 0 SRR 7 H e ek, 45
B S B 95 KGR T T SM9 B 5 3L 7 xS Mok b

H Al 25T E 2% SM9 1 5 4 2 %5 1 B B 25 44 Sk H Al e 3 A N iR FEZE M e T SM9 H
RN B A B BN S, Tovd B 128 o DL 1 3 40 I v 2 4 Y e Cdh AT I o) FAEH B .

3 AEFHIR
AR FT5 WA 1, 7] 208 R B ACAE negl(A), 2 2 WA 7] (probabilistic polynomial time) # 7 5
PPT, o &7, fRA8 A p FIAT BRI BE AL TR o

3.0 WL ERRET
TXT e : Gy X Gy — Gy A — XU S n 526 2 L R 15 -



4 BB oo e b g e

® WENE: V(P,Q,a,b) € Gy X Gy X Z, X Z, : e(P*, Q") = e(P?, Q)° = e(P, Q") = e(P,Q)™.
o BN A71E PG FI Qe Gy, /L e(P,Q) # 1.
o TP EPE: WU e T DL AL

*x1 &5
i) G s P
2 R RLEBH ID F By (A9
i RTINS SKip FA P 1B AL
@ ARG E R TSK; FA P55 i /I ] B i e L5
Ppub REE N o H %4,

G, G, MG, #AR p W FIEIEITE. AT — AL AE W 1 BT Z 80 4E bp = BilGen(1Y) = (p,e,G,, Gy,
Gy, Py, Py). SRS B ZR HE BLS e SR 1 [E 2% SMO [ 77 (R R PR WU, B2 58 2 ZEXUER MBS . & (R RF iU7E T
(1) IEXFRME, G, £ G,. 2) TFAE—NAESHLS ¢: G, — G,.

3.2 [ MEE)RR

q-SDH B i%: CHlg+2 NMILERP,Q,0407%,....,07) € G x G . BRI a RAMPIMEMN T, $B——Jod
(¢,P7a), c € Z,. A TEZ TN 8] A fift o g-SDH 7] 738 (1) Mk 256 42 1 22006 f), AR g-SDH B e .

FEEURR 15 (knowledge of exponent assumption, KEA): 45 & XU ZR LSS bp, F1—XF 55 (P, P7), {E & PPT #(F
ATEAHE v (A5 50T 3 DL IE (A,A), H A = A JEUbth, 3 TAEE PPT BT A, BRI (bp, P,PY), il
(AA), H A=A I, f£7E—A PPT #HHLES X, (75:

Pr[ bp= BilGen(N),ain,(A,A;v) —(AIX)bp, PP | A=A“NA %P’ ] < negl(),
MFR KEA BRAL.
3.3 BRSNS HEZERINENX

WE 1 AR, —MNEHRE ) S0 FE8 44 T R & 3 ANtk B R 0 (key generation center, KGC).

FANBGAIE . AT AR IR ST AR

I 52 % 511 .
«— &

W2 FAHIA e

&\ A lllﬁﬁﬂ‘%ﬁ%ﬂ
P 0

P e W Wil
H1 REEHNE

lw:
iy

o AIAE s A R GE AR 2 B TR AR pCEL B 1D Sl A [ S RL B O Ak e At B AR
VB 2 4%

o I FI A A B WP 2 A A R BEAS 22 A 4%

- WIB A WA I E RV, BB 2 A R S L, SE B AE A e A g I AR,

- WIBEAN 22 4o A AE IR AAEH; SRR 2 A % 50 L, e IR I i AL B 2B e 44,

o JAIEE - AR X I R B S MR P B IR IERE 44
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RTHERATES BT 2R & S B4 5 R E L.

EX 1. — AN E 50y 3454 77 % (identity based key insulated signature, IDKIS) % 5 4 PPT H ik
(Setup, FixKeyGen, TmpKeyGen, Sign, Verify), Fi% T2 € A F BT,

o (pp,a) « Setup(1V): RGEVIIEE L. U2 S5 1 ERRN, BREIAF S pp ALK OFEREH .

® (SK,p) « FixKeyGen(pp,a,ID): F F' I8 & FAFH A i H 7% KGC LA TS 4 pp, ERH o MH P ID € {0,1)
Dt N, THELR P I E AL SKp FFIBIE 2 A TE AL ORGP B A 4

® (TSK;) < TmpKeyGen(pp,SK,p,1D,i): Fi P IGH FASHAE k. W3R 2 &R 4 LA TF S5 pp, F P [ & FAHH
SKp, FL P 1D FAW TR BER5 i 4N, 3R 5 A I R EH TSK, K IR I FAH R IR 45 M BEAN 22 & i 4%

® (o) « Sign(pp,TSK,,ID,i,M): A P B2 5 ik MIBAZERZUATFSH pp, H P IH 8 TSK,, A 1D,
R M ORIEHA BT 5 i NN, R E M S o

o (be{0,1}) « Verify(pp,ID,i,o, M): SiE 24 5k, BWAEH AT SE pp, H/ ID, W E M, B i Fl o
N, BE—/NEUEF b, b= 0 BHCREAERI, b= 1 MR @,
34 BHRBNSHEZARNRERE

— A~ IDKIS 75 58 75 2230 2 5 T 5 40 10 2 4 A 1] Oy 3 14 R0 25 B R 120 k. 2 0 ) 129 ik 2 SR BIMEEZE v AN B )
H N — 1 /NI TRD R R I A R S A it R, AR Mk R 1D B TR IR B SR AR AR R B IR R 2 4, I AR A A A T i
PR, SCHR [13] 45 & SRR B 2, 5 00 b 1R R0 N TA) B Mo T RO AEAE A AT D 3% (identity based key insulated
existentially unforgeable, ID-KI-UF) %2 A=A Y, 22 R R FH Bk %35 (challenger) F13 T # (adversary) 2 [8] (1) H.3))
WM HEAT 58 3, FEAFE S AN B TEFF A T Al AR 2 A, T o 0 AR A 45 K0Pk PR 1 B R B S B E
XU,

() RAETI B ANRESH Y, SRR EBITEE (pp, @) « Setup(1Y), ARG ENFVART (P, @), K
F A Poyy RIBL T

(2) WP B B R gy, qa, ..., gy RN g, AL R AZRZ —.

o [ A ] BU & BRI 1D, BhE @817 5 FixKeyGen, £ /85 1D %o B (1 [ & FA4H SK . HhR
F ¥ SKp KILLEXS T

o I FAEF I 1) B # IE BAR IR 1D FOBS IV BE T A% i, Bhif 8 @58 1T 5L FixKeyGen, 4215 1D Flli 5 B[
s B FAEH TSK,. PR 1 TSK, Ik F.

o 2244 W) Bk FHIEBEFR IR ID THE M FIRT [ B AR i PhiRE A s 4 o RIEHBE .

(3) Thi&EB B B E i D, Mo, (i, o), BIFRIR ID* V8 B M 7RI 1 B i (IDhis 254 (i, o), 3o, 1D 1%
A 7 1 7€ AL EH D I B B 0 iRl i, —Je A (TD, i) WO AR I RL B D IR B B D R, = ST (D, M i) IR TE
I s A BV TR B BB R 1. 4 (v, o) 2 RTVH R M TG RS 42, T ek 25 3R

& LI A Advy ™M (1) A BL L ID-KI-UF xR 4.

E X 2. 7£ ID-KI-UF 248, a5 PPT Wi A, Adv'y <™U™ () #R 2 AT ZWE 1Y, TIFRER AR 42 5002
# ID-KI-UF %4 11).

4 ZHARER SMI SNEXEZE L

AR, FATRME T —A IDKIS FIR M, A& LUF 5 ANHZE.

o RAWIUGWII: Setup.

T AT R LR M WS A R4S B UL P LS S8 bp = BilGen(1Y) = (p,e, Gy, Gy, Gy, Py, Py), Ho e(Gy,G,) — Gy
G, LHEWTT Py, G, LA AT P,.

PR R H, {0,1) > Z,« Hy:{0,1) - Z, I H; :{0,1} > Z,.

AR OB L PR o &2, VL Poy, = Po, BENUERBE TH B2, W B= P



AR SAR wrre b v

-t ATFSH pp = {bp, H,, H, Hs, Poyy, B).
o F /[l e FAEH AR LV FixKeyGen (KGC $44T).
-FFR A OB 1D Kk EFAHAE RO AL,
AR 0, = H, (D), TS 2 B 52 R SK ) = PP
R B DB B B 2 A (S RN R
-FH PR RV B 2 A .
o 1IN FARHAE BB TmpKeyGen (W3 %234 HUT).
HHES =P, Ci=B.
T8 tp, = Hy(IDIS 1, lli).
ST, = SKD, = PO
T = Pl* :
A3 ENIGE FAEH N TSK, = (S 1ps, Ci, Tipi» i), T 2 &A1 K 1% TSK, 45 % 2k 4%
o 4Bk Sign (WIFIANZ A B2 AT).
FEHLEEL &7,
-THERE Gy PTG wi = e(S 1pss Poun)’> Wa = (S 1pis Po)
-5 b = Hy(ID||Mlillw, [lw).
W I=r-h 8, =T,
HHE V=L
BN o =S 1 ClLS ik, V).
o AL A BIE Verify (SAEEAT).
WRNEA o= (S, CibS i h, V) FIHE M.
IHE (P, C) = e(S 1py, B, 5 ST BAE AT IL, 46 10",
1M Q,p = Hi(ID), tip,; = Hy(ID||S 1p,li).
-IHEHE Gy LR wi = e(S,-,Pf’" - Ppuy) - €(S 1pi» Prun)"-
B Gy HIITEE W) = e(V, P2 - y(S 1p2)) - €(S 1 Po)"-
B BH = Hy (D) MIillw, lw)) & 75 BT
IERf TR B -
EIR 1. X F—MNERTREL i FIBTEER o = (S 10, Ci, S 1, h, Vi), BB Verify BZIRE 1.
E B MR 4 AR R 3
e(P,,C)= e(Py,B)= e(Py, PY)= e(Py, PY)= e(S 1., B),
Wllz e(SfaP%)m 'PPub)'e(SlD.i,PPub)h
= e(TllD,i’PZQID -Py)- e(SID,hPPub)h
= (P T PO ). e(S 1y, o)’
=e(P, ’Pz)(r—h)« O (Qip+a) -e(P, ,Pz)h'w
=e(P), P)" "™ - e(Py, Py)" "
= e(P,, P,) "
=e(P,Py)
= e(SlD,i’PPub)r

=W,



do)

FHFATEE SMI W EAfaBEL 7

wi=e(V;, Pl“h l//(SID,i))‘e(SID,i,Pz)h
= e(Jl [m ))'e(Sm.i’Pz)h

—h)

= e(P)TT PP (S 1 P!
=e(P,P)"™" w’ 70 Py, Py)”
= e(Pl,P2)<r e 'e(Pl,Pz)h'p

= e(P,,P,)'”

= e(Pif’Pz)r

= e(SID,isPZ)r

=W,

PRI iR A B 2 42 2y m i 3 28 5. R R
5 REMIER

IR 2. WEHE B SMO 22 HIE R A7 R, Hy, Hy /2 FENLT S AL, W0 R ¢-SDH %1 KEA 1%k
37, S5 B R BS (h SMO 2544 Bik & 2 4 11,

IE B R AE ID-KI-UF 228 i A7 PPT B # A, 1E W 1] g, IRBENLTS VL H, (i = 1,2,3), g KEERL
AR, gr WIKEFAEH A TS B g5 S TS LG, fe AT 208 R34 e DhiE %44, WAl #4)is —
A PPT B4 B LLANT] 208 (A 34 B0 ¢-SDH 7). ¢ +2 NG E (P,Q, 0%, 0%,...,0“) € G, x G &2—/~ ¢-SDH
A S5 B T BEAR B — A 204 (¢, P7), i ce Z,.

o RGN B B AT UL T HRE, Rl 2R F A H e E N a.

(1) BEHLIERE 5 e [1 ql, Mcez, HHENLIE g AT A F I, X0, X000y Xty X5 X, T X Z T

f(2) = ]_[ (z+x,)_zc,zf mod ¢, Horh e, NETAR f(z) I R
) frﬁﬁi Gy I LT Pa = 07 = 0V B 1 HLBE G, 1 LT P = W(Ps) = P, T 5ERE Gy 117025 Ppuy =

IZ.’

Q@ = QR T MR A,

G e Ll 50 = S Zdz’modp,ﬁ’ﬁP 5 = oo [k, G TR j € [1gl\ /'

ZJCH (x;, V= P f) AT AR THE . 10

(4) BATYIGGA W B R EE, S A TP 8 pp = (bp, H,, Hy, Hy, Ppy,, B).

o MR B AMATASHH,« H, F1 H,.

(1) H, WA FEATATES ) A # RS M TS L H,, 8T B, B 43— JuH IR g, FIR B oA
(ID,x). 2 ASEPERRR ID; WIS HLH, B, B 1% LR AR FI S WU 00 W AR IR 1D, CEAFLE T HIR Jis o,
W4 BIEIGHBE ;. B0, 2 1D, A5 jAFARIREIR. R j= 7, 4 H (D)) = x, ¥ x* Ki%% AFAE H
WM I (D, x). WA j# j*, % H (D)) = x;, ¥ x; Rikss AFHAE Hi HIIN 74 (ID;, x)).

(2) Hy W1a): FEARATIN () A FREW W TS WL H,, 8 T RE MR, B 47— A udl g% g, JIRh i =nd
(ID,i,y). 4 A EBEFRIRA R WIS 1B (1D, i) WWITRE WL H, B, BIZLLFRAREE: Wk im0 (UD;,i) C&fF
1T His b, B4 B ARy, 750, BELEEL y, &2, & Hy(D, i) = y;, J-EL¥ y, Rikss A JELE His
WIN=JC4H (ID,.i1y))-

(3) Hy WA TEATATES ) A # AW M TS AL H,, 8T B, B 43— JudHF1ER fis, SR P AEE7S oA
(ID,M,i,w;,wy,2). 2 AGTEUD, M,,i;,w, ;) WS N H, N, B UL FRARR & W R 8 w0 7D;, M, i,
Wy, wa;) DEIETHER His v, T4 B AL z;. TN, lliﬁmiiﬁyz,izp, 4 Hy(ID)lli;) = y;, I B4z, Kix



8 BB oo e b g e

4 AJHAE HI RSN TCH (D, M, i wy o wa j,2).

(4) [ E AW IR 1D 1D, MBS j AR I B3R S, A5 j = o, W BAZIERE0.  j # i, B WA H, TS AL 2
x;, B[ SK = PP {EN 1D 118 454 AL,

(muﬁ%%ﬁﬂimu)mﬁﬁjlwmﬁm% T, j= g, W Bz IEB. & j# 7, BWIA H Tl 5
DS R x;, RETIA R 1D, 1 5 4 RS SK 1, = P . HE— 25 3b, 384T I B A B A Pl 2B 7549 B I B RA A TSK,
Hik g A

(6) AW A0 (ID;, M, i) A% j MR BB =70l B, Wk j# i, A B AT ASRAGR N [ € /1l
S TN, BT AR O R 4. R =, A BHENLEE &2, pZ,, V, &Gy, S, &Gy, Sppy = P, Co = B, it
SLBE G FITCE wy = e(S 1, P27 - Pow) - €(S 1y, Pow)' W Gp HIITCE wy = e(Vi, Py - 0(S 1)) - €S 1y Po)'
JERE SLH5(ID,|IMlijlwillws) = b 24 o = (S 1p;,. Cipp S, b V).

o DHIGEHT B A M NERE A (o, M7, ID i), o o = (S}, CL ', S7, V), 2 ID W R bR N j. 45 j+ j7, BA%
IERA I R I 7 j = o, AR X1, IR B4 N (S, Cr e, ST, V), WTLAMA R —AN 3 15 Bk iE %
SR W . 57— ATt 0 A ETEI 0 1 4> 10 D) g3 35455, Vo,
WIAFTE—ANE R A B A FBL, LAHFE RSN (pp, M, ID, i) TERT IR ¢ < 1206864,/ e P H BTN 21 % 4
(S1pisCish1,S 11, Vir) F(S 1pss Cisha, S 12, Vin), oo by # 1y, Sy 2 S, #ik, BIBITEIRNL A, SRAFH A KT (M, 1D, i)
AL (S, Craly, ST, Vi) M, Cruhs, S5, V), Hil R IEE K e(P,,C)) = e(S ;. B) M

e(S1, Py Pous) - e(S 1y Prun) = (S5, Py Pruy) - €(S 11, Poun)
{avrﬁw“mmgememl_dvam“ Sip)e(SipnPo)t
RAE KEA BB, X T 2 e(P),C)) = e(S;p,, B) FI=TCH(C;, S, B), FAE—DIEHES £, BEWS IR p* (13
Sips =P, BEZ AR PN IRIESE AT LATS 2 e((S; Sywh)wwyaﬂzm

v (S;-Sytnr B ARIESRA v = pie. g O - Y +Zyizi,P1 = P19, Stifry fly, 7T

zZ+x"  z+x
CLHEL0 RHOEH y A 0. A RATATLIAGS) X = ( Zy, aQ):—P “JE4L (7, X°) BI K ¢-SDH il
A .
L5 EPTIR, W ATEDS I BT 1D = 1D, B9IE%5 4. X PR L HOER qiﬂ HHBLHE, B HSy )
% g qiﬁ [RILtE, 5 A i B T 2088 (0% € BRI 4 8 44, T 4 B D qi R ) KAk g-SDH 11,

6 MRESITS I

6.1 REMEL
W3 2 R, ARSCH T SR4E SMO B iy B35 44 i LAk -39 hn 1 S BB S HL, RETMTAA fR 1 2544 RS8R )
TA Ja gt A, A RAAE R G T SN T — MR e, BRI K T RS AT I fdH.
R2 HERAENEHR

ES ANl fy i AT 2 Ak J& I Ak
SM9 N X x
AL TAE \ S

6.2 THREEBIL AT
R 3R T AT RIS H A LU AR SMO FRIRZE A I LEAL. 5 SMO AL, AT (K77 ST St s A
BT B BT, (BB N ) TR 7E e 2 T L .



ol

BEF ATEE SMIWEARELL 9

KGC LA E RIS SMO — B FPIRR B HLHIASIN 1 I A AL ik, DRIt Rk 7 4B 2 4 e %%
—EIBERE ERSRTE, IF BN TP AR A A ah Z A 2 MR B IR MBI LR A
BN T 2 IRFECXHE A 3 K G, B R Eus 5.

®3OFHRUEITH I

ES [ 5 FL B A B I i FARH 2B R %4 6%
SM9 E,+1Hash+3M I 1E\+1E+1Hash+1M 1E,+1E;+1P+2Hash
AR TAE 1E\+1Hash+3M 3E\+1E,+1Hash+4M 4E+2P+1Hash+1M 2E,+6P+3Hash
KS-SOK-IBS™ 1E,+1Hash |E\+1E,+E+1Hash |E\+1E,+1E;+1Hash 4P+3Hash

#: e(G1,Gy) —» G & — MMM, E) RIERE G RN EUZH,; E, IR Gy PHIREUZH; Er 368 Gr R Uz K,
MARE Z, BT P AR IR N 185 HashfREBTA 758 5L

RIS 4 AR T B i R I — DN N o = (S 1p,, €, S b, V) JBIITIFE N 1 A G, BETE, 34N G, B
JLEA 1 ANE R ER. RIS 7 RS R B, 854 i S 2 [ AN . BRI, 4
WS g B C; 1E A — IS AL B i PR [ 1. e 55 2, A SAE [ — AN TR, P 5 30000 4 2 ) AN W7 1t o AR [+ (435 2
PAT B -IRZTIE, S 1, B C; R TR B — IR, XK R T 30 AT 45 R 56 IR 7).

63 X I

AR RATIPAY 7 2T [H %5 SMO [ % 4F7 25 25 4 (P e, 75— 3.20 GHz A FE 231 8 GB PIA7 B fIHL E
{8 Go &= (Go FRAS £01.20.2 linux/amd64) Fl gmsm FESZINL 7 A5 28, SEHBAE SMO FR 1R A0 vk P8y
VX B HOREL. G, I — AN S AN 32 AT AT B G, P — i, 20 e B 6, BE L EAE
filr, IR 32 AN (I SMO i 0 B 28 2 10 R X2 P ). 7 Bt 445 SRy 32 .

TE I 4 B, BV AE R RO TE AL R 0.079 ms A SRRV, 1T BT A A (S A
0.032 KB (MR A W3 22 A . AN TR BETF AR IR, P03 e 4 B 4% 75 LW AE 0.57 ms 77 A= I IS FARH IF AR 1%
0.064 KB [IAHR A DA 2 A %, BN PIFAN 2 2R & T ZIMH 2.66 ms. P2 AEZ 2K E N 0.16 KB. 1k
HIUE 244 I T B AE 7.26 ms, I K E B E RS FIR KT 6 MWL MEBLxHEAE. 24 PRI 7
A — I I BN 22 GRS, BT840 S, A1 C; AT 22 5 AR5, SEPR AN 4 K/ A 0.9 KB IEURE (G5 &R
FIEE 2 FiR), X 100 25 AN BRI T2 40 5 X 75 B4 3% 9.66 KB (154,

T4 SR TR ik

ES [ ERHAER (ms) IR AER (ms) &4 (ms) K% (ms) B4 K/ (KB) 10004 K/ (KB)
SM9 0.079 x 0.84 1.26 0.064 6.4
AL TAE 0.079 0.57 2.66 7.23 0.16 9.66
KS-SOK-IBS!"! 0.34 0.43 1.19 4.70 0.96 64.3
Alz 9.664
8 107 7.744
< 8t
z 5.824
r or 3.904
N 4t
P 5| 1.984
0.1
0
0 20 40 60 80 100 120
SRR

&2 [l ) B 2 44 K /INRIRE A4 AN TR 2% 2

7 B4

ns

ATCHR T P2 T [ B SMO (18 PRG35 40 7 5%, Mok 1 I AR TR R R v A7 A (X RL B B R I, SEBL TR



10

AR SAR wrre b v

IF1- Je [F) 22 AP AR S IR 2 25 44 1) 24 A, JRATIEE T RE AL TS WU ZRLIE I 1 SRATTI 7 S8 A5 A 170 - 17 2 4
PEMUASE] Dy k. B 20 BT A SEIGAIE B 1 A SCHR 1R 77 S8 B A AR e K S A

References

(1

(2]

[3]

(4]

(5]
(6]

(7]

(8]

(9]

[10]
(1]

(12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

Yum DH, Lee PJ. Identity-based cryptography in public key management. In: Proc. of the 1st European Public Key Infrastructure
Workshop. Samos Island: Springer, 2004. 71-84. [doi: 10.1007/978-3-540-25980-0_6]

Shamir A. Identity-based cryptosystems and signature schemes. In: Proc. of the 1985 Advances in Cryptology. Berlin: Springer, 1985.
47-53. [doi: 10.1007/3-540-39568-7_5]

Wang JN, Zhu B, Yu WX, Wang W, Hu FL. Side channel analysis attack based on deep learning LSTM. Computer Engineering, 2021,
47(10): 140-146 (in Chinese with English abstract). [doi: 10.19678/j.issn.1000-3428.0059210]

Peng P, Zhang ML, Zheng D. Side channel attack fused with CNN-LSTM. Computer Engineering and Applications, 2023, 59(6):
268-276 (in Chinese with English abstract). [doi: 10.3778/j.issn.1002-8331.2111-0511]

Shamir A. How to share a secret. Communications of the ACM, 1979, 22(11): 612—613. [doi: 10.1145/359168.359176]

Desmedt Y, Frankel Y. Threshold cryptosystems. In: Proc. of the 1990 Annual Int’l Cryptology Conf. New York: Springer, 1990.
307-315. [doi: 10.1007/0-387-34805-0_28]

Anderson R. Two remarks on public key cryptology. Technical Report, UCAM-CL-TR-549. Cambridge: University of Cambridge, 2002.
[doi: 10.48456/tr-549]

Bellare M, Miner SK. A forward-secure digital signature scheme. In: Proc. of the 19th Annual Int’] Cryptology Conf. on Advances in
Cryptology. Santa Barbara: Springer, 1999. 431-448. [doi: 10.1007/3-540-48405-1_28]

Dodis Y, Katz J, Xu SH, Yung M. Key-insulated public key cryptosystems. In: Proc. of the 2002 Advances in Cryptology —
EUROCRYPT. Amsterdam: Springer, 2002. 65-82. [doi: 10.1007/3-540-46035-7 5]

Cheng ZH. The SM9 cryptographic schemes. 2017. https://eprint.iacr.org/2017/117.pdf

Dodis Y, Katz J, Xu SH, Yung M. Strong key-insulated signature schemes. In: Proc. of the 6th Int’l Workshop on Practice and Theory in
Public Key Cryptography. Miami: Springer, 2002. 130—-144. [doi: 10.1007/3-540-36288-6_10]

Yum DH, Lee PJ. Efficient key updating signature schemes based on IBS. In: Proc. of the 9th IMA Int’l Conf. on Cryptography and
Coding. Cirencester: Springer, 2003. 167—182. [doi: 10.1007/978-3-540-40974-8 _14]

Zhou Y, Cao ZF, Chai ZC. Identity based key insulated signature. In: Proc. of the 2nd Int’l Conf. on Information Security Practice and
Experience. Hangzhou: Springer, 2006. 226-234. [doi: 10.1007/11689522 21]

Weng J, Liu SL, Chen KF, Li XX. Identity-based key-insulated signature with secure key-updates. In: Proc. of the 2nd SKLOIS Conf. on
Information Security and Cryptology. Beijing: Springer, 2006. 13-26. [doi: 10.1007/11937807_2]

Hanaoka G, Hanaoka Y, Imai H. Parallel key-insulated public key encryption. In: Proc. of the 2006 Int’l Workshop on Public Key
Cryptography. New York: Springer, 2006. 105-122. [doi: 10.1007/11745853_8]

Chen JH, Long Y, Chen KF, Guo J. Attribute-based key-insulated signature and its applications. Information Sciences, 2014, 275: 57-67.
[doi: 10.1016/j.ins.2014.02.021]

Yu J, Wang HQ. Strong key-exposure resilient auditing for secure cloud storage. IEEE Trans. on Information Forensics and Security,
2017, 12(8): 1931-1940. [doi: 10.1109/TIFS.2017.2695449]

Vasudeva Reddy P, Gopal PVSSN. Identity-based key-insulated aggregate signature scheme. Journal of King Saud University —
Computer and Information Sciences, 2017, 29(3): 303-310. [doi: 10.1016/j.jksuci.2015.09.003]

Shen WT, Yu J, Yang M, Hu JK. Efficient identity-based data integrity auditing with key-exposure resistance for cloud storage. IEEE
Trans. on Dependable and Secure Computing, 2023, 20(6): 4593-4606. [doi: 10.1109/TDSC.2022.3228699]

An RC, Wang HQ. Proxy provable data possession with key-exposure resilient. Computer Science, 2024, 51(12): 310-316 (in Chinese
with English abstract). [doi: 10.11896/jsjkx.231100085]

Cheng ZH. Security analysis of SM9 key agreement and encryption. In: Proc. of the 14th Int’l Conf. on Information Security and
Cryptology. Fuzhou: Springer, 2018. 3-25. [doi: 10.1007/978-3-030-14234-6 1]

Lai JC, Huang XY, He DB, Wu W. Security analysis of SM9 digital signature and key encapsulation. Scientia Sinica Informationis, 2021,
51(11): 1900-1913 (in Chinese with English abstract). [doi: 10.1360/SSI-2021-0049]

Lai JC, Huang XY, He DB. An efficient identity-based broadcast encryption scheme based on SM9. Chinese Journal of Computers, 2021,
44(5): 897-907 (in Chinese with English abstract). [doi: 10.11897/SP.T.1016.2021.00897]

Tang F, Ling GW, Shan JY. Additive homomorphic encryption schemes based on SM2 and SM9. Journal of Cryptologic Research, 2022,


https://doi.org/10.1007/978-3-540-25980-0_6
https://doi.org/10.1007/978-3-540-25980-0_6
https://doi.org/10.1007/978-3-540-25980-0_6
https://doi.org/10.1007/978-3-540-25980-0_6
https://doi.org/10.1007/978-3-540-25980-0_6
https://doi.org/10.1007/978-3-540-25980-0_6
https://doi.org/10.1007/978-3-540-25980-0_6
https://doi.org/10.1007/978-3-540-25980-0_6
https://doi.org/10.1007/978-3-540-25980-0_6
https://doi.org/10.1007/3-540-39568-7_5
https://doi.org/10.1007/3-540-39568-7_5
https://doi.org/10.1007/3-540-39568-7_5
https://doi.org/10.1007/3-540-39568-7_5
https://doi.org/10.1007/3-540-39568-7_5
https://doi.org/10.1007/3-540-39568-7_5
https://doi.org/10.1007/3-540-39568-7_5
https://doi.org/10.19678/j.issn.1000-3428.0059210
https://doi.org/10.19678/j.issn.1000-3428.0059210
https://doi.org/10.19678/j.issn.1000-3428.0059210
https://doi.org/10.3778/j.issn.1002-8331.2111-0511
https://doi.org/10.3778/j.issn.1002-8331.2111-0511
https://doi.org/10.3778/j.issn.1002-8331.2111-0511
https://doi.org/10.3778/j.issn.1002-8331.2111-0511
https://doi.org/10.3778/j.issn.1002-8331.2111-0511
https://doi.org/10.1145/359168.359176
https://doi.org/10.1007/0-387-34805-0_28
https://doi.org/10.1007/0-387-34805-0_28
https://doi.org/10.1007/0-387-34805-0_28
https://doi.org/10.1007/0-387-34805-0_28
https://doi.org/10.1007/0-387-34805-0_28
https://doi.org/10.1007/0-387-34805-0_28
https://doi.org/10.1007/0-387-34805-0_28
https://doi.org/10.48456/tr-549
https://doi.org/10.48456/tr-549
https://doi.org/10.48456/tr-549
https://doi.org/10.1007/3-540-48405-1_28
https://doi.org/10.1007/3-540-48405-1_28
https://doi.org/10.1007/3-540-48405-1_28
https://doi.org/10.1007/3-540-48405-1_28
https://doi.org/10.1007/3-540-48405-1_28
https://doi.org/10.1007/3-540-48405-1_28
https://doi.org/10.1007/3-540-48405-1_28
https://doi.org/10.1007/3-540-46035-7_5
https://doi.org/10.1007/3-540-46035-7_5
https://doi.org/10.1007/3-540-46035-7_5
https://doi.org/10.1007/3-540-46035-7_5
https://doi.org/10.1007/3-540-46035-7_5
https://doi.org/10.1007/3-540-46035-7_5
https://doi.org/10.1007/3-540-46035-7_5
https://eprint.iacr.org/2017/117.pdf
https://doi.org/10.1007/3-540-36288-6_10
https://doi.org/10.1007/3-540-36288-6_10
https://doi.org/10.1007/3-540-36288-6_10
https://doi.org/10.1007/3-540-36288-6_10
https://doi.org/10.1007/3-540-36288-6_10
https://doi.org/10.1007/3-540-36288-6_10
https://doi.org/10.1007/3-540-36288-6_10
https://doi.org/10.1007/978-3-540-40974-8_14
https://doi.org/10.1007/978-3-540-40974-8_14
https://doi.org/10.1007/978-3-540-40974-8_14
https://doi.org/10.1007/978-3-540-40974-8_14
https://doi.org/10.1007/978-3-540-40974-8_14
https://doi.org/10.1007/978-3-540-40974-8_14
https://doi.org/10.1007/978-3-540-40974-8_14
https://doi.org/10.1007/978-3-540-40974-8_14
https://doi.org/10.1007/978-3-540-40974-8_14
https://doi.org/10.1007/11689522_21
https://doi.org/10.1007/11937807_2
https://doi.org/10.1007/11745853_8
https://doi.org/10.1016/j.ins.2014.02.021
https://doi.org/10.1109/TIFS.2017.2695449
https://doi.org/10.1016/j.jksuci.2015.09.003
https://doi.org/10.1109/TDSC.2022.3228699
https://doi.org/10.11896/jsjkx.231100085
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1007/978-3-030-14234-6_1
https://doi.org/10.1360/SSI-2021-0049
https://doi.org/10.1360/SSI-2021-0049
https://doi.org/10.1360/SSI-2021-0049
https://doi.org/10.1360/SSI-2021-0049
https://doi.org/10.1360/SSI-2021-0049
https://doi.org/10.11897/SP.T.1016.2021.00897

Jig)

[25]

[26]

[27]

[28]

FEATEE SMI W EARBEL 11

9(3): 535-549 (in Chinese with English abstract). [doi: 10.13868/j.cnki.jcr.000532]

Pu L, Lin C, Wu W, He DB. A public-key encryption with keyword search scheme from SM9. Journal of Cyber Security, 2023, 8(1):
108-118 (in Chinese with English abstract). [doi: 10.19363/J.cnki.cn10-1380/tn.2023.01.08]

Shi Y, Ma ZY, Qin RF, Wang XP, Wei WJ, Fan HF. Implementation of an attribute-based encryption scheme based on SM9. Applied
Sciences, 2019, 9(15): 3074. [doi: 10.3390/app9153074]

Chen RM, Chen JR, Huang XY, Wang Y. RCCA-SM9: Securing SM9 on corrupted machines. Science China Information Sciences,
2024, 67(11): 212103. [doi: 10.1007/s11432-023-3877-9]

GM/T 0044-2016. Identity-based cryptographic algorithms SM9. 2016 (in Chinese). https://www.antpedia.com/standard/8380068-1.html

Bt e 30525 S0k

(3]

(4]

[20]
[22]

[23]

[24]
[25]
[27]
[28]

FARE, K, T30, Ehe, BIPLRR. FETIREE S 2] LSTM MMIMEE /5. tHEHLTAE, 2021, 47(10): 140-146. [doi: 10.19678/j.issn.
1000-3428.0059210]

AW, KL, KR, G CNN-LSTM (58 X i, tHE ML TR 5 M 2023, 59(6): 268-276. [doi: 10.3778/j.issn.1002-8331.2111-
0511]

LW, FACHE. PUE PN EE AR RIE SR FEA . THENLRLE, 2024, 51(12): 310-316. [doi: 10.11896/jsjkx.231100085]

WS, WYY, W%, E. E% SMO $Ur 88 4 R g B AR i e A M. b RS 15 SR, 2021, 51(11): 1900-1913
[doi: 10.1360/SSI-2021-0049]

W B, BT, TR, — PRI TR A SMO I AR IR RN U5 ZE L TR ELHLAE R, 2021, 44(5): 897-907. [doi: 10.11897/SP.
T.1016.2021.00897]

FEX, GRIEEE, BB BT % SM2 R SMO (I A N U7 B HSAEAR, 2022, 9(3): 535-549. [doi: 10.13868/j.cnki.jer.000532]
TR, MO, I, 8. BT SMO A BT R N U5 &L (5 B AR, 2023, 8(1): 108-118. [doi: 10.19363/J.cnki.cnl0-
1380/tn.2023.01.08]

GM/T 0044-2016. SM9 Fr iR Z G 5%, 2016. https://www.antpedia.com/standard/8380068-1.html

EEEN

=
=&,

TR,

2, E OISO T AL, X% 4
T, AT RS .

R, AR, WU AR Y, 2 ROR.
FACEE, W, B, TR S, CCF Bk by, EERTGUL M E1:, mitH %4


https://doi.org/10.13868/j.cnki.jcr.000532
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://doi.org/10.3390/app9153074
https://doi.org/10.1007/s11432-023-3877-9
https://doi.org/10.1007/s11432-023-3877-9
https://doi.org/10.1007/s11432-023-3877-9
https://doi.org/10.1007/s11432-023-3877-9
https://doi.org/10.1007/s11432-023-3877-9
https://doi.org/10.1007/s11432-023-3877-9
https://doi.org/10.1007/s11432-023-3877-9
https://www.antpedia.com/standard/8380068-1.html
https://www.antpedia.com/standard/8380068-1.html
https://www.antpedia.com/standard/8380068-1.html
https://doi.org/10.19678/j.issn.1000-3428.0059210
https://doi.org/10.19678/j.issn.1000-3428.0059210
https://doi.org/10.19678/j.issn.1000-3428.0059210
https://doi.org/10.19678/j.issn.1000-3428.0059210
https://doi.org/10.3778/j.issn.1002-8331.2111-0511
https://doi.org/10.3778/j.issn.1002-8331.2111-0511
https://doi.org/10.3778/j.issn.1002-8331.2111-0511
https://doi.org/10.3778/j.issn.1002-8331.2111-0511
https://doi.org/10.3778/j.issn.1002-8331.2111-0511
https://doi.org/10.11896/jsjkx.231100085
https://doi.org/10.1360/SSI-2021-0049
https://doi.org/10.1360/SSI-2021-0049
https://doi.org/10.1360/SSI-2021-0049
https://doi.org/10.1360/SSI-2021-0049
https://doi.org/10.1360/SSI-2021-0049
https://doi.org/10.11897/SP.T.1016.2021.00897
https://doi.org/10.11897/SP.T.1016.2021.00897
https://doi.org/10.13868/j.cnki.jcr.000532
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2023.01.08
https://www.antpedia.com/standard/8380068-1.html
https://www.antpedia.com/standard/8380068-1.html
https://www.antpedia.com/standard/8380068-1.html

	1 引　言
	2 相关工作
	2.1 密钥隔离密码系统
	2.2 国密SM9标识签名

	3 准备知识
	3.1 双线性映射
	3.2 困难问题
	3.3 密码隔离的身份基签名的定义
	3.4 密钥隔离的身份基签名的安全模型

	4 密钥隔离的SM9身份基签名算法
	5 安全性证明
	6 性能分析与实验
	6.1 安全性比较
	6.2 性能理论分析
	6.3 实　验

	7 总　结
	参考文献

