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Abstract: With the development of quantum computers, the public blockchain based on traditional elliptic curve digital signature will
face disruptive security issues. The common solution is to apply post-quantum digital signature algorithms to blockchain systems. For the

public blockchain adopting proof-of-work consensus mechanism, supporting computing power is also an important cornerstone of public
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blockchain security. How to save energy and maximize computing power support is an important research direction. This article proposes a

post-quantum blockchain system with diversified computing power and independent post-quantum signature.

The Dilithium signature scheme is the preferred and universal post-quantum signature standard recommended by the NIST, and its security
is based on the MLWE and MSIS problems on the power-of-two division ring. However, just as the Bitcoin blockchain initially adopted
the EC-DSA standard signature algorithm but did not adopt the elliptic curve specified by the US NIST, the rich algebraic structure of the
power-of-two cyclotomic rings poses greater risks and uncertainties for the long-term security of the post-quantum digital signatures on
which the public blockchain is based. Large-Galois-group prime-degree prime-ideal field is a more conservative and secure post-quantum
lattice-based cryptographic technology route with fewer algebraic structures. In this article, we adopt a Dilithium variant based on
large-Galois-group prime-degree prime-ideal field: Dilithium-Prime, as the signature algorithm for the post-quantum blockchain system to

provide high-confidence transaction signing post-quantum security.

To provide diversified computing power to maximize the computing power support of the post-quantum public blockchain and address the
current dilemma of declining mining pool and miner income, we introduce a multi-parent chain auxiliary proof-of-work consensus
mechanism that can request all computing power using Sha256 and Scrypt hash calculations to assist in consensus without adding
additional work to existing miners and mining pools. This increases the source of computing power for the post-quantum blockchain and
also improves the utilization rate of existing mining pools and miners. At the same time, we propose a block and transaction structure and
difficulty adjustment algorithm adapted to this multi-parent chain auxiliary proof-of-work consensus mechanism, which can stabilize the
block production ratio and block production time for different magnitudes of computing power, and effectively responding to extreme
cases such as sudden increases or decreases in computing power to maintain the robustness of the system.

Key words: blockchain; post-quantum cryptography; consensus mechanism; auxiliary proof-of-work
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SO B V) 550 e A R R D A P TR T AT M R 1 X AN 2R A SRR I R A
2016, AL B bR ROy 5 408 A% A G, 5 H AT LR PoW SLIRMLN 1 A 8 2 B L HERE R
T IR ARE R .

F=1 MHERBELESHE

B4R A B B e HE IR Hr HF

5

: e i BB RS T

1 720 10 3 0.33 0.4 0.6

2 2016 10 3 0.33 0.5 0.5

> EEREETGmm  URER g g, RGP R EBIEAR
1 1440 4 10 1.2 320 5

2 10080 3 10 1.2 1516 6

24 NAETENRENEETFRFERER

HT PoW LN T X HeliE R R 2T UTXO IR TE XM 32 5, A& SCR A P2PKH
(Pay-to-Public-Key-Hash) [ 1A 55 5y JIAS Py 25 1 B 3 i A SCHE [X B (928 5 v B Dilithium-Prime

Jei BT 4 RO 4 RSE RN A SN R 2 BT, AR SO g R S AL S 4

Dilithium-Prime 7 % /& 7£ Fiat-Shamir with Aborts £ A B3EA 52 t #5E T R HUR B2 477 %24
FUAE T4 1% 44 77 48,09 40 CRY STALS-Dilithium, {5 H [1)i& 2 AR B 45 44 /& power-of-two 43 [A 3F. Power-of-two 4
BA#HPHFERETH. FESERELEW, BHEF /D Gaois #H, X=1"THESFHTERH T
Campbell-Grove-Shepherd. Biasse-Song. Cramer-Ducas-Wesolowski. S-unit Z5%1%} 5.1 Dilithium-Prime
i F IR R Z AR S5 #/2 OpenSSH %5 B TR A 11 55 S b #E NTRU-Prime BT 51 NI = M $08Z, [x]/ (x™ —
x=1), K nfMghRmE Hx"—x - 1R ZIx] T AL LA ARBEWK R AR
Cramer-Ducas-Wesolowski BUifi « S-unit Bk FH % 48 X0 i 55 56 43 1R B ) B0t 1 Bt 1k 40 22 B 5080 b T 5L 4 4 )
TR D A A RS oD mT DR IR A B RIS Bt B, B G K Galois B (14 28 B 25080 8 H A K 4G
4 9 R 98020 5 WA D 7E B8 b e 32 11t B8 5 1) 22 4 F B (R ), MK 38 5 B8 70 S5 2R B W Hp 25 B AN 0 B (AR 3
SER A T2 IR T Z B BB AR T power-of-two 43 B3R 1) % 4l 4 2 1212200,
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Dilithium-Prime J7 ZRBCRMWHAT T A8 AE F Fh 7 p A FEBEA A T — R FVE S B I Z,
TG E I AL FR AL SR — 20 i A RE s B R B E eV AL 48 NTT HiR, 2 T UafedE: BOR AR 1 )
f,Dilithium-Prime J7 ¥ i+ T KM ok _F A3 8 NTT 503k, [ 4106 25 4 07 S E ik 2 ek i 7 20k
B/ 2 A TR VA L

EFRHMERTH TSR ERA RS 5 8CF B T 1 0 4 & £ Dilithium-Prime 75 £ A1 % F
CRYSTALS-Dilithium, i TR FH RN HBORR Z 40, B G B & B2 2 HER S22 E T, M EE N,
25 42, 35 T e, SR B AT R T IR 2 B 2 4 R DR TE (X R (1952 B i B Dilithium-Prime J5 &7
B85 42 77 % T7 A B A UV Dilithium-Prime. KeyGen, 25 44 8035 Dilithium-Prime.Sign 15 3iF 592
Dilithium-Prime. Verify =34y, AR N F W0 H L -85 3 iR,

B 1. A S Dilithium-Prime KeyGen.

N #ESHIA
. %4 AFXS (pk, sk)

01 <« {0,125

02 (p,p',K) € {0,132% x {0,1}512 x {0,1}256 := H({)
03 A € RE*!:=ExpandA(p)

04 (51,52) € S} x 8 := ExpandS(p")

05 t:=As;i+s;,

06 (ty,to) := Power2Round,(t, d)

07 tr € {0,1}2°% := H(p||ty)

08 RETURN (pk = (p, t1),sk = (p,K,tr,s1,82,tg))

Bk 2. %4 5% Dilithium-Prime.Sign.

N FAEHsk,HEM
Wit %40

01 A e RE*!:=ExpandA(p)

02 p € {0,1}512 :=H(tr||M)

03 k=0, (z,h):=1

04 p' €{0,1¥512 := H(K||p) //EEMBENLIERA Fp" « {0,1}512
05 WHILE (z,h):=L1 DO

06 y € 8. := ExpandMask(p’, k)

07 w:=Ay

08 w; := HighBits, (w, 2y5)

09 ¢ € {0,1}%%¢ := H(u||wy)

10 ¢ € B, := SamplelnBall(¢)

11 z:=y+cs;

12 1o := LowBits, (W — cs3, 2y;)

13 IF|zllo =2y, — Borlrollc =y, — B

14 (z,h) :=1

15 ELSE

16 h := MakeHint,(—cty, w — c¢s; + cty, 2y;)

17 IF ||ctollo =y, Or the # of 1's in his greater than w
18 (z,h) :=1

19 K=K+
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20 RETURNG = (¢,z,h)

i 3. 6F 5% Dilithium-Prime. Verify.

N ANHApk,HEM, % %0 = (¢,2z,h)
Frd: EE R DEESIEAS BT G 0)

01 A e RE*!:=ExpandA(p)

02 pe{01}":=H(H(p||ts)||M)

03 ¢ :=SamplelnBall(¢)

04 wj :=UseHint,(h,Az — cty - 2%,2y,)

05 IF ||zllo <Y1 —B and é =H(u||lw}) and # of 1'sinhis < w
06 RETURN 1

07 ELSE

08 RETURN 0

%2 Dilithium-Prime Hi#% 2 5% (n = 251)

REER n I v
g 7681537 7681537 7681537
HEFEAERL (K, 1) (4,4) (6,5) 8,7)
WA Fn 2 2 2
6 48 RAF HL 3.49 2.96 6.10
NEARSE 1288 1916 2544
FHR 2504 3605 4801
EEEANGY 2504 3233 4511
LWE [ X & (121,110) (162,146) (247,224)
SIS 58 [ 3t JiF (110,100) (169,153) (243,220)
SIS 55 [ B2 (120,109) (184,167) (263,238)

\

Dilithium-Prime i ===
(3233Bytes)

=R Hash160

Dilithium-Prime£2£3
(1916Bytes)

R

Dilithium-Prime:$545
(160Bytes)

ZEFF: EQUALVERIFY

2R CHECKSIG

B3 XA 5 A 25 4 ]

X325 (Transaction)

— | @R GEEEE |
— > | R SiEmE |
&

e N (e )
L e S

ISfEFF: DUP
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TR TH %451 1 BR R AR

WA A5 B BTG Tx I, BT % A Dilithium-Prime 0525 4% 5095, 75 B JFL 4 57 A 131 it 28 1 )5 1) %5 4
R4 THRE. A TE A9 BRI AS b A2 1% Dilithium-Prime 25 44 sigq, ¥ 42 R B 25 4 sigq A Hpk B N RS h 75 8752
Ty s NSRBI A ()3 AR o, 2 B0 UE AR BB PR 58 Gy AR RS 23 )RR A5 IX BB (0 e 1 AL S AN I B R 5
JG 40 25 % sig BT IR AE, 428 By Tx IINAZ Gy ity FH - 4 2 X HRABEAR . 468 Ik 22 AQ B i B T /R B W S8 /R,
A2 B IX B Block. X B #5348 4571 A0 B SR X B S, 2550 Tx JBEAT 3000, B0 F 5 Th J 77 X 3t Block,
HEAT T — > X S @A 3L,

A5 — R0, a0 & 3 FTom, 5 5 T W6 [ #h 28 B9 Schnorr 25 45 U440 b, 25 42 1K 3 W 2 38 0, DR 22 5 i 4k K
FEAR N T 0 X B AL B AT 5 5 2R R UK X B T 4 25

3 EigoHh

3.1 Mul-AuxPoWZ& £ 547

2 A2 B4 B TAE AR B R ML 7E PoW (LRl L 34n T 55 77 10 R V8, 2 35 T 28 H IR ML A 4 Sha256
T Scrypt M A BRI X BB VR A SRR SR (R 57 7 SRR T FL R AL HI A 0 AT AuxPoW TR 2 AR B . UL B
S5 LB B R I

(1) 51%5 1 B

S1%5 Sy Bud U Fe 1 il R ik 2 /b S19% 0057, LA 3045 i X Bk X 44 338 1 42 04 X R A8 5 (¥ Bt i 1 %2
AL Al B LA S E B UL R DD SRR AR T RE AR B (M B ) S B R A A B 3R 1 ALk A LLER PoW FER
MU B 360 7 550 R, B o B R O 252 S 1% 5 0 1 mT % 5 n ARHE, 1T PoW LR ML S1% 5 1K
i B e R,

(2) WY+

WA Bk 2 AR B A 3 A P (AR T L7 3R T8 A FASZ 0 18 5 SO AT XA, 7 ¥ 2 IX
AT > X AZBI X B G AT 38,5577 £ — 4 KR T E W 0 S5, B8 3 1032 5 AR M kA7 WA 7E 22 A0k 4
B A S UF B LRI 38 0 7 8500 SRR, i B i T 2 R SRR N 7 B R o i T R A3
ST R B A S by AR R A UTXO. B 2 kA &7 sSUIRHT AL T s

G IEL B REMER

A LR ILTE Mul-AuxPoW LGS R AL S . TRHSTIBMH R AL R, F %
SRR TR 0 X B Sk v A5 5 0 (B PR A8 40 A0 B AL RENG T 4 TR IB T IR B 45 BE R T IX B KA BLINAS
R S R B O 0 TS B AR RS A A, R 2 5 S ALl B S AR AR I SO B AR SR CRAIE A LR I R
RFVIR T T AR B RIR S T8 WA THESOE FREX I EHEXEPEANRR
— B0 R A OO R A AR CRAIE I A 4 SR IR AR, U TR S IE AR AT SR I R RO I .
32 HEFEELAREMSH

Xof T Bl AR T A5 SR P i 5 R A ARV DL LR T R ) B — AR Bk AT s 7 2 AN R R sk b B 7,
A 180 R ET R] 33 T AR X B, P AE R — AN R R 0 R Gl ax R 20 ECF AT LRI EAR R A g R
T e 2 B 7 K A AR AR B b 3 T B A B e R 2 0 B R B L BR AR, B I R B SRS AN R 25 0 S
FR AR X P 07 208 5 7 Bk % B LAt A B, SRS AR 25, IR It 2 BH S 92D 1% ) 3 LB B ) B (I R e L 5 — el
S22 AE 2 A T AN W 486 I 85 77, R A el 2 A BR8] 338 1 48 s P, AR TR — AN TR 082> S, DR 8 o B
P 1), 712 B I R DA (X Bt 97 45 H B, B AR 0ok o QAR M e 0 T 7 A R e, (2 o X 1) e e R P 34 ™ B R
M.

T %5 T Mul-AuxPoW [0 5 1 82 55035, 1 28 A0 mT DASR i B 1) SRV, 78 1% R B o o, ST L4y B g%
KIALHE A FIE JJAHRTER I AL EE B 23 kAT 577 1 938 5080 T AT BT g H 301 O Bk iR 47 23«
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(DARHEE A FFE /D 5 7 P 9SSR 88 05 7 X P 8oty 3222 B R AEALHE A 3R15 58 2 F 25 (70 M 5 1 2 5
RS ALEE AR B IR RE— 2 LB 7E S B0 B UL EE A B e L) — Bz kT AL %E B AT DAAE AQHE A IX Fh I
i R B 2 RSk 22 T I R R B, 1T 3R EUCE — A R AR X B B AR A AR

(2) SHE A FREEIG N J) P ISRIRD B 70 ACHE A RN ) A5 5CHE A HHE0O n B8 4k H st
V) ol 2L, 79 o 2 SR 00 % 238 KT AL BE A B HMEE Dy T 3k G X P B, 2 R B B K T R LT, IR A AR AL HE B
HIEUNT 2 M Biow,,,,, AR EE B H il 55 A8 B8 3 0 I, 23 B2 g/ SCBE Bt B2 I IR

(3) Ak B FREi /b 51 B 3SR I 57 /0 ax P Mo 22 2 B 1002 AL EE B AN Wik b B AN R 4R RE B LE
151 A5 458 5 JE AN KT B A, T 9SSR B D0 0 ), 2 W B 386 i o0 22 Jih . o 17 38 o X b I T 7R QB H E BN IR b HL
YLt (8] 3 0, 7% B ) AL B IR M PR ACAR (015 SQBE B AR ME 5 1) 5 2 A W P A1

(4) R4k B FEEWINE BRI HE I BT R8E A 38K 2 500 EECE 3T et () 52 i ok
FrUAAEE B (M Ph L= B0 F AN 20, IR M 43 B B PR AR AL 8E B 1A
3.3 Mul-AuxPoWIE i H 5 #f

2 AL AR B AR e W LR B a0 4.2 Bros 2R JL R AT 9 P SR SR T A IR AE I X HRAE AR R AR B A
] 1) AL BE R B A R 3 & D 5 785 X Pk e A (B H 5 A0 LA B 1) CoinBase 28 5 1. CoinBase % 55 1F N IX
B —2£58 5 K Merkle M (114 5, CoinBase 1 N 25 & A A5 250, T B I Merkle #4 ) Root 23 K AR A& 24, 3t 1
AL R X P S I A 3 2 o0 T A S BE A PoW LRI o, A K

Hash(nounce+Block header Hash)<Target

H.rh Block header Hash {H & A2 248, 98 4, 3 J77 MG A (R 285 SR AR A 22 41 [F), BT DA H AR A 50%E CoinBase 22 & 1 )
— B4y, 5304k Block header Hash JE il —— X .26 &, 10 H /E 8T8 TAE = 1UE 81— 3045, 7T LAERAR N 75 SCHE I
LA SR W IR oh 2 AT 0 RS D IR TH B, 8 17 3 2 LA Bk 1.

Tt R ME 52 D (18 S X BSR4 DR A7 78 T B DX HJ (103 485 4 3020 v, L AR BRI P9 25 D 2.2 11 38 DY B B R
Merkle B (14 5, 5 1IE H 72 #5347 fE/E CoinBase 2 5 ', ##45 CoinBase FTE Merkle # 7 32, F ] SPV Jrikit
5 Merkle Root B FH X S G 75 2 75 1E . ¢ 5 P 300 IE AT 52 0F B A2 7506 2 M B2, 10 B0 LA 2 iE W o 5006 2
R JEE, Tyt R

3.4 WEREEXEMRMESH

%Eﬁ%ﬁ%%%ﬂuﬁ%44%%%*%%%%%ﬁ&ﬁ@ﬁ%@ﬁﬁﬁ%ﬂ?%w¢@&%i%

YR [ R B2 ) BRI 1] ) AL, OF AR AR (K RN 22 220 D 3 B 20 A SRR T 1,05, 3 1 S Bt BRI [] K
T b BRI TR, B A R R 0 DA i A AR I TR0 s RN T 1.05 JF KT 0.95, 350 B S B B 8] 5 H
P SR 18] i A2 30, b A 7 P ) Bl b ) S E s B R/ T 0.95, 50 W S B HE BRI TR /N T H AR R SR TR A
R P2 5 k2> DA ] A 1] 48

585 S A ) P 288 S Hh TR LA T LURRE, TS AL e A S K AL A S — AR - 2,

NI THIAE B MAE R 55 0 BRI AQEE A f DB, 5 508k A FNSLHE B H bt B LU B af LA, I SR e
RN 1,00 B S bR A FT H bR AR 5], A 75 2L A B A R KT 1L U A0 B BB 22, 75 B0 AL A
BN HMEFE L R SBE B R Il B (H 2 A A 7R U A B [,8 ] AR IR AMEL R H ERAELAA B, 24 S B EL A5
5 H R E A ZE B2 I AR AR PR 0 B K PR ek A B A I R TR YT Y et 5 A0 A HE BB L AR 1
5 H bR R — LR SCBE B RBP4 B 2 BOAE HEAT I 240,45 e AOAE D9 45 T B SR A Y B L 451
5 HARELI 5 2R R H E I R BN B Ry
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%E%%ﬁﬁ7@%&#@$N?Q%A%ﬁ&iﬁ%%ﬁ%§M44%%5%n4%%$&%ﬁﬁA\

B i A HCRAGE B 3 B LUAE, AR B B H SR L F— B B 2 B S E K R
JIN, RIS AR AR 2 0T LA B B B 2 L 55 10 PR A R0 582 28 0T LA B B A A R B 00/, 1 BT B B PR A8 Ak B
A B A2 X 48 AR, WX R 4 S8 2 LI T LA B B AR A R B K 1 I 0% T B 2, 22 00T T LA B B AR AR K, B3 By
BHZAR A TT RE R R PR M B AL T R 2 AR RS B R, B 1K IR A S U .y g [l xSRBS NS
4.

55 RS 5 = AR R B R A, 43 A o) e B R 4 o) e SR R 5 0 ) R AR T AR AR —
F A TH L0 L A7) R /N P ) L )X R RO AR B 3 — B A (B R T 1,05, B0 BN T 4 il s /b Hh e el (1] 75 2298 /b 3
B 58 38043 5 58 =3 I ARFUASEE /N T 1,45 W A e (6758 =50 4 JRAUS (B /T 1,555 3 e B s I se 28 —
A E T 0.95 5 1.05 22 [, 350 B B 1) B A AR e, 75 B0 8 a4 b SO S B Ll 8] 5 4 ohl HH B gl o R AN T B R
T AR — A E /N T 0.95, 18 By 7 #4388 i o ey R 75 208 o e B v 58 4 5 88 =3 A ISR AN
RERT 1,75 W] Be g A0 45 =30 40 BRESE K T 1,55 ook 20 X 32 ) X 10 5 B 7 ¥ 1 B I, o 2 7 48 il 1
B ] T BE OR AR A, T ORAIE HS B LB 5 ik A e, 5 Dl ke 10 S5 P TR B VR 0 B AR 32

S VYR 73 B8 — LR SRR P, B RE IR T L. 2y < Browyypn I FORAE XA 25, AR SR 150 22 [ (1K A i
B [KIAEBE AT AN Iy < Biow,,,, MITH UL, — R SQCHEASL )R MY (B b — I B SOBE A SEBE R RED B X IX Fi iy
ULRAZIG N AL BE A S FE,SCBE BAEJE B PR AR (R RE PR AR I 2. — & ACHEB R B B ) R B, FRAR AR B Bt B, B
B2 T — B BB ACEE B Y&, B 3 I ALHE A Y (A5 ACHE B T B2 B 15 B 58 £ i A, 1 PP A O A
I3 T B8 R AR (AR 100, 12 2> A B B A FEE AR ARG 10 M 58 L2 AN £ 10 n 2 R R QB B 52, 97 1 LAt (9 155 10 R 2
TH2 M cpess = 10T, 0T LLFIWTR AHE B K B) 2505 ) B, B A 2 116, S0 HE A S FE 55 — VR R B 5 i 2 3
BN E B /IR BRI, 75 A0 4E B HBRIEIA AN S 5 Bl B UL EE B 5 2 AN B T AN BEIR A B I8
AR 5 ek W A 75 A0 8E B R B BT S 3 48D, B AR BE K AT DR IR 2 50 22 4 M o T 24 R AR S o A7 4o B 47
WINAZHE A MR ACHE A AT RIE DL, 1 X B B AR AL EE B R B B RS R 3y, R A A T R4S
Bl S, B A7 B TRTUSC & 75 AS AR 0, IR S BE A B BB PR L R BRI, R AR X P A 0L 2 3 NS B #4742
B BT — JE 1,000 A2 VI 2 3@ 1 R/, YR B b TR — R 2R I AT e Al S A, SBE AL BRI
B B OMAALEE B WAH I TE 2,508 B b — B B FE S8 N (R 80K, 3 SRR H B 2 B G A R e v T R 5
B P T AR E BT 288 B D) FE — RS, B B IR HUE S Blow,, 23 TR A FLA (A
LA FA A B IRy, > Ajou,,,, 1B AL
3.5 Mul-AuxPoW3EiR#LEIFN3Z 5 E 2+

AE LA 8] 777 T IR 18] ph 4 2 DX AR N (] 6, LIRS A TH S e, X e, . XHRBR &Y RIS E L, 1 AR
5 PoW FARMLHI L Mul-AuxPoW FARNL i 3= ZEG INTE ¢, Al e, AEH 2 X PASEAR opr R 22 5085 . i idbAT 22
R X HUEAR ;s {EIE X B T B X AuxPoW £ A4 E AT 38 1IE AH R 78 i H NG A5 T B30 e SoF s T 52 M 88 T, T
L Ax T [R) AR Lb 35 AT DA 220 AN V1 i LR i 2 348 o B T, (80 R AR Bl 22 TR 398 00 4D ek T BT L2 7 S
b, Pl €y, T 7 B A8 Gy (1285 4 AT BRIE,, 75 2 F A (1) B e T 285 42 250 R B0 0 360 250 ) 3 L = 5% R L R4 g
F- 18] ¥ 5

2 8] 5 1, X B 3k A 8 0 32Bytes f AuxPoW WA 75 $R 41 A4 B i1 CAuxPoW 45 14, 3 7 £ & 32Bytes f 4 Bl
H B AL BE X B Sk A5 . 144Bytes A4 B H HRCHE CoinBase %8 55,0~576Bytes % Bl H #L4C%E CoinBase 2 %)
Merkle 47 37, BRI T 176~752Bytes FI %S 8. A EL T ELAF T 1Mb B9 X B KN, SRS N T 0.03%K) 23 8] K /).
FA TR JE B IX B (0 X HE, SR AR 2 P AR YU S LS 4 RN 5 i 1) 3233 Bytes, A 4
K/NH 1916Bytes, 28 5y 25 [A] B B4R 57,08 T 32 w1 X HUBE 2002 06 X B [A) 97 25 2 30Mb.AH L3 I Mul-AuxPoW
LRI R 1 5, FL LI A8 I T 0.001 %1 25 [A] K /).

NS VG B S B A 44 0 22 5 R RS e 7E B IR D THD B T A8 G R I B AR R 20 A B AR o R A R A
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R AER A AAG A BRAED S L p 2 20 8 2 W 5, 0 T M A Dilithium-Prime 254, 8438
Gy tE i (R4 B AR K

2] 7 T CABE 3 BT 19 P2PKH AR Ju 5 AR 5B AS B 3234Bytes 2544 M1 1916Bytes [ 844 B, B e T
A EHERAERD R 160Bytes (112> §0G A 4 B AR K T-81 5 AR AR 0 B0 A 1 285 44 R0 28 0 B0 S5 22 [ FF 48 B R AR O] T Bsf
&), % FH] Dilithium-Prime % 4 % - 25 [8] 52 00 52 K, B B30 T B 2858 5y 25 ().

3.6 ENPoWAEXTEL 247

AT A X BBk R 45 AE R A UXTO AR 2844 A1 R F AR Al B 3R R Ik 1 (X B 3 Tk b 3R 47 5
ST AR S AR T RO SRR T 45 A BE, 7R Th Ak b AT X B, s 3 B,

P8RS VE T T, Ee A 1T SR e 5 BR 258 Sha256 /Y T 1 Bl B LR S350 70 e I A 3 B R Bk T A
T 7 Sy T S 00 SR MG A R ECN Scrypt (158 B TAE SUE BT L1080, 5 07 R URAL 8 I B AL 1R P 4%
ONBERAT 55 5 AR SO BE SR F 22 A0 B Al B T A BE B FEIR SR S SRR TR BE B R Al
FIFE n5 A5 BB L A 1SR Bl Sha256 Al Scrypt WA Ay B BURT T4 fAIE A 2R B0k (1 A BE 7 SR 55 0 30
B 3800 T S SRR T X R 1 2 4 DL R SR R L R

TE A JE 1 8 5 T, bR T R0 I T8 — e R T PN R () 5 s R T %) B 43 il 3 5 07 %) 28 A s 100, 33 T
R A BT AR SCAR T R A BETE L R L N T ACEE 2 A R T B RS e M DA R Sk R 2R AL E RS E
5] 1) TR - 8 e B, T D i b 3 S 22 A B il B TR B B 3R VAR RN S AR AL A B B IS W TR
TEOL T I A IR & T R G0 Bk R e

TE 25 4 B8 7 THD, LG AR T R SR T 40 SR PRI AV [ it 28 i = % 42 S92, TR0 = T ML O AN W 5 e v 1 L 22 4
P A7 3 7 8 R AR SO I A 55 R B & 5 B 7% 421 Dilithium-Prime 5% IFIE B UTXO BIAS 311,37 &2 IE
WHTHRE T SR IFRIRTT T RAKX Z w2t

*3: HHMAREIR

X ek ORI e VAR T Ak
AT TAERIESIERGE S JIH 60 5 BRI 1 T e T B 2 4 S0
serpr LI RIEDRR St H 1 5 R e R O 4 2 4
R BRI LR B I G AR L . B B BT, REE FETREM

Ak LIS JEL 00t A R U M Dilithium-Prime 5%

4 SKIGIE

ALET CHIBESEU TE S 2 RXEMB TAEZIEHIL RIS .. EEHERE. B85 T RA
Dilithium-Prime JG & T8 % HIEMN XN RS, I E 5 4 4 % 16Gd WE RS 8 H T 107 B2 th4h, il
Python A FI ] Docker £ RTER & = R 55 2% T M E 30 AN AT 0 B & X A Lk S Bk E
LN

(1) MEFIRBAERBERRS 1 A5 AR EBR/NMET RGN,

(2) AR H AT SR BRIREE, 40 B NI4T Sha256 WA A BB HE 5 A 140 AN I8 4T Scrypt MA A B BUQHE T A&

SAIBITTHET A S AN

(3) MR C+HiE S HISLI WA H IR, = R 5% 25 7 A P 44 I8 A5 2B IR 208 0.6ms, 75 56 N 3M.

AATXF Mul-AuxPoW FEIRMLHIRCER . MR R AL L S i . N G T2 4 38 5 JURTT B 356,
MR R G e AR,
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4.1 Mul-AuxPoWZLiH#1HI5ZE
(D Mul-AuxPoW F:1HHL i) 18 &
A S BG 38 I AR UL X BRI R 3E AT 1000 ILIROREL & 38 %), T 55 Vi FE 1 35 FH B 0 L g sl a6 &5 SR
R BN AT DA SR SR A A T B e o BB IR R RE A A4 K 2 BT TR) W B AR A S 1 X R AR B ] &, X
PRI AE IS 5] £, AH EEALTTT 5 AT AW AN T

R 4 XHILREE -2 A e 41

iz DX AR i A e, Heilna it 5t X Ht, X Hiie,
HIEF (ms) 10.52 120,000.00 0.21 0.58
Lt <0.01% 99.99% <0.01% <0.01%

(2)  Mul-AuxPoW AL 17 fi%

A 2 56 A X B AN 13 FAEL B R CoinBase 28 5 (19 [X B 5 4% 1] 56 4 B2 F 11X B Sk K 8
CAuxPoW HHEER K/ BL K BE A X HL R/ S B0 45 AR Fros. nf UL EE B0 T AT CoinBase 58 5 [ X8, X
Bk A CAuXPoW Hil ff 4% 3 273 (] B A 52 5 1A 14 22, 1 28 2 ) DX 5 Ay ok il DX S o o 4 2 28 2 )
) CAuXPoW &R 2 [ T4 A X B Sk T4 AT LA 2 A i

& 5: WA CoinBase 52 5 i [X He 2 ] T 45 A1 L 451

i X He 3 CAuxPoW [X He
75 (8] (Bytes) 80 176 301
o7 X e ) 26.58% 58.47% 100%

R 6 A A LY By DX B 23 T I 4 A L A

i [X ek CAuxPoW X He
=[] (Bytes) 80 752 30000000
7 X B <0.01% <0.01% 100%

4.2 MEIREEERENR

AR S BRSO AL BE AT B B I X B P e M 1 e Ree BECR A Serypt A A BRI AQEE B B
AR SR H] Sha256 W Ay bR LU AQHE A 15 e — BRI S )5 KIgs8im . Kmgmks> . ANiEssn . ANig ik J5,
THE RGEAR B A 4 B, T DALSE A H BB )t 5 ) AR A S ek 2 I 48 AR 90 AR AH R B T DL R i
) 1E 5 P 2 X R 90 L E 2-4 AN 3 LA P A HH B () 8 28 S B 1 B B B B 5 BT, AR AL I HE BB
IR E R ZIA AL S TE 2-4 AN B LA AT LA e R B 7 H AR E A A

[ B, A e A UL R B Sha256 MA A5 B BT A HE A B 1A R H Serypt WA R AL AL%E B B 175 — BOA A
WA RIRIE I KR/  ANESE N NIER D> S5, TR R G R R U B 6 F o, T AL H Hescan
Bl 7 Fios.

0.9

o
©

°©
S
Hashrate (Mh/s)

14
Y

o
o

©
S




2220 Journal of Sofiware ¥4 % Vol.xx, No.x, XX XXxx

B4 S0BE A 5020 R 0 AR 48 i TR]

700 1.0
650 | N e e
600 - 0.9
550
500
08
450 3
€ a00F €
= 072
g 350 g
D 3001 S B M ks ﬁ
250 F —_—M] 0.6
200
150 05
100 -
50
0.4
O . | 1 | I | | 1 | 1 | |
0 50 100 150 200 250 300 350 200 250 500 550
Time (hour)
AN S 4 9
K5 SR A B IGE R PSR ACHE H Bt
160
— d5REE (#) 40
— B BAE
150 - #3kEF] % 0,95
- WK %105
I s en 9] 35
140
130 3
2 | I 2
Fhall Ak [ | A :
s AM o5
<120 ]"W [..,.H ‘ l { T ,j\ 252
% o
5 £
G
H v 8
o 4 U . =
100 -
15
0
10
gol1 | [ P I T I ISR AR |
0 50 100 150 200 250 300 350 400 450 500
Time (hour)
700 F %0
650 |
600 |
35
550
500 |
30
450 =
—— A i :
g 400 —— KB HiRH 2
2 3 — B BAE 252
g 350 SUBEA W 2 g
@ 390k - REB M ks E
350 ———— 20
200
150 15
100 -
50 10
| L L | L | Il L L | | L | 1
0 50 100 150 200 250 300 350 200 250 500
Time (hour)

K6 4B B AT FH RS H A [A]
K7 AQ%E B B M R BT 2 B
43 MARETEZNX ZWERLEIIE
(1 MNHABEETERZITSEE T
ARSI B I AR I RS AR, HEAT 1000 IRAC 5, 1H 5% 4 AL 5 725 F B A EG 45 Sz 36 465 SR i 2% B s ] AR
X — IR 44 5 B 0.5ms, b — 1R 32 5 IR EL 4 R 28.8%. )5 i 145 42 Dilithium-Prime 5 7 B [8] b5 225 5
BN BN E By iR 2 AT 'S N A7 25 FE I T

® 7 A GG A AN



IR AT S M TR AP E T T R AR 2221

v %4 5
Bf B (ms) 0.55 19.09
Lt 45 28.8% 100%

(2> NHEETELNZ S EHEITHE

AR S 38 1 AN AE Ty MR A 5 AN 26 44 0 25 () A i O 4, S 36 46 AN R TR AEAE 53 2 44 A RN i 3
A2 5y (KA 23 18], B AR AT A2 B e A 55 th 2 o 48— 22 (8] 7] LU Y e & 7728 44 Dillithium-Prime S #5225 [8]
XS I Sy UK.

R 8: BHELHZ IS LA

iz X4 ~H 25
%*[f] (Bytes) 3233 1916 5374
L 431 60.2% 35.7% 100%

5 B %

AR SCBE IS — b IR T 2 S HE A B A B B SRR R 2 T R R R B T A FE R E T
DX BRBE R 4. A 40K 2 SCBE i B T AR IR A AR ML, S008I 7 8- b - SOBE = U A LA YA A S IR L
HKH] Sha256 F1 Scrypt W7y bR KK X HUBE AR 9 SOBE 0T B E AT 4 B LR LR B84 0 1 8 10 52 70 KR,
S 1 B W AN AR 0 K M) 2R A X R L LA, 1 T R B AT AR RE 79 S S Y B ELAG RRG SE L B e
(R F4) A P52 2B B9, 3 R AR LB 70 SR 08 SR S5 T i A 22 o R P B R Hus 9 Dilithium-Prime J5 874
TR KRR J5 BT 2840 SR T B TR B e AR A A 380 T S S e BT R A A SR R A,
T ARG BAR I AN S8 IR

References:

[1] Nakamoto S. Bitcoin: A peer-to-peer electronic cash system. 2008.https://bitcoin.org/bitcoin.pdf.

[2] Shor P W. Polynomial-time algorithms for prime factorization and discrete logarithms on a quantum computer. SIAM Review,

1999, 41(2): 303-332.

[3] NIST. PQC standardization process: Announcing four candidates to be standardized, plus fourth round candidates. (2022-07-05)

[2023-07-31]. https://csrc.nist.gov/News/2022/pqc-candidates-to-be-standardized-and-round-4.

[4] Bai S, Ducas L, Kiltz E, et al. CRYSTALS-Dilithium Algorithm Specifications and Supporting Documentation(Version 3.1).
NIST PQC Round 3 Submission, 2020 [2023-07-31].
https://csre.nist.gov/projects/post-quantum-cryptography/round-3-submissions.

[5] Prest T, Fouque P A, Hoffstein J, et al. Falcon: Fast-Fourier Lattice-based Compact Signatures over NTRU(Specification v1.2).
NIST PQC Round 3 Submission, 2020 [2023-07-31].
https://csrc.nist.gov/projects/post-quantum-cryptography/round-3-submissions.

[6] Dong YF, Fang BY, Liang ZC, Zhao YL. An efficient lattice-based digital signature scheme over large-Galois-group prime-degree
prime-ideal field. Ruan Jian Xue Bao/Journal of Software, 2021 (in Chinese). http://www.jos.org.cn/1000-9825/0000.htm.

[7] Alberto Torres W A, Steinfeld R, Sakzad A, et al. Post-quantum one-time linkable ring signature and application to ring
confidential transactions in blockchain (lattice RingCT v1. 0).In:Information Security and Privacy: 23rd Australasian Conference,
ACISP 2018, Wollongong, Australia:Springer International Publishing, 2018: 558-576.

[8] AyakaEna.Whitepaper draft.2022.https://github.com/ArielCoinOrg/docs/blob/main/whitepaper.md.

[9] HCASH Foundation.Hcash technical yellow paper.2018https://h.cash/themes/zh-cn/images/YellowPaper-1.01-Chinese-1.pdf.


http://www.jos.org.cn/1000-9825/0000.htm

2222 Journal of Software # A% Vol.xx, No.x, XX XXXX

[10] Ding J. A new proof of work for blockchain based on random multivariate quadratic equations.In:Applied Cryptography and
Network Security Workshops: ACNS 2019 Satellite Workshops, SIMLA, Cloud S&P, AlBlock, and AloTS.Bogota, Colombia:
Springer International Publishing, 2019: 97-107.

[11] Jackalys. Quantum Resistant Ledger (QRL).2016.thttps://github.com/theQRL/Whitepaper/blob/master/QRL_whitepaper.pdf.

[12] M. Zweil.Mochimo: Post-quantum currency.2018.https://mochimo.org/assets/files/mochimo_wp_ EN.pdf.

[13]LIU YZ, LIU JW, ZHANG ZY, XU TG, YU H. Overview on Blockchain Consensus Mechanisms. Journal of Cryptologic
Research, 2019, 6(4): 395-432 (in Chinese). https://doi.org/10.13868/j.cnki.jcr.000311[10.13868/j.cnki.jer.000311]

[14] Judmayer A, Zamyatin A, Stifter N, et al. Merged mining: Curse or cure.In:Data Privacy Management, Cryptocurrencies and
Blockchain Technology: ESORICS 2017 International Workshops, DPM 2017 and CBT 2017, Oslo, Norway: Springer International
Publishing, 2017: 316-333.

[15] Noda S, Okumura K, Hashimoto Y. An economic analysis of difficulty adjustment algorithms in proof-of-work blockchain
systems. SSRN 3410460, 2019. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3410460.

[16] Cortesi E, Bruschi F, Secci S, et al. A new approach for Bitcoin pool-hopping detection. Computer Networks, 2022, 205: 108758.

[17] Schnorr C P. Efficient signature generation by smart cards. Journal of cryptology, 1991, 4: 161-174.

[18] Bistarelli S, Mercanti I, Santini F. An analysis of non-standard bitcoin transactions.In:2018 Crypto Valley Conference on

Blockchain Technology (CVCBT), Zug, Switzerland: IEEE, 2018: 93-96.

[19] F. A. Aponte-Novoa, A. L. S. Orozco, R. Villanueva-Polanco and P. Wightman. The 51% Attack on Blockchains: A Mining
Behavior Study—/EEE Access, vol. 9, pp. 140549-140564, 2021 .

[20] Tian GH, Hu YH, Chen XF. Research progress on attack and defense techniques in blockchain system. Ruan Jian Xue Bao/Journ
al of Software, 2021, 32(5): 14951525 (in Chinese ). http://www.jos.org.cn/1000-9825/6213.htm [doi: 10.13328/j.cnki.
j0s.006213]

[21] Bernstein D J, Chuengsatiansup C, Lange T, et al. NTRU prime: Reducing attack surface at low cost. In: Selected Areas in
Cryptography—SAC 2017: 24th International Conference. Ottawa, ON, Canada: Springer International Publishing, 2018, 235-260.

[22] Bernstein D J, Brumley B, Chen M S, et al. NTRU Prime: Round 3. NIST PQC Round 3 Submission, 2020 [2023-07-31].

https://csrc.nist.gov/projects/post-quantum-cryptography/round-3-submissions.

B H 3253 SRk
(61 M I, 7 ek, 2 7 1] X 32 . R I 0 b 1% v OB 7 85 44 75 3 TR AR 54 hittp://www.jos.org.cn/1000-9825/0000.htm
(137 ) & o, a4, ok % VE L AR R R, R L IXOHROBE IR R ML IR AL SRR . WD S ARk, 2019, 6(4): 395-432
https://doi.org/10.13868/j.cnki.jer.000311[10.13868/j.cnki jcr.000311
[200 W O %, 8 = @ o, B OB KX B R S W E S5 MR B R R K
#%,2021,32(5):1495-1525  http://www.jos.org.cn/1000-9825/6213.htm [doi: 10.13328/j.cnki. jos.006213]


http://dx.doi.org/10.13868/j.cnki.jcr.000311
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3410460
http://www.jos.org.cn/1000-9825/0000.htm
https://doi.org/10.13868/j.cnki.jcr.000311
http://dx.doi.org/10.13868/j.cnki.jcr.000311

	基于多父链辅助工作量证明共识机制的后量子区块链系统0F(
	中图法分类号:
	Post-quantum Blockchain System Based on Multi-parent Chain Auxiliary Proof-of-work Consensus Mechanism
	1   相关工作
	1.1   后量子签名算法在区块链中应用
	1.2   工作量证明共识机制
	1.3   难度调整算法

	2   区块链系统设计
	2.1   系统架构
	2.2   多父链辅助工作量证明共识机制
	2.3   难度调整算法
	2.4   应用基于素阶数域的后量子数字签名算法

	3   理论分析
	3.1   Mul-AuxPoW安全性分析
	3.2   难度调整算法安全性分析
	3.3   Mul-AuxPoW正确性分析
	3.4   难度调整算法正确性分析
	3.5   Mul-AuxPoW共识机制和交易效率分析
	3.6   常见PoW公链对比分析

	4   实验验证
	4.1   Mul-AuxPoW共识机制效率
	4.2   难度调整算法攻击测试
	4.3   应用后量子签名的交易效率实验验证

	5   总  结
	References:
	附中文参考文献:

