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Tighter Reductions of LWE Problems with Semi-uniform Seeds
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Abstract: In certain designs and applications of practical lattice-based cryptography, the use of a specialized variant of LWE problems,
where the public matrix is sampled from a non-uniform distribution, is required to establish the securities of corresponding cryptographic
schemes. Recently, the formal definition of LWE problems with semi-uniform seeds was introduced in some work, in which the hardness
of Euclidean, ideal, and module lattice-based LWE problems with semi-uniform seeds was proved through reduction roadmaps similar to
those employed in the hardness proofs of entropic LWE problems. However, known reduction introduces significant losses in the Gaussian
parameters of errors and dimensions. Moreover, additional non-standard assumptions are required to demonstrate the hardness of LWE
problems with semi-uniform seedss over rings. In this study, a tighter reduction is proposed for LWE problems with semi-uniform seeds
by incorporating modified techniques from the hardness proofs of Hint-LWE problems. The proposed reduction is largely unaffected by the

algebraic structures of the underlying problems and can be uniformly applied to Euclidean, ideal, and module lattice-based LWE problems
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with semi-uniform seeds. The hardness of these LWE problems can be established based on standard LWE assumptions without the need
for any additional non-standard assumptions. Furthermore, the dimension of the corresponding LWE problems remains unchanged, and the
reduction introduces only minimal losses in Gaussian parameters of errors.

Key words: lattice-based cryptography; reduction of lattice-based problem; LWE problems with semi-uniform seeds; Hint-LWE problem;

discrete Gaussian distribution
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IXHL, i€ [6], (A,b) € R xRy

o Game,: U A =D, s = yy, e =y IR b=A-s+emod ¢-R; FJFHIH (A4,b) € R xR 45 .

FERE] Game, PRI KIFEA (A,b) RIJN DLWE,, | (x2: D) I BRI S5 46 70 A

e Game,: U U — U(‘Rg’”) Ey < ¢y, § <y, e < x1; MR s (0ot (Ep)) >, WHTH L (IRERAEHEE, UF
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M1k, B, T A=U+Ey mod - R, b=A-s+emod g-R; BUGH (A,b) € R xR 47 A

M 1, £ Game, FHrH L FIMBERE W A&, 24 Game, [IEH I (A,b) B, Game, FHIHEH A 5
Game, FHIHIT A GHAATX 5. FE, JATE |p — pal < negl(d).

® Gamey: WU U = U(R0?), Ey < ¢y, s < xo3 WIR 8 (Teoer (Ev)) >, WA L5 BALEHE ¢, — Dy,
€< Dy, S z=Ey-s+e,A=U+Eymod g-R, b=U-s+z+e, mod g-R; HIJFHIL (A,b) € R xR 45 A

THY R=ZWNBMN=m, N=d; T4 R=R NI N=m-n, N=n-d. WESL 2, .=y Iy, 2, := 3 - 1y HW

3= yyf* Iy, R L2 >0 () =, (2Y) AR 2 AT, BRI Do,y + D, S5 WS
v?
D =y, MGIHEEAREE 2 €. fGame3 o RATA:

Ao

b=U-s+z+e,modg-R=U-s+E,-s+e,+e;mod g-R=(U+Ey)-s+(e;+e;) mod g-R=A-s+(e; +e,) mod g-R.
BT A, ARHE B3R 24, FRATAT AR E |p, — ps| < negl(d).
° Game4: E’X*¥ U HU(CRZLXCI) EU « ¢U: s <_JX25 ﬁn% Sy (O—cocf(EU)) > 7, )I_”J%”":H J— D)n] QL EX# e < DR Ly

1 1 - 1
e, Dyy s HITH A=U+Eymod g-R,z=Ey-s+e,, W 2= IN+7 - Teoet (Ep)" gmf(E,,)) =77.50.

2

oot (Ep)' 25 B JEBUME § = Dyu e, R ZJCH §,2) RIFPHE b=U-§+z+e, mod g-R; ‘JGHIH (4,b) €
R R 25 U

SRS BT Game, o 5 2 0 345 2 75 T DA HCHUIRBE, $EREE) 251 = Ty + yi oot (Ee)" - e (Ev),

2

2
ISR, RITE 5 () < +L<s ! I oy (5) > 202, HETTHT S > o2 - Iy L. H1313E |
DA BRI o, > o yiognd) KL, T RHM A5 Dy s, GEHRTTIR M 53 0h TR 5. 2%
FTT 40 47T WA ORFEN, Games 5 Game, FIIX BIBULEE I THHEE b B9 (s,2) 5 (5,2) B9/, 4R 31 3,
ERNTOBEERET, (5.2) 55 (5.2) (4G RATR 4. UL RATE [ps — pal < negl (D).
e Games: JUFE U U(*RZWJ), Ey < ¢y, s < xs; WIER 5 (O coer (Ep)) > 1, Mg 15 Mk SLER: o) Dy,

1 1 -
e, Dyy; HITH A=U+Ey mod g-R,z=Ey-s+e,, HI 2 := = 1N+7 et (E0)T amf(EU)) T

7
O—coef(EU) "z, IEJJZEX*? S HD*R".\/m,c %D S> HDR’,W }JFTI“ﬁ S=s+85, mod qf}{’ ﬁ%uﬂa_‘jﬁzﬂ (§,Z) ﬂ%ﬂ“ﬁ
b=U-§+z+e; mod g-R; FJfiith (A,b) € R xR 45 A

BATCLHE oy (Z) > 2-03, T sy (S -0 - Iz) > of . ARIETIH 1 MBATHSHOER, 7T DA R — 4

N N 4= N ] - 3 o
5 D, e, BABSEIA A R MR = — Iy, 5 = G0ty Y =y ez T
47N 4

s V20—
RSB RTED 5 (271 < %+51(22")< — < (RN BRSL. S 1 WAL, VE >0, (R, BETHRE 518 2, 43 A
4 4
Dma,\/m,c"'l)‘“”m 5370 Dy e AR R AHI 26, Bl Game, 1 Games AT § B AR Gt AR X
g5, B bk, AT LIS E |py — ps| < negl ().
o Gamey: TUFE U <—°U(‘RZ’X"), Ey =y, s < x, e < Dy TR 5 (0oer (Ey)) > 17, METH L; W5
A=U+E;modg-R Ml z=Ey-s+e; 2 % ::(i

2
Rt s, (_’D“”\/m ﬂ]u<—’U( ) W b=U-s,+z+umod g-R; BJafith (A,b) € R xR 45 A

£ Game, ', T w AL FENIHLEL 5 5> A U(‘R”’) FH b <—°U(TR”’) BEAL. ARHE n-2B3 50500, A IR
A S D Gk AT Xy ARIE RS, o AL 6 MR R DLWES, (D) . BT LAFRAT AT LA A5 2

|p1 = pel = 6 —negl(A) . %5F Game, —Games M1, FATH |ps — pel = 6 —negl ().
FEERIFE Game; T,

1 - 1
Ay + '}/_ 'O-coef(EU)T'o—coef(EU)) , €= 7_ 'ZO'O-coef(EU)T'Z; I:(’:@E

b=U-§+z+e;modqg-R=U-s,+z+U-s,+e, mod ¢q-R.
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BUAE, BATAT LRI ST o R R MG ST 8 DUk DLWEY,,, . (s U (%)) L RS T 8 3k
BHFEAA Ub), H U U®RP), 55 Dyiy, s € Dyng,, b=U-s:+e; mod g-R HH U U(R),
b U(Ry). W8 AT F#R1E.

() BUEE Ey = ¢y, s < xo; WER 51 (T eoer (Ep)) >, W L5 FNGREEIFE €, < Dy, -

Q) UHH A=U+E, modq-R Fl z=E, -s+e,, HiJ5 I % : _(Ji 1N+71 O oot (Ev)" amf(EU)) ,c= %.20.
U'met(EU) "Z.

3) BUFf 5, Dw,’m’c, BEJE 5 b=U-s,+2+b mod q-R.

(4) Hiith (A,b) € R xR 45 A

feJa B itk o itk R

TR, IRIBRAVISHOESE, FiR 8 H3RE T DIENE 2 2 TR 8] P 58 . TR 2B BT A i 8 Wl LA
FRIIR T DLWES,,, .\ Orss U(Re?)) TERIRES. 5350, 4 (U,b) K EL 2SI 0 A T, B 45 A (IR (A, ) FTAR M)
3405 Gameg B HFT IR B3 AR ARIE. 3500, B 45 A BIFEAR (A, b) FTIRAEISM AT 5 Game, 8% H BT AR A 73
FiAHE. DRk,

Advy (DLWE;,, . (¢ URZ))) = |ps — pl > 6 — negl(1).

TIF .

EERBEE L FNEMS o0, 05,04, y>w(max{\/log7n \/logm}) TNTX R BITHR 0. BAR=Z
I, AHRLIR S A W BLSCN oy, 000,005,074, y>w(max{\/@ \/k)_g}) PAT BB | P ik iR I SR AR AT — L
FIBL. Felf —e > 1, (R Fl o, = m T HIEM Game, I Game, RO, FATATLAX Game,

e

H R IR E e HEATIRIY; A —+ " 2. N T ARUERAT R LAR. A oG8 51 3 35 AT Bk, A

O1,0,03,074, y>w(max{\/logm m}) 1%11[37IEBHLfEEPX—“_“m%ﬂﬁﬁﬁﬁﬁiﬁjuﬁ%kiﬂﬁx*ﬁé [RE, o
% 3| Games WL IE o] LX) Game, " HIJR G R ZE s #EATIRS)
AR R Games (U\Zﬁ Game6) BRI N AT B 0 o0 A 2 X, JB% 8 T 3R ATk W 3G A & 2 100 =00 18] 1 55 vk
(JA27) SRIR A DLWE,,,, .. (ras URP<) ) K541

2 58RI

FIF E 1, 7T LA 251 1 (BR FCRS R/ LWE l‘ﬂ%ﬂﬂ’]lﬂﬂﬁ PR R, AR, SHERN B xez, [
5 |x] REFERAMIL x 095 REERL, IFE X Ix) = - FH N B 75 ] DASF LR B M = (2 Ti) 31
FHRRE L

MR =Z W, AT LAG 2] g 4ERR PR R 1) 23 5) LWE [a) 81 R X ) 2.

It 1. R e=negl() NETT ZWE KR EL, mq.d NIEFEH, D A z> b0y s ar A, IESEE
01,02,03,04,Y 2 ‘/_ (max{\/@ \/@}) Hig R & —= Y 95 >T]é(Z”) o = AY? +(J'3 aé+%< 2.10_2. ic

v+ 2 4

X1 = Doy Xo = Daagys X3 = Dangys Xa = Dz . WERAFAE— (E%) MR 2 T 8] I ECF w0 AT CALL 6 IR 2R 1
W DLWE! (3 D) @, MAEE—A (EF) M2 2 0N 0 FECF B 7T LLLL 6 —negl (1) A 26 fif R

Z.mg.x1

DLWEZ, . (vs:U(Z7)) I

MPEREFE 0,=2V2-04, y=2V2-04- 77,)”'J—+
Y03 Y _ 03 v

)C+

1 1
R s ol 1, ns(Z”‘)<w(\/10gm). M
4

4

VP \/1+(l)2 \/1 ( ) FFDIZE B BHREF, % 0y > VE-of yiogm) M, FER LI >
Y

g3 \/yz+cr
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0, (Z™) TERLAL.

TR o = 2 +ol, P SERISE oy = oy = 0 B, FTLORE AR (RIBAES 15 158 22 FIRODAR ) 2 250 1) B 8 v 30
O3A0) I DLWESL,,, . (Dasos U(Z4)) FBIRLBIATHERE AR n- 2957045 D I9°E39%5) DLWEL,, | (12: D)
A R, Horp X1 =Dzny, 01 =00-0); x2 =Dziy,, 02 =0(0).

HAFHR IR, FEATT 2 TR AR B E LR, R 2 e BT = 20 A3 1 S 80K /N e s 7 % B2 LWE
i) R ) DR ME R P8 () a1, SR FH SR [36] 177 2 T LAKS Bl 25 L 11 3550 43 A 1) LWE ) R385 24 SRk 2 X 1 5 2 22 AR )
SR S HCE AT Y LWE 78, B TS AR AEE 30 (normal form) (1) LWE [m) #5; 1Rk 25 X H Y951 40 4ii 1) LWE
I R ) S5 2% B o 1) — 2 1) ). K1tk AN IE SR BN B oy = oy BT

553CHR [4] FVAZI4E AR L, A SCH) A 285 F 2 DRAFRE O AER o 1), (LR STHR [4] Hh i) A 2 45 L 75 ZEAOm T4
SR 4E LWE i) R R HEVE. R, ZEFRATTI A 2285 B b, ZEWTE R SO AN ] 8 13 22 2 B0/ 1 A 2412k
1, SREAREH TE 0. AR STHR [4] 500 I3 2 25 S8 i 3E 3 SO A el R KR 22 SO/ I VA 208 e 5 R AR B0 O
(NN o = O Vim- o +)). AIHEAFEERNIIE, ACSCIR VAL 5 RAUOUR BT b /5% 22 Fi M B8 i 2 A R T, L
ASGE T H05E A LWE 1785 50 V= 2. T STHR [4] B2 2 [ 38 P 1 SR AR 0 52 A ) R VA 24, 4B ST 40 52 ik
AHK R A, R EARAMNR ] g N RBEE TR s BUE {0,1) LRI RS AE TR KR = e A

B 0<p<q WIESH AHEGRIEH U ez, ol B £ =| 1 2.0]|-u.astrm e
7, WA x—F-F-xH
P L4q
ot E : B . UH W D, g SRR Vi d- {ﬁ S, LR RS T B AR D, . ML
e 154) LWE (4] 3.

B R =R, AT IS A E A RO/ 1 5] LWE () R e I3 2.
L 2. B & =negl(d) NEF BISHIREL, m, g, d I, D N Ry L[ -2F3 51504, 1IELHL

- V-0 1 7
1, Oy 03, 04y ¥ > V2-w(max | \flogm-n, \Jlogd-n}) H i 2 % 14 20, (R"), oy = Y2 +03, 5 +5<
1 2 3 4 Y ( { 2 £ }) \/m 1 Y 3 O'% 72

1 R — N
- it X1=Dgng s X2 =Drig,s X3 = Drog,s X4 = Drig,. WMRAFALE— (E?‘) 2 22 1 2 TR R RCF 0\ L BL

<| L\ Wk, BATE s (E) < Nm-d-| L | 52 XA Dy ya 792 BURE U €2,
2p 2p q

2-0%
6 MMM Rk DLWES, . (2 D) P, MIAFAE—A (B ) MER 2 T R A ECTF 8 ATRALL 6 — negl (1) HUBEAR
Pt DLWEZ, ... (s U(Ry0)) 1.

FALTRR A -2 5) LWE 7l )2 50 i, iTAHEH DL R 4518, M S H o,y = oy =: o I, W RUKEFRE
i) DLWEZ ,, . 5. (DRA,(,;U(RZ’X")) R E) A TR IRMER 7 -3550 9040 D K432 DLWEg, ., (2: D)
i) @l Ho, X1=Dgug, 0, =000); x2 = Driy,, 02 =0(0).

EREZ d=1 1, LRGIRAN R P B 5] LWE )8 W st 9 29 45 3. 5308k [17] iS58
L, AT CLE AR AE PR LWE [0 3 9 24 21567 37 (1) 2235 S) 38 LWE o) @, T A 75 2248 A A7 (00 DR MR 1 (497 a2
Ry 2 3 1) DSPR (decisional small polynomial ratio) {515, RUXS B 93 € A NTRU ). 24 d > 2 B, 53¢
R [4] B85 AR LL, EHT N RSO, RATIRZESEIN PR n, SEKRSETOR. R, AW IHLH
FEORFER BOAERE, AT ZAZOCHR [4,17-18] IBFERE TRZEEE CERUIHLUL, IRFRED) AORE LWE Jn] 23 i R A 7.

U5 UG Dyps W2 BURE U € R, i EEUH W, 6355 K, D,y SRETRIG 0 Vi d-
{%} SRRSO, RN D, W R ST B LWE BT LU, 4RI NIST 55 1 8 ik 5

Kyber ASHE 45 AH IS ET7 3, R R JZ IS 77 £ 5% 2 IND-CPA 24, B RMMIEWT. HTH
FKT7ZEM) IND-CPA 22 4= [IE B2 R 1, FRATTNES MRS, 1IF B 1 ELAAR4H 5 7] LA S 25 STk [4,25-29].
® KeyGen (1Y) : hE XS A, BHAEMFIERIE A — U(R;’Xd), § <> Drig,, € <> Dray, WH b=A-s+e,
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JHR AR ph = (A,

ng FIAEA sk=s.
o Enc(pk.m): Bk pk = (AE b}) T oo () € {0, 1) I BRI 82 B = Li’) - E "H bR, TR

r < DR",(,rz, e < D’R",uzr ey D'RYUrl 5 #“Vt_‘ﬁ c| = AT ‘r+e ﬁ‘cu Cr = ET ‘r+e,. %Eﬁ@%}i ct= (C[,Cz).

® Dec(sk,ct): ¥ ct=(c,,c,), sk=s. fi 28 A S IR [B] m = E “(c;— T '6‘1)]

i B SR 0, X @ 4B B, iR 7 T LR RRAR . NI W )7 10 IND-CPA 22 4xtk, 75 2 21 W5 v
FARLFNE A LWE (BB 50 1 UK (A,b) B A 2IBENLE (A,w), FIEIHIBEE DLWES, (DR
U(RS)) 17 2 TR A )5 35 2 R % SC B B N B ML SO e 3R, P B 0 S0 ¢ BV IR BE A 2
DLWER 10, (Do s URY)) LR HAER. AR, B o, T ZH B WAENER B2 DLWES, | b, (Drocs
Dyyra). L, D, AR A0: HUFE w o U(RS), S Lﬂ? - B "H FEREIAAT D0 1 e VA %} )
oA, RINASLII AL R, DLWE |, (Do Dpgora) FHBHIFAMEPERT EA DLWEZ, |0 (D3 U(RY))

0 R T S (A, R B MK B AL o = O(n' V. Liﬂ ~a), s = Oor). TR B A 52 B, 5

 op.g MHER LR — BN O). RASCEK [27] MR, JEX K LWE inl 38 B 5 4 5 3R 2 2848
Vo0, =02 -d"?y- o WIRFK LWE 0] @ R HEPEARE 2. BRIk, Mg AR S0 A 2045 RS T Kyber JER A 46 A
BRI RO BEH I A I 2 7 SIS, X R B IT L9520 O(n'2 - dV/*). (B AFHR R, AR ST YA 2975 200f
FSH d (R q) BIBRBIR/N. ATLUERE d = O (1), MBS R FS IH A8 R 2058 O (n'7?).

FRATTR I SCHR [4] 26 5.2 719 1 BRAG TR A ik vevt 7 I A$30% 77 % IND-CPA 22 4 PEI 3R 1A 24945
XK. BERS, DLWEZ |, by, (DriciDpgra) T AL AT LU DLWER, |, (U(RE);U(RY)) 11 78 PR HE 1 0

DLWE;, (U(RY); U(RY)) I R AR AARIE. X &, oy = O(n- Vd- {%} -0'+0'2). WERBATHIESE 0, = O(0)

R.1.4.DR o
(R, AR B 5 BT P O R BN T SRR (4] H B AN S 205k 1 T DA B X B2 A LWE 0] &)k 2 20 801236 A2
d > O(k-logg +logn + w(log)) (F = FIRIE N D, BHBANLINE 53 Ai, XA A RIZG ). PRI 4% R
E, SCHR [4] MRS RAEH T d=00) BITETE. WAk, STHER [4] FIAL SR T-230 g DLACEE 734 A #i 4t
PIRR . BN ZER g oy 2PER RIFM RS, HESRME I gR W& — AR B B 2 0% K B, Win
X e RR I, SCHR [4] BV 2025 M T 2 R,

+
4 I%\ él:l

FEASCH, BATH Hint-LWE 2% [ U 78 (75 vEBEAT B0 I I 2144 2] LWE R BTS2, 4 T
AR5 LWE [l RBUSE ] 8. BB IR MEPE A 2. B, ARSI RL TE LT A 2 REE M i 52, w] BL— 3L
b S FH B0F B2 AR FCRS 3R/ 22550 LWE R BRI 2. FEEE T 2RI 5150 LWE R IHZ 45 2R, A0 ss
H AU 292 PR LWE [ R A 450, VA 2945 /N HLIRZI5 % (R LR LWE T PR 5 22 P JIROM ) 28 1 v 4 2
) SREARBEE AR TR, AR SO IA LS BIFR LWE 8 /RS, 6 R FR U 29 75 325 7] LLJE T AR dE 1 FF LWE i) i
25 AR 2I3A LWE [l B PRI MEPEE B, 9204518 T 75 I 21 DSPR S8 AN (R T 3 ARRRE A7) RIMEE A 32
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