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Ponzi Scheme Contract Detection Based on Code Control Flow Graph

HUANG Jing"’, WANG Meng-Xiao"*, HAN Hong-Gui'"’

'(Faculty of Information Technology, Beijing University of Technology, Beijing 100124, China)
*(Beijing Key Laboratory of Computational Intelligence and Intelligence System (Beijing Institute of Artificial Intelligence), Beijing
100124, China)

Abstract: Blockchain has shown strong vitality in the field of cryptocurrency investment, attracting the participation of a large number of
investors. However, due to the anonymity of blockchain, it induces a lot of fraud, among which the Ponzi scheme smart contract is a
typical fraudulent investment activity, causing huge economic losses for investors. Therefore, the detection of Ponzi scheme contracts on
Ethereum becomes particularly important. Nevertheless, most existing studies have ignored control flow information in the source code of
Ponzi scheme contracts. To extract more semantic and structural information from Ponzi scheme contracts, this study proposes a Ponzi
scheme contract detection model based on code control flow graph. First, the model constructs the obtained contract source code in the
form of a control flow diagram. Then, key features including data flow information and code structure information are extracted by the

Word2Vec algorithm. Considering that the functions of each smart contract are different and the length of the code varies significantly,
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resulting in a large difference in the extracted feature vectors. In this study, feature vectors generated by different smart contracts are
aligned so that all feature vectors have the same dimension, which is convenient for subsequent processing. Secondly, the feature learning
module based on graph convolution and Transformer is utilized to introduce multi-head attention mechanism to learn the dependency of
node features. Finally, the multilayer perceptron is used to identify the Ponzi scheme contract. By comparing the proposed model with the
traditional graph feature learning model on the dataset provided by the Xblock website, the performance of the multi-head attention
mechanism introduced by the model is verified. Experimental results demonstrate that this model effectively improves the ability to detect
Ponzi scheme contracts.

Key words: smart contract; Ponzi scheme; control flow graph; graph Transformer
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contract Bank{
mapping (address => uint) private userBalance;

al
2
3
4 function deposif()payable {

5 userBalance v‘an sender]+=msg.value;

6 }

7 funcnog'wlthdraw() \Qubhc {

8 yiAt amofint = usev’ealance[msg sender];
9 L requlra(msg sender.tqll. valug(amount) ());
10 /,” userEg’lance[msg sendE\J = 0; \\
1/ } ~
12 7 }

@ m @%ﬁ%m J © i
@ E‘/ﬁlﬁﬁa contract Atta(ker‘{

\,
N\
¥ \ N

RN

// 16 addressy bank_add= ex736865696‘76369616978756e
I 17 \ /' /«
1 18 v function attack(){ 7
\ 19 bank_add ueposﬁt va,lme(le ether)();
\\ 20 bank_add. wﬁhdr‘}rf(),
~2 } &

22 X>~~__fallback() external payable {

23 v i_iﬁ'(tsmtii < 18)

24 bank_add-withdran();

25 ¥

26 }
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P i B I AT DLER R 88 00 &R, 10 AT DA B Vi (0 A5 36 . e i of =49 s (R R 5 i AT 23, T
VLB ER G 2 AR SR AR 7 SRAT I AR P 1A AN 15 00, 5 Bh B2 Rl 2O ARBS IR 22 25 AT RS E 1 22 42 i)
LB 4 SRR T — AN R Be 20 A U U B R R A 4, H R A SRR — S E A, TN AL B
L M)A ID Bz 18] AR B I A F8 B A2 3 A JB T D B A b R 5% 280 /A RAS A e 2 ) )4 sl S e B 17 .

P IR i J&) A 29 58 5 AF E 1 S5 35 R U T S SE 08 38 ) IR R B 5 I ON R 15 8 38 10 5 4, DRIk, kil 1)
AT DR G s 20X — sy s, AT Bh TR AV TR 1 K B J=3 A 2.

2.2 FHERBSRF

(1) FEAEFEH

Word2Vec /& FH JATE 5 A0 B —FhiftAT I RN S0, W] LUK B R] st B 4E 1) ) 350w, I b2 (R B )
Z AN SUOR B A SOR AR e B3], 43I B 9 SCA, SR 5 R Word2Vee S B AU 25 115 B
Oy E RN, BARSILE IR E 5 BTs.

T 26, L A U P R B — AN SR AR, USCRR G TP B4R A R R AR B AR R A 2 e R o T
W EIEFHEF, TE R — AN SCAR T A, SR )G, K AR B SCAS R I N, A8 Word2Vee BEEYEAT ISR, 15 214 &
AHR )R] [ B 2N JE A B TR B RUEAT RN, BT R R R 4R B B T i, DA AR T AU TR R AR P A DG R
P, RSO & Word2Vece A58 HH 1) Skip-gram AR, 1245 = B @ 3k o 25 52 119 O ] S TR 7T SR AR
X T E RO o, BT w, BB AT DLEE W T A2

exp(vy, vu,)

Dy SXPOIL)
Hrr, v, My, 23378 £ S0 w, A0 w, 1B RIS Skip-gram A58 30 5 i A B IR 1R SR
MR O 2 3T B (9 1) RO,

XEF AN e A AT I, AT LR A (BEACBY) B 152 3], 26119 U7 S 2k Skip-gram B, 22 5] R
R R RRR.

i AR GR, 7T CAAS B S AT B A i) SRR, I eI A P ) B Al B T R A A A% 1 O P v R 1
SAE B AR, XA & T AR TR, ARG A 5 ST 5 I BRI R, 7 X S B AR ) B AT 4

P(wlw.) = (O]



AL, K v 2 (A R A TR () B B4R 25 18], AT SRASARZE AR AIE 1R B3R, ARER A FRRAAE 1) B BAT S SR AR 3R AR
AE77, RIS B 5 P Ja SR 55 (K AL 2

1_ function _transfer(address _from, address _to, uint _value) internal {
require (_to != 0x0);
require (balanceOf[_from] > _value);
require (balanceOf]_to] + _value > balanceOf]_to]);
balanceOf]_from] -= _value;
balanceOf]_to] += _value;
Transfer(_from, _to, _value);

}
9-function_definition-2-9

2_ require (_to != 0x0);
25-expression_statement-3-3

next_line

y

3_ require (balanceOf]_from] > _value);
32-expression_statement-4-4

next_line
4_ require (balanceOf]_to] + _value > balanceOf]_to]);
41-expression_statement-5-5

5_ balanceOf]_from] -= _value;
54-expression_statement-6-6

next_line
4

6_ balanceOf]_to] += _value;
60-expression_statement-7-7

next_line

7_ Transfer(_from, _to, _value);
66-expression_statement-8-8

4 AR P IR I 1 5 R A A 7 1

il P& NI Word2Vec

TRARED AT bl B 2%

5 Word2Vec FFAEHEES 2



F% 5 R TR RE 6 R K38 E A k) 9

REHE SR UL, 4% SCHH Word2Vece B35 28 il i B EAT T RFAE SR . B AZ A SR B34 1) 3t 11T R0 AR AR AR
TR NI, 58 R ) L P PR R AE i 3 S AN AH A st 1)~ B AR AE . sl 3 i 5 5K, Word2Vee Az BRI 7T
RERBETEREHIME R, RPN T —#M518 UE 2. Word2Vec 1Y (1732 FH SEBL T 42 i i B SRR 19
B, X SRR AL R B R T R R B SR AR B B SRR B R UE R, NEENB AT SR T E
JIXHF.

(2) FFAEXTFF

FARA R A QI ThREA ), BT ARG LIEAR R IR KA R K Z 5, B AR BRI B 2 KNS =,
DA K H AT SR 3R Word2Vee A5 1 SR ER KI4RAIE vl 52 4 5 AN R 119 ) 0. R AIE 1) B 48 JE AN (R 2 45 i 282 1) o A RS B4 )1
S R IR, DRI, SO AN IRV B A 204 A REAE IR0 B BEAT 1 0F 5%, (A3 T HAOARRAIE 17 8 LA A (7D 1 448 B

B SR UL, A% SO T BT A BRHAE &, B 8 X ST S 0 FRAE . 2T R, WA 1 Ik B AR AE 1) =2
TR SFERAE, K R B R G — R 4e . Hoh, X T4 RN IR &, (R E M &7 EA, X T 4R K m
R 17 2, AR 170 2 0 A R AT AT B AR ST IR 1) S 48 B RO 48—, O {8 )5 % R AE 5000 0 3 AT DA B RS TR
ES

(3) FFfEFRIR

T TR B, A MRS R E XN G = (VE), B, Vi={v,...,v,) FoREHIR RS R4E, E=
{eq,..., e,) FRTEHRIIRIALE.

2.3 ETEIEFF Transformer FIFHES SRR

TESR B A YIRHE R G IFERE b, AT — 0 B R AR B, 15 7030 I 75 SR B ARRAE 25 20 U3 2 TG 3 =)
[¥1 5 BAFAE . Transformer™* & —Fh 3 [y SO WL ORRL, 3& Al T A0 5 0H, B 05 A ot b4 7 1) v 1 4 )
i &R, M0 HAE VI GRAHERERS 7] LA AT AL AL BE . GON 3 T A BE B 45 0308, Ak e P A 19 0 2 I i i B o Rt
ATHHES: 2, B R AT A AR IS R BT s MARRE R IR, M SEDLN B S5 MR IE 272 ). O T S & 20 4FAE
FR R AHEE U5 K R, A SOKF Transformer 5 GCN #EAT 45 &, AR I 6 Fron. ARSI N T
Transformer {12 Sk iA: & Sy ML ™, 22 Sk g 5 oML B Fb 4 50 52 2% (04 AR AR AR 06 AR, T S 7 88 g A 5
B, I, T R XA SR, BTN T BRI, A AN T 2 S B AT 1 B S R A P 4%
BB, 78R T B MR R E RS B B R NS &R R R ¥ SR, Bl T4 20 & 29 AR i il
(B RAFAE. EARSR UL, GON T2 ) 7 S IE R R, JF HRE WSS HE B 4544 P (1 )5 S8 4F4E; 110 Transformer JU B85
E 4 R0 A AR R TR AR OC 2R X — BIHT A AR L R % 7 73 FH GCN Al Transformer HL#H, B2 47 b
2 ) B B S W B0 P I RHIE SR R, I EL AR08 S A I 5T s R R A 00 &R, AT 2 w5 P TR B S 5 240 AR
R

Multi-head attention

]

Bl 6 ik IR K 5 P

Transition
GCN

TES 2.2 FHIRFIEX 5 53 BB IS 3] 7 & A RIRHIER IR . 75X SRR A, SN0 A v R SRR O N F
i, IXSBASNE REMBIR N RIE & LIH0AE UE B N T SEdERfi i sk b T e B B8 B &, A SCRH HiE=E ALk
B RER AT SAFE. Transformer H ) £ SkiE = AL HER U0 T



10 BRAP AR Hrr e B o G w Sl

Attention(Q,K,V) = Softmax( Q\/I;_T ) |4 2)

k
Hrp, oW e R, K® € R™ 73572 Query BUHEHAFFA Key A, VO € R™ RAEBREAEF [, Vd, R4
7. 2 B A B R R SRR, KK E T e b2 R =228
i3 A A Transformer #EHEBAE I ZANZ, XA IERE AT L A0 T 24 5380k

x = Normal(h®, +ATT(h",)) 3)
hfkv) = Normal(xfﬁ,) + Trans(xﬁﬁ,) ) )
o, n® RIRE kA BIEE v FHE &, Normal R EA— A EAE. X B Trans F1 ATT 53 53878 2 2 B AHL

-1,y

W4 F1 HER T Z.

A B R B L B AT R) 25K B 1 B VR IS0 5 bR 2T Transition RS2 3L KR &2, 72568 k)2,
WTEE N ve Vv, AN EIE ¢ b, A5 ANEET Transformer HIRECRB-E A S AER R EEHE
RS I A2 i T =

ATT(HY, ) = Zag“(v“)h(“ ) )

t—1,v

HoH, V0 e RO ARAEAERE, o VERE BUE, B B R T
Q1% ) (KOR®, )]

a® = Softmax
( Vd

(6)

SERMER R BRAE AT AR R A R
H® = Attention (H", 0, HY, K, HY, V) )

ELYH AT U IR RIS R, ASCR TG RI4E (GON) REA T 1 [ AL 38 K91 8, 1X
FATR, BB 22 20 (8) RA T AH B pR
H*" =GCN(A,H") ®)

Holr, HYZE k EER IR, A AT R

P35 AU 45 1 Transformer Kb 25 & 1 345 20 6 65 75 2 B AR AT 200k 2 21 31 2 Q3 J=0 1) S BEERRAE, FR42 1
T B R R B 24 (R 1
24 EHFAER

TE SEPLA PR B J5) & 20 43 2R 0 I F o, ST FH 22 2 R L 2 F & ] Transformer 5 24Y S 1R I o ERRAE 2
T PR LR MR 56 R, FEA X SBRRAIE B B 4 2 1), DASEINA 290 25328 MLP & —Ffi WL N TANZ 2 254,
—ANEE A AR I BREE I — A R R

B ARSI AR & 7 B, MLP 4N 52 M B Transformer A58 o 4R B ) 5 4EHR1E, X HORAIF J2 8 R4 24
P R ) B RN 7. X SRR ) B i N MILP (%6 N 2. W6 B 8 40F 1] B 7 B2 2 1) R % 326, MILP 2%
S BVRFIEZ B R AR R A BRRZE B — A& n i, S ME s L — 2 ra WE otiE, @i EE
AT IE BAR . TERGEZE T, AP o Bk B BT — 2 BI5 N, FE060 AT IBORN SR A 5 38 i 0 e S AL 3,
PAF= A4 .

R4 BEZE B — RV ARLE AR He 5, MLP 4 45 FiF it 5 31 — AN SE AR 48 19 25 (/). %5, MLP f %6 2R A
Sigmoid FRHAE N REL, AN (9) Baw, F 4 A MU 2 [0, 1] KSR P, SRBLXT-& 291 =525, Sigmoid FEL
REREKe 4 N AR S SRR, TR &R T 1IEF (R IRIR ) MRS, B2, BT 0 mE e, o I &4
HEAT 4328, RO TSN P IR R & 29 8 E & A 2.

Sigmoid(x) =

N T TR e
FERTLASE A Rt 2 5] 35

(C)]

1+e~



F% 5 R TR RE 6 R K38 E A k) 11

LN Rl 5 R iy
7 MLP 4rZid 2

3 SCIGSrHR

3.1 LIRS

ARSI T Chen %5 A\ FH A BcH 4 ", %8080 5 T LA XBlock W35 3REL, b4 3580 ANIEFE KB
JEA LR 200 AN 3 & A 2 k. FR 4R B0 48 o 1A 2ok, BRI BT B A 20 FITRARRD, 2R J5 5 1 LR AR AL
BEAT R B A 2, AT SRR P AR A5 . D T O S SRS R I S, A ST e xSRI 3 ) Ak P REAE 17
AT XSS, K T A L R 17 R AR B R 4 R DRI, AR SO B rp g — A B 006 S — AN IR AR [ B —
YERFAEHE R

A SCHAR BT RENLRI 4, K e 80% VENIZREE, 10% 1E 9 iE4E, LA IESEAN 14 (Epoch) JE A 1
fiE, Ay 10% 1B a4
3.2 FNIERR

T HER IR (v R, IR T 5 T A LA AR (0 P BB JE A T 7 VR AT A, AR SR SR TR R .
IR AN F1 A B RS TR AR, KEHIZE (Precision) SEAR1E T B e A P8 IG5 J5 19 & 2190, BE IR KG9 JJ & 29 B
L. BRI (Recall) SE1EFTA PE KB R A0 21 0 D2 IR B R & LRI LU . F1 4330 (F1-score) & —Fh &5 &
R R AN B R AR A BT . MR (Accuracy) Fon IEWI & LIREARSS B A LREAS I L. X LR
PRI BARA R firs:

Precisi True Positive (10)
recision = — —
True Positive + False Positive

True Positive
Recall = — - (11)
True Positive + False Negative

Precision X Recall
Fl-score =2X —I‘ECZ.SZ‘OH cca (12)
Precision+ Recall

True Positive + True Negative

Accuracy = (13)

True Positive + False Positive + True Negative + False Negative
3.3 FHIEF SIRARI TSI
N T B UEAR SR B 18] Transformer I ZRA5 84 76 X0 & 25 A RFAAE 27 2] 75 THI B BOR, A SCH i A8 5 5 Fhy
FH LG T EAT 1 L, 1K e 2 Z4ALFE RNN. LSTM. GRU. CNN. Transformer.
RNN (recurrent neural network)™"": 3% FHl T Kb 2 5% 51 550408 (10 1 22 1901 2 45 4y, RE RS AL FE 31 v B eE ) Al o6 2R
CNN (convolutional neural network)"™": =5 B [ T~ P {5 Ab F (14 161 5 9% 266 45 0, 308 3o 5 00 B VR 4 B0 S AR A 3R



12 AR AR wrrrdp xR G )

FHMB AR R BRI 48

GRU (gated recurrent unit)™**: 286l F LSTM f—Fh RNN 224k, HAT 5 1] 8 1 45 440, (B8R e s A 2ot ab 3 7
LIEAET

Transformer'*): J&F [ 73 B Sy WU (128 R0 28 S5 4, 36 T A0 B2 510 5508, 76 1 SRVE 5 A BAT S A B A T 3%
1 R

SKEEE R IR 1 Pk,
1 AFERFAES: SRR 0T He s

[t Accuracy Precision Recall Fl-score

RNN 0.7273 0.7563 0.6458 0.6967

LSTM 0.7576 0.5941 0.8636 0.7039

GRU 0.7879 0.6061 0.6667 0.6350

CNN 0.8182 0.6417 0.7778 0.7032

Transformer 0.8025 0.8167 0.7418 0.7775

AR 0.8930 0.8674 0.8667 0.8670

MWFE 1 AT LB e, 25 KU R & 2 AR S5, RNNL LSTM Ml GRU BRI R Il i 22, HlkEmfiR . R,
[l 2R F F1 4> B35%%. CNN F Transformer 75— 2 FEE L3I T HERE, (HR AN B A EAE, B ERM F1 5%
XN AR I ARIE B 80%. 1A SCHE HE 1 & Transformer #5851 7E P2 K 3 /R & LR IIAT 55 HH R I, AT B0 o (O
Wk fE, HrrUER RIS R T 89.3%. X UL GCN 5 Transformer A 45 & RS 15 78 20 FH B 45 #9 B0 1) = 0 4245
BARIA )R8 R % 21600, T4 5 D2 IR B JR & 24 kil R 2R
3.4 SEHEBMEE

A5 %} B Transformer 55 GCN ZHO6HAG I 25 . 1952 3b AT T S23GI0F, XF M 092t 45 B an i 8 fros. dnld
Fiow, B3 GCN 38 I, B2 e R =6 20 AL I PR RE A 4R 7. X Ui A N GCN Z40nT DA Bh i B B
U B S RN R ACHE 2 R B 44 00 R, AT HE e A B R P . AR, TR B E R HE, B GCN 3 n, B2 )
SAMEAH R I, TR SEOE LA B SRS (B35, Kk, 7EE S GON JZ 4 & ZERUE R Re A TH 52
R, AR T 3 JF GCN W%, XEEH R T MR, 583 T vh B AR 1) a L.

1.0

B Accuracy W Precision I Recall W F1-score
3 084

0.8 g

0.6 F

HifE

0.4+

02}

1 GCN Layer 2 GCN Layers 3 GCN Layers
Bl 8 AF GCN EHH et dn

3.5 FEDHFHITHLEE

AT AR A SO R FERSAE 5 ) J5 T M RS, AR5 5T Transformer 33 & A HLHIHET 75253636 3F. B9 B/R TEIAN
ANEEE L SEEe M RE R s . BAACR U, BT T BUR 4 FE S AN 5INE R JINLE] (None-Att) . 5IAT
BVEEJIHLE] (Node-Att). 51 NILIER SIHLH] (Edge-Att), LI 5] Transformer 1122 SkiEE SIHLH] (AR FsL



F% 5 R TR RE 6 R K38 E A k) 13

Rah R

Forb, W RUE B AL T 2 BT S AR Y R A YE BB, R ARYE I A EOR I A A R
(K5 S IR AL & T R Z ISR, 58 T B P i34, Jde S BRI (AR FEOR I 517 5 2 [a] (5 2 A%
8. T A SCHTAE 4 Transformer 2 Sk AL AT BLEE 7 91 h gl 37 42 Ry MO 28, DA SE 4 M 48 P 210 v ) B
B RIS, Sl 5T ZANER 13k, BENE R ISk S AN R (TR R OB, AT o A 2[R I 53 e 41 o
AL B A R RFAL.

1.0

B Accuracy W Precision [ Recall [ Fl-score
b8 982057057087

og s 81 = . 82 |

0.6 -

Hiftr

0.4

02F

None-Att  Node-Att  Edge-Att ARl

B9 R ML R RE S

WA 9 Frzs, A 51 NAT AR 5 J AL AT RE 5 SO R 0 78 43 AR B0 < 18] 1) 5% Z A0 S BERRAIE, AT FAEAIG 77 A%
R PERE. SINT AT S WL Bl TR R B G A [R) ) B T2 OC RATRRAE, A4 e T AR I IR O J &
LRk Re 77, HE— B, 51N R LT RT DAgE— B SR TR 1 1 B 3R R LA AR A e i A T AR A
1 EREAT IR, TSR BT AU AN SRR A B T, DT — D3GR T BB 4 28 B8 7. T AR SRR A
) Transformer % SkVERE AT HLAIEE— B HY5R T BRI RAE 2= 2T e 7). i 2 S B R P, SRR DAIFAT 2 1 2
ARSI, A [F) A B SGTEE (RRFAE AT G 2R, M T BE 4 T A2 40 B0 (145 8. X R A7 B TR i B 0
ERRVERIZ A B 77, A5 HL A% B 2 1R 0 AN S50 P P B R 1 440,

2 LATR, LR SEIR 5 BIGUE T A SCHTHE H B9 Transformer A7 20, IE B T 51N VE R SIHLEI S F #2774+
BRI B 0 B
3.6 TR ARAYFTLLLLE

N T B UEAR ST A IR 43 SRR B AE R 27 ST D7 TP RE, A7 E T 2 )2 B AIHL MLP (multilayer perceptron) 5
SCHEEFEML SVM (support vector machine). BENLAR#K RF (random forest) A1 H i& M 32 F+ 5% AdaBoost (adaptive
boosting) 7328 & XS S5, St e, A5 FRFAE 27 2J BEHAS 31 B 2 1 U B R R AL s AR o N B, 985 73991
S Bk 4 Ao REEXT B R & LT 7328, SERR A RNk 2 .

R2 AR AR S

Y Accuracy Precision Recall Fl-score
SVM 0.5938 0.6667 0.1429 0.2354
AdaBoost 0.7500 0.8000 0.5714 0.666 6
RF 0.8125 0.8333 0.7128 0.7684
MLP 0.8930 0.8674 0.8667 0.8670

MRS 45 R AT LUR Y, SVM & 2RI AR BEACR e 22, Horh F1 2 8UE R T 23.53%. 735NN A
% 2] J5i% AdaBoost il RF Xt & £ AL BEACR G 2 T 5271, (B34 $- T+ A 18], AR SCAE T MLP 73 888 FEXT & 4
FIRFALE R 7 EAT P 24 A B F 1 E 5



14 A T

3.7 RBIXFEL LG

N T BRAEAR SCHTHR HA AR TR A PR P = - 20 DU T PR R, AR BT A B 5 H R B AR R B I
B RS B R AT T b, 2 B A 5 R R AR | K PR AR R PI(LL R fRT AR Account)s J& FARRD R
FERRTR P LLR fRTFR Code) J iR AR AERR R P(LLF AR Combination). LR 7 i A/ 40 .

T2 5y AN 1 8 T B J - SR A B0 SR N 5 2028 G 1 S AR B TB) DA 22 4 A5 1) I, SR 25 T
a9 A 1T X 8% HR N T VR EUSE 5 X 8% R R B B R AL, 05 SR T B ATLAR AR 2 S 288 56 B2 IR Bl S 6 20 A0 . T D P2
REAE RS U AR 2R M 2 K P R B EAE B SRR, 456 AS [R] 43 248 S Al 2 TR 0 JR) & 20 3 T AR S A A1 1 Az i A 284 DA
BB QA E R RHE VR N HAFIERIE, 256 A A4 8288 R0 2 IR 9 JR & 2. VR & RPAE A B DK ik P R 540D
REAERLE DLSE RO I B SR 6 20k

o L ) SR BG 4 FR AR 3 B,

B3 OAFARERPEREXS LE S 4G

it Precision Recall Fl-score
A2 5 P EEHR AN AR 0.77 0.85 0.81
Account+IF (isolation forest, L7 #xHK) 0.04 0.09 0.06
Account+SVM 0.32 0.06 0.09
Account+DT (decision tree, R H) 0.58 0.64 0.60
Account+XGBoost (eXtreme gradient boosting, i f B H2 ) 0.59 0.22 0.32
Account+RF 0.64 0.20 0.30
Code+IF 0.03 0.06 0.04
Code+SVM 0.95 0.43 0.59
Code+DT 0.64 0.73 0.68
Code+XGBoost 0.91 0.73 0.81
Code+RF 0.94 0.73 0.82
Combination+IF 0.02 0.05 0.04
CombinationtSVM 0.91 0.16 0.27
Combination+DT 0.31 0.24 0.27
Combinationt+XGBoost 0.90 0.67 0.76
Combination+RF 0.95 0.69 0.79
AR 0.87 0.87 0.87

MR ZE R B, ATTEERIREEE . Bl K F1p 30 A 158 5 48 AR K 3 10K 7 R fIE A
TR U BT T B ER R S A0S DN 10 AL, RS A PR AR AR FE R B B T AGH I P8 R A S . o0 bR AR R R Y S IR 5
FRUERE TS, A TTVAAE A I 2 Je F1 3 b 1 B s BU 7k, el F1 o33, ATTik iR T kst 5 AN 4>
L, PR R, AT VAR 1 D i JR) & 2 A A S A e, A O R A P e

4 B %

ns

AT T — e AR 4 11 A 1T £ K i Jm) e 20 AL DAY, 5 7 78 0 42 40 B BE 5 20 URARRY R R A
2, T 0K DN g BB Jm) B 240 iR SN T 3T 2 Sk B /UL Y Transformer B278, JF455 7 BEBIRIN L, LA
)R B A RIAE HAURFAE. 4 SCIR UG IE, 12 A D IR ) & 20 BRI VE TR A< A8 B 1 0.893, F1 4 Hik® T
0.857, Ho T 4% G AL 27 ST 3K 3 AR AR v 51N 4 22 S 5 o AL xe Pl B i Jm) - 240 RO A I B A 825 PO 42 7
BOR.
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