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Abstract: In the face of the severe security risks posed by Android malware, effective Android malware detection has become the focus
of common concern in both the industry and academia. However, with the emergence of Android adversarial example techniques, existing
malware detection systems are facing unprecedented challenges. Android malware adversarial example attacks can bypass existing malware
detection models by perturbing the source code or characteristics of malware while keeping its original functionality inact. Despite
substantial research on adversarial example attacks against malware, there is still a lack of a comprehensive review specifically focusing on
adversarial example attacks in the Android system at present, and the unique requirements for adversarial example design within the
Android system are not studied. Therefore, this study begins by introducing the fundamental concepts of Android malware detection. It
then classifies existing Android adversarial example techniques from various perspectives and provides an overview of the development
sequence of Android adversarial example techniques. Subsequently, it reviews Android adversarial example techniques in recent years,
introduces representative work in different categories and analyzes their pros and cons. Furthermore, it categorizes and introduces common

means of code perturbation in Android adversarial example attacks, and analyzes their application scenarios. Finally, it discusses the
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challenges faced by Android malware adversarial example techniques, and envisions future research directions in this emerging field.

Key words: Android malware detection; adversarial example attack; Al security; software security
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BUA TAESR I 7 2 M 2 FEH) Android X HURE AL 5%, PRI 7R 2 AN IR] A1 BEXT I BRI ST 47 20 2K, et
BT WA AR 6] B E AR S S BB A AT R4S AE. 18] 8 JR7R T Android X HUAE A ML ) 2 A
o3, Ferh BT H AR R AE FRAE 0 73 85 i o D HL e A5 5 Android BUAFAIT TT IR 0, BRISEA SO FAE O 32
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SRR AR A T R A% B (¥ B R, AT B8R
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BT EMERHE ) Android TR EFR I 2R G, AN UG AFAE 7S B 2% JE 0T BoRE AR ¥ 72 A 5 2, R AE Tl /2 )
R UFE P T RE 52 2 1. BRI, AR TAEB SR I VLB T4 E 28 1) i B et
2.1.2  [a) A (e e

e 2 1) T ek PR A% o SRS SRS BN BURE AR JE AR AR AT, A8 R LS 1) Android X HUREAR. 5 ST 2 8 i R AE I
SRR BN M RFHE R 2, P %R APK 3 1) TR U1 SR 1 PR S st ] [ 025 17] L. 5140, Chen
gt N UIOSLRL 9 N 2% 3R BB 2 T B AR R B 77 2U7E smali 2T E SEEIAREN. Li 45 A Y7 Mok iR S0 A I, i
Try-Catch FARFII 7 PRI 10 N B smali A5, X&) PVRAGEET BT, FEX 65 47 Thiag
PERR . Pierazzi 25 N CYHREH 1 AR5 WA 815 ) smali fQRSHR3H 75 3K, SEBL T %t o $0 A B s 4. A e Tt % R A
EE 1 smali & SCEARSEEL T A A 18] v i Beds. 6140, Demontis 28 A P2l ARG IR BRI S8 . s 5
1, Bostani 25 A\ UVl FE RS A HOAR, FRIREFSAE T o 8028 18] op SRR AR, I A LTk 4 B R 0] i) A2 o) b A7
52, il FF 35 T 0 Ak 0 B9 T SR A 1 2 ) R BB B0 91, Zhao 25 N BHHR T R HORE AR BT I, 4R
T 4 P smali AARE ST 3, FFA8 R BE R AL ST BORIR BB AARAE 7. AOCKAES 4 VRN % Fh i 2
B B Eh L3y =

DU B ) 2 MRS E R (BN RADIRE . BT BHES) FE S5 NSBER RSN, FBIEH AR
TR BRI G0 AT X SRR 2 18] (R B Bl R ) S T (R R AR SR AT A —.

— MRS, KT i) R ] 4 B A R AT DR A T

(1) TRFAE W55 I R AR A1 25 1) s v X DA B 4 I P T 1) 802 ) e 1Y) 3 B2 SR R 7 T R AR . |l T 3
AT R 2 ) B 38 AR 2 D ) S R R AN AT . AN BB, M DA TEK AR 2 ) ()4 30 e e 1) ) 2 ) o, R LG R
ZHAFOUT R REEE K 0] 7525 18] G B0 A 25 8] _E R P 3 ke B

(2) MRS EI LI N T AR S R (58 B A AR 6 IE B B AT HF AT B RAT N, AR SCEEE T 4 245 1) i ==
B B B 20 B 1) A8 e BR ). ik 35 7 7] R 2 (8] A mT B AT BB OS2 B T 7 A% R BR ). 7R 4T TR RRAE B Bt 5
Hh, N T B R B T, R LRE R I AT AR e o o 5 /A PR/ 1 4 O Aot e R P P
SURFHESEAT B i, 0 S A0V 1) A R e 8 o o K P 55 R . R Zhao 2 A PHIE Skt SEAS R HIE RS
B HIE R T MR EA R B B 8, BRI TR BT RE. 2) 8 AR . AR X ) A 1A AT S SO, B
TRUERR 7 B IEH 1B AT A, 16 75 BTG A I IR 08 N2 B IR B T oK. 3) G ¥R, FEX ) f 2 [R) AT I
b T B RS & . B IR A RS L AU & I AR JF R IB R, AR A ZI R sEad 1. f2 a7
FEARIE L AN R APERE A E R A AR By, TR It fif e 7 1) R 4) St oo B5cd TRAL 3 & R 1. Android
T T A I R R A A 2 B AR T (W R AR B 2 B L, 1T ) S ) e ) B T AR R A i TR AL . 91,
Chen 2 NV TAE R, FIELA smali SO 325 SR8, BLARSCEIL T % R S50 P TR A8 24, LA 0 28 2 bR AR R
o AN R .

(3) Bl RERFAE B, FH T 1) % ) e T IR R A e H b, R 2SI NR 28NS, S SO e
Ji) 5 ) R 2 (1) 2 ) ) e it B o 550 4 T A 7 1) ) 0 2 [R5 A S PR ARRAIE 25 8] b7 AR 3 LA R R PR RRAE . T
RFHEAS S AT AT 52 B f B 7 1), R bk ] ot T 2 SR 7= 2 67 T PR R
22 ETHEEMEENER

AT BG4 25375, 78 Android 3% BRI R 40 A7 78 5 22 1 S 38 AR aT DLAR e U 3 (R 0 R0%,
I AT PAARAE Br ki 5 %5 T Android M5 R E AR U 2 Ge BT A 10 VR B D00 Bk 5 iy 08 A& 3Gl . KEWt
IR G
221 A&YE

HH Il 6 W40, Android T &8RS U (0 VR G4 7] 2 [A) v (%) Android FRAE SN LA R AERHAE 2 18] v (1 2 T 4L
TSN IREAR Y 5. TE A& B b, Boaki 35 0] LLSRAS H AR il 28 Ze Al R RRAE DA B R W 2R e 49 P AR ASE 284 1) 43045
B, AFERAIGER . S5, R A v DOl v B AL B ok A2 B Android ST A M BLRE A
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Y2 LR T, Android %R RIS B 308 1F 2 o i, Z0ih % (X BESR I B 40 R B A8 M5 B, IR UL
AR, REFRELE] T 40 5 B A i —#8 43, #8 E XCN Android BFHUREAR IR & B

(1) FfiE

Android % 2 SR LI A FH 1R AE LS N AR ARG SR . APT VA 751 FHldissiE . B4
PR P O B X EREAE o0 AT R R S AR (AT B sRANE R R B a3l B R R R 1A
[ERFAE, Yo T EAS U SR 75 B A B SRR AR AR R, Bl /5 B e SRR AR I, 75 B B SR ik AT
&, FF, BT RRRHEAAEAE 0-1 M B RN, 7 ZEAE RIS X PURE AR T B0 25 S0 B0 (0 U X Bk 2%
FRIFEN. B R T B B AR A R R BRI, (BRI A kAT e T AR B E 3 A R E o 52
SR HRRIE A3 5 R REAT I B0, Li 25 N DR o R i P PR 0 S5t 3o R R T A e o KR PR A
fo B EAE R, #55> T AR O 2Nt AR IR 15 55 T B th sl 7 AR S0 AE 37 5 T A0y, (H2 AR IR R
KRG WM, SRR G ) Tt — DR R,

(2) s

Android 5B BRI R 09 8UR AL O & A TF 003 2 B0R SE 0l e B @ 3R 48 HEAT IR0, B, Z 21
Android % & A EE Drebin®, B ALE T HTAEEAM R AIER Android N FHFEFFEA, F-THFFCRIF A& % it
KA ARSI A T VAR N AR RIS 2, BR . APL A RS, NIRRT NS, — B0
TE T H bRl I 4, Mok ] AR Z BRI 4 — 5 B AR B L) B AR, R ST BUREA 1T R
P, 33 AE B AR b A R AS DA 2B R B I B AR A IR R (5 UK. 81020, Chen 25 N MO o T vk
B BE AT AR I, 2% IR B0t 3 02 75 i AR R SR 4T T .

Q) HEAER

e JE— ARSI IR HURE AR B i Th F 15 B T #R 5 R 3R I H AR AR I B A AR OGS R, LI 4
M S, WanbREZ 4R TP VISR 15 ) 55, 16 Android X HUREAR T H, i X L4145
B F Rk R R A R, KA T DU IR X (5 B it — N5 B AR o N0 i AR, A T {45
FEA IR U A BE B IT RS 1A
223 BENE

A T R AR T o0 H AR B R G N B A A AT S 8 — T T A B g 3. B SR, T R AT
TR fy i N R H R AT s, T VR SRR B AL SRR A R AN . X R Oy UL T B s it
L, Bt R RE ISR BIRE Y (AT A (RN APK, fr AR I 45 51, (B JC VR SR A AS R AL fr EL AR 215 . 4, He
2 N ORIt I R v SR M 5 s T Bk Ak AR AR AL A P AR AR B S AR . Li S5 PO AR R 4
F R T B S T B A HUREA R B
2.3 EFHBEERE AT

1T B A AR A FRFHEAS R], Moo 7 A R U A T BB AN AL (AL, AR AR BB BE 2 ) Android #% &
PR FAFAE, BT LK Android X HUREAR S 4 Ay: A1X  EARRAE M M0 . B BRI BT AR B RRAE
ey, W 9 A5 MAE B .
231 [AIERHIE

)RR AE AR AT A — AN R O-1 R ZH R AT 35 B, TR e ot P 0 288 3 s B BORE AR T D VR AR A R ANE
FH. AEX T 1A ERRAE 09 Android 5= SRS B HE AT BU i, 75 25 FR 10— KMk s 7 TR0 B SR AR AN F) T 3%
SEETHE, BRI (R FE AR A LA T, R, B OO 78 AT USSR R B 25 5 OO RS O TP 3h BUE, (643
B I Z 2 250,
232 EIFHE

BB 2 — R AR U B S50 45t BB 1 Android S HUREAR BCar BRI E S R IR, (1) B 440, B
Yo B S AR I S0, 48 KB 07T SR DL 22 BRI 0 & 90 an, 72 s B0 Al R E P 2B BT B
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TS, B E RS R E e, DUAE R RS BUREA. (2) B Hi:. B & B L, BT s A R
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233 EURFHIE

ST UR B 2 2] 7 B AU R BT B R TS R, B T BB RHIER Android B AR RS04 Android #1419
DEX %534k B UG B HE , B8 5 R IR JBE 25 S0 SR b AT 00, S8, BRI P 1 K 2 B0 B RE A B R 6
15IE# 3 Android itk b, B BT BURRHIE RSB R AT R St X & F N Android X HUFEAR I T B 4EFF Android
WA D REAS SZ R, W BE =X DEX &5 U T8 0, REAIENRIR EI0VEE H, H2 #2304
JE TR F 3 A e eV R R, PR S R R SR (R T R

T4 X AN FFAE ) Android X HUFEAR B T L Z T B K, RILA SO RS 3 FT 15 MR B0k 3 Bt 5 1) A [R)
TEVEAN AN BRI B B

3 Android XA HE L

AR AR A I kAR TR A5 P A RS FE X AT AR BEAT A 4 5 X LE. 2% 2 X Android X HUREA TG AR M T AR REAT
A, BB A R B VAR R, ARG RFIE . A R Se SR F AR AR A A AR . X PR AR 2R S8
B, Bradias ) ULR AT B 5. b () F AR AL SR IO 52 48 H AR B A AR SR 2R, Hidis SR U2 1R Mt
B 5 B ARSI 20 5 00 EoE e & [RIIN, A7 SEAFAIE S Bl 2 4 AR A ), 140, Drebin #0442 55 Drebin 4§

AIE A H [F) — B SCHREE 1, R A2 FR— 3L
# 2 A Android X HUREA T L LU

FU bR RFAIE

Yok J7i: B RRAE RESEIR SRR SHREA A B BTN MR RIE
. [52] g H&ERE . K& . 9] v g REAE 25 )/ Drebin.
Demontis 0-117) EAHFE Wik BETE Drebin o 5 15 1l B2 ] Contagio
Grosse™! 0-1 [l FEARFAE Af S Drebin B AL 2 ] Drebin
st ) [53] 0-1[A) EAHFE | P Drebin, i g A PR —
Hou%% A\ U Sl En MaMaDroid®” BhEETH RFIEZS 5] [SREEAETES
(56] s HEEGE K& . Ja RAE % PO Drebintj H
SPA&MPA 0- 17 FERFAE i H 2R E (Q-learning ™) HEAE 25 [A] WA
TLAMD  O-RRHE KA Drebin JRAGHE (genetic e incy Drebin
algorithm™ ™)
Ja R Virassh
OFEI!"? 0-1 [\ ERFIE IREW T Drebin (simulated annealing  454E %% 6] 1russhare,
s [117] Contagio
algorithm™ )
TRPO- s
MalEAttack&PPO- 0-1FIRAFIE  Jefadkel EREAHE FRSIUL | ApiEs Drebin
e (TRPO""”'&PPO"")
MalEAttack’
Pierazzl™  O-NRAHE gk Drebin RRATE (reedy iy g
algorithm" ~)
UAP!I2) 0-1[] EHFE KT Drebin RE ﬁﬁé& (greedy 111 30 % i) Drebin
algorithm)
MalGANP”! 0-1 ) EAFAIE KW H 3RHIE AR OR8¢ REAIE 23 ] B A
E-MalGAN""!  0-1 ] &4 4E KRB BLS! HE KT 2% REAIE 23 [ SREeE/IE
Shahpasand”'  0-1 [l A4 R Drebin AR RSO 7 R 2% RHIEZS[A] Drebin
p-MalGAN!'"! o1 [ B4 AF maWd F EFE AR RO R 4% AL 25 (7] DefenseDroid
S Genome, Contagio
57) Y P b AppContext!'™" BT B e . ’
MRV 0-11A) S AHFAE BaWt Drebin TG i) 75 % 1] VirusShare,

Drebin ' BEALHEE
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#£ 2 Android X HUAEA ST B2 LR (40)

sy P NSO /;\T:J SAIE > o i Ny N
Wil E AR PIEIEE  pppekrbms WhEm® ROk
Rafig"™  O-IARAFE  Jefadh A REAFIE B SRR KronoDroid )

FSASG!?" 0-11A) S AHFE KB HRHIE A Wt AL 4% 4] [SREEETE S
i-bit!'* 0-11A) EAHFE KW H ARHIE A REAIE 23 [1] Drebin
Mixture of iy H&ERE. K& . s FHIEZSE])/  Drebins H &
attacks®™  OVVERE ot T e Drebin WP e i
— -1 ] EARFAE G KE Drebin, e . . MaMaDroid 5 H #
A fos) O-1[] SR EFEeGT s L s :
ndroidHiv' I T Tt MaMaDroid BRI Rl LACiES
Malscan'™, Ja &R RFIE (dee
HRATPY B iE SRR G MaMaDroid, HQ—IZamin GO P s i Malscan
APIGraph®" £
(611 - s APIGraph, JA RS (gnetic o Drebin. FalDroid
BagAmmo FHFAE TR & & MaMaDroid, GON™ algorithm) 7] 52 [] G AR
=NEv/ N N
EvadeDroid’™  OTFEMFAL w oyt b bin, MaMaDroid /7 P2 (@AY e pierazsil™
&R AE algorithm)
=NEv/ . .

AMMMEWWHH%%%F‘ ek Dmﬁﬁgﬁfm¢ R R FEEZs  Pierazzi®™
. s - N DroidDector'*!, AT . AR TN ”
Darwaish EHGRFHIE A&t DeepClassifyDroid ™ B RHEZS1R] H g HdE gk

Jia R R
Guéi N\ UG IRE REW TS Gray image® (differential i 5 7 ] Drebin
evolution!**)

T O FERATE HREA R [, 76 #Ir5 — i 2 758 T B &, B 7RIS B & 2 W3R B A 5 (45 B GsiRgib 52
H) 6 T BT R T AR SRR AE. R, S B A SCTE SO I, M Gt BR AT HURE AR (0 1 A i
G, (0 BRI T 43 AL BT A5 . (18, e R AR AE B8 I 5 R 4 ) 7E AR SR I S8 HE A Ak et

@ R SC NS b2 T G A 5 ek 7E 10 A B) R AT, (H R RSO I A ) AL 1) b SEILAPKE 2, A L
J& THRFAE 2% W) B s
3.1 MEEEFERIITHAEARBE (vector-based attack)

T 2 RAEE T3 H IR T7 (8, Kbk 72 BT Android % = 3R 4538, [R] A t 2 K2 41 Android
THUREAR B EER B AR, T8 TR, A5 iR S B AN 6], 5 1) B RRAE R PR AR Bt 4 3 28 TR
BB BT A s 2 1 s . R TR R SR B .

3.1 FETEERE M

FTREE B 5 W T A S s K S, Bk E BRI H bR b6 5 3 B AR B R Skt A
Peah. R, X — BRI DG ) RBAE T 00 sR U 18

Demontis % A PG P seeds B AU Ak 1]

7" = argmin,, f (®(Z')) = argmin_w'x’,

H, ¥ = &) RAHESIIBT A 22 X RIRHE M, w0 R F (B &, 28 5 IR St A 1
HURTE T B T . A BREDR B FI5E S AR B iX 3 FAR R RIS P g 5t B F7E T S 58 ATk o et bt
FEAFIA MR RE, #54> TAETH 7 NS (computer vision, CV) 45Ut i BE A Br s B35, 430 Grosse 25 A1)
FEH T —Fl & Android SR BAE X HUREAAE BRI, FIH ISMAN i34 i Android SRR HIREAR. AT
FEW AL 22 [ ()45 SO S B R o N 2 T L ORASE A8 3T ) 3R T e — B, M AR A6 smali ST inAR
TO AT B2 51 — S Ty TR O AR, BT LMY SR YFAE manifest.xml SCAH A0 38 IAH 5G FROASAE, 13X S8 FR i) S B i REA
A RS AR B R

R TAE AR APK FEARA A F I3, Hou 2 N P URTE Android 5% 5 S 4 HURE A TSR HY 7 38
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MU E). %38 PLEN AT DU 5] (050 2 R DLAE Rt SR AR, JEAS H R 2 K AR BE % ik 7 2R 2% B Al . Al
ATVH 38 R VBN R A e g ) R
lull, <e,
P (F(x+u) # F(x)) 2 a,
Hoh, e REMB) u FIRBELAWR, x BEIEBEEREANRHEME, n ARBEREW M, FR2EZRARNEE, o
KR — MR R, o RSN BCE BETh 2. AT TR SRR R A R34 R AR T i FE AT 18 4, g 4
H T R AR B AR R
3.1.2 BT R R RN
TR B IR0 R AR Bk By T DLV A b 4 B R AR 2 ) R PB4 AR B S I8
W, BRI ) . SHE. R S Se I R AN AT 4R T, B3 vl DS A 25 T 8 Rk U Mo, i 5 B g e
(B WHEAT VISR, M35 Android MR BT PLREA. B LA i & AUEAA Lh Q-Learning AR ML 5] |
WL SE U BRUR KSR U Sk USSR ST T I B AE T X B i AR A, A OB Sk
Android X HUREAT AR PR AE SR 3 .
# 3 Jaka Android X HUREA LT 20T HL
SRR A/ Ak B PR AR B A 7 3 s BB RFMETAE
BARE OBk WIPRENHEATAE AR R BERAE SRR B R R R AR BN, 28 OB T BB sl SCk62]
BB BiE SRR B AIRRA L R B E AR R R, TR LU S SR 16]
Q¥ b RHBQEmAGUstay ot LRI, GO
TAERE Ak BUOERBRSTIRE T A I8 I I BRI BRI I B, T S KA R SCHR[58]
Rathore 25 A\ POSE T 54 5% 5] B35 Q-Table! '™, £15F ( GLRIK G PRI 4 7 80 SR Tk R 22 S5 e 0l
Tl BCE B3 A DR S HORE AR A il A AR B JR W] SR Y363 FE (Markov decision processes, MDP)!'"™*, Ll Android
R AR R A S ST R IR, AR B AR AE [ AR RS, PHE I R S & AR AR B Ak I 3R 4
&, KRB B S0 H ARSI ) e s R A 2 i BR . Xu N TR T R S BN R R R R A A
% OFEI Bl i 2 S B RS (deep learning as a service, DLaaS)!"> V&R 4. 4y T AR EF D hE — Tk, M A 17E Bt R
BEATRRFAEASINERAE . AR FTAREAEIR kB 17 1828 Android % B4 AL 23 18] b (1 e A4 5052 B Rathore 25 A 1™
HeF 5405 2T ) TRPO 57115 PPO Fyk MRt T Wi Fh Android X 470 B A Bt 532:: TRPO-MalEAttack Al
PPO-MalEAttack, F| X HUAEASEE B AR AL E4 53 2800 R A RORR 2R 9 2 o, AR 28 88 ey DU 2 Jol (B8 ey
PR AR AR AN H BLTE £ X F ML Android & B KA 1) Bt b, YF 2 B (Internet of Things,
[0T) R H24L Android 1 R 45 T I B AFAE A B s 3. X TR 15 4%, Liu 25 N 7 —Fh 6 T8
F 5" Android M B A HUREA A REAR.
IR S I A EAERHE 25 A P EAT, Pierazzi S5 N YR T — ) R 1A & AR B AT TR
H SRR R R AR U, N R A A AR A R Y B, ST s AR Sk U O P IR B4 R SR, T
FHE B BN B R It T i 22 G, Labaca-Castro 45 A M22V50h S 7 At A4 0E 25 ) A0 i) 5230 2 ) A9 388 FH X
UL TR VEREAT 20 A, JEER T — BB 0 T R A e R U )3 R B B AR R A AT A A S A R
PSR FBEEAR, MMEEES Pk BIshilE, B2 HE s sl 5 B AR B4R E R 0 8K, 5k
HMNE B m KK,
3.1.3  BET AR RO BT 2 I Bk
IR A TAE A RIRE A= A0 B iy, 5 B2 8 2 T S0 0R B B T I G R s B, AR T 2 - 2R ik
PO 26 1) 7 AT A BB I 5 58 R AT B F T A [RIRE AR b, Jo 20U o 3 (R RE A EE BT I . 2 T A O Bt R 2% 1) 2
i LT AR EOR S8, F R BRSO RHE. 2 E R EA W S B AR AR B T A B, Ed A

HR[56]




14 !f/'(ﬁ"—?—l'?ﬁ ****‘{’f‘ﬁg**}éj\%**ﬁﬂ

SURTE FUNGRA SO, — B B R 2R Th, %o T i S N IR A M e ATt — 20 A iy, RV ar AT 28 e Y B
PRI A BN BOR HURE AR, T2 2 T2 O BT R 26 B B T A B R A ] 10 .

— (i) > el HEp fEe
xﬁﬁfﬁézwﬁiz@fma AR | R }rjﬁﬁéz{:i)&@g@ X;:;#ZKEEE@
PAbIE F50 || A P
MalGAN - Shahpasand E-MalGAN E p-MalGAN

K 10 ZET GAN 81 Android S HukEA A 77 RN L

Hu 25 A\ PR 7 — R T GAN BIK & Android 3% B B HikE AL HELE MalGAN. 78 ik o —
AT A B H A BT 1 B AR RLVE 9 25, — AR T B R X BORE A ) R 2 A D A A, R W il 25
PLIA B 55 /M H FR R G050 SR 2 10 1. At B AU B R H 2% sR Bn R

Lp = —E (e nignlog(1-D)~Excity gy lontdien»
For, D RRHIGNERY, BBpanign 25 B AR F 50 RAEIREA, BByaware 27~ 1 H BRior A Y ] 7 Oy %
BIIREA. AR RS A5 R B B0R:
Le= Emes,“,.,.w,.,m,z~Pw,f,),,,,[0,l,logD(G(m;»,
Horf, z RWEF R, uniform[0,1) FToam—DM 0 ZE 1 HIZI0AE, S nuwae AR IKMES, G RN,

53Rk [59] 2448L, Shahpasand %5 A B H A A Bt T 00 4 25 A BB B, A= R 285 i N R e 75 41,
0 A SRR AR AR R 48 B2 B3N, D T Ak AR s BURE A S AR AT AR, A AR 2 X 4 T B
B EOT HURE A, A il 2 A 2 P9 B0 20 R B, — 3000 00 SR A5 777 A RO B AR 2 3T 4 o) 8, 3 — o P oA
A PR BURE AR L bR 40 2 85 0 Y 26 RUT RE MG AR TA) TSk [51,59], Li % AN VR B Bk A 5 IR R A
() 93 A A7 TE 22 5, AT LA I 35028 — AN oee ARG T 2% SR o S ke 4, 8 BT BB H (. BTk, A AITE
MalGAN [ FEAT A8, 38 B8 — AN I IR, Hig A 3 = A 5 TE AR AR B AR IO TREAR. Guo 25 A1
7E MalGAN 1l B30 17— ANREAE B8 B VE TS (feature importance prediction, FIP) F4&H T p-MalGAN #%
R AR S B 2 7 AN T 43 SRR RS R AR AE S B 1 15 0 1EAT BUs. p-MalGAN A (1R AIF 8 14 T3 A B fee
FABEHLARARAE 8 AR, 368 a0 AR A 5 R DU 88 B 2 2 1) AR D P S T AR 1Y) A, A0l e 0 24845 FH )
L.

3.4 H i

B 7 _FOR BB RS A, IO — SRR R A S TS ARG S T B I Bk A

H T R AR RO BT R R RN KT HURE A [ 72 2R 7 VR A Bh T e A T R S O AR AR, Yang 22 N PTRA N K £
O AR PURE A AR REVE RS AR T AR BURRAE, MARRAE 7] 5 25 18] A2 Rt 2R ES, 3% L6 A= Bl A501%: 7T B ik = 52
FRATATYE. N T e B8 R R, A 13 T OB R R A A AR Rl (malware recomposition variation, MRV), AR 5% 5 4
PG5, B3 H R oGT O A 28 b S S, S B S A T R B IR IE M. Li S N POHR T — Al R P
T EVEAE SR ESE A1) Android % SRS PR A AE R VE . 2B TR A T B TR R R B, TORR R B
FVR B BUs. AR R R AR A i 4 SRR AN T 1] A

h,M, = argmaxh:MlL(F( h(M,; x)),y),
Hor, M SRR FERIINS), h Rm— DB EE, F RN BRI B AR, LR UHEH k. Wit &
KA B A5 73 AR 4 K R A, SR ARH AR REAE 25 [A] AN, A2 BN BUREAR. S T PRUEARFAE 22 1) (1) 5 AR A 6 )
22 (8] 1) R, AT O AT FRAE IS BB, W AE IR SR i\ 45 BB AR R AR 4

Ay Bt o — b 16T B AR B Uy =X, 2 R T R B e v S 2 O UBRRALE, 3860 R e o i L) R A SRR ALE,
T £ 285 i B A 2 10K SRR AG ). Rafiq 25 A U2t 0-1 b3 T T 5 T Bike A B k. B 4t 7
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R 5 0 R O R R 0 H PR, BRE T 30 AR REA Hh BB 2 A e AR LA S 30 AN RLPERE A 45
I . B S, B R AR 3 R 2006 B B R AT B0t s (1) B0 2, B ) R REACIE AN N R
PEREARSE A FOTUR I 0 IRARRAIE s (2) BEBR I, BIE AR AR AN BRI R AR SR & PR I m IR AIE s (3) TR A TLah,
RIYE& _EaR PRt B 5 1. Rathore 25 A U281 1 T —Fl Android 3% B 8E 5 FikE A AL B i-bit, i i AR A0
Vi KB RHEE H . BAAT S, WEHEiE — D RYEFEARES, M FIREREAR, KR ZALE, 35 450%
AR A IR 1 R REAR, 3B A5 SO B RE A A I 5200 R REAS. Li 258 NPT 7 — e A 2 1) gl
1] Android = FAF X PUREA A R VR FSASG. BARCKUL, AR H R 7R 5B E A H O3t MR ESR
X 3 PP AR AT AR S SR AE AT A HE 7, AR YR HE P BhiE H R MR AR SRIRHIESE & FI R 7RSI, A 11a)
TR AR rp U U BN % B A B 3R R B RFAE

3.2 EEEFIERXT AT (graph-based attack)

55 ) B AR A Ll PR AR AR AR L SN 4 A 45, DRI 5 o e DA B LA SR A3, 10 2 3 Y AR 731
et B R bR A BUPR A A T — AN ] 00 ) AL (ERTE BRI, A RIFEARYE F A & APK K/BEIAR
[F1, A 368 P BRUARRAE KNS — AT S P A 33 A7 b B, 25 o PR £ PR 0 N B3k — TG B 0, O el DA P 3 6
P B S, DRI AR A0 BT 5 R U SRk AT s

Chen 25 A MOE Beats 31 66 300 F ) Android % s 8 AE R 28 Go i B 15 8 S AE SR B 3K, LRI F BG40
sk ep ) ISMA 53 UVRT C&W B PT. C&W F ISMA S R4S Hh O HURE A SO 53 78 Android 47U, 41T
3N i) R 50 FH R ECR AR S R EN, BT E T B R

FGE X FCG & 80y A TR R T3 s B0 T, B O PR ) T 5l 2808 Zhao 25 AN PSR H 7 —Flish
P4 BB Sk HART. A AT THE 7 4 Fdoi i ok 500 A EE 2 v, RSB sR B0 . 5 s 8. 3\ bR 50 R0 A
BREREL. N T £ XA FH Android & =BG BRI ILENE A &, AR T —Fh & TR B SR ST I Bk
SR % TAEXT BRSO A B PR 3 5 04T 7 4 78, kR 1T 1) T R 2800 F B Android W% B B 1E R Gkt
ARG A EER L.

Hamid % A\ U2 H 7 98 TR 5 8 R IO 0 BOREAS 2 o7 550925 EvadeDroid. AT R 3 2ol 2 AU H AR 4%
PG U 4% 1 S U T AP, B T o e 0 A DU % (e R 5 2R, DRS4S ) Android % B B 2
75 o kg A, BRI AR I 11 o, B E R T R 3E T opeode T B ARSI 4 ) v,
R 30 5 1515 S50 05 T O BT S AR DA P R PR A0, S AR BA I B S DDA RS P B 4R Bl R
Bt i 2 o 8 I BE LI R A T E R B SRR R B R, I8 R E 5 H AR AR L, $R B IR AR B
FA RS SCOARHD BAE N BPEE AR, 18 B4 o TR A B 1.

HiEopcode AR AR o 2 2 DIE RAERE AT

REAE TR || B, MR
APK O O
T =
I
S
Ol S
2
APK | « <t <
rxE
e || B
i) F AR e

K 11 EvadeDroid Bl ife
BE & BRI R R, Ml i TAEB IR T A IR AR 5= T . Li 28 AN CE S 35T FCG B9 Android
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BRI R G, BB FFANRIIE T i R G A A FCG R MR 26 T3, AT 7 —Fh 2 2 bl
[ AL 5% BagAmmo, B 7EE 58 415 B35 T I Android BRI R 4. BART S, Wl 12 B, MG
FCG I}, — R EUA] LI 7R AN R R BB E (AN REfE . SBRLE . IR, SBIER) FCG KA —. 2
Wik B SR AR R, HBe v A Bl B AR TE IS AT T — b 22 e Bl RSB A SR, SR R AN R
FEBHUAN FIRLE FCG AOMGE AR, Il 5 FARKERY 2 18] 4 5o 52 2 R AT AR v AN 1R A4 1 3 N2 FRE R 4, AT
JHE 5 TR BRATE, B 2 ST IR AT T WL P2 P o e FH PP 0T R AR Iy

java

java.lang

java.lang.StrictMath:max()

B 12 BRH I 2 L R AR

3.3 HEEEGIFERIHAE AR (image-based attack)

I 25 R B 2 SO MG AT I R J2, Aokt 22 (14 VR Android AEF %% e i UG SR R 47 43 2. T ) 3 25 MG
HEH) Android B A 28 SE AT S PURE AU i, 32 B w2 A n e i) R s TR AT B A

Darwaish 25 A\ B 7 PR &L 0 UG REAE O BORE A A s 0. 7255 1 B iderb, 2o % U 11 Android
R B0 A A AR AR DA — 5 [ A I N 5 i 3 1 R R I P 7258 2 B i, BU IR T — DN IRE S
FAAE B HAR A (deep convolutional GAN)! | A Z A R A T A5 ROl i 1) W1k 200 PR ARRAIE, 45 5 380586 s
PR EUEASAE b % AR AR 25 18] P S, = I 702 ) F) v g 12k

Gu & N\ v T ) B4 ) b o BEEURRE 19 Android RHUREA AR BAVE. AAT1FE H, ZE % Android %2
BAF I UG RFAE AT B I, A B e R A 5 S e PR 1 22 S/, %ot L 546 Th e R st /1 . DR e 0 2 R
FHSEHLATUR 1 515 Rk (one-pixel attack)® ™8 5 402 1 FEUSARAE b T e 3h (10 07 B BEAT A8 2. % ident vl o
1% 3R AN BT T PR, R 22 20 A SR U O A MO LM 3R AR, B AT 58 ot PR A e, P 13 B
7R, TEXT Android = PE I BURRRAE EAT 18 2T, Boi o 23R 3 BUG SRR AE A o] LASR B T R AT REASfE e APK 384T
ArE (RS Hp A X k), B 5 R S A 3k Bt et UG RFAEEATHR 3D Bh TAS S 1Y DEX SCHH8 3 AN 2 3k
AL IR AE B, W& BE DEX AR 2, b5 EA 4 I A APK L.

J1a) 78 7% [1] REAIE 2 ] [ 78 2 [
LXEES SRR 5 .
i it 5 Yokt zre
. . " IRINIRBh 5 1 5 e
% 5 APK DEX M | < BEEEdE L DEX X4 POEINEVN

K13 ERRFER FOREA B SR iR
3.4 REFHERE

W 7 o) R b R AAE HR 1 2 Y BT T v, A AR S IR T 58 in R X 1 M 37 s, B S8 4 R AVRRE IO BLAE AR
;. 5140, Demontis 268 A B4 A8 Android W% T..E DexGuard RS2t ke A< e di. Li 258 A PO W 4 B
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e P AR A T ARRD YR I X — AR IR O Bk 7 v, SR AR IR IX P et 7 sV — 2 (S B, S 808t 2%
RS,

He 25 N R 1T —Fh 22 50 0 URE A A i 3% AdvDroidZero. A 1B ¥ A &1 Android 35 2 85 {6 i 75
A5 FH BARFAE, A I 25 (8] HH O, #4038 — RPIIATRBNRHIESE &, O T I sl 48 R 251, 32 s s A2 o, Al
KA AT P BhE I 15 SR A IS TR BIE B . RIS, 0TI T — b 08 S R SR i TR R Bl i R
2R ABAITEZ S Android B =R A AR I 51 3 AT VT, SRaa s Bk 0 T 7V 1A AU
35 B &

BUA TARK R FERKES A OALE I 14 o, BAKI MU T,

[52] — ERNBEHREN
[63] } ETFHE~

[53] — ERFESEE RS

BMEEHE — 54
BB EAES A% — [108] ‘Eﬁ’ME%SfE‘&Iﬂ-E —[61]

151 EFBERE — (12]
(1131 Bt — [59) — EMNEFGANBIRE % — BT HHAERRE
[123]

[118] — TRPOFIPPO
[116] — BB KL
(621 — i feHi% T BFERHE

[56] — Q%3

BNBRIFERE — 155 — BN B SRHENRRESE RS — 601

[58] — BRI R A SHESIMI%R )_ e
(122 — EREESERRNSE "

[125]
[127] } BpE
[128]
(57 — i{pE SiRERE —— Hitt~

[50] — SRAkIE

150]
52)
BRSNS E — [64]

BB

=&

B 14 BlA TIEMRTLT

T 0-1 [ ARFAEIK Android St PUREA S %, 32 B8 FIRAFAE A B AT 58 b B 1 o B kAT 18 0, A
R BB E B, AR IR 15K 2 T BN ) 00 0 B 2 AT A T R T A RO BT X 4 B B N 5 — b
AR R, NI ERM B i 2510045 31 BB I g5 A B8y, — BLAE st B0 25 578 A, BB oA 260 F 20 R A B
TR Bt 2T 8 R QI R A A T0 75 R A B A 4 (1 SR SR R, Tl H AR AR 2 (3R [ E 5 s AR P B
BT ZRORAR, SRR 77252 S48 2 25 [0 R/ NI R, — B 2R 2= )3 K, B2 R AR K R R BRI

T TH] [ B AR 0000 AT 6 O AR B i B, B0t 28 AR A AT i s el 09, 38 ik AR AR Ak 3R 3] B i
BN B (B0 AN RS, SR PO vE TR E KB N E WIS, 5 5 518 Y . ZIE K,
T8 PR3 S 4 H AR A ek 2 AT DA AR B — AN R B, X AN [ I 20 e A 35 e ke 3 ek (R 1 P, T e o R 1
TR R T T K B i B AT B AT T s

T THI 1) UG FRAE AR AT 0T BURE AR T et o, S UAE A A B P A w5 78 T SRR AR A 2 11 DI 20 g S 1) i) R i)
R BB R Bt R A AR B 7R DEX SCHF B SUR AT RE /N, (ERATIA AT AR 4514 S0UE X o = 1R
TEIZAT IS 8 i5%, DR AL T 1] PSR AR AAE 14 1) 00 2 [ o B A A 45 A2 AR SR A 97 2 .

B 5 T TE R HEAT, BRIBR 22 1 B0 8 T 9 A AT 78 R SR B SR 40 iR 3 st AT Mok, O S7E T in el i
WP 2 AR B FH R AIE, R A5 A (0 B SR PUd i s

4 [E)ERE B ESRIMFER

553 WEEHT T Android X HUREAE BRELIEBOR LA, AR SR AR T W R IX L P sl 1 3 1) TR 4
NJEGG APK 1. AN[A] T R U B30T B 1 3 A AT PR3N, Android <8 BRI I ) AU [R) B o 2 B ARG 2=
T HIAZEL, J& T Android Uk AR RS BE5R . AR HEAT PRSI SRAR ST AR A3 i i 2258 8 ) 4 (R AR, 31T 0 SRV 1Y)
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SRAREREIEAT LR, IS0 KA 52 05 FEXT DB EEAT IR AU (8] O SE B e TAE58 2.1.2 T QA 41 T AR U
Trids, DR AT 3 H A 2R AN (7] i) R 2 1) el 75 VA R SR BT B, AR SO 1) U ol SE B T BUZ IRAB ok 2 1 AN TR 2
OAPRELARE FEE A8 EXCR AR AL FEE A8 T RELASE P2 P2 SR i BEABK, A RAARURS i B BRIV 2, T AL FEE R 8 XU A 4R
DN RAR, B /INRLEE AT LORS AL B B AR 1 BR8P 15 JE AR T T ) Bk S B T B 432K

] e
i Bk Try-catchl 5 ——
5 R AL
3 LEF et o
+ TH BB TERE
o | MpEH |
) LA 2
E; AR DashO
L Proguard
ARG IR TR
Allatori

BSOS F B oy 2
4.1 EREIEXR

R R PR S AT AR 0 i — AN EL A R 2, HCHE 7 T DR A8 5O 72 v ek ) SR A6 Th B AN 52 52 .
4.1.1 FHANTLEAEH A (non-operation call, NOP Call)

—ANE AT AT A R ) smali SCF AR A TCHR0E B8, 14025 SR8 log bR A% 00 P0 IX M iR BAE I8 47
WP IEA T SR 4G APK AIZAT, {52 SR8 ) bk 00 A 8 I (0 ek 00 A, TS SOBRTRRAE. — A S8 125 1R
5 log BREIF T U0 16 FizR. 7EE 16(a) H, MBI A5G 25 R EL callee, BRI S caller BAEUN callee PAELII
F. £ 16(b) o, Bt # A A (invoke-static) SZEH log bR ELIKIFE .

package android.os.mypack const-string p0,""

const-string p1,""

1

public class Myclass { 2 l
public static void callee() {} 3 i -
. . . . 13 3
public static void caller() { 4 . 1nel o . ’
allee(): 5 invoke-static {p0,p1}, 4
(:i” - ) ( Landroid/util/Log;->d(Ljava/lang/ 5
callee(); ; String; 6
}; g Ljava/lang/String;)I 7

5

(a) A= (b) 4 Nlog#f ¥

K16 AN TCERAEW R

4.1.2 JE#EHIETE (opaque predicate)

P b 8 (0 N 5 S 5 1) B K. T Sl W 3833 A0 o B G 7 A e 13— e i B RSl T
FENA B SCRREUA R CRAE T BRI 1 PRUE TN ) 2R ERE 8 SR BESH S 20 A AR DN, A3 B 1R A oA
TEVRIE SR, 1K GO R AE VTIN50 N 285 SR, (ELZE B 4 AT 98 U] 20 B0y A0 2 Mk DA o S B LML N T 7 (AR, 45
H—AME & 1R IE BEE ], W& 17 fs. B ARRDSEIL T 100 /NBEHLAG R1E I BUERAE, WA, Bk M4 RAUE
1/21° [FREA N false, 1H A2 EHAS 20 AT ToIE M € 12 AR AE 10 S0, AT TE28 if Hhad AR Eh1E ) .
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package com.example.mb 0
public class selfDefined { 1
public static void myfunc(){ 2
Random random=new Random(); 3
boolean result=false; 4

for (int i=0; i<100; i++){ 5
boolean randomBool=random.nextBoolean(); 6
result=result || randomBool; 7

! 8
if(result==false){ 9
calleel(); 10
callee2(); 11

12

\ 13

} 14

Bl 17 dEE IR ERG

4.13 Try-Catch FfilF

JEFEWIEE SN T random HHUX—HM ) R H0M T, B PTG B AEC 6 0 AR (¥ B0k 3036, Try-Catch BB
(I3 AR A b vl 73X — ) . Bk, Beahi #6F Try-Catch BR4E N B0 A s B0p, 3R P30 3 B2 A4 ok 50
G TRAE Try BEH . SRS, 75 B U B8 2R TS 0 A5 T S U )L X B e H O A T R IS AT I SRR (1
ArithmeticException). ZOTERVERNLER I : B 48, ‘e AE smali U T —/N R BOA B EA), i iE a3 ingr
1 HIR B3 FCGy IR, 2 bR 0 TR AU KGR A 2 30T, BRI S5 masl S 0 1 SR AR Th g, &l 18 4t 7 —
A Try-Catch BaBF R4 QRY, Moo 2 il ik B FHRAE W E T — NBATI 0 253 LA A -kl 204
FEIZAT I AR AR, AT AT A5 AR A el 4 A\ BR AR, DRAIE R0 B S RO T BEAS 2 5.

package com.example.mb 0
public class selfDefined {

1
public static void myfunc() { 2
try 3
int[] array=new int[1]; 4
int a=array[1]; 5
calleel(); 6
callee2(); 7
8
jcatch (Exception e){ 9
10
! 11
} 12
} 13

& 18 Try-Catch [R5

414 S5 EE

IR A T R BB A R A T R R O, R 0 S BT B R, Zhao S N PR HY T — b
iR L, SC T 2 MR O A E RS SOT G MR EOR A . EE R AR MR R

(a) BNk EOR A BSR4 1 s B0 A B A AN KB caller 5 callee, XA BB WA AG WA G &, 38
ek O FH R PR IR B (IS 0 caller B callee WA . BARKIME ST W& 19 (2) FivR, Bli#TE callee 10
A FLAG W35, Wi FLAG A True MEAT — k2 H, & FLAG A False W ANSENAJRAE callee BERIHAAT.

(b) EE AL B E kA RBGRH caller B callee, B85 w& B0 38 0 8] 68 2L imm, {£15 RO X REA
caller | imm, imm 3| callee. BARRFME T KWE 19 (b) Fiow, 3T imm B, EAESEREF N callee B %7 %
T2 UL B FLAG FRIRAF, WR FLAG A True BT callee BB, [ Z WBPAT imm R EH IR LG 0RD. 78
caller BBEP, MIBRST T 546 callee BREIRR, TR imm B3, 7% & FLAG N True.

(c) F N BRI, i N\ bR B I A8 i — AN I T S R AT callee, FH1E OB BIBREL caller HP 1% 5 BOR 3E INER
R 0 [R] B CRAIE R L D B AN 3z sz BAR BE 20s Al 19(c) B, @it i — N TR e bR 2 U R 2K callee
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(B A% bR BN 52 BOINTE ThRE), B f5 8 I 78 32 BRI 2T caller PS5 NN callee W75 BRI R] 52 1% caller 3 callee 1]
.

lassNamel returnTypel ()
st { | clsef
ur

0 retunTypel tarMethod(paral, para2){ 0
1 varl = paral; var2 = para2 1

terList2, True); 2 returm-vRek VNLitL = vRtl: i i2; 2 { method body ol'larMelh(;d")
.. taw caller method body .. } 3 return VNT; } 8 return i3; } 3 return var3; }
callertf B4 imm R HUE L callee R $ 1% FMMBR I calleerf £

packageName2.className2 returnType2
callee(parameterList2, FLAG){ 1
if (FLAG e)
‘vm\mv defaultValueofReturnType2; 3 vimp - imm(paral3, paral2, True): e
Jelse{ 4 1 5 1 2
.. raw callee method body .. }} VI VIR ... raw caller method body ... } 4 V_rt=vard; . }

otarniT: r(paraList 0 returnType2 oneOfCaller(paral){ ... 0
returnType2 caller(paral){ . 0 e er(paralist){ | R paral){
T rrt—tarMethodirl 2y

i = newMethod i(1, 1):

2=v2;
body of tarMethod }
)

callee R HE caller iR & 24 callertfi &L caller R & 24

(a) B n R ZOH A (OERETE (OFPNE: (d) I3 R £

K19 @itz sor sl

(d) M e 25 st A B BOR A caller 21| callee, MR BT LUMER %38 F . BAR BB 807 X 19 (d) B,
Yeii# I caller BB B B A5 BREL callee WA B ], H¥4 callee BN TR BRI R caller R,

4.1.5  EEXHE LB

fE Android % 2T & 7, Android 7 ¥ 30 (AndroidManifest.xml) J& —~ 5 2 A C & S, BT A
EFREAGEE. MR HAFIRLE. 1% Android 5 5 SCAF A8 oo 3 B0 HE A FR (938G InoFn 28 44 75 WE 38 m, BA
T P I BARE X

BUPR R B : 3 SR T N AR B A BORCRR, 46 s i) LR . SN UIRES . U7 MIAELEE. (X SEA R
JE T MR Be S AT IR AE.

HAFFE W IE RO E T N AR S A, BRI (activity). RS (service). [T RIS
(BroadcastReceiver) Fl P Rt FE/F (ContentProvider). iX 25 2H #J& #4) i Android % H F2 7 BIAZ 0o 4, 158 5304
FRE T EATNAZTRR. SRR R 1.

FERE IR AL 75 WIIN, A 53898 Android JF R FUZE AndroidManifest.xml SCHF A I AH L RIS BR A £
.

4.2 MHREEN

HERLFE A8 27 QA A 6 8 B AR RS ) A B3 S DEX SCAF AT A& 8. %7 R R S T il B 2 5
FINEAMEIRUSARAE, 5 350K AR IS BUHL ) Toi2k vH e i 1 (7] 852 R
42.1 B

PP RS U0 AT DL SR RERR . CURR AR #) FP AR B TRD B, JRR A T N B A R, DA
5 B B AR R I AW, 54 2% 2] SRR B R BN 208 R 1. BRF B R AE AP IR (1) RIBER
HG (2) RSB

TEAIS BORELM B, Bt il SR A R P i — A R DR, DU G SRR 20 B 3R, 1S
B TR LT R, AT, Tk ARSI B AR RN E I rp (BPEAS R R o) SRS JE
A R T REXT B )05 B, SRR X R DIRR N T el srmd) v RUE Yl . B R R, BimY e
AR R — 2H 5 R E DR AR DR TE A, J5 MU0 TR & N 1 S S HU & R A 5 ).

TESRIL IR N & 2 Ja RIATHATARBE BN B # AETE . (RIRHE SRS B A ) e — MEA R, 1%
N BRI R T AR TE ERR T A 2 LK, B U AUR T R AP S 0L, LA G 51 AT AT 8 4R A M T T )
] . B R R SR BT RS B AT N, A ARG B N R AR P AR A A L AR AR AN TS EFET.
422 ARIETH

ARADIRIE BAR MOV — i B R 38 IR ARG (1 52 2 M RUBTR P, AT 38 SR AR AL 0 2 A L BRI 17 T2 X
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x DA S AR SR =R 5925, (R, Yang %5 N C7R BRZ s AR R TR I A0 ST 7 1 i 08 16 BT 2 A DU A 28 Fr
. PR, ARG VR & — PR G B A SR BURE AR PR3 SL BT B, 5 L (1 ARRGVRIE T2 DashO (https:/www.
91 Allatori (https://allatori.com/) A1 Progud (https://www.
guardsquare.com/proguard) %, & WA IRIEF A BFEHE Ay L AR IR 07BN 55, T i 3RATT 8 ZE Ak v] LU
TR PURE A A TR IEROR.

() FRRFFEA L. PR EA LS ARET . 25 MBI R SO, DR &
PRI P . AR R AT H i 44 38 1T DAE e B i 4% — LB N T o ) S FH A 3 2EL A SR S BRI B SO AT 2 0K

(2) FRFE T, 178 & nr Lonss N HFE T 8 H const-string 154 X IIFFFE, N T RIEIX L FF B 7
FRRD I TE A A, WA T AR R I — AN AN T, T RIS AT I ARAR 75 BN X S A R AT R

(3) 4. 5] Java Reflection API SRSUA8 B FFE T o (11 F OC &R, B JE AR 148 4 4 Java.lang.Reflect
ZE A A, AT ¢ RTE IS R IR

(4) s, e SRR T RN s 28 DU A SR AT N2, 025 (R SR AE B AT I S B e s
43 B %

MR A& L BB EAN [, A LB SR8 5 v 1T RA A DR FE P30 5 4l B $ 30 . i 2e 3l 7 0 5 e 2t 1
FREE — B MR R, BIUFE I 0-1 REAERT, AR A 75 B0 o 50 F 45 A AT RS am Ak (A& ok, BRI B0 A3 P 4R B A& el
FhE N TG ERAE R A 1) 7V B RPRDRL BEAE 7 v BN 2. SR E MU 2 T graph RFAE A B A AR L )
L B 75 19 v R 4 R A B0 A A DR e RS A A b A 50 Bk 50 L DG 3R, DT BT BE 7 1) B AR

AR BEAE 2 2URT DL A7 B0 34N B HOIAT 413U I8 24 Nop 8\ B4 ek 7 2187 5 SR R 5 15 SO pR 4
A RR. JEZE W Try-Catch FARFR) 77 20 EARRERS 1 NAT B BR 2, H2 KRR ) A 1 ek 250 A P b s i A
TS5 B 7725858 FLAG br S A0 SEIL T B R 38 M o5, THT 1) 3 50 SO AR AT A8 S5O o 17 B0, AT BB 19) xml
SCA AR i 5 B RCRR 7 B B AR R .

FERLBE BB 07 BN B %, W] DA SIS I SRS 4, B2 5 5 NBIZBSRHE, S BT o 26 R
[, o, 2P RS AR SEEL 1o R A A A ) D Re R A B B ARRY A, AR VRS R LR AT B IR,
RETE— BRI R3S B IR R, (E R M LURS W T S H 30,

B 1 e s B e s B TR B LR LBk DL AR YRS SNk 4 B,

4 IR (R Bt ST B A

preemptive.com/products/dasho/overview). Obfuscapk!

B T ST B TERE o e REEX
NopfiA AT SR SAER. (i Eg@ﬁ?ﬁﬁﬂ‘i [108]
EmE L e R Pl B BANGRE  [58,112]
N 1 38 47 B 5 %, 3% ) Try- . oy N
Try-CatchF B 2;1;%@4{%%?% YU Gl bR SGERUNRECGER [61]
LR Tt E;’Séﬁ;&ﬂ;ﬁ%’“ﬁmﬁ ST B M R B [54]
- FRFBE SRR, e o S A LN
BFBH e N A AN L L 2 S e [57.112,122]
RS- BRI, HIEER A FREF . A LI Wi, nan
o1 R AR B R %, 2Bl T RSB EE AR [50,57]

5 MEkESRKED

IEFTE R QR F AR, BT PR A B B R BT Android BRI R (K 2L 6, O )5
B2 (R P R A DN S TR P A A R (I B G O B8t SRR PR AR, AT AR BUORAE Android X kA X i


https://www.preemptive.com/products/dasho/overview
https://www.preemptive.com/products/dasho/overview
https://allatori.com/
https://www.guardsquare.com/proguard
https://www.guardsquare.com/proguard

22 BRAP AR Hrr e B o G w Sl

W EHUAS TR E R, (BIUA AT RE LSRRI R BRI, AN HAGE b T PR W TR BE, ME LAFE SE PR
AR BUHE N A IR ) BEHEAT AL, IR X ARRIIBT T T7 [ AT fe 2.
51 IBARRELRIEE
5.1 BFXEE A U ARG KPR A R

B ) Android &R BGE R MIPFAE IR R IFAGE—. AR Android & SUBIF I SVEAEAE £ A A O
it EHEAT I, X LSHHE AT RESK H 2 44 Android #4i4E, 41 DREBIN. FalDroid %%, t A A] g2 i # H M
Virustotal. Google N F 13755 3 441 &5 _LICHCTIR, B I B — ANBUB I B 0 AN R FURE A B i BoR it
TG IIVTAlT . BEAMO FURE A LT SR I AR A AN U [R], x5 B i) P P ) S8 o A A A o 5 o £ B
JHER, B PN ) B 508 P 205 RS APK BT FH £ o 250 R A0 b AR 0 AT 58 T X A BR AR A 10 5 o U
R i K8 IR (KU BRAS B AT M. DAL, A — M A 52— VP Al 4 & LU AE A [F) Android % & 8P Mt (K47
k.
512 fEEREMEHR

FES T B Android R BRI R eI, ety 4% A e ) A ity 5 A R B Sl e ) H AR AR R AT A
W RE R HUREA. i T B S H AR S AR R [ f) 22 57, 3 S50 PO B0y Fl D R PRI, )
TR /N AR B H bR 2 ) 22 R B A, JE A AR TR EOR R S B AR RIS, XA S & APK XL
PR R EAT A5 EARSRAE, Bl MR, FIR, e IR AR A 2 WP P A B A% B SR e, R B
EARAETLI) APK SCAF2E 5 SR 2 G A b, DRI i 75 BF kD Bt ) H R A 2 A i R Mo 7 ik AER
oK, G5 f R G BB oh BOR 5 X HURE A Gty BT et — A S BRI 7T 07 ), AR B HRT D s 00 B3 HX 2 i
R S 4, A B R B BB, A Rl D B iR 5 B S Android 35 & FOPHRL IS 2R A8 Y A RS AR 5
A,
513 AUF AR T

JE A B SE AT X e B R R IR B) 252 TR 2 AR F5 AR D sh #AE 77 =X, Bl n AR 3% AR ¥
Try-Catch BBl S5 AL 4E. (HR S0 BRI RIS 3R AE 7 s IR A B, SR KR A B DBl WSS 1) ) 2
[R] AT SRS — AN BT AR D) 1 . LRI, Rt S A5 (ARG 3 #4177 X, BEAN R M bR B50P) SR A DR, SCREPRAIE D
SRR 97 2 A B . AR VR IE R XS Android & SIS FUREA TG 5L — E HIME 5830, BRI, R
B TR VR 5 0 FURE AR i 702 ) 488 R B A o 9 o 10 A8 2 1) ) it =B A AR i X
5.2 MFARARISTEER AN N AIR
5.2.1  Android B AFRHUREA A A A5 A

XEF R PUREAS (B, BB B (R 2 AR SRR 4 HH 8 — AR RE, 2% Pl B B M AR P 465 0. MK J= ok i, A
()T SRR o 0 R B v A MR R S B T 8, £ Android B & HCPHR I U8, K h A il
BRI, AR — MU R £, DRI B R SRR S D X Android S8 R HUREAS A
PBh 73 M, A BT 0F T R TURE A AL (K B . MR R R B, |1 T Android 4513 HH AR 5 Dy ] B SI2 S,
BIF 0 T LA BhR AR AL ) T R PRI S0 5 X LR AT 78, 0 M AN R AR B T AN A] Android 4§41k ANFRIZ R
Android B AF7 TR BIHLEL, X T Android % BAFAS DN A AT AR L ST AR B AL AT 55— [ .
522 XHEFEMERE AR I B R K

TR ) Android S8 S B AF R HURE A BOAR N B B 1 R R IR R BT RO KR AR . A SO AR
fiEs B, RGHX 3 N7 R IRX — A .

FERFAETT I, 0T B F 190 825 6] R AR T iR AR AR 75 280 J2 % Android Y55 AOME B, PRI B it 73 JEH
RIS, BR 1 70 SN L, 38 225 FEARFAEAE i B2 8] P A L OO 2P B4, 0-1 TR BEARRAE . PR O Y BRFAE .
TRAFIEIR =38 v, PP d e S UL AR 2 1) 80 ) sl ) O e 59, R P d X A Tl ek, S HL sl T BLRRZh



BT F: X FBRRAS B AL EH AR L 23

B4y as ah R SR AE T LAY 2 T P AR DR B TR 4 P DRI, 7 S A e e ST S Bl
o 1 BRI S bR P BT AT 7 2 — . DU FR R AE AR R (S B T o AR R 3 47 5 74 e DL L, SR AR AR 0o T
PR S A 4 AR 0 A 5 A 8 T % () R 0 P T S I % AR B, R LML 7 A S0 B £ £ B K 9 75 AR R T
Android 3 7 5 1 65 F R BB OBF 92 07 1) 2 —. ZEREAY )T TR, X470 2 U RN e B B A R R AR
TH AR, B, TR BIRT TR A B0 S, AT LA R IR R BN ZRRE R, B s, 75 RSt T, BUA
Android & B RGEAEAE R BE 20, T CE S0 1 ORIE St AR 2 75 B0t Al — S AT R R B B8O B A%
7 AR AT AT, (R, 2 SRS TR 5 A4 M KR A A A TR SR 2 T 5 ) 5 AT LA SR AR R AR P e
6 &5 B

I 25 R FE 2% 51 7E Android S 2R I AT A 87 FH RRSRBR32 , 15 Hh 2 A B VAR 5 O X U RE AR B e R e 7
TN BRI 5 55 AR SO LA B S SR A7 1 1 1R, DA 94 58 45 T 5 4K AN Android XFHUREARBCETHIA, MXT T
REAR R BREVE S T HURE AP B SC BT B £ P RIS B R AT 2026, JFUHIR T AR 5 iR i . s 8
Z5YHT T Android Yo HURE A AT T 165 F 3k A % A K I B9 9 5 T

References:

[1] Fan M, Liu T, Liu J, Luo XP, Yu L, Guan XH. Android malware detection: A survey. Scientia Sinica Informationis, 2020, 50(8):
1148-1177 (in Chinese with English abstract). [doi: 10.1360/SSI-2019-0149]

[2] Ye YF, Hou SF, Chen LW, Lei JW, Wan WQ, Wang JB, Xiong Q, Shao FD. AiDroid: When heterogeneous information network
marries deep neural network for real-time Android malware detection. arXiv:1811.01027, 2019.

[3] Tatyana S. The mobile malware threat landscape in 2022. 2023. https://securelist.com/mobile-threat-report-2022/108844

[4] Zheng M, Sun MS, Lui JCS. Droid analytics: A signature based analytic system to collect, extract, analyze and associate Android
malware. In: Proc. of the 12th IEEE Int’l Conf. on Trust, Security and Privacy in Computing and Communications. Melbourne: IEEE,
2013. 163-171. [doi: 10.1109/TrustCom.2013.25]

[5] Zhou YY, Wang Z, Zhou W, Jiang XX. Hey, you, get off of my market: Detecting malicious Apps in official and alternative Android
markets. In: Proc. of the 2012 NDSS Symp. San Diego, 2012.

[6] Seo SH, Gupta A, Sallam AM, Bertino E, Yim K. Detecting mobile malware threats to homeland security through static analysis.
Journal of Network and Computer Applications, 2014, 38: 43-53. [doi: 10.1016/j.jnca.2013.05.008]

[7] Feng Y, Bastani O, Martins R, Dillig I, Anand S. Automated synthesis of semantic malware signatures using maximum satisfiability.
arXiv:1608.06254, 2017.

[8] FengY, Anand S, Dillig I, Aiken A. Apposcopy: Semantics-based detection of Android malware through static analysis. In: Proc. of the
22nd ACM SIGSOFT Int’l Symp. on Foundations of Software Engineering. Hong Kong: ACM, 2014. 576-587. [doi: 10.1145/2635868.
2635869]

[9] Arp D, Spreitzenbarth M, Hiibner M, Gascon H, Rieck K. DREBIN: Effective and explainable detection of Android malware in your
pocket. In: Proc. of the 2014 NDSS Symp. San Diego, 2014. [doi: 10.14722/ndss.2014.23247]

[10]  Octeau D, McDaniel P, Jha S, Bartel A, Bodden E, Klein J, Le Traon Y. Effective inter-component communication mapping in Android
with Epicc: An essential step towards holistic security analysis. In: Proc. of the 22nd USENIX Security Symp. Washington: USENIX
Association, 2013. 543-558.

[11]  Enck W, Ongtang M, McDaniel P. On lightweight mobile phone application certification. In: Proc. of the 16th ACM Conf. on Computer
and Communications Security. Chicago: ACM, 2009. 235-245. [doi: 10.1145/1653662.1653691]

[12] LiJ, Sun LC, Yan QB, Li ZQ, Srisa-An W, Ye H. Significant permission identification for machine-learning-based Android malware
detection. IEEE Trans. on Industrial Informatics, 2018, 14(7): 3216-3225. [doi: 10.1109/TI1.2017.2789219]

[13] Bai YD, Xing ZC, Li XH, Feng ZY, Ma DY. Unsuccessful story about few shot malware family classification and siamese network to
the rescue. In: Proc. of the 42nd ACM/IEEE Int’l Conf. on Software Engineering. Seoul: ACM, 2020. 1560-1571. [doi: 10.1145/
3377811.3380354]

[14]  Yuan W, Jiang Y, Li H, Cai MH. A lightweight on-device detection method for Android malware. IEEE Trans. on Systems, Man, and
Cybernetics: Systems, 2021, 51(9): 5600-5611. [doi: 10.1109/TSMC.2019.2958382]

[15] Fereidooni H, Conti M, Yao DF, Sperduti A. ANASTASIA: Android malware detection using static analysis of applications. In: Proc. of


https://doi.org/10.1360/SSI-2019-0149
https://doi.org/10.1360/SSI-2019-0149
https://doi.org/10.1360/SSI-2019-0149
https://doi.org/10.1360/SSI-2019-0149
https://doi.org/10.1360/SSI-2019-0149
https://securelist.com/mobile-threat-report-2022/108844
https://securelist.com/mobile-threat-report-2022/108844
https://securelist.com/mobile-threat-report-2022/108844
https://securelist.com/mobile-threat-report-2022/108844
https://securelist.com/mobile-threat-report-2022/108844
https://securelist.com/mobile-threat-report-2022/108844
https://securelist.com/mobile-threat-report-2022/108844
https://doi.org/10.1109/TrustCom.2013.25
https://doi.org/10.1016/j.jnca.2013.05.008
https://doi.org/10.1145/2635868.2635869
https://doi.org/10.1145/2635868.2635869
https://doi.org/10.14722/ndss.2014.23247
https://doi.org/10.1145/1653662.1653691
https://doi.org/10.1109/TII.2017.2789219
https://doi.org/10.1145/3377811.3380354
https://doi.org/10.1145/3377811.3380354
https://doi.org/10.1109/TSMC.2019.2958382

24

[16]

[17]

(18]

[19]

[20]

(21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]
[30]

[31]
[32]

[33]

[34]

[35]

[36]

R R Sy

the 8th IFIP Int’l Conf. on New Technologies, Mobility and Security (NTMS). Larnaca: IEEE, 2016. 1-5. [doi: 10.1109/NTMS.2016.
7792435]

Xu K, Li YJ, Deng RH, Chen K. DeepRefiner: Multi-layer Android malware detection system applying deep neural networks. In: Proc.
of the 2018 IEEE European Symp. on Security and Privacy (EuroS&P). London: IEEE, 2018. 473-487. [doi: 10.1109/EuroSP.2018.
00040]

Fan M, Liu J, Luo XP, Chen K, Tian ZZ, Zheng QH, Liu T. Android malware familial classification and representative sample selection
via frequent subgraph analysis. IEEE Trans. on Information Forensics and Security, 2018, 13(8): 1890-1905. [doi: 10.1109/TIFS.2018.
2806891]

Gao TC, Peng W, Sisodia D, Saha TK, Li F, Al Hasan M. Android malware detection via graphlet sampling. IEEE Trans. on Mobile
Computing, 2019, 18(12): 2754-2767. [doi: 10.1109/TMC.2018.2880731]

Zhang M, Duan Y, Yin H, Zhao ZR. Semantics-aware Android malware classification using weighted contextual API dependency
graphs. In: Proc. of the 2014 ACM SIGSAC Conf. on Computer and Communications Security. Scottsdale: ACM, 2014. 1105-1116.
[doi: 10.1145/2660267.2660359]

Onwuzurike L, Mariconti E, Andriotis P, De Cristofaro E, Ross G, Stringhini G. Mamadroid: Detecting Android malware by building
Markov chains of behavioral models (extended version). ACM Trans. on Privacy and Security (TOPS), 2019, 22(2): 14. [doi: 10.1145/
3313391]

Wiichner T, Cistak A, Ochoa M, Pretschner A. Leveraging compression-based graph mining for behavior-based malware detection.
IEEE Trans. on Dependable and Secure Computing, 2019, 16(1): 99-112. [doi: 10.1109/TDSC.2017.2675881]

Hou SF, Ye YF, Song YQ, Abdulhayoglu M. HinDroid: An intelligent Android malware detection system based on structured
heterogeneous information network. In: Proc. of the 23rd ACM SIGKDD Int’l Conf. on Knowledge Discovery and Data Mining.
Halifax: ACM, 2017. 1507-1515. [doi: 10.1145/3097983.3098026]

Gong JC, Niu WN, Li S, Zhang MX, Zhang XS. Sensitive behavioral chain-focused Android malware detection fused with AST
semantics. IEEE Trans. on Information Forensics and Security, 2024, 19: 9216-9229. [doi: 10.1109/TIFS.2024.3468891]

Zhang XH, Zhang Y, Zhong M, Ding DZ, Cao YZ, Zhang YK, Zhang M, Yang M. Enhancing state-of-the-art classifiers with API
semantics to detect evolved Android malware. In: Proc. of the 2020 ACM SIGSAC Conf. on Computer and Communications Security.
Virtual Event: ACM, 2020. 757-770. [doi: 10.1145/3372297.3417291]

Fan M, Liu J, Wang W, Li HF, Tian ZZ, Liu T. DAPASA: Detecting Android piggybacked apps through sensitive subgraph analysis.
IEEE Trans. on Information Forensics and Security, 2017, 12(8): 1772—1785. [doi: 10.1109/TIFS.2017.2687880]

WuYM, Qi M, Zou DQ, Jin H. Obfuscation-resilient Android malware detection based on graph convolutional networks. Ruan Jian Xue
Bao/Journal of Software, 2023, 34(6): 2526-2542 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/6848.htm [doi:
10.13328/j.cnki.jos.006848]

Zhang XT, Wang JS, Sun M. GCN-based Android malware detection model. Software Guide, 2020, 19(7): 187-193 (in Chinese with
English abstract). [doi: 10.11907/rjdk.192427]

Yue ZW, Fang Y, Zhang L. Android malware detection based on graph attention networks. Journal of Sichuan University (Natural
Science Edition), 2022, 59(5): 053002 (in Chinese with English abstract). [doi: 10.19907/j.0490-6756.2022.053002]

Cortes C, Vapnik V. Support-vector networks. Machine Learning, 1995, 20(3): 273-297. [doi: 10.1023/A:1022627411411]

LeCun Y, Bottou L, Bengio Y, Haffner P. Gradient-based learning applied to document recognition. Proc. of the IEEE, 1998, 86(11):
2278-2324. [doi: 10.1109/5.726791]

Goodfellow 1J, Shlens J, Szegedy C. Explaining and harnessing adversarial examples. arXiv:1412.6572, 2015.

Moosavi-Dezfooli SM, Fawzi A, Frossard P. DeepFool: A simple and accurate method to fool deep neural networks. In: Proc. of the
2016 IEEE Conf. on Computer Vision and Pattern Recognition. Las Vegas: IEEE, 2016. 2574-2582. [doi: 10.1109/CVPR.2016.282]
Wang JK. Adversarial examples in physical world. In: Proc. of the 30th Int’l Joint Conf. on Artificial Intelligence. Montreal, 2021.
4925-4926. [doi: 10.24963/ijcai.2021/694]

Zhang CN, Benz P, Lin CG, Karjauv A, Wu J, Kweon IS. A survey on universal adversarial attack. In: Proc. of the 30th Int’l Joint Conf.
on Artificial Intelligence. Montreal, 2021. 4687-4694. [doi: 10.24963/ijcai.2021/635]

Chen PY, Zhang H, Sharma Y, Yi JF, Hsieh CJ. ZOO: Zeroth order optimization based black-box attacks to deep neural networks
without training substitute models. In: Proc. of the 10th ACM Workshop on Artificial Intelligence and Security. Dallas: ACM, 2017.
15-26. [doi: 10.1145/3128572.3140448]

Moosavi-Dezfooli SM, Fawzi A, Fawzi O, Frossard P. Universal adversarial perturbations. In: Proc. of the 2017 IEEE Conf. on
Computer Vision and Pattern Recognition. Honolulu: IEEE, 2017. 86-94. [doi: 10.1109/CVPR.2017.17]


https://doi.org/10.1109/NTMS.2016.7792435
https://doi.org/10.1109/NTMS.2016.7792435
https://doi.org/10.1109/EuroSP.2018.00040
https://doi.org/10.1109/EuroSP.2018.00040
https://doi.org/10.1109/TIFS.2018.2806891
https://doi.org/10.1109/TIFS.2018.2806891
https://doi.org/10.1109/TMC.2018.2880731
https://doi.org/10.1145/2660267.2660359
https://doi.org/10.1145/3313391
https://doi.org/10.1145/3313391
https://doi.org/10.1109/TDSC.2017.2675881
https://doi.org/10.1145/3097983.3098026
https://doi.org/10.1109/TIFS.2024.3468891
https://doi.org/10.1145/3372297.3417291
https://doi.org/10.1109/TIFS.2017.2687880
http://www.jos.org.cn/1000-9825/6848.htm
http://www.jos.org.cn/1000-9825/6848.htm
http://www.jos.org.cn/1000-9825/6848.htm
https://doi.org/10.13328/j.cnki.jos.006848
https://doi.org/10.11907/rjdk.192427
https://doi.org/10.19907/j.0490-6756.2022.053002
https://doi.org/10.19907/j.0490-6756.2022.053002
https://doi.org/10.19907/j.0490-6756.2022.053002
https://doi.org/10.1023/A:1022627411411
https://doi.org/10.1109/5.726791
https://doi.org/10.1109/CVPR.2016.282
https://doi.org/10.24963/ijcai.2021/694
https://doi.org/10.24963/ijcai.2021/635
https://doi.org/10.1145/3128572.3140448
https://doi.org/10.1109/CVPR.2017.17

Jx

B F 2 P B BRI AR E R AL AL 25

[37] Carlini N, Wagner D. Towards evaluating the robustness of neural networks. In: Proc. of the 2017 IEEE Symp. on Security and Privacy
(SP). San Jose: IEEE, 2017. 39-57. [doi: 10.1109/SP.2017.49]

[38] Madry A, Makelov A, Schmidt L, Tsipras D, Vladu A. Towards deep learning models resistant to adversarial attacks. arXiv:1706.06083,
2019.

[39] SuJW, Vargas DV, Sakurai K. One pixel attack for fooling deep neural networks. IEEE Trans. on Evolutionary Computation, 2019,
23(5): 828-841. [doi: 10.1109/TEVC.2019.2890858]

[40] Szegedy C, Zaremba W, Sutskever I, Bruna J, Erhan D, Goodfellow I, Fergus R. Intriguing properties of neural networks. arXiv:1312.
6199, 2014.

[41] Chow KH, Liu L, Loper M, Bae J, Gursoy ME, Truex S, Wei WQ, Wu YZ. Adversarial objectness gradient attacks in real-time object
detection systems. In: Proc. of the 2nd IEEE Int’l Conf. on Trust, Privacy and Security in Intelligent Systems and Applications (TPS-
ISA). Atlanta: IEEE, 2020. 263-272. [doi: 10.1109/TPS-ISA50397.2020.00042]

[42] Zhang HT, Zhou WG, Li HQ. Contextual adversarial attacks for object detection. In: Proc. of the 2020 IEEE Int’l Conf. on Multimedia
and Expo (ICME). London: IEEE, 2020. 1-6. [doi: 10.1109/ICME46284.2020.9102805]

[43] Wang DR, Li CR, Wen S, Han QL, Nepal S, Zhang XY, Xiang Y. Daedalus: Breaking nonmaximum suppression in object detection via
adversarial examples. IEEE Trans. on Cybernetics, 2022, 52(8): 7427-7440. [doi: 10.1109/TCYB.2020.3041481]

[44] LiuX, Yang HR, Liu ZW, Song LH, Li H, Chen YR. DPatch: An adversarial patch attack on object detectors. arXiv:180602299, 2019.

[45] Hu YCT, Chen JC, Kung BH, Hua KL, Tan DS. Naturalistic physical adversarial patch for object detectors. In: Proc. of the 2021
IEEE/CVF Int’l Conf. on Computer Vision. Montreal: IEEE, 2021. 7828-7837. [doi: 10.1109/ICCV48922.2021.00775]

[46] Lee M, Kolter Z. On physical adversarial patches for object detection. arXiv:1906.11897, 2019.

[47] LiYZ, Tian D, Chang MC, Bian X, Lyu SW. Robust adversarial perturbation on deep proposal-based models. arXiv:1809.05962, 2019.

[48] Xie CH, Wang JY, Zhang ZS, Zhou YY, Xie LX, Yuille A. Adversarial examples for semantic segmentation and object detection. In:
Proc. of the 2017 IEEE Int’l Conf. on Computer Vision. Venice: IEEE, 2017. 1378-1387. [doi: 10.1109/ICCV.2017.153]

[49] Duan RJ, Mao XF, Qin AK, Chen YF, Ye SK, He Y, Yang Y. Adversarial laser beam: Effective physical-world attack to DNNs in a
blink. In: Proc. of the 2021 IEEE/CVF Conf. on Computer Vision and Pattern Recognition. Nashville: IEEE, 2021. 16057-16066. [doi:
10.1109/CVPR46437.2021.01580]

[50] LiDQ, Li QM. Adversarial deep ensemble: Evasion attacks and defenses for malware detection. IEEE Trans. on Information Forensics
and Security, 2020, 15: 3886-3900. [doi: 10.1109/TIFS.2020.3003571]

[51] Shahpasand M, Hamey L, Vatsalan D, Xue MH. Adversarial attacks on mobile malware detection. In: Proc. of the 1st IEEE Int’l
Workshop on Artificial Intelligence for Mobile (Al4Mobile). Hangzhou: IEEE, 2019. 17-20. [doi: 10.1109/AI4Mobile.2019.8672711]

[52] Demontis A, Melis M, Biggio B, Maiorca D, Arp D, Rieck K, Corona I, Giacinto G, Roli F. Yes, machine learning can be more secure!
A case study on Android malware detection. IEEE Trans. on Dependable and Secure Computing, 2019, 16(4): 711-724. [doi: 10.1109/
TDSC.2017.2700270]

[53] Hou RT, Xiang XY, Zhang QX, Liu JB, Huang T. Universal adversarial perturbations of malware. In: Proc. of the 12th Int’l Symp. on
Cyberspace Safety and Security. Haikou: Springer, 2020. 9—19. [doi: 10.1007/978-3-030-73671-2_2]

[54] Zhao KF, Zhou H, Zhu YL, Zhan X, Zhou K, Li JF, Yu L, Yuan W, Luo XP. Structural attack against graph based Android malware
detection. In: Proc. of the 2021 ACM SIGSAC Conf. on Computer and Communications Security. Virtual Event: ACM, 2021.
3218-3235. [doi: 10.1145/3460120.3485387]

[55] Darwaish A, Nait-Abdesselam F, Titouna C, Sattar S. Robustness of image-based Android malware detection under adversarial attacks.
In: Proc. of the 2021 IEEE Int’l Conf. on Communications. Montreal: IEEE, 2021. 1-6. [doi: 10.1109/ICC42927.2021.9500425]

[56] Rathore H, Sahay SK, Nikam P, Sewak M. Robust Android malware detection system against adversarial attacks using Q-learning.
Information Systems Frontiers, 2021, 23(4): 867-882. [doi: 10.1007/s10796-020-10083-8]

[57] Yang W, Kong DG, Xie T, Gunter CA. Malware detection in adversarial settings: Exploiting feature evolutions and confusions in
Android apps. In: Proc. of the 33rd Annual Computer Security Applications Conf. Orlando: ACM, 2017. 288-302. [doi: 10.1145/
3134600.3134642]

[58] Pierazzi F, Pendlebury F, Cortellazzi J, Cavallaro L. Intriguing properties of adversarial ML attacks in the problem space. In: Proc. of
the 2020 IEEE Symp. on Security and Privacy (SP). San Francisco: IEEE, 2020. 1332—1349. [doi: 10.1109/SP40000.2020.00073]

[59] Hu WW, Tan Y. Generating adversarial malware examples for black-box attacks based on GAN. In: Proc. of the 7th Int’l Conf. on Data
Mining and Big Data. Beijing: Springer, 2022. 409—423. [doi: 10.1007/978-981-19-8991-9_29]

[60] Gu SY, Cheng SY, Zhang WM. From image to code: Executable adversarial examples of Android applications. In: Proc. of the 6th Int’]
Conf. on Computing and Artificial Intelligence. Tianjin: ACM, 2020. 261-268. [doi: 10.1145/3404555.3404574]


https://doi.org/10.1109/SP.2017.49
https://doi.org/10.1109/TEVC.2019.2890858
https://doi.org/10.1109/TPS-ISA50397.2020.00042
https://doi.org/10.1109/TPS-ISA50397.2020.00042
https://doi.org/10.1109/TPS-ISA50397.2020.00042
https://doi.org/10.1109/ICME46284.2020.9102805
https://doi.org/10.1109/TCYB.2020.3041481
https://doi.org/10.1109/ICCV48922.2021.00775
https://doi.org/10.1109/ICCV.2017.153
https://doi.org/10.1109/CVPR46437.2021.01580
https://doi.org/10.1109/TIFS.2020.3003571
https://doi.org/10.1109/AI4Mobile.2019.8672711
https://doi.org/10.1109/TDSC.2017.2700270
https://doi.org/10.1109/TDSC.2017.2700270
https://doi.org/10.1007/978-3-030-73671-2_2
https://doi.org/10.1007/978-3-030-73671-2_2
https://doi.org/10.1007/978-3-030-73671-2_2
https://doi.org/10.1007/978-3-030-73671-2_2
https://doi.org/10.1007/978-3-030-73671-2_2
https://doi.org/10.1007/978-3-030-73671-2_2
https://doi.org/10.1007/978-3-030-73671-2_2
https://doi.org/10.1007/978-3-030-73671-2_2
https://doi.org/10.1007/978-3-030-73671-2_2
https://doi.org/10.1145/3460120.3485387
https://doi.org/10.1109/ICC42927.2021.9500425
https://doi.org/10.1007/s10796-020-10083-8
https://doi.org/10.1007/s10796-020-10083-8
https://doi.org/10.1007/s10796-020-10083-8
https://doi.org/10.1007/s10796-020-10083-8
https://doi.org/10.1007/s10796-020-10083-8
https://doi.org/10.1007/s10796-020-10083-8
https://doi.org/10.1007/s10796-020-10083-8
https://doi.org/10.1145/3134600.3134642
https://doi.org/10.1145/3134600.3134642
https://doi.org/10.1109/SP40000.2020.00073
https://doi.org/10.1007/978-981-19-8991-9_29
https://doi.org/10.1007/978-981-19-8991-9_29
https://doi.org/10.1007/978-981-19-8991-9_29
https://doi.org/10.1007/978-981-19-8991-9_29
https://doi.org/10.1007/978-981-19-8991-9_29
https://doi.org/10.1007/978-981-19-8991-9_29
https://doi.org/10.1007/978-981-19-8991-9_29
https://doi.org/10.1007/978-981-19-8991-9_29
https://doi.org/10.1007/978-981-19-8991-9_29
https://doi.org/10.1145/3404555.3404574

26

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

(71]

[72]

(73]

[74]

[75]

[76]

[77]

[78]

[79]

(80]

(81]

R R Sy

Li H, Cheng Z, Wu B, Yuan LH, Gao CY, Yuan W, Luo XP. Black-box adversarial example attack towards FCG based Android
malware detection under incomplete feature information. In: Proc. of the 32nd USENIX Security Symp. Anaheim: USENIX
Association, 2023. 1181-1198.

Liu XL, Du XJ, Zhang XS, Zhu QX, Wang H, Guizani M. Adversarial samples on Android malware detection systems for IoT systems.
Sensors, 2019, 19(4): 974. [doi: 10.3390/s19040974]

Grosse K, Papernot N, Manoharan P, Backes M, McDaniel P. Adversarial examples for malware detection. In: Proc. of the 22nd
European Symp. on Research in Computer Security. Oslo: Springer, 2017. 62—79. [doi: 10.1007/978-3-319-66399-9 4]

He P, Xia YF, Zhang XH, Ji SL. Efficient query-based attack against ML-based Android malware detection under zero knowledge
setting. In: Proc. of the 2023 ACM Conf. on Computer and Communications Security. Copenhagen: ACM, 2023. 90-104. [doi: 10.1145/
3576915.3623117]

LiJL, Wang YZ, Luo LG, Wang Y. A survey of adversarial attack techniques for Android malware detection. Journal of Cyber Security,
2021, 6(4): 28-43 (in Chinese with English abstract). [doi: 10.19363/J.cnki.cn10-1380/tn.2021.07.02]

Liu Y, Tantithamthavorn C, Li L, Liu YP. Deep learning for Android malware defenses: A systematic literature review. ACM
Computing Surveys, 2022, 55(8): 153. [doi: 10.1145/3544968]

Yan SM, Ren J, Wang W, Sun LM, Zhang W, Yu Q. A survey of adversarial attack and defense methods for malware classification in
cyber security. IEEE Communications Surveys & Tutorials, 2023, 25(1): 467-496.

Aafer Y, Du WL, Yin H. DroidAPIMiner: Mining API-level features for robust malware detection in Android. In: Proc. of the 9th Int’l
Conf. on Security and Privacy in Communication Networks. Sydney: Springer, 2013. 86—103. [doi: 10.1007/978-3-319-04283-1_6]
Marastoni N, Continella A, Quarta D, Zanero S, Preda MD. GroupDroid: Automatically grouping mobile malware by extracting code
similarities. In: Proc. of the 7th Software Security, Protection, and Reverse Engineering/Software Security and Protection Workshop.
Orlando: ACM, 2017. 1. [doi: 10.1145/3151137.3151138]

Isohara T, Takemori K, Kubota A. Kernel-based behavior analysis for Android malware detection. In: Proc. of the 7th Int’l Conf. on
Computational Intelligence and Security. Sanya: IEEE, 2011. 1011-1015. [doi: 10.1109/CIS.2011.226]

Au KWY, Zhou YF, Huang Z, Lie D. PScout: Analyzing the Android permission specification. In: Proc. of the 2012 ACM Conf. on
Computer and Communications Security. Raleigh: ACM, 2012. 217-228. [doi: 10.1145/2382196.2382222]

Shao YR, Luo XP, Qian CX, Zhu PF, Zhang L. Towards a scalable resource-driven approach for detecting repackaged Android
applications. In: Proc. of the 30th Annual Computer Security Applications Conf. New Orleans: ACM, 2014. 56-65. [doi: 10.1145/
2664243.2664275]

Chen K, Liu P, Zhang YJ. Achieving accuracy and scalability simultaneously in detecting application clones on Android markets. In:
Proc. of the 36th Int’l Conf. on Software Engineering. Hyderabad: ACM, 2014. 175-186. [doi: 10.1145/2568225.2568286]

Zhao M, Ge FB, Zhang T, Yuan ZJ. AntiMalDroid: An efficient SVM-based malware detection framework for Android. In: Proc. of the
2nd Int’l Conf. on Information Computing and Applications. Qinhuangdao: Springer, 2011. 158-166. [doi: 10.1007/978-3-642-27503-
6 22]

da Costa FH, Medeiros I, Menezes T, da Silva JV, da Silva IL, Bonifacio R, Narasimhan K, Ribeiro M. Exploring the use of static and
dynamic analysis to improve the performance of the mining sandbox approach for Android malware identification. Journal of Systems
and Software, 2022, 183: 111092. [doi: 10.1016/j.jss.2021.111092]

Xue L, Zhou YJ, Chen T, Luo XP, Gu GF. Malton: Towards on-device non-invasive mobile malware analysis for ART. In: Proc. of the
26th USENIX Security Symp. Vancouver: USENIXAssociation, 2017. 289-306.

Hasan H, Tork Ladani B, Zamani B. MEGDroid: A model-driven event generation framework for dynamic Android malware analysis.
Information and Software Technology, 2021, 135: 106569. [doi: 10.1016/j.infsof.2021.106569]

Mahdavifar S, Kadir AFA, Fatemi R, Alhadidi D, Ghorbani AA. Dynamic Android malware category classification using semi-
supervised deep learning. In: Proc. of the 2020 IEEE Int’l Conf. on Dependable, Autonomic and Secure Computing, Int’l Conf. on
Pervasive Intelligence and Computing, Int’l Conf. on Cloud and Big Data Computing, Int’l Conf. on Cyber Science and Technology
Congress. Calgary: IEEE, 2020. 515-522. [doi: 10.1109/DASC-PICom-CBDCom-CyberSciTech49142.2020.00094]

Khalid S, Hussain FB. Evaluating dynamic analysis features for Android malware categorization. In: Proc. of the 2022 Int’l Wireless
Communications and Mobile Computing (IWCMC). Dubrovnik: IEEE, 2022. 401-406. [doi: 10.1109/TWCMC55113.2022.9824225]
Zhu ZY, Dumitras T. FeatureSmith: Automatically engineering features for malware detection by mining the security literature. In: Proc.
of the 2016 ACM SIGSAC Conf. on Computer and Communications Security. Vienna: ACM, 2016. 767-778. [doi: 10.1145/2976749.
2978304]

Chan PPK, Song WK. Static detection of Android malware by using permissions and API calls. In: Proc. of the 2014 Int’l Conf. on


https://doi.org/10.3390/s19040974
https://doi.org/10.1007/978-3-319-66399-9_4
https://doi.org/10.1007/978-3-319-66399-9_4
https://doi.org/10.1007/978-3-319-66399-9_4
https://doi.org/10.1007/978-3-319-66399-9_4
https://doi.org/10.1007/978-3-319-66399-9_4
https://doi.org/10.1007/978-3-319-66399-9_4
https://doi.org/10.1007/978-3-319-66399-9_4
https://doi.org/10.1007/978-3-319-66399-9_4
https://doi.org/10.1007/978-3-319-66399-9_4
https://doi.org/10.1145/3576915.3623117
https://doi.org/10.1145/3576915.3623117
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2021.07.02
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2021.07.02
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2021.07.02
https://doi.org/10.1145/3544968
https://doi.org/10.1007/978-3-319-04283-1_6
https://doi.org/10.1007/978-3-319-04283-1_6
https://doi.org/10.1007/978-3-319-04283-1_6
https://doi.org/10.1007/978-3-319-04283-1_6
https://doi.org/10.1007/978-3-319-04283-1_6
https://doi.org/10.1007/978-3-319-04283-1_6
https://doi.org/10.1007/978-3-319-04283-1_6
https://doi.org/10.1007/978-3-319-04283-1_6
https://doi.org/10.1007/978-3-319-04283-1_6
https://doi.org/10.1145/3151137.3151138
https://doi.org/10.1109/CIS.2011.226
https://doi.org/10.1145/2382196.2382222
https://doi.org/10.1145/2664243.2664275
https://doi.org/10.1145/2664243.2664275
https://doi.org/10.1145/2568225.2568286
https://doi.org/10.1007/978-3-642-27503-6_22
https://doi.org/10.1007/978-3-642-27503-6_22
https://doi.org/10.1007/978-3-642-27503-6_22
https://doi.org/10.1007/978-3-642-27503-6_22
https://doi.org/10.1007/978-3-642-27503-6_22
https://doi.org/10.1007/978-3-642-27503-6_22
https://doi.org/10.1007/978-3-642-27503-6_22
https://doi.org/10.1007/978-3-642-27503-6_22
https://doi.org/10.1007/978-3-642-27503-6_22
https://doi.org/10.1016/j.jss.2021.111092
https://doi.org/10.1016/j.infsof.2021.106569
https://doi.org/10.1109/DASC-PICom-CBDCom-CyberSciTech49142.2020.00094
https://doi.org/10.1109/DASC-PICom-CBDCom-CyberSciTech49142.2020.00094
https://doi.org/10.1109/DASC-PICom-CBDCom-CyberSciTech49142.2020.00094
https://doi.org/10.1109/DASC-PICom-CBDCom-CyberSciTech49142.2020.00094
https://doi.org/10.1109/DASC-PICom-CBDCom-CyberSciTech49142.2020.00094
https://doi.org/10.1109/DASC-PICom-CBDCom-CyberSciTech49142.2020.00094
https://doi.org/10.1109/DASC-PICom-CBDCom-CyberSciTech49142.2020.00094
https://doi.org/10.1109/IWCMC55113.2022.9824225
https://doi.org/10.1145/2976749.2978304
https://doi.org/10.1145/2976749.2978304

(82]

(83]

(84]

(85]

[86]

(87]

(88]

(89]

[90]

(o1

[92]

[93]

[94]

[95]

[96]

[97]
(98]

[99]

[100]

[101]

[102]

Jx

I 4 2 BB AR AERARLZE 27

Machine Learning and Cybernetics. Lanzhou: IEEE, 2014. 82-87. [doi: 10.1109/ICMLC.2014.7009096]

Peiravian N, Zhu XQ. Machine learning for Android malware detection using permission and API calls. In: Proc. of the 25th IEEE Int’1
Conf. on Tools with Artificial Intelligence. Herndon: IEEE, 2013. 300-305. [doi: 10.1109/ICTAI.2013.53]

Gascon H, Yamaguchi F, Arp D, Rieck K. Structural detection of Android malware using embedded call graphs. In: Proc. of the 2013
ACM Workshop on Artificial Intelligence and Security. Berlin: ACM, 2013. 45-54. [doi: 10.1145/2517312.2517315]

Hu WIJ, Tao J, Ma XB, Zhou WY, Zhao S, Han T. MIGDroid: Detecting APP-repackaging Android malware via method invocation
graph. In: Proc. of the 23rd Int’l Conf. on Computer Communication and Networks (ICCCN). Shanghai: IEEE, 2014. 1-7. [doi: 10.1109/
ICCCN.2014.6911805]

Wu YM, Li XD, Zou DQ, Yang W, Zhang X, Jin H. MalScan: Fast market-wide mobile malware scanning by social-network centrality
analysis. In: Proc. of the 34th IEEE/ACM Int’l Conf. on Automated Software Engineering (ASE). San Diego: IEEE, 2019. 139-150.
[doi: 10.1109/ASE.2019.00023]

Sun X, Zhongyang YB, Xin Z, Mao B, Xie L. Detecting code reuse in Android applications using component-based control flow graph.
In: Proc. of the 29th IFIP TC 11 Int’l Conf. on ICT Systems Security and Privacy Protection. Marrakech: Springer, 2014. 142—-155. [doi:
10.1007/978-3-642-55415-5_12]

Meng GZ, Xue YX, Xu ZZ, Liu Y, Zhang J, Narayanan A. Semantic modelling of Android malware for effective malware
comprehension, detection, and classification. In: Proc. of the 25th Int’l Symp. on Software Testing and Analysis. Saarbriicken: ACM,
2016.306-317. [doi: 10.1145/2931037.2931043]

Crussell J, Gibler C, Chen H. Attack of the clones: Detecting cloned applications on Android markets. In: Proc. of the 17th European
Symp. on Research in Computer Computer Security. Pisa: Springer, 2012. 37-54. [doi: 10.1007/978-3-642-33167-1_3]

Wolfe B, Elish KO, Yao DF. Comprehensive behavior profiling for proactive Android malware detection. In: Proc. of the 17th Int’l
Conf. on Information Security. Hong Kong: Springer, 2014. 328-344. [doi: 10.1007/978-3-319-13257-0 19]

Chen K, Wang P, Lee Y, Wang XF, Zhang N, Huang HQ, Zou W, Liu P. Finding unknown malice in 10 seconds: Mass vetting for new
threats at the Google-play scale. In: Proc. of the 24th USENIX Security Symp. Washington: USENIX Association, 2015. 659-674.
Zhang FF, Huang HQ, Zhu SC, Wu DH, Liu P. ViewDroid: Towards obfuscation-resilient mobile application repackaging detection. In:
Proc. of the 2014 ACM Conf. on Security and Privacy in Wireless & Mobile Networks. Oxford: ACM, 2014. 25-36. [doi: 10.1145/
2627393.2627395]

Zheng C, Zhu SX, Dai SF, Gu GF, Gong XR, Han XH, Zou W. SmartDroid: An automatic system for revealing Ul-based trigger
conditions in Android applications. In: Proc. of the 2nd ACM Workshop on Security and Privacy in Smartphones and Mobile Devices.
Raleigh: ACM, 2012. 93—104. [doi: 10.1145/2381934.2381950]

Conti G, Bratus S, Shubina A, Sangster B, Ragsdale R, Supan M, Lichtenberg A, Perez-Alemany R. Automated mapping of large binary
objects using primitive fragment type classification. Digital Investigation, 2010, 7: S3—-S12. [doi: 10.1016/j.diin.2010.05.002]

Yuan BG, Wang JF, Liu D, Guo W, Wu P, Bao XH. Byte-level malware classification based on Markov images and deep learning.
Computers & Security, 2020, 92: 101740. [doi: 10.1016/j.cose.2020.101740]

Nataraj L, Karthikeyan S, Jacob G, Manjunath BS. Malware images: Visualization and automatic classification. In: Proc. of the 8th Int’l
Symp. on Visualization for Cyber Security. Pittsburgh: ACM, 2011. 4. [doi: 10.1145/2016904.2016908]

Xiao X, Yang S. An image-inspired and CNN-based Android malware detection approach. In: Proc. of the 34th IEEE/ACM Int’1 Conf.
on Automated Software Engineering (ASE). San Diego: IEEE, 2019. 1259-1261. [doi: 10.1109/ASE.2019.00155]

Bruna J, Zaremba W, Szlam A, LeCun Y. Spectral networks and locally connected networks on graphs. arXiv:1312.6203, 2014.

Li HY, Di SM, Li ZJ, Chen L, Cao JN. Black-box Adversarial attack and defense on graph neural networks. In: Proc. of the 2022 IEEE
38th Int’l Conf. on Data Engineering (ICDE). Kuala Lumpur: IEEE, 2022. 1017-1030. [doi: 10.1109/ICDE53745.2022.00081]

Lin XX, Zhou C, Wu J, Yang H, Wang HB, Cao YN, Wang B. Exploratory adversarial attacks on graph neural networks for semi-
supervised node classification. Pattern Recognition, 2023, 133: 109042. [doi: 10.1016/j.patcog.2022.109042]

Chen JY, Zhang DJ, Ming ZY, Huang KJ, Jiang WR, Cui C. GraphAttacker: A general multi-task graph attack framework. IEEE Trans.
on Network Science and Engineering, 2022, 9(2): 577-595. [doi: 10.1109/TNSE.2021.3127557]

Fan WQ, Xu H, Jin W, Liu XR, Tang XF, Wang SH, Li Q, Tang JL, Wang JP, Aggarwal C. Jointly attacking graph neural network and
its explanations. In: Proc. of the 39th IEEE Int’l Conf. on Data Engineering (ICDE). Anaheim: IEEE, 2023. 654-667. [doi: 10.1109/
ICDES55515.2023.00056]

Liu ZH, Luo Y, Zang ZL, Li SZ. Surrogate representation learning with isometric mapping for gray-box graph adversarial attacks. In:
Proc. of the 15th ACM Int’l Conf. on Web Search and Data Mining. Virtual Event: ACM, 2022. 591-598. [doi: 10.1145/3488560.
3498481]


https://doi.org/10.1109/ICMLC.2014.7009096
https://doi.org/10.1109/ICTAI.2013.53
https://doi.org/10.1145/2517312.2517315
https://doi.org/10.1109/ICCCN.2014.6911805
https://doi.org/10.1109/ICCCN.2014.6911805
https://doi.org/10.1109/ASE.2019.00023
https://doi.org/10.1007/978-3-642-55415-5_12
https://doi.org/10.1007/978-3-642-55415-5_12
https://doi.org/10.1007/978-3-642-55415-5_12
https://doi.org/10.1007/978-3-642-55415-5_12
https://doi.org/10.1007/978-3-642-55415-5_12
https://doi.org/10.1007/978-3-642-55415-5_12
https://doi.org/10.1007/978-3-642-55415-5_12
https://doi.org/10.1007/978-3-642-55415-5_12
https://doi.org/10.1007/978-3-642-55415-5_12
https://doi.org/10.1145/2931037.2931043
https://doi.org/10.1007/978-3-642-33167-1_3
https://doi.org/10.1007/978-3-642-33167-1_3
https://doi.org/10.1007/978-3-642-33167-1_3
https://doi.org/10.1007/978-3-642-33167-1_3
https://doi.org/10.1007/978-3-642-33167-1_3
https://doi.org/10.1007/978-3-642-33167-1_3
https://doi.org/10.1007/978-3-642-33167-1_3
https://doi.org/10.1007/978-3-642-33167-1_3
https://doi.org/10.1007/978-3-642-33167-1_3
https://doi.org/10.1007/978-3-319-13257-0_19
https://doi.org/10.1007/978-3-319-13257-0_19
https://doi.org/10.1007/978-3-319-13257-0_19
https://doi.org/10.1007/978-3-319-13257-0_19
https://doi.org/10.1007/978-3-319-13257-0_19
https://doi.org/10.1007/978-3-319-13257-0_19
https://doi.org/10.1007/978-3-319-13257-0_19
https://doi.org/10.1007/978-3-319-13257-0_19
https://doi.org/10.1007/978-3-319-13257-0_19
https://doi.org/10.1145/2627393.2627395
https://doi.org/10.1145/2627393.2627395
https://doi.org/10.1145/2381934.2381950
https://doi.org/10.1016/j.diin.2010.05.002
https://doi.org/10.1016/j.cose.2020.101740
https://doi.org/10.1145/2016904.2016908
https://doi.org/10.1109/ASE.2019.00155
https://doi.org/10.1109/ICDE53745.2022.00081
https://doi.org/10.1016/j.patcog.2022.109042
https://doi.org/10.1109/TNSE.2021.3127557
https://doi.org/10.1109/ICDE55515.2023.00056
https://doi.org/10.1109/ICDE55515.2023.00056
https://doi.org/10.1145/3488560.3498481
https://doi.org/10.1145/3488560.3498481

28

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]
[111]
[112]
[113]
[114]
[115]
[116]
[117]
[118]

[119]

[120]
[121]

[122]

[123]

[124]

[125]

[126]

R R Sy

Wang BH, Pang M, Dong Y. Turning Strengths into Weaknesses: A certified robustness inspired attack framework against graph neural
networks. In: Proc. of the 2023 IEEE/CVF Conf. on Computer Vision and Pattern Recognition. Vancouver: IEEE, 2023. 16394-16403.
[doi: 10.1109/CVPR52729.2023.01573]

Li JT, Xie T, Liang C, Xie FF, He XN, Zheng ZB. Adversarial attack on large scale graph. IEEE Trans. on Knowledge and Data
Engineering, 2023, 35(1): 82-95. [doi: 10.1109/TKDE.2021.3078755]

Sun YW, Wang SH, Tang XF, Hsieh TY, Honavar V. Adversarial attacks on graph neural networks via node injections: A hierarchical
reinforcement learning approach. In: Proc. of the 2020 Web Conf. Taipei: ACM, 2020. 673—683. [doi: 10.1145/3366423.3380149]

Tao SC, Cao Q, Shen HW, Wu YF, Hou L, Sun F, Cheng XQ. Adversarial camouflage for node injection attack on graphs. Information
Sciences, 2023, 694: 119611. [doi: 10.1016/.ins.2023.119611]

LiJY, Zhang TY, Jin SM, Fardad M, Zafarani R. AdverSparse: An adversarial attack framework for deep spatial-temporal graph neural
networks. In: Proc. of the 2022 IEEE Int’l Conf. on Acoustics, Speech and Signal Processing (ICASSP). Singapore: IEEE, 2022.
5857-5861. [doi: 10.1109/ICASSP43922.2022.9747850]

Chen X, Li CR, Wang DR, Wen S, Zhang J, Nepal S, Xiang Y, Ren K. Android HIV: A study of repackaging malware for evading
machine-learning detection. IEEE Trans. on Information Forensics and Security, 2020, 15: 987-1001. [doi: 10.1109/TIFS.2019.
2932228]

Papernot N, McDaniel P, Jha S, Fredrikson M, Celik ZB, Swami A. The limitations of deep learning in adversarial settings. In: Proc. of
the 2016 IEEE European Symp. on Security and Privacy (EuroS&P). Saarbruecken: IEEE, 2016. 372-387. [doi: 10.1109/EuroSP.2016.
36]

Alghamdi R, Alfalqi K, Waqdan M. Android platform malware analysis. Int’l Journal of Advanced Computer Science and Applications,
2015, 6(1): 140-146.

Barr ET, Harman M, Jia Y, Marginean A, Petke J. Automated software transplantation. In: Proc. of the 2015 Int’l Symp. on Software
Testing and Analysis. Baltimore: ACM, 2015. 257-269. [doi: 10.1145/2771783.2771796]

Bostani H, Moonsamy V. EvadeDroid: A practical evasion attack on machine learning for black-box Android malware detection. arXiv:
2110.03301, 2024.

Li H, Zhou SY, Yuan W, Li JH, Leung H. Adversarial-example attacks toward Android malware detection system. IEEE Systems
Journal, 2020, 14(1): 653-656. [doi: 10.1109/JSYST.2019.2906120]

Watkins CJCH, Dayan P. Q-learning. Machine Learning, 1992, 8: 279-292. [doi: 10.1007/BF00992698]

Holland JH. Genetic algorithms. Scientific American, 1992, 267(1): 66-72. [doi: 10.1038/scientificamerican0792-66]

Xu GQ, Xin GH, Jiao LT, Liu J, Liu SY, Feng MQ, Zheng X. OFEI: A semi-black-box Android adversarial sample attack framework
against DlaaS. IEEE Trans. on Computers, 2024, 73(4): 956-969. [doi: 10.1109/TC.2023.3236872]

Bertsimas D, Tsitsiklis J. Simulated annealing. Statistical Science, 1993, 8(1): 10-15.

Rathore H, Nandanwar A, Sahay SK, Sewak M. Adversarial superiority in Android malware detection: Lessons from reinforcement
learning based evasion attacks and defenses. Forensic Science Int’l: Digital Investigation, 2023, 44(Supplement): 301511. [doi: 10.1016/
j.£51di.2023.301511]

Schulman J, Levine S, Abbeel P, Jordan M, Moritz P. Trust region policy optimization. In: Proc. of the 32nd Int’l Conf. on Machine
Learning. 2015. 1889-1897.

Schulman J, Wolski F, Dhariwal P, Radford A, Klimov O. Proximal policy optimization algorithms. arXiv:1707.06347, 2017.
Bang-Jensen J, Gutin G, Yeo A. When the greedy algorithm fails. Discrete Optimization, 2004, 1(2): 121-127. [doi: 10.1016/j.disopt.
2004.03.007]

Labaca-Castro R, Mufioz-Gonzalez L, Pendlebury F, Rodosek GD, Pierazzi F, Cavallaro L. Realizable universal adversarial
perturbations for malware. arXiv:2102.06747, 2022.

Guo YP, Yan Q. Android malware adversarial attacks based on feature importance prediction. Int’l Journal of Machine Learning and
Cybernetics, 2023, 14(6): 2087-2097. [doi: 10.1007/s13042-022-01747-9]

Yang W, Xiao XS, Andow B, Li SH, Xie T, Enck W. AppContext: Differentiating malicious and benign mobile app behaviors using
context. In: Proc. of the 37th IEEE/ACM IEEE Int’l Conf. on Software Engineering. Florence: IEEE, 2015. 303-313. [doi: 10.1109/
ICSE.2015.50]

Rafiq H, Aslam N, Issac B, Randhawa RH. On impact of adversarial evasion attacks on ML-based Android malware classifier trained on
hybrid features. In: Proc. of the 14th Int’] Conf. on Software, Knowledge, Information Management and Applications (SKIMA). Phnom
Penh: IEEE, 2022. 216-221. [doi: 10.1109/SKIMAS57145.2022.10029504]

Guerra-Manzanares A, Bahsi H, Nomm S. KronoDroid: Time-based hybrid-featured dataset for effective Android malware detection


https://doi.org/10.1109/CVPR52729.2023.01573
https://doi.org/10.1109/TKDE.2021.3078755
https://doi.org/10.1145/3366423.3380149
https://doi.org/10.1016/j.ins.2023.119611
https://doi.org/10.1109/ICASSP43922.2022.9747850
https://doi.org/10.1109/TIFS.2019.2932228
https://doi.org/10.1109/TIFS.2019.2932228
https://doi.org/10.1109/EuroSP.2016.36
https://doi.org/10.1109/EuroSP.2016.36
https://doi.org/10.1145/2771783.2771796
https://doi.org/10.1109/JSYST.2019.2906120
https://doi.org/10.1007/BF00992698
https://doi.org/10.1038/scientificamerican0792-66
https://doi.org/10.1038/scientificamerican0792-66
https://doi.org/10.1038/scientificamerican0792-66
https://doi.org/10.1109/TC.2023.3236872
https://doi.org/10.1016/j.fsidi.2023.301511
https://doi.org/10.1016/j.fsidi.2023.301511
https://doi.org/10.1016/j.disopt.2004.03.007
https://doi.org/10.1016/j.disopt.2004.03.007
https://doi.org/10.1007/s13042-022-01747-9
https://doi.org/10.1007/s13042-022-01747-9
https://doi.org/10.1007/s13042-022-01747-9
https://doi.org/10.1007/s13042-022-01747-9
https://doi.org/10.1007/s13042-022-01747-9
https://doi.org/10.1007/s13042-022-01747-9
https://doi.org/10.1007/s13042-022-01747-9
https://doi.org/10.1109/ICSE.2015.50
https://doi.org/10.1109/ICSE.2015.50
https://doi.org/10.1109/SKIMA57145.2022.10029504

Jx

B F 2 P B BRI AR E R AL AL 29

and characterization. Computers & Security, 2021, 110: 102399. [doi: 10.1016/j.cose.2021.102399]

[127] Li XJ, Kong K, Xu S, Qin PT, He DJ. Feature selection-based Android malware adversarial sample generation and detection method.
IET Information Security, 2021, 15(6): 401-416. [doi: 10.1049/ise2.12030]

[128] Rathore H, Sahay SK, Dhillon J, Sewak M. Designing adversarial attack and defence for robust Android malware detection models. In:
Proc. of the 51st Annual IEEE/IFIP Int’l Conf. on Dependable Systems and Networks-Supplemental Volume (DSN-S). Taipei: IEEE,
2021.29-32. [doi: 10.1109/DSN-S52858.2021.00025]

[129]  Mnih V, Kavukcuoglu K, Silver D, Graves A, Antonoglou I, Wierstra D, Riedmiller M. Playing atari with deep reinforcement learning.
arXiv:1312.5602, 2013.

[130] Zhang L, Liu P, Choi YH, Chen P. Semantics-preserving reinforcement learning attack against graph neural networks for malware
detection. IEEE Trans. on Dependable and Secure Computing, 2023, 20(2): 1390-1402. [doi: 10.1109/TDSC.2022.3153844]

[131]  Yuan ZL, Lu YQ, Xue YB. Droiddetector: Android malware characterization and detection using deep learning. Tsinghua Science and
Technology, 2016, 21(1): 114-123. [doi: 10.1109/TST.2016.7399288]

[132] Zhang Y, Yang YX, Wang XL. A novel Android malware detection approach based on convolutional neural network. In: Proc. of the
2nd Int’l Conf. on Cryptography, Security and Privacy. Guiyang: ACM, 2018. 144-149. [doi: 10.1145/3199478.3199492]

[133] Abbass HA, Sarker R. The pareto differential evolution algorithm. Int’l Journal on Artificial Intelligence Tools, 2002, 11(4): 531-552.
[doi: 10.1142/S0218213002001039]

[134] Puterman ML. Markov decision processes. In: Handbooks in Operations Research and Management Science, Vol. 2. North-Holland:
Elsevier Science Publishers, 1990. 331-434.

[135] Watson MR, Shirazi NH, Marnerides AK, Mauthe A, Hutchison D. Malware detection in cloud computing infrastructures. IEEE Trans.
on Dependable and Secure Computing, 2016, 13(2): 192-205. [doi: 10.1109/TDSC.2015.2457918]

[136] Hatem SS, Wafy MH, El-Khouly MM. Malware detection in cloud computing. Int’l Journal of Advanced Computer Science and
Applications, 2014, 5(4): 187-192. [doi: 10.14569/IJACSA.2014.050427]

[137] Du XJ, Guizani M, Xiao Y, Chen HH. Transactions papers a routing-driven Elliptic Curve Cryptography based key management scheme
for Heterogeneous Sensor Networks. IEEE Trans. on Wireless Communications, 2009, 8(3): 1223-1229. [doi: 10.1109/TWC.2009.
060598]

[138] Hei X, Du XJ, Lin S, Lee I, Sokolsky O. Patient infusion pattern based access control schemes for wireless insulin pump system. IEEE
Trans. on Parallel and Distributed Systems, 2015, 26(11): 3108-3121. [doi: 10.1109/TPDS.2014.2370045]

[139] Wu LF, Du XJ, Wu J. Effective defense schemes for phishing attacks on mobile computing platforms. IEEE Trans. on Vehicular
Technology, 2016, 65(8): 6678—6691. [doi: 10.1109/TVT.2015.2472993]

[140] Du XJ, Xiao Y, Guizani M, Chen HH. An effective key management scheme for heterogeneous sensor networks. Ad Hoc Networks,
2007, 5(1): 24-34. [doi: 10.1016/j.adhoc.2006.05.012]

[141] Cheng YX, Fu X, Du XJ, Luo B, Guizani M. A lightweight live memory forensic approach based on hardware virtualization.
Information Sciences, 2017, 379: 23—41. [doi: 10.1016/;.ins.2016.07.019]

[142] Ko J, Shim H, Kim D, Jeong YS, Cho SJ, Park M, Han S, Kim SB. Measuring similarity of Android applications via reversing and
K-gram birthmarking. In: Proc. of the 2013 Research in Adaptive and Convergent Systems. Montreal: ACM, 2010. 336-341. [doi: 10.1145/
2513228.2513308]

[143] Jerome Q, Allix K, State R, Engel T. Using opcode-sequences to detect malicious Android applications. In: Proc. of the 2014 TIEEE Int’1
Conf. on Communications (ICC). Sydney: IEEE, 2014. 914-919. [doi: 10.1109/ICC.2014.6883436]

[144] Kang B, Yerima SY, Sezer S, McLaughlin K. N-gram opcode analysis for Android malware detection. arXiv:1612.01445, 2016.

[145]  Goodfellow 1J, Pouget-Abadie J, Mirza M, Xu B, Warde-Farley D, Ozair S, Courville A, Bengio Y. Generative adversarial nets. In:
Proc. of the 27th Int’l Conf. on Neural Information Processing Systems. Montreal: MIT Press, 2014. 2672-2680.

[146]  Weiser M. Program slicing. IEEE Trans. on Software Engineering, 1984, SE-10(4): 352-357. [doi: 10.1109/TSE.1984.5010248]

[147] Dong SK, Li MH, Diao WR, Liu XY, Liu J, Li Z, Xu FH, Chen K, Wang XF, Zhang KH. Understanding Android obfuscation
techniques: A large-scale investigation in the wild. In: Proc. of the 14th Int’l Conf. on Security and Privacy in Communication
Networks. Singapore: Springer, 2018. 172-192. [doi: 10.1007/978-3-030-01701-9 10]

[148] Bacci A, Bartoli A, Martinelli F, Medvet E, Mercaldo F, Visaggio CA. Impact of code obfuscation on Android malware detection based
on static and dynamic analysis. In: Proc. of the 4th Int’l Conf. on Information Systems Security and Privacy. Funchal-Madeira: Springer,
2018. 379-385. [doi: 10.5220/0006642503790385]

[149] Kovacheva A. Efficient code obfuscation for Android. In: Proc. of the 6th Int’l Conf. on Advances in Information Technology.
Bangkok: Springer, 2013. 104-119. [doi: 10.1007/978-3-319-03783-7 10]


https://doi.org/10.1016/j.cose.2021.102399
https://doi.org/10.1049/ise2.12030
https://doi.org/10.1109/DSN-S52858.2021.00025
https://doi.org/10.1109/DSN-S52858.2021.00025
https://doi.org/10.1109/DSN-S52858.2021.00025
https://doi.org/10.1109/TDSC.2022.3153844
https://doi.org/10.1109/TST.2016.7399288
https://doi.org/10.1145/3199478.3199492
https://doi.org/10.1142/S0218213002001039
https://doi.org/10.1109/TDSC.2015.2457918
https://doi.org/10.14569/IJACSA.2014.050427
https://doi.org/10.1109/TWC.2009.060598
https://doi.org/10.1109/TWC.2009.060598
https://doi.org/10.1109/TPDS.2014.2370045
https://doi.org/10.1109/TVT.2015.2472993
https://doi.org/10.1016/j.adhoc.2006.05.012
https://doi.org/10.1016/j.ins.2016.07.019
https://doi.org/10.1145/2513228.2513308
https://doi.org/10.1145/2513228.2513308
https://doi.org/10.1109/ICC.2014.6883436
https://doi.org/10.1109/TSE.1984.5010248
https://doi.org/10.1007/978-3-030-01701-9_10
https://doi.org/10.1007/978-3-030-01701-9_10
https://doi.org/10.1007/978-3-030-01701-9_10
https://doi.org/10.1007/978-3-030-01701-9_10
https://doi.org/10.1007/978-3-030-01701-9_10
https://doi.org/10.1007/978-3-030-01701-9_10
https://doi.org/10.1007/978-3-030-01701-9_10
https://doi.org/10.1007/978-3-030-01701-9_10
https://doi.org/10.1007/978-3-030-01701-9_10
https://doi.org/10.5220/0006642503790385
https://doi.org/10.1007/978-3-319-03783-7_10
https://doi.org/10.1007/978-3-319-03783-7_10
https://doi.org/10.1007/978-3-319-03783-7_10
https://doi.org/10.1007/978-3-319-03783-7_10
https://doi.org/10.1007/978-3-319-03783-7_10
https://doi.org/10.1007/978-3-319-03783-7_10
https://doi.org/10.1007/978-3-319-03783-7_10
https://doi.org/10.1007/978-3-319-03783-7_10
https://doi.org/10.1007/978-3-319-03783-7_10

30 AR AR wrrrdp xR G )

[150] Aonzo S, Georgiu GC, Verderame L, Merlo A. Obfuscapk: An open-source black-box obfuscation tool for Android apps. SoftwareX,
2020, 11: 100403. [doi: 10.1016/j.s0ftx.2020.100403]

M op 3253 32k -
[1] a8, xid, xy, BEAN, Tk, BRE. 28BN A sk . b E R (5 B R, 2020, 50(8): 1148-1177. [doi: 10.

1360/SSI-2019-0149]

[26] FHEA, 75, A04ETE, 4. EIGRN LS 1 HTR I 22 5% R . B4R, 2023, 34(6): 2526-2542. http:/www.jos.org.cn/1000-
9825/6848.htm [doi: 10.13328/j.cnki.jos.006848]

[27] 3kFH¥E, EER, INE. FT GON 122 s B R AR, 8 E 571, 2020, 19(7): 187-193. [doi: 10.11907/rjdk.192427]

[28] {EFH, HH, KA. AT EER WS I 22 5 R YK R (8 A RHERR), 2022, 59(5): 053002. [doi: 10.
19907/7.0490-6756.2022.053002]

[65] ZEAEHE, A, B B, THr. 17 % 500 BRI 1 T il H R 2238 . (5 B 2 & 4, 2021, 6(4): 28-43. [doi: 10.
19363/J.cnki.cn10-1380/tn.2021.07.02]

ZFEHT(1995—), B, t# 4, CCF Lk & i, FEWF
FEATUT A T B AR, o U AR B

EBE1997), &, W4, FEFRAECNE
SR 4, ALY

REEQ001—), 5, Wi+, FEH RN
R M = E G

REN(1978—), B, W, #, WA, £8
W LA A H L o 2, M5 B2 4

EFE(1997—), B, WA, FEF RS ANGR
K, i ERPUREAR.

TEMN1977—), B, i+, ##2, 84S,
CCF &2 B, FZH I N 5l e e R
M, XEREE/ B e S Y), MG ZEMER, S
T



https://doi.org/10.1016/j.softx.2020.100403
https://doi.org/10.1360/SSI-2019-0149
https://doi.org/10.1360/SSI-2019-0149
https://doi.org/10.1360/SSI-2019-0149
https://doi.org/10.1360/SSI-2019-0149
https://doi.org/10.1360/SSI-2019-0149
https://doi.org/10.1360/SSI-2019-0149
http://www.jos.org.cn/1000-9825/6848.htm
http://www.jos.org.cn/1000-9825/6848.htm
http://www.jos.org.cn/1000-9825/6848.htm
https://doi.org/10.13328/j.cnki.jos.006848
https://doi.org/10.13328/j.cnki.jos.006848
https://doi.org/10.13328/j.cnki.jos.006848
https://doi.org/10.11907/rjdk.192427
https://doi.org/10.19907/j.0490-6756.2022.053002
https://doi.org/10.19907/j.0490-6756.2022.053002
https://doi.org/10.19907/j.0490-6756.2022.053002
https://doi.org/10.19907/j.0490-6756.2022.053002
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2021.07.02
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2021.07.02
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2021.07.02
https://doi.org/10.19363/J.cnki.cn10-1380/tn.2021.07.02

	1 引　言
	2 背景知识
	2.1 APK文件结构
	2.2 常见恶意软件检测特征
	2.3 Android恶意软件对抗样本
	2.3.1 基础知识
	2.3.2 扰动要求
	2.3.3 Android对抗样本发展脉络


	3 Android对抗样本攻击分类
	3.1 基于攻击所在的空间
	3.1.1 特征空间攻击
	3.1.2 问题空间攻击

	3.2 基于攻击者所掌握的信息
	3.2.1 白盒攻击
	3.2.2 灰盒攻击
	3.2.3 黑盒攻击

	3.3 基于被攻击模型使用的特征
	3.3.1 向量特征
	3.3.2 图特征
	3.3.3 图像特征


	4 Android对抗样本攻击算法
	4.1 面向向量特征的对抗样本攻击(Vector-based attacks)
	4.1.1 基于梯度的攻击
	4.1.2 基于启发式算法的攻击
	4.1.3 基于生成对抗网络的攻击
	4.1.4 其　他

	4.2 面向图特征的对抗样本攻击(Graph-based attacks)
	4.3 面向图像特征的对抗样本攻击(Image-based attacks)
	4.4 未知特征攻击
	4.5 总　结

	5 问题空间攻击实现手段
	5.1 细粒度修改
	5.1.1 插入无操作调用(Non-operation Call, NOP Call)
	5.1.2 非透明谓语(Opaque Predicates)
	5.1.3 Try-Catch陷阱
	5.1.4 结构化攻击
	5.1.5 针对清单文件的修改

	5.2 粗粒度修改
	5.2.1 程序移植
	5.2.2 代码混淆工具

	5.3 总　结

	6 现存挑战与未来趋势
	6.1 对抗样本技术发展趋势
	6.1.1 针对恶意软件对抗样本攻击的评估体系
	6.1.2 提高黑盒攻击效率
	6.1.3 优秀的代码操作方法

	6.2 对抗样本技术对恶意软件检测领域的促进
	6.2.1 Android恶意软件对抗样本产生的本质原因
	6.2.2 对鲁棒性恶意软件检测模型设计的启发


	7 结　语
	参考文献

