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Abstract: As a distributed approach to problem solving, crowdsourcing reduces costs and efficiently utilizes resources. While blockchain
technology is introduced to solve the problem of over-centralization in traditional crowdsourcing platforms, its transparency brings the risk
of privacy leakage. The traditional anonymous authentication can hide the user's identity, but the anonymity is abused, and the worker
selection gets more difficult. In this paper, a decentralized accountable attribute-based authentication scheme is proposed and combined
with blockchain to design a novel crowdsourcing scheme. Using decentralized attribute-based encryption and non-interactive zero-
knowledge proof, the scheme protects the privacy of users’ identities with linkability and traceability, and the requester can devise access

policies to select workers. In addition, the scheme improves the security of the system by implementing attribute authorization authority
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and tracking groups through the threshold secret sharing technique. Through experimental simulation and analysis, it is demonstrated that
the scheme meets the requirements of time and storage overhead in practical application.

Key words: blockchain; attributed-based encryption; zero-knowledge proof; crowdsourcing; anonymous authentication; accountability

ARG T —Fh A TS RAT 5 15 3K, AR AR TR 7 K BE AR EFN 7 R S S S B 4 1 i
RGPS MEIOT R, ERAERGHIERE . TEEMAGTGENK, ERERT -6 RKMES, TIEESS
R4S FH AT 45 1. AL GE R AL R T4 P (0 AR 55 2%, DR BRA7 7 B0 el . 500 25 0 R A i 28 25 1 s U2, [X
BB R AR GE I B SR BRE MR T A% B8 AL R G A 1 i) 7 ) A X B (0328 WA P A s B R R i ok T
kL. R RS h, ik H SR DI B 4 SR AU, B 4 8 IR 38 A AR I SR A SRR X R A
FFEGENIE T %, FTA 18 SRFIHRAS B sl s Al A A e X Bt b, X2 R 805 Btk e IF /e SO P B AL,

B 44 M V2 AR AR P BRRL I AT B, B A UIE A B L B Chaum 78 1983 4R H P, 9 i
Camenisch il Lysyanskasyal®JE30fk, foVFF Pk BI04 FE40 Mgk e gt i, BEE 2 U, S4B, TR
4 ORI B 44 A0F 1 U OV 0 LA B 44 A IE ML

B 44 PR 38 0 Bl 7 B 0 SR AR B A, H B 42 VI B 2 3 0 AL ST & I ARS8 = AR Tl Rl i 5 48
AR AR, BUMUR AR AR R ARG . 85 T 0] 53 0 BE A& UGIEAL, 7T AR RS FH P BeoRA 1 R 3o S i F
HEAT I 5%

AT ) 53 FE A TAE 1 ) ST AL 2 ZE AR W] B e M AN T E R R T R R R AR R — N R AS I 2 IR
YR A4 B2, 171 T30 B DU 45 P P 10 S 43 70 0 B AT DA R 7. ZE 3 TR M 5 v, Gu 5 1R Hh i m s i
JR 244 757 SR Kaaniche 25 UV HY (36 8 1 2 44 1 B 44300 1507 SR 4R 3t 1 40k B 5 ), RISt 5 Nl {5 58 =
T7 RIB B2 40 35 0 Sy, RIIBER 7 S0 5 OB PT {5 77 RSLI AT I8 R, — Lot 50 35 a0 1] BR AL el XU, 1 18 i
BRI H) Z2 AU U1 K 2 H0y 58 il 7 — b SobLl, i ] 6% B2 5 el s i A 4 U O RER 2 4 U )
[EJ I ST PR 1) SEALA. SR, X8 T7 ZEAF A Sl = Q000 FE U7 v 28 i BR 5 T { 88 =07 i i) .

BEXH AL R8T ) BB A UG I 7 3R, W FE N BB H T AR A AR Uk 7 €. Rahaman 25 UV H 3K T B2 44 (1 B
4407 I BT A A EL DML, BT B3 AT SRS AN o D (B 44 1. Lin 25 POV AT IB R R RS 44 B 4 VGIE, P B e
PR ML I, B LUK I TAF % 5 E IR A H947 4, Zebralancer™ SZH 1 A FEAT S W M, AT LUK Y T/F % =
SIS HAT R, BB TS S0, T B EEEMIA. Li S P00l 7 4R 7 (3 i B 44 PR R A TF )
ok, B ARG A R IB R B AR

ASLHET Zebralancer™ ) 2 SE RTS8 AT HEBEE 44 VAIE 5 36, 76 LB 44 MR R BE R M O BT, SR b ik
JE N 542 B AR R G &, SRt T 4iRn B4, 450G SRk 3w DO TAE S 3ET ik, RIRhE g —2
SCPL T B R BRAE, AR SCHI T BA R E RS M, £ AR R .

B 7 T 0] B3 BE 2 WIEAE, At 7 258 T B IR AR 45 SANIRIN < (A1 AP 22 4. [T, BT XA I8 A 2
ST 58 S, 7R B R B LA F B IR A A N AT 55 45 RRAR B il D9SRB A8 e, A ST S0k [23]
PN AT T A B A2 e P BT T 1 SR 0 AR 2 (M2 5 AR

ASLHEET Zebralancer™ 2 H T — B Zs st Ak AT 1) SR VAR T K, -5 XL & %t T — MR R, 8
T & PO R PN S5 3R B ARE R, B L VIE T R R E LAY BB AT Oy ik
AR VAT AT IE BE A, R R AU A A B R T B AU A . BT ZAE T R, AR SRR AL T
FONAT S5 A AR AL T I B v sl U T8 A 07 16 SRS I LA A RESRIUT: 45 PN & 1 A2 1 20 440, $25
TAES AR B R R, A 77 RAERY P 50 B AL W B, W DU TAR 2 AR AT A, [E 48 A T TRR AR 43
EHEARME TIBERAH DUBBCRE TR, R VHEBER A B R S INAFIR . AR T7 AT 3 O I 5L T 9k
T SRR LARRE 2 AN A A8 e, 8 SEBR Mk, A8 77 S AE I M FIAEAf FF A A7 6 SEBR R 75 3K

AR FETTHERG N:

(1) 2T Zebralancer” V& H 7 —Ff 25 spC AR T o] 57 @M IAIE 5 28, 78 LB 44 P A i) R 0 JE A B SBT3
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Al & A TE AN AT I BT

(2) 3B T PR AR 3 7 SR, A3 R MEAURIE ER L1 AT LA 2 A HI P A R, 900 T 05 R BV, (RIS
FEVFIBEAZL R A SIS AR .

(3) B AR B 25 AR AT 1] SR R AIE 77 58 5 XIRBEARZS &, Wit 1 — Rl B At 7 58, 1 R 3 R L AF:
BREAT IR, 75 ORI AR Bty B RL B[R] R BARS LE AR S S R A AT A, IR0 LR AT B ER.

(4) ASTHIARLTT SRAETC TG A Fe b Lo i1 DL T B RE SEBLTE SR M AR 18] 24 P52 e

ATCER 1 TS AT R R R AR, 5 2 WA AA IR M M L b O R PEE A AETT 2. 5 3 WA 4
ARSCHETE 2 PR I A AR S XSS S AR BT S 58 4 TR AR SO AT A, S IR E
ZARVES AR . 5 5 TR LI 5 0 A LU T AT RSB T 5, (RIS I SR 0 FUARIE 1 7 SEAE R[]
ANAEAE T8 A5 B Se P N 3K . i A 4 425

1 EaFEIR

1.1 WSS

& Gy, Gy N p MEIARE, p NEEL HFAEWS e : G, x G, — Gy R W N R, MIFR e AL EXT.

(1) MEtE: X Vg, he Gy, Va,beZ,, #H e(g,h) = e(g, )" .

(2) FERIM: FEge G, HifF e(g,) # 1.

(3) "B X Vg, he Gy, FEIE— NI ESR T H e(g,h)

1.2 [RMESE

) BRBA 25 43 55 W LARS N 22 5 22 6 (R 25 i, A 7 00 R Sl 2 5 AR HR S DR AR ek B 22 1)1 R AT BB 25,
R ARF SR 3G 0 7 S A R] BER A a WLA 2845 1E.1979 4, Shamir™ N Blakey™ /3 5l it 437 4% B H 3l 95 A0 2 423
T 253 P RSB T R 2 V. Pedersen AR Shamir (1975 SHEH T —FIE T A5 5 =5 AT IR AL 4 S 5T
i, ZEIERIRAE AT

YHIRHE—ANENZIENTA, 258N P,i=1,2,..n, BB 5EWE MR id, . BRERLEYME
SEERE R S | IXAHE IS B EVERIRE S, 4R, s = Y s,

BTk, S5 PIVER—D - T2 £, b £0) =S, X Py =Y fix). P f(id)),
HHXMERIESL S E5#H P, US55 P, ERE AL n— | NS 530 Z00ER, ATCAE S B SR fiid) T
R R F(id) = Z;f/(id,») CHTF) A = 1 23, R AT DU A B S VR R &
HFO0)=S.

ARSCHG 1 TBRFR S 43 S 5 R Ve B RO A 45 45 SO 1 TR M BUBZEL 2R, [RII oKs FL I FH T A4 S B AR A U S AT
AL AEE, IFiE— D S T R B A AR B,

1.3 BEMEE

Goyal Fl Sahai %5 ""'E 2006 4E42 H T 55T J& 1R (¥ In 59k, 3 o 78 25 % SCSRME (¥ 1 %5 5792 (ciphertext-
policy attribute-based encryption, CPABE) H 5 81 J& 1 L 40 58, 5 SCRH V5 1) 4% i SRS 55 € . KAl Y) CPABE f%
TE RO AR 2R 3 R B A IR S PR, 25 v B A B R A £ 2527, A4 P P 0T DA 75 B S SO SR B, 38 P T
o4 20k &R Rouselakis A1 Waters $1& H (1 2 0o Ja 4 250 POV S A M i AN ek F

(1) GlobalS etup(d) — GP: fE N ZESH AT HBIH R SHGP.

() AuthS etup(GP,aid) — PK,S K: Uk G PRBUBHHANARIRTT aid AINERAREANT SK = {OSK = a,ASK =),
PK = {OPK = e(g,8)",APK = g’}.

(3) KeyGen(GID,aid,x,S K,GP) = K, cip, K. g, - JEUER A O8RS b7 RFF GID - & "5
BGP . B TRUBEN aid 1 @M x FZBUBHUE R S K, MZIEIE. S0 LR S K, o0, K. g -
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(4) Encrypt(M,(A,p),{PK},GP) — CT : N FEELTHE M« M. HBHERBRHAHENERS
U ER L CT .

(5) Decrypt(CT (K cips K. ;p}, GP) —» M : R R NE L. H)P GID MRS HES M RSH. LH
B0 B Ja P 46 G R X B T2 SO ) 25 AT, St Y B M, 75 U A 3 R U
1.4 FEHIRIERA

SRR R R UE A R ZR B4R O 0 R, RIS AIE I B A BRI ). — AN EARIEH RS A & %
P (completeness). I FEM: (soundness) FIZE AR (zero-knowledge). A o] 5 M A2 5 4 SR8 B B A, AT ATHIE B
FERABE VLR IGAE 2 AHAE & /2 E A, A I 3RATT 75 B o 0 i T FE 0, BENUEAE R (proof of knowledge). A1VRAIEAH & 15
X FATAIE B #, FRAFAE— AN 500 B 3548 F BRI, % 000 mT DU HE e 4.

KT NP 82T L={xlw s.t. Clx,w) = 1}, BHIVUEMEEATLLH (S, P V) &R,

(1) S(C) — crs : WIUEHEIEIIE I FIIGIE & A LS4

(2) P(crs,x,w) — m: AEBIEERT DAE S HE w AEGIER] 7, iEM xe L.

(3) V(crs,x,m) — 1/0 : BIESH AT DAISAEIE B 7 IE B 1

FHIREW RS A TR AR B R A, 1 zk-SNARK PR AEA: B X ZRRIEW 9 — R b IE =R,
BN TR RN 8], 25 BRI T TSR 5 eAs.
1.5 Zebralancer” "M A H AT AT HHIEE RINER R

AT TR B 2 b O AR T ) 5T R R UAE JT 3 T Zebralancer™ ) 2 JL T 4% AT SR RE 44 U IE T RS2, %05
FREARBE T

(1) Setup(1). £ ZK I AILSEL PP, RN NEUTF 254 FIEE A FAEHNT (msk, mpk) .

(2) CertGen(msk, pk;). X} pk; PATEL T | pk; P AH, £RIIEL N o, B IET cert, = o

(3) Auth(p || m, sk;, pk;,cert,, PP) . S NHTZ p KIE R plim , W5 1, = H(p, sk, = H(p | m, sk;), H & ZAKIIG
75 R, SR IE S AT ZK Prove: Ly = {t),t,,X = (p || m,mpk) : 3% = (sk;, pk;, cert;) s.t. CertVerify(cert;, pk;, mpk) =
1 A pair(pk;, sk)y At; = H(p, ski)) Aty = H(p || m, sk))} , FoH CertVerify EikeZ 4 AEEE, FREEE P RH 2,
M pair WIEAE ARVHAXT. HERE n 5, BEEME 7= @, 0,7).

(4) Verify(pllm,n,mpk, PP). B AF BEHAT ZK. Verify @I N4 H 1, TA 0.

(5) Link(mi,mti,ma,m) . X my = @, 8h,m), m=E,E2,m) BERIEREE ¢ =2, WAHZENH L 1, F0y o.

2 B EISRBMIANIES

ARSCER T —Fp L AT ) BT PEIE T R, ﬁﬁ%ﬁ% Zebralancer i Hi ) 2 3 Al 45 AT B 492 B 44 U IIE 7
FESEIL, TEHEEAE B ST T R PRV E A AT IE BR P, ol 1) FRAR S 7 ST T BUBH U 2R RNIE BR4H. A8 T7 A8
T RWEIL At J@ v 6, 32 32 h DL LA EVR ALk

(1) GlobalS etup(1) — GP. VNZESH, WG AR SRS GP.

(2) UserSetup(GP) — GID,S,, . "L P IR S, M4 f/mMi— GID .

(3) AASetup(n,t,aid,GP) — PK,(S K;}. BYERURHLI aid FIRTEE4L, B ASF PR, TTRRME A ¢, 26 B P AL
JER ) AN BRI 43 FL A

(4) TracerS etup(n,t, GP) — TPK (TS K;}. IBEHYIGHAL, Ha NP AR, TTREN ¢, FERGBEHK AHM
53 FAEH.

(5) KeyGen(aid,x,GID,{SK;},GP) = K, gip. K. . W3 t NEMERUEL aid FIE R S K, , A 7 GID JE %
x B K, 610, K i -

(6) Auth(MAK 1. K.,;;p}.S - GID, (A, p) APK}2, T PK,GP) — n. fI N ' GID i /& Vi [F 50 (A, p) & V3
BRI S, , 456 RIS A S B AR A PK, BB A TPK FIGP, N M A& 4N .
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(7) Verify(M.n.(A,p).(PK}? . TPK,GP) — 1/0. $iERE % L, BB fth 1 504 o.
(8) Link(M,M’,n,1) — 1/0. X AN BE A4 A UEREAT B4, 02550 1 AR IR — N P i 640 [0 1 19 A4V 2
AR T, A 0.
(9) Trace(n,{TSK;})) — GID. @it ¢ MBEFHE 4> FAEH AT LA AIE SRS A2 BAZGIE H - 19 5 4

3 ETRXREMETOEAEFZEMEMENAXE R R

ASCEFTEE I H ] ) S B G T RS KR AR LA, ST TAVBE R NERkE M TEERXEH
AR, ST — M R AR R GE. A SCHR H 36 T X B fn 25 A6 ] 1) 5 B P DGR IR an 8 07 8 55 DU 2Ry £,
SRR BEEAUR . TERE . TAEEFBEH, ITE MOSIMAXIEE, B RGN . HP B HAUE R A1
HAFAMBUE AT LA AN P AH R, AT S AU AT DAFE B [ LB R, R B RS B 2R L R
1) U 10) SRS SR D0 B S AT 45 TR IS G R A, FUB TR PR R U 1) SRS 1) AR T DABATATE 55 IR 3R 3. 1B
EEAL E 2 A F P AR, 1T CAEMESRAS TAEE I 5. B 1 R B IR AR T R AR IS, UAEE S B ARE TS5 N
B, B S AT YIRS TR Y HE, B BRI & PO e, BRHERUSCRIE BR A A T DL 2 A RO AL k. 1 SRE R
A — A 2 BUG FRE AT 45 B2 T X HBE I ACESF &, 18 R T LS B U v SR a0 LR T 3 BT [ A AH S 40k
8, IITTHE mhrvE 45 SR 00 B TSR B AT S IE . Uy Sens . @i BN B bR SR . RSk
P [R5 2 55 R AT B AT &, RIS A6 N 4. A0 15 27 AH G AT M 1) TR 38 A e A 2 SR BT 45 1) 5 2 4
HHATARIE IR A B ROME. MbriE e )R, TEE KA EH S, WhriEss RETImERBE LS, , i E Tag=
H(S)@H(S,), ibm=H(S,), RIGERE GBI, K Tag,m, ELZIIEAME LB AET &, bR md R
A 9 I0IE AR W FE 2 DI, RIS 2 iZAIE 2 5 R85 BT BN A IEBE 32, 2R AR 38 B 4R 58 ) e bk B %
F. WAF A EE IR N BTN TAE G RES R, BWABN ARG & B 12 Bk wa G, 5 ik
TAESE R, @RI UE N TAEE BRI (B BT 5 N 2 SBERIE S, . ERE @M EE G258 s, &
H(S ), 58 B0 m BT L, —BUWHIAZ LA IRAE, I SR 2 1 2 22 N A& 2. A 1 TAE#
BAERER MW EA S, , L EFE Tag AT, J60E B 1 TAE# A GE15 B2l AH 4, [F R 2408 B
HBEE. BUGIERETTOUH S, M2 S| BRbRES R, I TS,

6.1 K% S,
AR 12 P
3 RATALS ., ~ 43858 n, m, Tag
SPEELTTT L 63KS,
=" el HS) A'@f 7 i) %88
ok LT RSB BT L
&;
T FL I
%,
! i, s oa
. 1.1 RGHIEHL & God)
891% . .. .

b Ja MU,
B 1 AT ERE
BARSE W 43 LR JUANH B
3.1 VIEREME

(1) GlobalS etup() — GP.IERGWILEWIN B, N ZAESH A, BENUEFE— N R EE p PR G, K
TN g MAEE: H 1 {0,1) > {0,1),H: {0,1}" - G,H, : {0,1)" x{0,1}" > G,H, : {0,1}" x{0,1} > G,F : {0,1} -G,
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[ $0AT zk-SNARKs MIFIGa L TR AE S ors . M AFESEGP = (p, G, g,crs, H' ,H,H,, H,,F} A FF %

(2) UserSetup(GP) — GID,S,,. F FIEMHI, M3 B a5 S, < (0, 1), HEH 1 1M — bR GID = H(S,) . H
BEEA LE GID TEIX Hedt - 4 /e —.

(3) AASetup(n,t,aid,GP) — PK,{S K.}. JRYEBEBHU aid B n N REGRE, TTIRAE A £ . 1 %6, HIHRTEA K R
Member, %t a, & 7, y, &7, F £, &7, [x], f & Z,[x] [ deg(f) = t— 1, deg(f)) = t—1 H.£(0) = e, £/(0) =y, . WAL
HIRSIASK =(0SK =" a, ASK =" yi) BRI H n MRAERBEE share,; = (f(GID;), f/(GID))}, IF
¥t PO T (3 MR A 55 Member,, je (L), j# i, F COREY share, . B4 1 LRV 3o n— 1 AL B R T 3F
RLFIFR S, MARA T n NI BRI . Member, ¥ B n AN AR B R A BUKI B share, j € [1,n], W LATE
SR OS K= ) f(GID).ASK = ) [ (GID) RS HUIAS OPK, = e(g,0)** APK, = g*".
R A LIERL NN A E BBV A PK = {OPK,APK) HATF 4.

opKk =[] 0Pk e mrim apk = [ | APK/ o im

(4) TracerS etup(n,t,GP) — TPK TS K;}. IBEE WMED FEHEE, Tracer; ¥ z; LZP, 0; iZ,,[x] IR deg(6;) =
1=1 HO0) =z . #6(GID) RikHTracer, , je(lnl.j#i. Tracer, i B ARBINTSK = )" 6,GID),
TPK, = g™ . B £olsit 1 MBI LRI AT PK, 7T DVE BB BRALA HITPK JFATF L,

TPk =[] TPK/ Ve

3.2 EHERIBEMER
KeyGen(aid, x,GID,{S K}},GP) > K, ¢ip, K. c;p- 1/ IS 345N GID , 18] J& MEBUSH IS IR x, ¢ @ YRR
(182 SR DM R P B0, B i SRR B, 2, , TSI P e TR x (O 43 8 M 35
partK, gip = gOSK‘H(GID)APK‘F(x)ﬁ',partK;hG,D =g%.

BRES LB AN B AL P GID R %
. GID, , GID,

Keom = l—lfl partK, gt V#GID;=GID; o H'I partk’ g % GID,; = GID,

R T BB e(g, Kooip) = OPK - e(APK, H(GID)) - e(K., ;. F(x)) R UEJ& P % G IE A .
3.3 EZLHME

Encrypi(M,(A,p).{PK )", .GP) — C. 1 3RF il 5 5 7 S W0 E 55 A AT AN, 1Q) 97 ) St v i 0 2 Je 1k
S IS7 1 R P TR A S B . 5 S i PR — BB s & Z, R L1 vE&Z, S s Ry 5 A TR, ik
RN w & 70 A TTE 0. SRR TR A 0 AT A BB &z, miwy U
TARMBEEEE R MBEE L C = {(Co,{Ci4,Cas, C3x, Cay YK}, T

Co=M-e(g.8)
Cry=e(g,8)""e(g,8)""",Coy = 87", Cay = g7 g™, Coy = F(6(K))",

5 ¥ A B — AT A — AN B R . 1R E RATE S5 tid , Vi 1] SR, 115525, e ibfs 8., 24 Al [A]
BRI, IR S N B 2.
3.4 REIIAEMER

(1) Decrypi(C. (Kcims K gip) GP) = MAFE R LAEH AT 0, € 2,k M1 )" wAc=(1,0,...,0).
ZIEE AT kTR

Cii- e(Kspo 610> Co) - €(H(GID), Cs ) - e(K ) 11 Cai) = €(8,8)"" - e(H(GID), g)*"
2 N ORET W4T H AT BB HEAT IR 5 A B3k, W] IR F: [T, (eg, @)™ - e(H(GID), 9)*")* = e(g, g)° W& W LIRS
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WIS M = Cyle(g.g)’ -

(2) Auth(tid || mAK 610, K, 6;p}S 1»GID, (A, p) APK )2, T PK,GP) — n. TAEEAETERALSS 5, BEHLIE F0 AR
S, X TAESE B BB E LS, , HitHH Tag=H(S )SH(S,) , ikm=H(S,). RG] TPK Xt GID JN%, %
1&7,, M Ex, =GID-TPK',Ex, = ¢', it. & = Enc,(TPK,GID,,GP) = (Ex,, Ex,} . *HT% tid \FARIC 1, = H, (1id, S ),

t, = Hy(tid || m,S ) . %W FiBF PAT ZK . Prove(Z,w,crs) 2 JIEW 7 :

Ly ={¥ = (tid || m,(A.p).{PK}2 .1, 1,0, TPK,GP) : 3% = (GIDAK .61, K v 610} .S . ]) s.1.
mA = (1,0,..., 0) (1)
N2 (w; =0V e(g, Ksoi0) = OPK,) - e(APK , H(GID)) - (K 5,61, F (5()))) 2)
Aty = Hy(tid,S ) Aty = Hy(tid | m, S ) (&)
AGID; = H'(S,) Ao = Enc,(TPK,GID,l,GP) 4)

TAEENG Tag,m FMEZINIE = (1,1, 0, 1) — IR, BN KIEH 4.
3.5 IIEAIERMER

(1) Verify(tid || m.n.(A,p).{PK}? . TPK,GP) — 1/0 . W3R F WL B] TAF# I #22 f
ZK Verify(X, 7, crs) Wbk B, ansS- ik imat W s 1, 35 W% o.

(2) Link(M,M’,n,17') — 1/0. % TAEE FIPHAAFE B M = tid || m, M FHAE iy WWEREH 1 =1, WA
WARER [F] — AN TAEF W IXAME A T PR TAESE R, St 1, /% o.

B 44 B0 UE AN AN SR AZ P IR I P AN TRONZAT 5 1 TAEE B, BA IR IEH 4.
3.6 EISEREZME

(1) I B0 S5 AR 75 R I (8] Py il R 2 Al Rk e 5 i TAESS R S

(2) 7EBNE M I )5, W SREF IR BIMETG S HR H(S ), FF 58 LI m 34T LR, —BUWRGIAZ TAEE
PRAZ. TR AN A 2, R TAE 2 103 SR,

(3) BB TAEE FERLE I RN AT S, .
3.7 EEME

() BEEA LKL Tag = HS ) ® H(S,) , BAEAEIT () TAEE A REAS B2 4, [FIA I8 R008 B B B

() TEREH S, MBE S, 193 TAELE R, T LAYE R E I 18] PY 3232 22 3 43 Bie i 22 AR UE B, 5 B 135 5 R

L, ={¥=({S2L{R;}, {m;}) :
W =({S1,},{Ans;}) s.1. N Ans; = Dec(S 1j,S2,) Nioy H(S 1)) = m; Ni_, R; = R(Ansj; Ans,, ..., Ans,,T)}

Hrhn A S5EE TV SR, R AEREGERATTS W52 (RN, Ans; N TAESS RAASC. BREE A%
R J5 23 R IR LS TAEE 2250 R, , AT ik G TAF F $2 28 To 2045 SR 9 B B I 0. i sk R 3R 22 M6 4046 ~F- 1)
I3 C IR, R IE T AR FiE K& 1 4.
3.8 BIFMER

Trace(m,{TSK;}) = GID . 3 TAEE RGBT IGUERT, B AGA B 2L BN &, [RS8 F I EEA L. 18 B AR K
BELRR, B0 NMBEEE MER LIRS TER S0, B WAE g B8 o, Tracer, 5 Ex,™% . MR GER ¢ 4
B, AT AR H

hallls

B, W fE A AT

' ) . GID;
GID = Ex,/ | | _ (Ex,s%)lowes o

3.9 BERENSTEWK
() BEEE M
B Tracer, AN, IBEZEZEN n+ 1N, R n MR Tracer, 358 b, sz[x]’ﬁﬁ/% deg(h) =1-1 H h(GID,)=0.



g HAR AR wrrnd oo e

B E R n A E R Eﬁihi(GIDj) , BB I EREEME > ES Tracer;,j€[1,n],j#i. Tracer; HE
n t t
TSK;=TSK;+ ), h(GID) 3t %4 Tracer,, Tracer, Y5 % bt ATSK; Ji, HTSK =) TSK,[]

k=1k#j

GID,-GID; N
r TPK. = oTSK K B2 (AN .
GID,—GID,’ K. =g YE AN Tracer, W4 AFAEH
(2) lBEFFIR T

& Tracer, IBH, IBEEHEZ Nn-1 1, FTHIn-1 DR Tracer, ifi?%q,-iZ,,[x] , W B deg(gy=t—1 H
q0) = 0. LAEE XTI T n—1 DNHRE R g(GID)) , H¥ F il o] 55 B R % 7> 4 Tracerj, je[l,n—1],j#i.
Tracer; HETS K;=TSK;+ Z: q(GID)), TPK; = §TSKT M R4 A FAER.

4 FESH

FRYE LR T A 77 R B ARKIE, TS T AT LI IE M & 20,
4.1 EWMESH

1) HRNHG B S A B : A7 5 108 PR IR S RW B ME 35S PYIseal, R b nfig a5 353k IE
B RW SVELRIIE. RN AT ZIIN T TR FRES 7 SR i e M AU SARE BR . SR PESUB A 2R 1K OPK AR
TR

) ) Z (OSK]_[' GID; )
OPK = e(g,9)"* = e(g,g)zizla,- _ e(g’g)zizlf,-(o) = e(g.0) " 1 11+ GID,-GID; | _

. GID;
' [1. “GID.—GID,
]_[_7] opPK, Y j i

FAUH R AEE APK FUB B AEH TPK WA EVE R, JE MARVA I AR it FR Un T
K. cip = g% H(GIDY'* F(xy = g¥-1“ H(GID)*~" F(x)’ =

Gi

Z::I (OS K’ n;:l.[:l GID lfD(:;lD, )H GID Z’y:l (AS K’ n;:l‘[tl GIDI;'If)éID, )F Zl!:l (ﬁ’ n;:l.[il GIDHIfDéIDL ) p— ! K H;:l.jt! Ull;”f)(_élDi
8 / ( ) / (x) / = o Par 1Ky, Gip 4
i=

K;,G/u = gﬂ = gzz:‘(ﬁ'nr’:"""%) = I_[;:I Parl‘K/x,,GlDH”:L'W%

2) IR IER I IE M 7 @i ZK. Prove(Z,w, crs) "R, EES L, 1, (1)~ (2) IEM T LAEE A LR A5 2 75 1)
TRES R B IERH, 3) UEMA 1,1, IEMATHE, (4) WERH 7 TAEE FEEE A IERINE T B S S s IR GID, H ZK 1)
SORIE B MR T AR I L SRS R i, HIERT T 1, 0,0 .

3) BERE I M E— PR = tid 3858 T BN ERIE B M, M B, W& A2 BIAE n, oy B8 I 56E,
WA ¢, = H(tid,S ) = t, , Kk Link(M, M’ ,9,7) —> 1.

4) BEFIEMYE: FLP GID FNIEA 7 = (1, 6,0 m) , Ferh o T TPK I GID 13511, 1 ElGamal 5712 PV
E#IER O Trace(n, {TSK;}) — GID . HT SN T I TERAZ 4 52, IB BRI 115 GID i 2 5:

GID = Ex, /Ex," = Ex, [Ex,®% = Ex /| | (B, o
5) IBERFE IMAAIE H IE AP
BEEE N IERITE: Tracer, TN, IBEFE RN n+ 14N, JRRE n AR Tracer, 8B b i E h(GID,) = 0. H

. " . RNl 11 GID,-GID, < " B
T TSK =TSK;+ Z,-:l h(GID,), 5 TSK, = Z/:] TSK', HHM GID.GID, = ZH 0.GID,) + Z‘_:] h(GID,) =

Z; 6(GID,). W TS K, N % Z::l 6,(x) £ GID, AL HIAE, HFHA I8 ER 2 IS BEAT 2N N S32 9 3 i AR
FRIBER AL, BRIHAE B3 I N S22 IE R .

B IR BRI BUX Tracer, IB I, JR G R ECN le 6:(x) , TLHH A Z;(Q[(x) +g;(x)). Tracer, W3
SR TSK, = Z:;l 6GID,) N ZR A B S, TEPATIHE VL, B Tracer, MR KA. BT
g:/(0) =0, W TS K A%, JRA6H T PK I L IV GEA e B, TR G I8 BF 38 5 vk 2 IR 1.
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42 BEMSHR

AT RV AR R A B TG M. AT R AT B R 7R R A TR ke
XA, B H—ATRE MRS

AP E C ST AC VI R4, WEBUBHL TG BE A B TTBRAE A (hn) L #2 3.1 Frid 48 Bk
GP,PK,TPK %EEATF.C M A AL AR S

L. FHP 0 GID W1a): A el F P i, C 3R B0 R I GID;

2. JRHERUB ARV W ) A W AL — B HEAUR I ARV, CIRIFl PK,SK;

3. BHEEHN N A WKL <x,GID>,C AT R ZE W AERFFRREHPGID %T Bty )8 1% 9
Kx,G[D,K;GID 5

4 DE: ARAL < GID, tid, m (K i, K., ;p ), (A, p) >, CHITIE LN REIEIR P REFAIE 5 = (11,1, 07, 7) 5

5. WAELRAIRI) 1 : A $EAE < tid, m,n, (A, p) >,C AT I SR [ 56 45 3

6. BEREM ) AR < M, M ;.17 >, C PATHERE SR ] 45 5

7. IBERH R AL n,C PATIB R FIER B GID ;

8. F PR E W IR A LA GID,C IREIXT RIS, .
421 ERME

3R AN AR 18 R AT FIHAAT R 45 I AT DA P 7 At stk B L S bk Wl e . B 44 T SR A ) 81 R FE
B AN M B B 0045 R, TEARTT b R BE L VAIEE 5> 5 TAEE 5 005 BAH G R EHTF A 7T DA - 1 B
B, B4R LT

WERK% 1.0: BhlkE C W& S 408 GID, M GID, WIFH 7. 8T A LI GID, M, = {tid;,m;} FNU5 0] 45 5 K0S A, 258
% ¢, WIRAE n . [FE A B LUA R AU A RV, AR LA C A% T pv) R BT LS #&HI0 1— | MBEEH
LH. AL M, A" ¢ (M, A)} B M F1 (M} B tid ReAfIF], Cik—ANBENL b € {0, 1}, £/ GID, 2 BANIIE 5, IR B
BAAKE D €{0,1} . AWMBHRIMFEb=b".

75 R LB B AR BT A PPT 8F, |Pr(Awins] — 1/2] < negl(L) , o negl N7 ZUEEREL, L NEEBH.

B 1Y ZK R F AR, WA R B, H,y 2 REHLTUS AL ElGamal 5751 Pedersen [1RRFR 25 4 2 505
A4 TR, T SR R B 44

B C FIRIVAEA 7, = (4, 1, 0 70) , F5REHFRE 1.1, WERR 1.1 SRR 1.0 19 X BIAEFUE A 7 Bl — A0 88 s
. ZK IR ENIR PR Z AU AT AR T w 5 O TR o AR B 28 i 7 A e AN AT X . BRI, VK 1.1 4%
TEAHR L 7° J&, A LEWERR B SR AN S R A AN O] 20 178 Ak, 025 FRARK 1.2, 7Rk 1.2 53k 1.1 X BI7E T LA
FeC) Bito il Ex, . A BLEH - | MBEE, B Pedersen [ 1IRARES 53 S HEE I 22 4o E, A TR
o, BT ElGamal HA7E DDH B ¥ R 2 1% 88 S0 N HRIATT X 434 (IND-CPA), Ex, TEG F¥ 5016, 5 ¢
AEX . KB, Wk 1.2 ¥ o Bepll o 5, SRk 1.1 M E A RIREROR & K AT 208 i34k, Wik 1.2 W, C4A A
HIEIRE g, = (11, 1,07, 7", INBEER 1,6, SMOFTE (5 B85S b To3<. BT H,, H, RN AL, KL A fEiFk 1.2 %
BT R B b 545 b = b . SLFERWER 1.2 FIER 1.0 & A (K 1k 2 4 22 55 T ok 2088, i LA A ZE 3 A%
1.0 FIFER N 172 + negl() , P T7 S5 L 1 44 1
422 JBMEREFAME

J& P BRRL P TSR TG VR I8 0 B 4 DA UEAS 0 FH P 1) e, AT B Aok 28 ) P J i 5 7 o B0 LA A L P SR 49 %
F P AT 8. JE M RRRA M 20 e SR

WE 2.0: 8F A LI GID, M, , Vi I HI 50 A, FI3 2 RIS B VRS Q,, 3584 ¢, MIMIE y,, T LA
FAZF p(h) IR.A EFE(GID ,M*,A") ¢ {(GID;, M;,A)} M N EA FIBHEEQ,Q KEC.CEk— MR
bef{0,1}, MHQ, HEMFAHE BINE " IRFI4 AA K b €(0,1) . A WATRU R =1 .

T R R BRI RN BT PPT BT A, |PriAwins] — 1/2| < negl()) , F negl N ZUGHREL, A NLE



10 BB AR R B B )

EH 2 Y ZK R BENRVER, J7 50 R B R AL

VEBH C BIRIVIEN 17, = (1), 12, 0, m) , F5REIERR 2.1, WERK 2.1 SIERK 2.0 B DXCAIZE TR o 3 — 40 25 st
L. ZK FIZE RS Z AL 38 TR T w RIS 00 TR o, (BB A4 7° Al ANTT X 45, (A, Sk 2.0
WERRH S 7 J5, A TEWERR A I LR 2 R AR AN 1] 2 (AR Ak X% 2.1 1, C 45 ARAIE N 1, = (1, 1, 0,1 . BRI,
ALEWEAL 2.1 P AR TR EIE IR o 15 b = b. LR 2.1 AR 2.0 h A FIER K2 7T 2
W%, BT LA A LR 2.0 FEIEZR N 1/2 + negl(A) , 75 Fit 2 S8 MR AL E.
423 AATihEN

AT Dy 3 1 SR AT B S 1) MR BH R B 3 AN R A A SSIE. AN RT3 1 04k e SCan R

WERR 3: T AL GID™ MEMESE Q" A ¢ F P B E AR . AR GID, M, , JRVESE S Q i)
FEHISENE A, 45 C, WRENE g, . A AT LU C AL T p) W AERFEGID™ , HE M™, i I 3% ) S50 A* 2B AGE
n' AR AK eip, K.y} # 1AN(GID", M, A") ¢ {(GID;, M, A)} A Verify(M" 5" .(A",p),GP) > 1.

7 i SRR DN IEE GRS BT PPT 80F A, |PriAwins)| < negl()) , FeF negl NV ZIEREL, A NELESH

SEHL 3 RW RN PS4tk B ZK 2 AR R AR B, 7 S AN P

VEBA BREAFTE— AT A B LA 0] 208 (R 28 i 15D X%, ARS8 A W] DAL W] 2% (R R IR i 2 /b DA —
KA A AE ALK i, K gy} # 1 HITBLT, A MGG T SR 1 B, AT AR AR A b, A (AN IR
B EHAE R AEUGIE. H RW BN Sk 2 S MR AR5 1 a 18 B2 0] 2% (RIS, (KR ZK 2 F AR
, A BFAER GID, BN E. B ZK W L AREN, e DA AR IE R IREU W, B3I &R 8
B, BT DA b I BRI A] s AR R IR FE BT AT, 7 R R ANl i
424 TWEEBEME

AT EE P B RAT AR SR BT AR AN RE X tid AH R P AN S8 AR BCOAIE T A 1. Pl et a0k ST

WEXR 4: BT AR GID" MR Q" M ¢ P S EMRENES. AR GID, M, , JEVESES Q, My
FEHISREE A, 45 C, WAL 5. A AT LA C A2 T p(h ) IR A XA HIE tid 115 B My, M, , 3 A" A RAAIE
7 Fn . AR R Verify(M 17} ,(A",p),GP) = 1 fori=1,2 A Link(M}, M, 11;,75) = 0.

77 S R AT BRI R BT PPT BT AL |PriAwins]| < negl(V) , FeH negl 7] ZUSREL, L NZESHL

R 424 ZK 3 R AR R E B, B H,, B, S BENLT S LIS, J7 S0 L AT s R

VBB B BAFTE BT A A LA AT 22008 (0 G 28 00 7 S8 (R Rl B 4 1. AT 454 GID™ X AN B A [ rid 115 B
M, M, EFSANIE ) Algs . BN ZKO R F AR B H, H, RIS P, £ A WIRAER, T5ESRI GID, AP
b E AR HE . BN BT ZK R mRE R, R g #p JB SRR, AT S AEH GID™ I P
b (B R a8 P 3 B SR AR GATIE, BT LA £, = H(tid, S ) = £, , WIS AE o] DA B 32, S5AFTERCTF A fE AN W] 200%
(N 2R TSI 7 R R P E e 1 7 J, RO AN O
425 TBEME

ALIE B B SRATAT A S BT AE 4 T ¢ AMEEEHE WS LR S AR So i 18 R 1B B AT IB BRI T U4k e L
e

WExk 5: BT AR GID" MEMHE Q" , MR ¢ H P EEM B %A ALK GID, M, , JEYES Q, Myii
FEHIRNS A, 25 C, WHAAE 5, A T LA C AL T p) IR AEBEEE M, Vi IS A A BGAE " . A B
PR UR: Verify(M*,n',(A",p),GP) — 1 ATrace(y’ {TSK}}) — L 8. GID,,GID, # GID; .

75 Fiw S ALBEREUTR A BT PPT BT A, |PriAwins]| < negl() , FoH negl NAI AW EL, L AL

SEH 5 2 ZK 2 FARMER AR Y, B H,, H, BN P, 75 20 L AT B

UEBR R AFAE— N AT B8 LAAS AT 2008 AR 28 IO 5 SR A P B B . A 356 GID™ P R M AR BOAIE o7
FIA ZK 2 Z 5 H Hy, H, BT S S, 72 A @ IAER, JE%45 3 GID, A P A E A @ & IME B
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T ZK (RERIEI M, o W RIER, A WA TPK IEHIINEE GID™ , AT Trace(n’ {TSK,)) I 155
GID" B &AL

BEAh, A5 Z T AT S LR R R LA M. AT &8 RW BN, JE TE 108 240 5 17 i 75 1 5k
W& FHVCEC A REAR . IR T AR 2@ X AR I B TAR S5 RN % JE @il 85 T % &8 I8 R IE A ERE, 130 RHE A
Wik H(S ) 5, TAEZERMEG S, , it RFIEREMEHE LS, , REEAE TIEER, i ERMHA RAE s, M
H(S)), kRS, .

43 NFEHESH

A JT RS R 23] Wit TE SR T LA Z AR 705 5 2 i B W SR SR A T 1.

FE B IERIIRIE AT S, — SO R385 B 3 e & AT, BRIGTR SR TEVEME, I 40 A i SR 35 T Be A& 1 L
FRIEDL: a. TEUNE S| JG 41138 55 b, TR BAE 8. X T1E0L a, By S| RN G4 R, R E N RRTER A 152
S, ML N 3RAG AL, 1 LA M3 & 2R I8, X F 1500 b, i 3R W0 75 M0 4 B 22 5, 5 B4R AR
WERA, B ZK AT R SR G v SR 3 1R BE IR 1 .

AT TAEE SR LA DL a. SRl —AMESS K& 2 R TAELF; b. 3838 IAE; c. 1RZSNE R S, . Xt F
150 a, BT 5 S20 2 v BE R E, $R30 2 IR i Bk B, HAR S AVIRIE; W TA5 5L b, BT 7 R R AT I IE 1, ki@
I AIE HAP 4 AR IE; ST ¢, B AE S LB IIE S, M B 45 B2 TN Tag T LU H X Rl i 470, H-fd
FIBERHLHIZREL A& 1 B ST Sy, RISy 4 4.

5 W5

ARFTAG AR H T i) 53 B 4 M AGIE 7 5 HARBE 42 VGIE T BT S Har#T, RBPE A B T RS H
by 5 - DX R () An 07 R IEAT LA, SR IG S AR SO SR AT T 4 B
5.1 INRE4FMERTEE

K A INIE T RS LE AR 1 Fos. A SRt AT i) 53 B 44 S8 1 DAIE U7 T8 S BILEE 44 1 1) TR I $ 4L 77 4k 5
Yy il ], BER G 24 FH JE PE E die E U7 R) SE B, R AR IR, [RIB an SR R R — A S5 IE TR
AN IE B R, TR L PN E S g 5 4. LAMESRAL T TIBRATIE BR, 4 FH P A R AT 9, B ER4E R o id il
YERTCASRIUE P i & Oy @i A RW Z b B YE B RS R RE& 20, A7 RS20l T 01k,

R 1 EANET R

P J& 1t 2 )RR B B IJBR rB Y

Guo el al.™ x x ~ ~ x
Zheng el al.['***] x ~ ~ x x
Okamoto el al.** N x x x N
TCABRSPY \ x N x x
Ding el al.'"* N x N ~ x
Elel al.’>* N N x x x
Hong el al.®” N N N x x
AT & v v v N R

R 2 P HAASCIR Y AR T R — ST (5 T R BE I A B 7 58 MR EE R U HY, BUA R 2 T X
BEMI A RGO T A GE AT 6 S P AL 17 L, (ELATS A7 — S8R L, nise A %t AR BEAT 0 i, BOAIR M TARE
B A LR, BRI 1 A PEAE A SEBILIR STHLAR. A ST AR B T5 58 o Vi SR 3 e V1 Il 42 1 SRS SR O AR, AN
MAE—EFEE L3t 1 TARSERIOPTE. N AT R BURAIRY", B TS WA Z BRI b, TR 1 & el
BRI R BANESEIL T AT EER AN IR AR EA T, W ORAE L A AT DL T, AR R AR RBERS AR 5458 — X,



12 BB AR R B B )

HAT PLSRIC 3 F P (6 5 b, 53R 53, &5 Zebralancer 75 %8 VAR EL, A5 AN E S IOTE M 0, 25O RE
B, RIS TAESS ORI AR B a R RE .

T2 BT XHRERMARETT R L

UES RS IRy AR ik P& 44 1 AR AlB
Zebralancer™™"! x x ~ ~ x
Ghaffaripour el al.” x x x x x
CrowdBC™ x N x X x
Feng el al.1*") x N ~ x x
Tan el al.! ~ N x x
SecBCSPY N N N x N
LTS \ J J \/

52 ZLWHE

A F5 18 L £ macos Monterey 12.5, CPU A Apple M1 Pro f) PC #1_E 3¢ A J5 = 347 0 Hs2 5, {#H gnark
0.7.1"95k ST zk-SNARKS, 3547 7E Hyperledger Fabric M5 T .26 3 7 T AT R &M B LTRSS
LERFFRS. N T BT b, 208 S RE B4 B B 2018 F AN R0 28 A5 5055 7 TR B0, 4 |C| BT 55 I v
FIREEANEL, (S| RS RSEIT S2 bR B RPN, A1 n T BRARES 2> 2 EE I BEALESE, ERREEG L
TRHOS HFERS, PRI IR K HFERT, N RN BE08 LR EUEH, B, Fon B G, LINIREUEH, H #oRmG
FIB RN, I T 1 =2,n=3,|C| = 1,IS| = | 355 BT RAVIGWR BALTH ZK.S etup Hi%E, FFERTHL
K, BT R EAEYIAA $AT — R, AR T B2 /0. A, A e 44 VGIE RO A2 thRE T K, {BAT DA el T4
HHE T AT, FoAtb SRR T T RS 3 = A0 ), T DA S PR B A 3 A 7 R

R3O RM R

Bk PRI R) T4 S bR (A 4/ms
GlobalSetup P+ZK.Setup 435687.188
UserSetup H 0.782
AASetup &1 2n(t-2)N+E+Ep ARG (E+Er) A L7258 85 40: 1.466
TracerSetup BESE n(t-2)N+E FBREEY  tE 1BEFE: 0.106 & RES£0: 0.205
KeyGen B AE+ H AAEH T 2tE BRI 0.262F1E F 2 0.834
Encrypt E7T +|C|2ET +4E) 4.196
Decrypt SIGP+ET)+H 1.991
Auth 2E +2H + ZK.Prove 14115.249
Verify ZK.Verify 1.947
Trace BEEE E BEeBY  E IBERF: 0.080 B fEE£9:0.138

E 2 BoR TR R MERUBH A FUE EENU FIRTLEABY B, 24 n =30, ITPRAE ¢ A\ 10 ZHHEINE] 20 B-& L0H5n
) O L aE A& i 28, A2 PR, TPK IR AR ¢ BRIE B, SIS 45 RA 7.

B 3 BoR T AN @ R R, 50l 48 4 5 R0 A B SR IS IR DN 235 (V032 AT I T, W) LA B0 25 (9 i T8 T4 5
v 25 ) S R R R AN B R AR M SR R, 5B A R L B A 4 R I A T A L s B fef PR 1 A Bt
BRMRR, Fa g B, g s FIERE T AT, £ e 32 MG AL T, & 5 Bt - A4
53.206 ms T2~ 39.011 ms, £5A SZRR A6 K.

NEEFAE RGNS, RS AN BT S8 T AR RUR T RE /N, AR 07 RAESE APk TAES:
(IS, TRAFEPI NS A EMEL S, , W& T, B AE AR e 85 T HEAT, 0 36E I B 8 A & 43T,
[ 5% b EAE RS 2, Rl zk-SNARKS IF B K /INANBGIE R 3R 5 R 40 P RE S IR AR K.

TSI A T R B B VGE RN BEIE VAR 7] 5 A2 SRR 7] A1 Zebralancer 7 24T T HLE, 4



M #te 5 AT Robbfok b AL BB MIAE RO FT E 13

T EdDSA $U7%5 4 503 Ik 5B Zebralancer J5 & HFMIES. T zk-SNARKSs [IEM K/NA O1) , 75 RIE
BZANIE RN 687B, J1T-/R32 & 1t HUE AN S0 (K B2, T Zebralancer™ Ny 559B. & 4 f[&] 5 &R T Zebralancer
T RE AT R4 5 A SR T I IE VS A A E R R P4, T Zebralancer J5 % R SR8 ML, (Kt
B S AT RIBMEREN 0 P REE — R LR, T3 T ANE B 2 RO R, AR RIE KN, 5
EANAE B IE IR 18] R T 48 tb Zebralancer J7 S0 A5 B . 78 ZA0RAIE B rfr, XUER ME X 38 BT RS R K, (8] b 1 A 2
B R 2, BT I AR, 7T LG BITE A SR s, B MR35 (0 3 o B () R84 S e K, T 4 5 SR T i
V) 435 1 i 2 B 1 5 P 384 i

« BB pE—
10 | o sapbLbItaL 50
-8t ~ 40
g g
S 6t < 30
E E
g4t S 20 |
2+ 10
0 ' ' ' ' 0 . —
0 5 10 15 20 25 30 0 5 10 15 20 25 30 35
t A
2 ANE BB S B BRI GR A IR [a] 3L A il 2 B3 ASFET ) S0 R D0 fEss i i A
S zebran AT (RS = FHE (21) 100 Zebra = AU (250 « AT (B5)
6 80
g ° Z 60
T 4 > 50
£ 3 £ 40
- =30
BB o 1
. B 9 mn I
0 1 2 3 4 5 0 1 2 3 4 5
JAYESLE e
B4 SR IAE BB 1E) 4 B S A A B s 1] R4
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