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Underground Application Collection Method Based on Spiking Traffic Analysis
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Abstract: In recent years, with the rise of the mobile Internet, underground mobile applications primarily involved in scams, gambling,
and pornography have become more rampant, requiring effective control measures. Currently, there is a lack of research on underground
applications by researchers. Due to the continuous crackdown by law enforcement agencies on traditional distribution channels for these
applications, the existing collection methods based on search engines and app stores have proven to be ineffective. The lack of large-scale

and representative datasets of real-world underground applications has become a major constraint for in-depth research. Therefore, this
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study aims to address the challenge of collection of large-scale real-world underground applications, providing data support for a
comprehensive in-depth analysis of these applications and their ecosystem. A method is proposed to capture underground applications
based on traffic analysis. By focusing on the key distribution channels of underground applications and leveraging their characteristics of
mutation and accompanying traffic, underground applications can be discovered in the propagation stage. In the test, the proposed method
successfully obtained 3 439 application download links and 3 303 distinct applications. Among these apps, 91.61% of the samples were
labeled as malware by antivirus engine, while 98.14% of the samples were zero-days. The results demonstrate the effectiveness of the
proposed method in the collection of underground applications.

Key words: underground ecosystem; cybercrime; mobile app; traffic analysis
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3 LI

AFATLL 2023 £ 5 A 1 H—31 H3L 31 R #30 DNS i s 8 BHR FEIF BT, @il — R0 525, PP bR
PR IR T S B T 10 BB 77 B R I T VR I AU, AT 1 S A A G S 38 7 VR = BTG FR AR B 3.1
OB 3.27), REEISELUT 5 AN AL BE(RQ)JT @ SEER I E (58 3.3 71Y).
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RT BEHLARAMAE R A 45 R

(ns,m)  HEWHE  HEHE  HEBER  F1

(1,4,100) 0.955 0.950 0.960 0.955
(1,4,200) 0.960 0.951 0.970 0.960
(1,8,100) 0.955 0.950 0.960 0.955
(1,8,200) 0.970 0.970 0.970 0.970
(2,4,100) 0.955 0.950 0.960 0.955
(2,4,200) 0.960 0.960 0.960 0.960
(2,8,100) 0.955 0.950 0.960 0.955
(2,8,200) 0.955 0.950 0.960 0.955
(2,9,200) 0.955 0.950 0.960 0.955

WA 2024 5% 35 A% 8 A

R 8  ADA BRI &E H

M, @) e KRR AR Fl

(50,0.01) 0.865 0.974 0.750 0.847
(50,0.1) 0.935 0.939 0.930 0.935
(50,1) 0.915 0.928 0.900 0.914
(100,0.01) 0.880 0.975 0.780 0.867
(100,0.1) 0.940 0.949 0.930 0.939
(100,1) 0.920 0.929 0.910 0.919
(150,0.01) 0.935 0.958 0.910 0.933
(150,0.1) 0.945 0.949 0.940 0.945

(150,1) 0.920 0.938 0.900 0.918
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(10,15/) 0.865  0.869  0.860  0.864
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