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Abstract: Deep learning-based code vulnerability detection models have gradually become an important method for detecting software

vulnerabilities due to their advantages of high detection efficiency and accuracy, and play an important role in the code auditing service of
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the code hosting platform GitHub. However, deep neural networks have been proved to be susceptible to the interference of adversarial
attacks, which leads to the risk of deep learning-based vulnerability detection models being attacked and reducing the detection accuracy.
Therefore, building adversarial attacks against vulnerability detection models can not only uncover the security flaws of such models, but
also help to evaluate the robustness of the models, and then improve the performance of the models through corresponding methods.
However, the existing counter-attack methods for vulnerability detection models rely on generalized code transformation tools, and do not
propose targeted code perturbation operations and decision algorithms, so it is difficult to generate effective counter-attack samples, and
the legitimacy of the counter-attack samples relies on manual checking. To address the above problems, a reinforcement learning
adversarial attack method for vulnerability detection model is proposed. The method firstly designs a series of semantically constrained
and vulnerability-preserving code perturbation operations as a set of perturbations; secondly, the code samples with vulnerabilities are
used as inputs, and the reinforcement learning model is used to select specific sequences of perturbation operations; finally, the code
samples are used to search for potential locations of perturbations according to the types of nodes in the syntax tree, and then code
transformations are carried out, thus generating the counteracting samples. Based on SARD and NVD, two experimental datasets with a
total of 14 278 code samples are constructed, and four vulnerability detection models with different characteristics are trained as attack
targets. For each target model, a reinforcement learning network is trained to counter the attack. The results show that the attack method
leads to a 74.34% decrease in the recall of the models and a 96.71% success rate, which is an average increase of 68.76% compared to the
baseline method. The experiment proves that the current vulnerability detection model has the risk of being attacked, and further research
is needed to improve the robustness of the model.

Key words: adversarial attack; vulnerability detecting; reinforcement learning; code transformation

WA SR, Bl A T SEUHL SRR S R R, A PR H B K, R A ) R R R 3
o AR IR AL 5 R & R R e R B R E 2 —. 35 E E &R T #0E ZE (national  vulnerability
database, NVD)HJHE 8o : 2016—2022 4F, BREH 1) %2 2RI IC 3 2% HIZEH K. 82 2023 £ 6 1, O
B Z IR HAR T 12 613 4%, HH a1 K 10 ACRE i T i 75 R AT R AT AR B B TR B 22 T I AR U
T G 0 g AL A il AN 55 B A 5T T SIS TR PR 00 AR 5 0 LG 0 28 5 v PR A, BN R R R
B B TS ). 3T IR R ST AR R TR AR I TR £ 8 0 S WUV A e RS W % 3R O T AR T AR R AR
RIGFLEF & GitHub EF OF MIRIFEAN AR K T T H CodeQL H LAMRHGH 1 iRk %

SR, IEFERRZ W TAE D EIE, WEMZE M %5 (deep neural network, DNN)Z 5 % 25 PLAEA K52
M. Szegedy 25 NPV A6 5 B R T X HUAEAS (adversarial example) A4, BI: ZEBIE4E b, @i #m R
TG T HOE AR T WA ANFEAR, XA S EURR DL BE R4S B — DR R . SRR EmRE
W0 24 75 5 22 AT, {51t P45 A B O TR0 25 R 0 OB OVA s, 8 2 32 B PURE AR I RE AL T 3 R B 2 ST B TR A
MR W4k 7K 7 DNN WX PUREAR RS . B 1k, & TR S wmIshiiid 7 — AN IR AR i Bkt
A B RRTIZERE, B 1NEARFNEARE B, @IErEE 4 73— AT ENEA), RS 6 478m
— AR R A FLE ), 145 2B 1) R AR A BAE R, SRS, AR AT A5 Devign b B 1(a)
R SRS B BERI L 1(b) R O BURE AR AT T IRIRAS N, 45 SRR, U TR DU A% A8 65 10 R AREY B B U
] (EUR K %o BUREAS IR 500 Dy R B ARAG B, X ARG BA, R O AL AR D HR B 4 VR T S R e AT B TR
B 2 (PR RS AR R 2 28K

char *bufil;

char *bufi; bufl = (char*) malloc(size);
bufl = (char*) malloc(size); | free(buf1); :
free(bufl); i_printf(’'No Vulnerability!');!

=EEncpybUEL, Thack? 50 " Strncpy (buf1, "hack”, 5);

(a) RIS (b) MBNE KRG
B T ) i VR AR 0 4SS Y 4 6 A AR s A1)
T s A S T Ko AR VIR R 0 A 2R 1 B K T B T VR T DAk A U SRR Y 1 2 A b, T B B T IR R (1
B, HEEEAIAEDT 3 5 (1) IMAHETREENS, MR TASERTHE/REHLEE; ) Bkt
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() WHIFNWERT —A w2 I BAUE s SN RAE P PR RN R, 52 — MR FRENA
TEFEAR, R e SRS R REAE £ 00 FF AR AL 1L U N & 28 B A R BN AE Fy 5) kA7 RS i 46, I
ik U BE D B P Bl B A A A5 AR A I T TR A B 8 Bk I AT Y (R N Y S e Ay S R 3 A
S W& 4k (proximal policy optimization, PPO)!'[M 4% K ik B IE #ff (4L s34, $8 T Xt Pt AEAR 0 4
AR, AT A )52 5 H AR 2 (19 B 15

(3) I A AR 1 5k, fEFET SARD A1 NVD M E I B 4E EI 4 MARSER B4R
B (1 R RS AR TR 38 A7 5% B SR, R R AR R A% A A R TR VR R AR, 8 T 1 30 AR ke B RE AR 4R
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TR AR M. 2% 8 38 2o A Y VIR e U A R AE AN B 4R B FL 23 BT 308 72.97%H0 54.49%, A& RIF
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TRRAS DU A, T 5 28 20 BT D7 425 AT DAgE — 25 g 22 T 0 D0 ) 00 43 A AR 5 T 2 ) R 4 AR
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PARE RRNZ PR 2 2R A AT B, DUCRA RE RENZ P E LK 3 KIRTE. e AR5
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OO RS AT B A 1 22 AT A XA A, DLbAS I B E R A A 2 P 2 R A 1R, 2
TN () 77 12 7R EE R SR G5 I 8 SCIRTR B IR AR, N D A i
112 BT 22 3] 1 AR U VI o 5 AR

ARk, BEAE R 2 I BORAE 2 WU R Tz S, ) A R B 2 5 e AR vh A I VR AT Al oy o —
BRI TR B A M 5 . Li 25 AR HY 7 35 T8 3R 44 22 WX 4% (recurrent neural networks, RNN) ) i T 46 i 52
A VulDeePecker, H T1EH¥ Hinf2FARMIRECy—HEF VR, BT B RMEMAIEIR LWL 2 H,
DL =3 AR P 3 ) AR A s 0 0l s VIR A 7 1) 23 R 3 R B AT IR IR A . 1 07 i 4Bk 1 IR TR R I R B, R 8
FEARRS BT R ) R IR, 2P, Li 25 NP RS RO AR R B AT T R4k, S IR T A
SySeVR. SySeVR # T —Fh##u K8 SyVCs RAFE AL IR IRFHE, SyVCs A&l i X AURY IR 78 12 AIHE SUHF
TESEAT BB 5 40 Ay 1 B A i, B R0 T RIS ) A R R, $RE R T IR I AR . Zhou ZE APRH T
B Re IR A MAESE Devign, ZAEZLRARIBIRECN &, 1ZEILL AST b, A8 7 A 4050 B8040 A g fn 4%
A g . JE T BB I, Devign I FH B #0148 I 4% (graph neural networks, GNN)2% ]S & 118 E R, IF
Xt A A AT R T A S A7 AR AT I, DR T TR A AR T AR X U, Duan 25 AR H T AR MIAESS VulSniper.
TZHE B2 0 PR AR S i DAy e A1 i 22 AT 38 41T S B 2R, IR A 2 T = 2T WL (attention) FR #5 42 ) 445 55 B
HEAT AR EE (AR RIS . /E I TAE SRR b, BOB S AU — D3R T — R0 e M P B R ) L)
LSTM YR8 G iR T 42 48 77 3%, WA J& v B EAT U0 7 LA B 5 8UBRME BRI IR E B, JF A2 T 08U
LSTM FIYE 2 J3 LA 0 40 22 00 2 AT IR TR . Cao 25 N POVHR e — Pt PR A0 JE 1) PRI o 2 R 4%, 45 AT 42 ol ¥
SRR S BT RS BN BLNZRM 4, DR IARTS th AR AR DGR, DA b 3T IR BE 2 S0 B I TR R
EEUAS T AR R AR 2, I LS T 2 A R ORI AIBL, kb T TAER. (HA, BT R p
22 0 24 5 B B 4% T 6 ot 470 Bk A B 59 4 BTGV e BN AT R AT & B AR R AR A, TR A OC T N rh
(IR B 2 2D B Sty ok e A B iR PO DR, 7 00 R F R ko Ik SRS R f 55 ek 1) e AP
1.2 REREMLERI TR R

Xt BURE AS A2 H 08 o 17 1 8RR AS PR IO A0 R . SR T T GV R A P Bl BT T R B O\ R AP,
2015 4, Goodfellow 2 NHR H T Hdibf B 755 5 ik, @3t xof B A 8 B 3 A Rt A A fak 45 1) 10 ) 4 7Y
W ARG R, A TAED, ERR W TR BB BOMES . X BB fe 0 A8 R B 2 S B BY DL sy B I U7 1
S AR A SR R BE A TG I AR 45 1 30 3 e PR AR, B T ATV K AN [ AT A R ) A 42
EETFRE TR UREAR A BB 9T
121 BUGIE AR HukE A A i

FE BRI AL K, Wang %5 NP HEH T AERS 0 H AR5 Pt (TTAA), MBS 28 FIREE (1 £ FE Hf
KAMER DS BAREE T B EA. Wei 2 APURI T —Frsif 2 TR bl o7
i, GINT — PR A AR Ok, I A R A A B 1) 4 TR PRGN LA BY 1 ) 8 DX sk 2 [) 1) AR A1 AR B
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BT 7 AU BB R S M A0 B S, B 703 AT 3 LUK FE A 4008 19 77 vk B4 3T 48 SRS 1 X HURE A
A A, B0 5EME . BB SESURAF, AR AR R S HEOTEAEE S, M LR AL G bR vk
ITHBHE . [FIBT, XHUREAR A B — AN SR R, TR AR I B e A 1) 22 S0l I8 1270 M DL S8 it 1. X 5l T LG RN
B B ARAE B AR TE b E LSS, ACRE IR X BURE AR S BE A 5 R AR I SCA AR AV X — FE bR SR AT &, T
REZME C—FE . RS AT 85 - — B T AT A

FEARHD R PR AL AT, 2 ST AR R AAT: 55 (0 R B 2 S AL 5 i ae . Borb: Jha %5 AU2HEH
FEARKD (1 5 SR80 38 A I T I 25 108 75 B B 6 e vk B (K 95 1 ;. Zhang %5 ANP7V# i {# FH Metropolis-
Hastings $ili#E 7%, SHACHD b i dr AR IR HEAT B dfe A AR i, DABSR AR it Bk A, 33— 25, Yang %5 A8
TP I VEEAT T ok, A AR AN AR VR S PR AR BRI AR EARD R AR T 45 U, Zhou
2 NPOWR T — Bl bR IR 75 B e )77 ACCENT, LA SO HifE AR, SRVPAE AP 36T DNNs (RIS i B AR AT
S E R, R ARRD RS R AT, Zhang & AU A I8 15 B0 L SRR VR SLVA R RAK 2 X)X 21 A pR AL S s
SKFE AR i 46 AR OB B AR X, S i R 8 2 ST (W0 50 B AG DU 38 30 A7 Bt i 5 AN LPIS B IR B 2 2T 11
JRRTRST MBS (1 A PR EAT TR AT, UE B T X SR ASE B REAE 52 SR PR IR IR AR A R B e, R AR 2 ) R 4
2 S RAB ) J7 15 PR T X B A R 1) £ e

R IRAT VA E R T IR IR AT S5 (4 e BB SR AR R AR RS A e e, RIR T B8 BARIE i
WA TR, JE—ERF ERBT T LRI Ak, Kk, 0 B8 70 i I R AR A B 0 3 i 7 32

2 BUpRE

AR 02 2 AR X FURE AR 2 PR AU T A By Sl A S U 2T 5 SCTT AR SRR AR, B T BT 4t et U7 vk
M BLtrE T Bk AR B b, FRREAT 1 Al iE X
2.1 BEHEEES
g — A EL AR IR ) AUS AR A N, SOt ) RE 0 R T — AL S R AR KT A A AT AURS
e, AT AE FOR UAE A DAL R T i 6 T 3R 152 2 > F0 38 VA 0 2 P A A 0 2L 8 DA A
FEAE: (1) XFHURE AT Z R B EARAS (15 3L, RPN i 1 AR5 L 120R 5 40 AR5 B 46 R A 1 3 UL B RIH R 1 d
TR (2) U A i ZAR B AR h AR, RO XS SR A28 B 5 IRARRS A A A ) 0 U, (HL 2 i s 1 i
A 58 2R B U TR R T AR IR BRAIE T SR A AR AS RURT AR AS 2 3 )38 SC— B R i — Bk, AT DR E
TP AR
RS, g E A B iR RS xeXx MOV, b, XORFEARRA R A — AR axt «
TEAT AR e 8 1 75 230 R0 A (KX TR X, A R UREAS o, 75 206 /2 AP HO R
Xaa=A(x) €4 M
4=519650...06, n<N ()
Horr, SRR — AR TR AE, MARIEHR — AR A& TR A AU e A6 55— AN A S5 8 SORTIR R J 4 94X
B A=Gio8s0...08, RN n AT HRANIRAE P B PBIHRAE PP B, AT — N7 9 0 R 33 A6 BRAG X
M FEARFE AL X PREA N AR ZERAE 7 HI AR L, T BAR AURE A A S FOr A A 5 ZEARAEAR LA
AR BB AR P HIORFE — QS EIR, BI n<<N; 10 A A2 7 8 SR AR ARRT P AR B X H0RE AR 1 3 — B0 (O R 2 ],
A AL A AR R AR B A AR [ £ 38 SCRIRR RV, IR AE A RNE TR AR A7 AE 22 5, BAU 2 XF
FUREA T EL 46 10 3 3L SRR ] O B RS ALE.
2.2 BEHHANR
A TAE M BEE BRI R BGE, REIGEAURIGE & A REWS U7 M BR  28, BOALAOBARE . HRAY
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BN, FRGEEM E AR R B RN TR HASTFRE SRR, Bk, 3T B a0 nm
3510 20T 7 v T IR A DS s i BLE 1 Y TRDASE W0 AR 2R 114 A RN VT4 1 BR R
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e, 45 — TR GRIF IRIRAS AR B FX—Y, o, X RFEAR x NS 0], Y& 2=, %
THEREMN x & EAAEIRTF AR, SRR BEh ) AR, 2 OB g 1F B Y I 2 B i AR A x
A&, 4w — MUSFEAER xeX (E AN, Hithar IERR A
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0, g(x)<0.5
AR F R DY 1IN, AR x BB R Oy BRI, ez, MIARSRIE R AN W A x 2 A B 25 U iR
F R AT, T AR SCRO Bty H AR SR AT BE M B RO HURE AR I I 9 B 25 I O S, (15 AR KLY F ot
PUREASRAZ I N — A RAF . TEIR I AR REAS . AR SOR 2L SO HURE A ) e 26 ) jE R R a0
A,y =argmax , g(x) - g(x,4,)
=argmax , F(x,,,) “
st F(x)=1, F(x,)=0
ERE EARR B FERADBNFIN A, EEIRRARISRE A x 2253 H AR F fa ROME 2 5 0 ke A
Xaay 223 F FTH BRI 22 S oK AL, B T IR AU AR A x 800 H AR F A3 2045 ROy E, Bk BdH
B[R RE P AR AR SRR A x40 223 H AR F i th BOMESR e Mb. AT AEA5 A R Al H AR 2 P AT
T AR REAS x, ARAEIRB) T 51 A BEAT ACRD e 343 BUXS BURE A X0, 2RI PORE A BE NS 18 I0E H PR AL F AT

3 EEFREENEREEEFE I BE G E

9T S b e B AR o P e SO AR, AR CRE W BB AR AR I RN BUREAS, T TR S
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B BUE BROHUREAS, X H bR R AT 6 i i
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|

2) BIERME: (BETR, ReNE, FELE :
|

ey RERMER3: SREAERS '

If (buf1 1= buf1) {exit-1);}
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%58 — A BRI I ARRS P BUE IREA.

FEER LI B, MRAEX STl 19 B A —— IR A AR, Fise vt — 4R 7 Pesh i A UM sh 46 1k, 1X
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M SRR N, A PSS r E) o 2% i — AR A, AR R 0 A AR S B ISR T,
TR e P 5 B O — BRI 3 #AF

HRHE 2H T8 3 A A T A S N SR Bh 3 M B TE A B, SR IR BUE VA I b (10 ¢ H AR B R G T A
AR B P BE R, R AR MR ES I AT B L, KRR BT AR R AP B 2 X SR AR AR AT B e, T AR ROk
PUREAR.

DL BB 2 B T RHUREAR I A B BN — AN IR TR ARG RE A TT BEAEAE 2 M FE I I B AL B, MBI
AL E AT AR B 438 2 A R — ST PURE A, T AR R R PO AR S A — AN FEARSE A R BB B
W Xt BURE A AE g B RS AR BY (10 4 N AT IR TRIAS 0, 5 H 5 R Al B 5 K PO B AR AR hy e A o R A AR 40 e A Xt
PUREZAS AR I 225 SR 0 W7 e 0 IR R 15 58 e 35 Bk AR 5 A, U] R A R A i P St B0 %t 0 24 5 490 e 0 11 i )
RIGREA, FFEES 2 BrECAEE 3 BB IR. 45 3.1—3.3 iR T AT 3 AN seil S %

3.1 IR EB I ENIRME

AR TAEFI H — R HICRG P 3 45 0 K 5 5 40N IE RE AR R A7 AR R 5 45045 BT PURE AR, AR AR 1 ARAD 3 4647
ANFR: (1) AR R ARS8 X (2) R B IR ARED A IR, BRIk, 2R SOR IR B34 2 SO A& 18 2
ORI T CR B 5 s B SN PR SRR, R, O T R B 4 S 1 ARRD AR AE B B PR B AL AR W O R IFARTS, Hiah
Tl T B ARRD A SR — 52 (1 TE IRV (5 1 DA SR H AR A Y.

AN NVD BTk R RS A A A T AR R AR AT 0 AT, AR SCE G T ARG AN T IR IR ARG 18 2k
B FEB AT 20 ANESEIRIE R, 18 AR ZE AN T ARG FLIE 0 7 2 A 75 Al R A 3 AR A 15
HA 1A TAERRXEM TS HEBIIER, 75— TES 7R, X TiEAYH
PLE 51 R ISR RSB ) 2 81, SRS IE. KoM E AT A, Lo S AV5E ST 2 AR A 1R 51
W, IR A2 AT 25 5 HBLIRTR B S E A 2 1T, T AR 2 A0 s B A S AR

g5 RN, ARG T AN T IBA) B EAEAL B WX RO L A

TEAEALE: 25 5 IR IR ) SCHEE ) A, AR AR ARG R« bR B FH 3 ) B 2 U i 1 ) R4 £ 51
EAE N SeBES), o, <BdLyy FE A X R T ALY A R R SRR SRR, AR AT 51 E AR R T <A T
BF 5]t G B w7 RO (8 RO R TR 28 20, 77 << BR A0 3 A AR i R B BRI ShRE B T %2 bR AL
IR R 28 Y

TEAEXT B SRR A) P AR B (R IR, A TAERAEA T A R bR, feet S s oR 3O 1S bR
28 (78 B A0 T AR A e AR

TEAERAE: TE 0BT A) 2 AN OB AR R T IB 0. A AR 5 Kb 2

B 3 JEoR TR0 A E A< B AL V7 ) A ARG B 5| B ) IS VAR A, ERR IR T R 4h 4 R
B BT T R A G BT Y AL

p
@l sty
expression SRR

argument
list

@ ) a
Subscript XfEL] Pointer
expression expression EREED
S 4

ber_lit i i .
{num :Ir_l er ‘ identifier l ex'::»or:anstseign 1
L )
numbae|f_|iter { identifier J XAEF R XpTsd —
S
X P X S
(a) BB B4 (b) HAH V7 iES) (c) TREFSIHEH)

B3 SCHEIE R AN 45
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AR E PB4 5 T IR A T R0 BB, H AR AR RIG RIS REA AR A THRHE I8, 5
HSEHIR AN T AN, Ui Frd i A B0, R MR w B REN: X Tir#E, A3CA
B i R ) e AR R, JF AR S A I T R S AT R — 2, Bl iR 4 BN TR
RIEX“Q+2) MFJEPIE, ACHEL AR KGR, Rl E R L, <R B 1% HEA
WAL, DLOR ORUEAR H PR30 #F I 3 4 O AR 0 2R 5 SR AR 2L 24 SORNI IR B 1 — Bk

TG TASCE P A sl e, 55 1 250 T IEhiRER P S AR, 5 2 #250 W 7 IahRE
RIS, 55 3 M EHA 7 BRI ERAER E X, 5 4 28R Tt B BoR B, A T HEh
Ja BARRS F BORBI. A SORAESE 3.3 5 iaR 17 4 T AR 9 X LE P # F B RIS A QRS HE AT % e

R REhRIER

T EX ik B bl B bl
op-| BRI T Mba) T BT floata; double a;

op-2 K4E#’ HIR BN KA GO e AR structa {...} struct b {...}

op3 BRI bia) BB —CE R ) ab; b<a;

op-4 BRMIEAIES LA B 4 0 5 ) e, if(@==1) {..}

op-5 LxRAs BATE HIEB) BV SARAB I RIEA) / print(“NoVulnerability!”);
op-6 FIALE Bk TS LEDE) S L o add(@t5): int b=5. add(a+b)
op7 FEETY  TAIERE)  RBEEm AN Gy MR AER add(ats): add(@+(2+3));

op8 SR A AN TASAEYLE)  fed B )R A It B e Ry A S free(p): if (=) free(p):}
op-0 SHAHL b TASAEYeE) e R A A It L 0 AT  free(p): I (plop) texit(—1)5} free(p):

AHLTE T 9 AN ERAE, B TR AR ERT ., BRI, BHIEA . FIERE KT RER
BB FIIG TR, £ 1 B m) 9 MESIERIET, op-1-op-5 RAIIRIESFAES P HE WK, B ARMEMAEEN
B, XEHE B ERAE N BTS2 T OUA AR ) TAEN M, op-6-0p-9 A& AR TR AT HE H ) H 4 b T 451E
MR ENIRAE. LA IR HRIE SRR & HARL LY, ABLBIRLEE 1 /1 FEi3E 4T [X 43, op-1-op-3, op-6 1 op-7
AW MBI EEAE, T op-4, op-5, op-8 Fl op-9 ZiBE A LA AR, R IR AR RS i o8 R AL REF
B EE BT, ASCERE AR RPAT R A G R, £ 1T RRM TS ERAE XA 18 o R 5 =

1) RIS e X P3RS T, B0 op-6 Al op-7 F T & B W N A R FIME, op-3 18 538 A) H 1iE

HRFRMEAER B N EM IR, op-4 1 swith-case 1B H)EMN B N if-else 15 H];

2)  AREDESIN: X RPN S R R TE R, B op-5 RATED T “No Vulnerability!”iX — - fF &, op-8 Fll

op-9 FITER NI if 1HA), BB 7R BRI, A SR AR ) AT

R, R ANERAEA 2R P AR B dil . BOHE S F I O R AT L A, AT RAIE T % 3 )
HIARAGATE SR LR 4 5 SR AR AT 48 SCRTR I b 7 — S0k

AR S H AR 5 e TAEC, AR ) — S0t 5 4 R

) BB BRER. AR R, WIACRE P B A A [

2) BB BRTRBIFMEHEZERS, FAREAEBRZEE ARG, FE. BEKER;

3) KRB L BREA T AR 1 fr B2 R4, AU BOE A E A& e, Wi, wm. i

ok B BT HE A1 )

4) KMV BRIV RREE 8. Bk, AR BT ReDhRe AR, EARKE M E).

R TSI T SHACTD A SC A i — 80bE, 28 IV &5 ARRS G C—8E. BiRm S, X TR &IRIAK
RAB By, Foili X — SR I & U5 RS AN B0 JEARAS b R iR i il . X R S UG AR AT 45 1
AHTE, B AHE DI RE, ROLHAE U — B0, A SO ORISR BB AR B A2 i iE 2UE ARSI 45 & Bk ARy
—FPESEAL Hodr op-1, op-2, op-6, op-7 J& TR I; op-3—op-5 J& T2 A I1; op-8, op-9 J& T M 1v. K 4 IR
T B A ARED Y i 38 B (control flow graph, CFG) % L.

HT B 4b)FH M EY%13 M%14 AHSE, FEHIRIAT %17 FEARB, K75 AR 35 2 AT il &% IR T
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g ), HCRSAAT 45 R, Sl op-9 WPz, JRACHS b i A il B8 A ST 10 45 RIF AR R A 0. B,
R op-9 BT L M IME BUS AR 7T & 288 TV 2% TAURS — Sk g 52 3L

%2:

%3 = alloca i32, align 4

%4 = alloca i8**, align 8

%5 = alloca i8*, align 8

%6 = alloca i32, align 4

store 132 %0, i32* %3, align 4
store i8%* %1, i8%** %4, align 8

1 5, align 8

i32* %7, align 4

2, 132% %7, align 4
%8

6, align 8
bitcast (32 (...)* @free to i32 (8%, ...)*)(i8*

store 132 32, i32* %6, align 4 .. %11)
%7 = load i32, i32* %6, align 4 913 = load i8¥, i8** %6, align 8
%8 = sext i32 %7 to i64 613 = load 1B 187 %8, Slign 8

%9 = call i8* @malloc(i64 %8)

store i8* %9, i8** %5, align 8

%10 = load i8%, i8** %5, align 8 T F

%11 = call i32 (i8*, ...) bitcast (i32 (...)* @free to i32 (i8*, ...)*)(i8* & 2
%10,

. %
%12 = load i8*, i8** %5, align 8

5 = icmp ne i X
bril %15, label %16, label %17

____________________________ %17:
;_%13 ="call i8* @strncpy(i8* %12, i8¥ getelementptr inbounds ([5 x 18], [5 x_i %16: L R
S : 5 - A =load 8% 8% %6, align8 — — — — — . _ _ _ _ _ _ _ _
Y .am] @str 13201320, 645 ____ store i32 1,132* %3, align 4 | [[%19 = call i8* @strncpy(i8* %18, i8* getelementptr inbounds ([5 x i8), [5 x|
Fet br label %30 |..i8) @str, 1320, 132.0),i645) = |
CFG for 'main' function Br1abel %20

=

%20:

20:

%21 = load i32, i32* %3, align 4
ret i32 %21

(a) JE Az B (b) BN 5 it
Bl 4 EARE L P sl Ja AR i) 4 il B e B
3.2 MENRIERERE

Yo 77k i — RS RE ARV AN G, 5 20 ) ROk AR S PR ik, AT L X U RE A DUEE
K A] Re P oead B bras 28 (A Ul

AN AR T DUy — AN e Ak 48 2R 1) R, 50 B I 4 2R ) AN [, AR A X A B B e 4
R EV AR PUEAR, Plgaid BARE R A IRRA . Bk, A B bR S R B bR A R, TR AR AR
B, B A SR R SR RIS BE T I B AL B bR 22 A6, FEIEA 5 8 B0 VPAh 1 B AR RSB I J 15t
Zhang %5 NUOVEE SR AR AT A AU G 0 A 7Y Xof B BBk 1) S 6 8 SRR, A5 6 B AR S Bk PR A B i B TS
BIRCR FE A, T8 BE A SRR R & B LA g, AT BEALBEAT R3S S AE B AR 1) F1 R b5
b, REUAS A [RI45 43 B 0.002 1975 45 DL 35

A CAEFE H — P BE T 54k 2% 5T (SRS 07 2%, A MO 1K) B AR R B A S At I N A S AR AL S e v, DU
0 B AR B RE G AR AR BRI A DU B IR AR, KRB SR 1.2 TRE X, ARSI R R T R & T
B, AE s v AT T AR AR H AR A AL 0 45 AR v I, I B SCTE SEER R TIE B, 25 58 H PR AR ) R 15
TE SR W R4 7 TH A A ).

TESRAL2E 2], B RL T 27 ) 1) SR 2 7E SR AN 45 8 RS (state, ) T ROIZREUT 4 1T ) (action, a). XN
FE R — R L ST, BEAR A A 2%, %P4 5 — AN MRS 20 AT, 56 T M= 2 A0 Sl R SR B 58 14T
) a fENRIRE R, HORRAMEISE. KR E (reward function)¥ € T RS s T REUT B a B3RS
K2 i E (reward, 7), 3ZJNEE R & —AE0E, SZRME R 2R AR U 58 15 # (return). 32 T k2 MBI 2%
FFNIZR B BRI J7 T 6 A S BT R B B A 2 =T B RS 1) Bk e AT Fi k.

(1) BEAIZEH

W S FroR, ASCHTR R 2E SRR A B (agent) FTER 85 (environment) 41 &, Fhrf, AAERED 2 4%, ThE
SELRSE, MY AT AIRAS s, B BARBIBIE a; THEREE R D B8 2 M98 B ade (R Zh 4 @, 1EAT HH B BRI 7, 3 2|
BORE s, R TFE—NEEIE r. R4S SIBRL N 2 AR AL A G 0 AL B 5 18] 1) B R AE, DAMLERIR Y
AIIRES 5, ARERSARIE ARADRAE s, NI LIP3 1R R P IR B — AN LR Ak, 1ENNME o, B SRIEAT
VORI ERAE a, BEATARRD FE e, 28 BOHT AL RAE 5,0y, FFFIAH B AR X ZARIDRAE 5,0 SEAT IR TFAL I,
B JE AR B AR AT BRI 25 R S AT SR S . BRI A, ARER A4S K A 1R 2 P 4% (long short
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term memory, LSTM) 28 ¢ i [8] 25 (B2 EUIR 75 (hiddenstate), I PLARVGANRZS s, FE R THEL LSTM 28 +1 2B K%
0,4y, T ARG LM JZE N softmax BERYE LSTM &5 — N1 =n W% o, KFEH BI1E a,.

o L]

Tt Vel St+1
KHagent fiZenv

‘F ”””””””””” |
! BERrelu LS i Eﬁ
| | he | B g
| I a2
! KAGHAEIZMEELSTM ! ’;};
e 13
: — b 2
| HeERLinear ! RITHE | RRATHIER
[ i
1 l 1 —~
| softmax ! I
[ j> ______________ I

™ e Eizgid

‘ A, St

K5 ik IR 4R

NS AR R E A0 RAS ShRE 7 VR R0 2 Jah ) 0

(1.1) Zh{E=[A(action space)

AL BB AR 2 NSRBI BIE S (A, o R ER S AT I A DU IGBIE. A TAEMER S 3.1 17
5 X RN ERAE S A ME N B I BN 25 [A], IXEERBNRAE BoRTER | .

(1.2) IRA(State)

A TAEAE ARG A A 1) 37 ) 2 R AL SR R /R A0 22 S BB IR W — AN A 8 MARIERE AR, RSO E Sulg =
AEFE g ia] e, FEH Word2Vee X HbAT 409, M43 BIACAD R A (embedding) RAE. FRBEAR 4 HL 20 #/E E 4T
AAD L J5, 15 2 10T PURE A [R] R A2 1 28 70 B AR D 3R A

(1.3) Hhi#EJ7 % (sampling method)

ARH P 1 9 286 25 =) ARl AR 4 24 BT B AR RS I A e B A0 I PR BRAE, 1% N 45 i i O o0 TR sl 4R i
AN, T EAR S AR B B AR RS, Rk, AR SR FH R T 10 ) 8% i S %) M 2R A AT Hh R
TR, A B BB A Fr R F IR 3 il #F J7 ¥ ——NoSample, Sample #1 ProbSample.

NoSample, HIABEATHIFE, B4k M2 5 RSB R E. B TR A 72 ot Ui A B AR Zh AR /1, A itk
FR 5 FE A G AIE i S M R4 A AL, SREX NoSample J7 1R ] fig £ ¢ N\ 5 & 35 B [E] — I sh 8 4E HI R Bt

Sample, ¥ T % /]R NoSample [1J/RRME, 1EL B ARFEARMIEIL T, XX ZAEA M35 75 JEAT AT
AR TopK HhFE 771, BR, FEMEZRHT K K030 51 b BEHLGE HY

ProbSample, % T TopK FI4lIF: 77 1% [FAE 200 7 AR e 4 H A2 0 /N AR BN B A, BRI IG5 42 HE R AR R 22
THEE B PR B AN B AE, AURIE T RE% = AR A S MRS A, ok 5 bi N B S UG B s 4
TEMIET%;

(1.4) #Jifi(reward)

B BB 2 R 2 R BOR T BN o Pl k22, Kh 2 AR AR ek, MY i) 2 BAR A
THRKRAZURS . ASCHPIE BARAE A T = AR Re e S B An A5 20 I TR A I pr xS ke AR, ik, A SCRT TN
AP K R o N T A R
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R f(s,,1) <05
R = S
0 {i*(f(st)—f(s,ﬂ)), f(s,,)=05 (5)
100, f(s,) = f(5,.:) <0
ﬂ_{lo’ f(s)=f(s,,)=0 ()

Horh, fFROR HARBER F IO M2, 43 BB F IANRER, i SR — D ER ¢, 2 ¢<0.5 i, AARBER
IWRZAEAR LSRR . 100 2 05 b8 Bl PSR r AR, 24 fisi1)<0.5 I, XEHUREA s,y G213 7 H AR AL AR5 T
K, AT — D RIVIEE R Rug A IEMETH) 2 R, RN A E LG8 A AR5
BAEFIIA, 2 fs,1)=0.5 B, ASCUHSE H b R0 AR RAL s, A0S PURE ARG RAL 5 B RIEE N
(s )Asee1)), MBS T HURE A A2 26 A5 AR AG 0 (132 25 20 R

iRRBIESH, 2=, BRAETSHEE pRE-DRENSE, BN g RZEE DR

53 RCHINEL R BRI, 5 £ (s,)— f(5,) < OFF, FR38% R H0 R AR 22 ORI 46 01, K

IR E RS, XA T B R B ) 2 S R, AR R 5 sk
(2) WZkH b5
Kol 2 SHE S h & — 2D (step) R BLPIRES s MENE a 12 Fr AL P SRR AU, A B0 B B

Po(@) = p(s) [ [ pola, 15)p(s, 15,50, (7
=1

BRI E ST B AR A A S I S 46, (R A S R DS, R R A IS RATRERI K. T
s s R AR, R B LIHERE ESHe
6« 6+nVR, ®)
R, =3 R(®)py(7) ©)
7 T A A i 2 FH 130 8L 3 & A1 AL (proximal policy optimization, PPO)! %2 %t T B 5485 S ME AL AL (trust
region policy optimization, TRPO)PX ki, &t b iR B S0 i) — N AE . 20 48 41 98 2 % 0 52 e sh 1 1) vk 5
ZJ5, SESWERNG, Rk, WIS 0 S5O B WIAT R E S80I AR, X P
AT R BT A8 FH 1 2 SORIAR 5 86 25 R AT % S S I 2 BOR A AE I 1B B, AR EE — BRI (off-policy). # L
HIAF o 782, 18 B B 3 A (importance  sampling) % 2 FEEAT A& B LR X BERE L. AN SCHR $E i 2 25 R 2
T — AN B B (loss function), %40 2% bR BOM e 28U o bR B SOAH OC; SRS, 2 Tk B BCRIOBE FE 1
FeE s, BlsHe
Loss = —min(p”(r)R(r),clip[MJ “el+ ejR(r)] (10)
Py (7) Py (7)
HA, pdope(RERBIEFIBES S oMo 2 MM ZE R HE, Dt S Bl . Y5 ES oMo
1R [E] — B0 IR EE ZE IS ORI, FIA clip BREZI A AT B 2 SO0 B2 /D, DAk il BB 22 &, 35 mil
GRiMFRETE. Horh, of QR AR T .
3.3 MHERER
ARG EARYE PR BN 45 A AT AR 5 4 AN TG AR SO SRR AR IR I F8 . AR SCHE SR 3.1 9 T LI PR3 A
WUE T AT IS e I AR AL B L W AE T RANTEAE 45T, Rt g AT ARG e i A T R A 1) 3 A% mT BA 3 S
TIANPER (1) FRIBERMINGE; 2) FIHEBENRERRIANE; (3) PLahhr &R N A HAT 8. M
FRECA N, BB TE LB AL B2 A R — A PRI FE AR, i A N & X iR AR, B I & 0k 0 ke 4
A — NEEARELS, RS 3.1 T 3.2 RIS RAE AR ER E L, K iZEERRN
N$»)={51,52,5-.-,5i} (11)
Forr, ¢ FRoRsRAZE IR A TP K, | RN IZE S AR R, B ZE S W IREAE v H AR R % A
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A5 2 B PR RS S AT A4S 53, 1 BSR4 AR R R PURE AR 50y
Sp1=s', i=argminfs’) (12)

WS, MRS S A U AR AR 0 TG B0 s )R 2 T MR B35 e 210 AR A BE ) W7 2 75 52 )oxst B A 485 28 1) 25
. BB R TR, MR TP BR AR B BURE AR R TR SRR R K g N, AT IR AR

A CEE T ARAD BT L H: Tree-Sitter SEIARIS HIF54e. Tree-Sitter s& — /MUALMENT T B, EREWK — AR
T A b R BAK BB V0. I H. Tree-Sitter JL &AL, BI{E RIS A IHIHAEEEROE N T, s ats
SR AT 8 S DR EL T X U VR B PR A 3 Tree-Sitter BN AR A I TRACHS O il dfr .

Bl 1 o 7RG Pl R R 2R A7 AU S i P A sl BURE A 2249, DAL o, FERIEE 6 Ream it e fLid 7,
AA LA W7 VR, B5k, PR RIR I RIS (o)t — A 301E a=9, 735 1 PR F Sk T Hishik
fE op-9. HIK, FIH Tree-Sitter FrARAD#L AV 45 M AL IE L RoR, TBVEM LI SR T 288 (type) 7 B, %
FEAREE T R IIEVE SR E i P VAR BT R, AR ST R R T SR D R P B 4 AR BT
EAE. KRR, WA “call expression” ISR 5 L 3| F B 1E +)—— b B0 FE A “strnepy(bufl, hack’,5);”
e FAENBERRIALE . TR, TEIRER T EIREOC R S 1E N A 8 N A FITETEX &, RE0R
MR SR R 2R SR MR RN HE. T2, £ FMPRNEAR IR b1 E BT & &E,
TRYE op-9 HIPLBNHM, I AR B “buf1 A2 B AR I 57 A BRAT A “if (buf1!=buf1) {exit(~1);} ¥ FH RN
ZHENHITETEALE, A RSN 5 1 ARRE (B).

TraTJSrI,?:ion ___

ROOT
T T T T T T T T TTT T
r | D
; Expression Expression N
Declaration S | Statement [\ AALE
| J I S
char *buf1; free(buf1); { strr;;;:{(l:;\;’ﬂ
|
| Assignment 3_LhantiE
Jl Expression

—_———— e ——

strncpy(buf1,
‘hack',5)

Call
Expression

strncpy(buf1,

‘hack',5)
Identifier { Arglt_lin;r;ent Identifier
strncpy (bUﬂg)hBCkl’ buf1

Ko ACRILB)E AL
4 SEIOITEAH

AR X ISR AT B IR O ST A TAE AT U, ARSI RE . HARKEEL. PR FEAR AN
SEER AR, HIR, 3 A SO AT I S B N AR AT R, R SEER 45 REAT o BT, R, O TR S A SR
B B B VR R AR R, AR A BRI SRR VA SR FI W R 4 AN 5L 18] R (research questions, RQ).

o RQI: AL H R 2 =) U B Bty 7 V2% B P 22 T VR P88 2 =0 1) s VIR A 00 A R (1 80 o 25 SR i 2

HILL T AE R A A
o RQ2: ASCTEH 3.1 1 Frik vH MR BN B AE 75 A2 O PURE BT 55 h R B A A2 AR B iRAE 1)
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eI
e RQ3: AL 3.2 TR H ML S IR AR BERI IR LR B AR SHIEEMHL 2R A
s
o RQ4: ACHTRIAIAN [F] 3 BE 5 72 A 22 5l bR Bt S0 45 A AT A S22 R 1% dnAn] 34 B e 5 T v 2
Jih 2R %2
4.1 LWHER

4.1.1 BIEHER

A TAETEE A8 L UL ZR IR E IR (1) B8 000 TR ACRE T DLk AR AT I DLARHE 3 46e
(2) oH G b U TR R I 1 SE A FU R R TR TR 2L BB R, RSCEEF R BE)z SR R TR
BAEIRAE T R BIE A AR S % B 4E (software assurance reference dataset, SARD)AISE [ [ 5 s i
#¥% FFF (national vulnerability database, NVD). SARD ###4E ip 0 & T AR AR AT 3 — 3k H 4R A5). A
[ 5 (C, Java, Python %) A [RIVRIAZE B (R ph X ik . SRS A R A IR ZE. SARD A
B OAREEER . BB, O B RIFIEREE: BN AR i N CEIRTE) . A CR IR TR BUR & (R IR TR 8
Tite X FAN T HUAS). SARD R B ACIE T AR EHOR R A . NGRS IR . 218 5By SR
T4 e i, AR AT AEAE AR UM, NVD i & 8 A2 e vh (1 B SRR, 96 B NVD A4 — N R 49 45 o — A
PR 2 SRR VR AN & 5% 4 5 (common vulnerabilities and exposures identity document, CVE ID)FT#rIR, #5Ik
AL HE FLAN T SO BRI 22 7 SCAR SR A YR VR A RS R T2 8] R AN ).

A AR B E 25T X R I R AR B AT B iy, ASCACRTE R 25, IRIA AR < 724 [H) 3 1
R A FR AT ARG S ORI BE BT, X 5 SARD £ 4 8 A ACRE A8 oA s A U848k, T NV D #58s e T e A 45
8 10 L ST SRR R AT A . AL, AR S sz B A A b B ARTE AE — e R R RN B R T SRR RS A AR AL I
Bt T8 P A T 2 e AR R AR, 3% 5 8 o AT 5 48 T A R B Ae A5 I AR AL, 5 Bt
1) H AR RLAE AR AR 2R AT DUBR i X T X PURE AR (R 805 B B {,  DAIE SE AR J5 v (R B 4 24

ARICIEICT SARD H C/CH+HIE 5 1 B UR T BEAR 1R 5 AL (CWE-399) e I B & b C il B IRTL T TR AE N
BEAE Dyarp. FEURE BRAE IR AZ C/CHHET W WIOIRIN A, JF HaZ K20 4 CWE-122, CWE-121 Al
CWE-789 5 ZFi WL 72K, W 2 AW, W DARSRRTWIRFANRE. R 2 BRTHEEARE
A HR. FIRE, 225 DU R TR A T AR >0 R SGERECT NVD 88 5 C/CH IR B2 H IR TR R 1 A
H¥E4E Dyyp, HHAH T Linux Kernel, QEMU f FFmpeg %5 £ KA F2 /7 FIACAS ST, B Dgarp M Dyyp 3
[FJAE) S 1 A S ST B 4 2

F 2 Bl H
HE  HALANE RAEANE  ERRAEAE

Dnvp 1 667 1347 320

412 HFFER

BET IR BE 22 20 IR TR RS A R W] LA I G R 3 ANEREEAT 40 28 (1) Rk, AR 5 V) v AR 7 e
B, (2) T ATRARIERAE, Hlands TR P 5], BT R EZER . FE T4 8 14 Bl (code property graph,
CPG)%%; (3) T A& 45 27, {51l 5 1 X 7] |1 4% 76 FF B2 JG (bidirectional gate recurrent unit, BGRU) X
i) K 55 #1242 W 2% (bi-directional long short-term memory, BLSTM)FH FIf# 28 2% 25 Horr 46 01 FE AR 2% U
For WAL AR W] DAZE AR B R AN J= 4 A L R IR, AR 2 A0 A 2 I IR A 0 A5 Y £ 4 ol e ¥R By BB ARTS i 46y
AR BOHE 45K RN A R BRI N, 1 40 I 28 21 2R AR U IR ARG WA 2 g 3508 ) e 220 ) 45 e ] ot 22544

AT7 I REIE ORI . KRR AT I AR CL R 3 AN B 119 208 501 5 5 10 s VI A DA 28 A Dy B A 22,
Kb H B AR A TE BACR

FTF UL EEE, AR T Devign®, SySeVR™, VulSniper™ Al VulDeepecker! X 4 AN i il k6 I 45 5L 1 Sy
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AR, 8RR, ASCEAREFTIR M 3 ANGEEE, N4 B ARBEME R
1) Devign: 27 i ${+CPG+GNN. Devign J A3 415 4 LL AST O Rl 7 [R5 ) 1) 5080 4 g f
MR A B, LLSE O D IE S B e B4R, A GNN % 3 D R A 47 o B0RL B IR
MENGRILR
2)  SySeVR: F&FV) A+ 765 F+BGRU. SySeVR W AADIRBUN I G5 =M, Il 7 3 5B W (135
L, AR U AR RS VR IR 6 3 (S y V Cs) R 1 SUIR IR 346 (Se V Cs), 3K 1 /M 14k 247 Bl AR A 14 7] e 4L .
FEH BGRU P48 % SeVCs 1REURFIE, HHEAT U) A 5 1 s i A5 U0
3)  VulSniper: ¥ REHFMEKBEGET CPG)HER /IMAM L. VulSniper #ATLIREA CPG, Ik
CPG 4 97 SN 128 RSy 128*128*144 KRR, Horh, 144 JRBE R 144 FPRRAE DG R (fF
F0, 1 37R). - EL 4833 3 Ju AL ) A0 o 4 0 488 602 R S B AT 2% 30, 76 B8 ORI 19000 9s ¥
4)  VulDeePecker: F£F ] H+id 76 /F#+BLSTM. VulDeePecker 7EHfLFF e iE ), 11555858
BT ORI RIS B A H & TS AR P U1, FEUIZE BLSTM I 25 3347 I I A6 ).
AL H ] Dgarp A Dnyp 3X 2 AN SR ST 4 A HARBZSEEAT T IR AVEAY, 3806 Hok SCAT R R (Il 250
R, R TEE @ SH, DB RN i) B AR AL. A ST #ERf 2 (precision, P). 3 [E] Z(recall, R)F F1
5 (Fl-score, F1) KA A I SR80, 4550 3% 3.

R3 R S0 MO SR R TR

R iRk P(%)  R(%)  F1(%)
Dsarp  92.09 7687  83.79

Devign Do 5348 6474 5857

] Dsaro 8040 7066  75.22
VulSniper Dwvo  47.60 6607 5533
Dsaro 90.04 4671 61.51

SySeVR Dwo 5514 67.19  60.57
Vulbecpecker  Dsao 8405 6199 7133

Dxvp 52.66  37.05 43.50

Devign 1 VulSniper fEH#E 4 Dsarp LRI R, H F1 B0 a T HR R R & E F1 B0,
SySeVR Fll VulDeepecker K| 4 7[5 R AE B AR B, F1 1555 A . BN, 4 A~ BARMEZLTE Dygyp b BRI R AR
B Dgarp A BT TR, X2 FA Dyyp HRIFEACSK B FCSLIRIAARRS, HARID R R, HIRE AT 4, X5UATR
TSI T AE2OVRT FE s 1 4 SR LA AR B . (ERL 2 R ATy vk 2 R E bR A A i 0 o A R (1 U TR AR
AAE AR5 Bt BHE 5 Dyeteoteas PR RL (1) 7 [R] 2 48 A5 X BU i J5 iR BISE A K. FH IR, 4 A TE HE 2R 1075 5%
R R, X S AR B8 AE AR KRR B B e R AR DL A, R R (A I R 70 AN 2 2 B AR RS TR
W, G, RSN IR R 4 MR ISR RAF, H& U TRAG I8 )1 1 B ARB 2y,

413 VF AR

AL BB A VP 48 AR SR TP AN A T 15 B AR BT HURE A 1 B A A8 AR B X R S T R O

XA Rk, 2% T HARACHD I 2N PURE AR A A AR B0 A e A, AR ScsE SCT TR AN R B

D) Apopr MEZCETHTE B AR A IMERER T FE. € LAy,

Agrop=Recallyop—Recall e, (13)

Hr, Recallpypre M1 Recallyg,, 53 MAKIE T 5, H AR B8 5 A I IR FE AR 1 4 [l 3R (A 4 %,
R), VAU B AR ARSI G TR R A B e 12 T B

2) W3 & (attack success rates, ASR): WIE I VMR INE. 4 € B ARIRIAA AR, A SCiEE
i D hRRIs B B ARBLR R B RN R IRIRAE A, ME R B B 2 Dyetected- 28JE, BIEIZERE £
VA B AR 280 A S R B0k 7792 S R T Rk PR AE TR R . e Rl T e A U A A K S R G
R AR E W EACBUE RIh 2R, A, AT TR 2

BN AR R HURE A BT i, AR SCE T FR AR
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BN 7 H1 K (perturbation length, #Perturb): I &I 5 J5 ¥ B R0 AN B Pk

AR SR F SR AL B ST BT 48 3R BURE AR IR AR R, B — IR P Bl 2 X SR AR AR 1 AT %% 6 AR R 1R AC RS A
A, PeBh P B FE R T AR IR A BT SR B SR B A B, B RIARIE B 4 i . 7E B AT R I Bk
R, SRk SRV UOE B P sh B8 5 AR B 20 E AR B B (i &5 R DA Sl as, BRI, BBl P A i K
ST AFA G HURE AR T 7 B R R A ST BB S BE B B R A B PR AR (0 &, I, B
A ME LSO, T AR A A
4.1.4  FLLNHISE T

HAT, MR E IR TN B BahidE ik, Bal, MoRSUs M TAEF, Li %
IR A I TR ARG DS 8 488 1 1T A ey 5, O LR AT S8 ek N TR 5 R A E 5 40 5 (0 QD 2 75 1
BTV ORI T A e s VIR 0 A 2 ) B e, B SR B g vk AR AT B B A AR 5 1 TR TR AR A,
I, AR AR 453 1 0 B Bk 5 A I TR R R AT 55 AR SO L T A e AR T S Y 1 B vk
ALERTPWE £k 77 3, 1% LA £ ZA S il 44 S R CodeBERT Al GraphCodeBERT, £ %% KL I 1) 2 i 3%
F; I, BT DR I i e 25 A0 B I TR A U AE P9 1) 2 AN RIAT %%, AR SCHESE 4.2 WA (T 7 X L s 3 46 .
4.1.5 SERHBEASHEE

A K 1) 2B RS Nvidia Tesla P100 PCIE 12 GB GPU, Intel Xeon Silver 4116 CPU@2.10 GHz CPU
I 64 GB WAF B #5 L kAT.

A CAE Dsarp Al Dayp BHEE EUGR T 4 A HiRRL BI5 LR SR 4P %, R T B CFEH
B SHL

B, BN B AR AL, Ik 7 B0 7 v S0 2 3T s SRR Y g o Ak 4 ST Y 5 il o 50 1 IR A
W Ryg, BB 20, BT HBRRE A0 clip BMEIMEIUGE B & BN 0.1, KRR E I RITEN
0.000 5, FFHRBNF A B KK N 1% E 2 30.

42 SEWERS5SR

(1) RQ1

N TR AR SR A S, RSO 44 AR BLHEAT T R . Bk, A — USRI B AR
R, RSCREUE 76 LB KR 4 T AR 68 IE BRI R TR AR B FE AR &, X SRR AR R 2 B A A8 AL 1) W AR £
PEE Dyetecteas TR, MAEAS HARKE Y (0 77 A6 205 £ Dgereerca BELLEIN 80 %6 i i 48 11 AT Bty 75 325 Hh A 2 ST Y
WA & BN 2R, R4 20% 10 B85 30 1T PR A5

* 4 ¢8R T Devign, VulSniper,SySeVR Fl VulDeepecker 7 Dgarp ! Dyyp 204 5 238 A 7 kB 5 BT
fliFa bR, 23BN 7 B 5 AL (K A (5 S (55 O AL A B S R R ) R 0 T T AR 7 ik BT AR AR
BT PUREAR, 4 R0 B AR R A B AR A T — & R B A PEAR. BE T Doarp BUHE £ 105200 25 o, FaAR A5 BN
74.34%, 64.54%, 12.25%7F1 20.42%. HH, Devign I H BIZE M 76.87% F B E 2.53%, EEMEIFH. NI Sl
RKFE, 64 MER, AT B R IR 5 BlIE R 96.71%, 91.33%, 26.22%F1 32.93%. % B 44 K #8454t
FEAHL AT LLEGEIE Devign 1 VulSniper FIAEIN, HiBIE 1/4 MIXHIREA T LLGEE SySeVR Ml VulDeepecker HI#:
. FET Dyyp BRI SEI0 45 B, F8HRA% N 45.96%, 59.47%, 5.50%F1 10.40%, - H.I2 i i oh % F1ik
BT 49.33%. AJFIEERRbR LM T 22875 vE ALERT. %1%t VulSniper # %!, ALERT s Sh k4T 7 Beili, A
TR ALERT #2751 1 66.16%F1 68.76% M Wi s D 2, A LI HR & E B B R T ALERT. 164k,
FH BN T ALERT 415 Devign, SySeVR Fl VulDeepecker [FJ I i I RN 0. X A2 K A 6 S5 7 78 50405 1)
THAL B BEARREAT T AR AR R AT AOARAELL, B4 28 B R R B iy & WS A 48— BT 3%, T ALERT B0 773
AT AT ARG AR AR FF HEAT B 46, 3X 5 80 ALERT %o 3 /0450 84 1) B0 J2 e s 9. A ST A4 e I Bk VB 3 2
KA PN ERAE. X HARBLALN &, AR A RS X 7E RS I 4 5L b B & AR i 22 e, EZE AR 1Y S
AR AN SCZ T R AR AR M. Rk, 2 TER 42 B R ahik i T IR IF TR R, Bz, ARJ7iku Ll
EF 0 B ARASE R AT a0 H BRI SR, 18 T E AR AR A (0 e 55 1
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R4 H AR I S50 ) 45 2R

Kot H b b AT ALERT
Recallype(Adarop) (%) ASR (%) | Recallype(Adrop) (Yo) — ASR (%)
Devign 2.53 (-74.34) 96.71 76.87 (—0) 0
Dsaro VulSniper 6.12 (—64.54) 91.33 52.89 (-17.77) 25.17
SySeVR 34.46 (-12.25) 26.22 46.71 (-0) 0
VulDeepecker 41.57 (-20.42) 32.93 61.99 (-0) 0
Devign 18.78 (—45.96) 70.95 64.74 (-0) 0
Davp VulSniper 6.60 (-59.47) 90.00 52.04 (-14.03) 21.24
SySeVR 61.69 (-5.50) 8.18 67.19 (-0) 0
VulDeepecker 26.65 (—10.40) 28.18 37.05 (=0) 0

IS A S IR 45 AT LAA g B AR A T AR B WSS A, 11 VulSniper A I = AL B R A SRR IR ) 4H0RE
PERFAE, SR TR0 45 B TR, @i P30 78 U TR A b R I 17 B 1) O % 1 1) B B SR AR B A R 4 SR 1K SR A
T2 T A 22 ) 24 Py S B0 7 7 ML) 9 AN e T 0 U AORE Hh (o] BRI 58 T IR B AR LE, A 4R Y 245 (R
JIRVE T SRS IR TC R M AFAE. Devign F A — NS FIUBEHOR G 1 ACRS A RO RRAE, T 40 W e Y A A2 E
SEYS S5 R M A AR AT SR T2k Mt HE R A 7 1 A IS IO I PR B ARAE, RIS R AR A X 4% o ) U
T = AL 52

Fk, RICWMERE]: PN E T A0 3 1 1] B A8 b SR AT 1 R T G 485 2 (Deevign,  VulSniper)i# 3] T 5 £ (1)
TR REA, BATHE B A 200 R0 A Bkt PR AR 1 2% 28 R Pl i Fn b 28 =y T 25 T 17 J0 )% 41 1 A5 B (SySe VR,
VulDeepecker), HH, Wi sliZhF 4070 70.49%F1 65.11%, FRHH LSRR TAAS AL Y 58 25 2 g geid . A CHE
W, X2 LA 5 R R

7 RS A AR IR = AR A, A T e SO B R AR R G T AR TR AT I B e, RIS BN R
PR RAG H RIA OB A) . AR AR X SR ) M E AR AS AT i e s, MR TR RIiA DG P 5, AT s itk
AT . Kb, T AT JE P A R AR e 1 s I AR 0 25 6 X P AR ) ARk TE IR, AR BT R S
HIVEA 8 PR AL B K. B4k, SySeVR Fl VulDeepecker STACRLREAT 1T U0 #4E, RAREE T Al % I A 1038 A) B
FE SRS B, SEER 25 R XA B T AR TR AR (E B, MR AR & 2 15 2000,

gi b, SEEREE AR AT AR X BURE A RE 0 A Ak E AR AR B R AT I, U LA X T AR R
P AR, REE A B 90% DL L i By i .

(2) RQ2

N TR BA AR TAESE ) B AN T RHAE ARSI N 3 AR 00 2k, ZE T4 Dsarp, ASCK LA 18
OB FIAS SCHR A B A% 4 T4 AE (IR B HEAT X L S8, AR, SRR IRIE AR SR 723, Ak 1
PRSI ERE > 8 T WA (1) WIEED; (2) B&NTHEREEN. i, op-1-op-5 AHE LS, FIRH
B &N T RHERIPEEN. 9 70X P A 3 5 I TR A DA AL i g2 e, A CAEFIA Dgarp A28 T PIASETH
IRFRREALE S AR 1 ABRAERIIRFERE ARG S Doorma MR N E 2 HIRAE IR ALS Dyey. AXAE
H AR ) AT RS B 4R Daercctea THENLIEEL 200 MFEAR, X REANFEA S 5l 1E — B B3 ER B Doormal
F Dyey. ASSCAE AL 2 S BERURAR S SRAE R L SR, T2 ELEH AR 20 N AR B A E B AN 3R 4T RS 3%
e, PR E 02 HE R TR A 2 S R 25 P LR B R AR X L e Sk s

5 RIR T PR AN [F) B DA 4R TR B AR AR R (0 2 R B 28 R i SR BUHE B0 A1 ST R R RSk,
EAEH R 2 AUE— R A NSRRI, PP AE 0BGt sTh 2 07 3518 73 591 8 36.38%
1 47.00%. EXFHEN 75K EIX —FEFF, Dyey 7E 3 A HAREERL EHG FR MR, KL TR
B AR LE G B A R T A D b R IR

gr b, SEIOSE R, AR T RS VA S5 A8 ) BT SR B o RS e 3, AT E TR R &N T
FRAE H 0 sh R AE RE 0% 58 N 25t 26 B e A< DA B 38 H B A 780 F) I 0 A6 )
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RS ARG RAEL KK 45

H brps A MR E e SE ASR (%) #Perturb

Devign Drormat g 24
Diey 68.50 2.94

VulSniper DS::M ;338 2(112
SySeVR DS::;M 153.?500 §2§
VulDeepecker DS::;M ;3(5]8 33§

(3) RQ3

N TR WA TAE B vl 1 s Ak 2 ) BB BE 05 S AT M AR 5 AR AR AR R, BT BREE D, ASSCVRAR
T TR ST R AL T RN EE O PG R E R BT, AT T —ANBENLE B RIRE N
E, ZEVER R AL AR | RS IR B — AN ERE. M S, UhE — MR IR R A
I, BRAb 2 SRR 2R IE AN, T A4 P sk — DN RS e, AR SCAER T AN FT IR AL A BN
FH ML 326 3 53K AT P B 38 A% TR SR A I T B AR B 15 (Drandom) F1NE FH SR AL 57 S A5 R BEAT P B 5 F ke S0 R VI
KEEL Dy, FHAEHXHAEAREXS 3 Fh H AR REAT T 1FA4.

R 6 Won T HT PR [ (1 PSR ST AR U R A 4 A H AR R Bl g5 R, A s TR AL
IR N Bk BRI R ARSI T 5 -~ E X 3 ANMas. EBGER Bk AT, MET 5T L
WEFRRE R %, REUEAM % I BB v ETE B L Ih 28 B bR o0 s e 16.27%, 28.83%, 7.20%FH 3.16%.
TEAE O PURE AR IR R & 7 T, SRESRAG 5 I B (7 vE R AR AR, s 7 4 P8R E A4 MR T 6.02, 1.77,
8.97 1 2.79.

F 6 BhHIE A SR 1 &
ERR %Y Bli Mg Auop (%) ASR (%)  #Perturb

Devien A== 74.34 96.71 2.31

Vg ML Z 6183 80.44 8.33

VulSpiner A 2] 64.54 91.33 4.65

P BHLE% 4416 6250 6.42

A== 12.25 26.22 15.62

SySeVR BEHLE R 8.88 19.02 24.59
2% S

VulDeepecker AL 2> 20.42 32.93 11.23

B HLAE &R 18.64 29.77 15.02

g b, SREUERAG A SRR Bk 75 19 7E Bk A 0t A AR Ot R A A () %5 TR b b 2 47 T R IR AL
FERA B J7 % R AR ASCREU EE T oAl 24 2 i B 75 i R SR/ i sl kK, At RE AT B A Y
B R

K 7 &7 7 VA Devign 9 H AR A BEAT SOalv i, #1080 R EA bl s SEBE R I 2550 AR LG . Bl S 27 ST AR
RUYIGREC RO BGIN, X FORE A f P sl P S FE B [ AIG. PR SRS TR B 0% 328 00 2 5] 3 1 i 1 Aff e 326 BRSR B # 4F:,
DU vt 2O 2R O PURE A, X R WSRO AL 2 SIRR BEAT P Bl P 3, RERS IS S8 i M Bl P 6 3R
BNUCEUN A W B (R, 38 5 Ak A SIS P i T AR O BURE A B AP B ROR L AR B MR
AT A 2 ) SO M T iR T B T 1

(4) RQ4

4T WIE FEAS [ 77 3 A 2R Tl bR 00T S 6 435 SR R R, A SCRHIAN (] £ ik 45 7792 1 2 i o BAcadE AT 1 xR
SEUG. AR TT IR RE T AT ARG AR T 6 O3 A B S PR SRS B AR, R MR A M BGE BOR. R, AS0E
LR LE SR ISR T SR IAS [F IR il D7 R 3R AT X DU OSBRI 8 R T 2R R4 9 2R i s 5,
BIFIRT 3 FfilbE T 0 B Devign #E 8048 58 Dsapp L #EAT X 0 W0 ety 1 SE 60 45 2R
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Number of madifications
-
S
o

759

“o
=]
L

2.5+

0 200 400 600 800
Epoch

B 7 SRSl pe SR R 2R R A G

PR ER BN SR . P AR I ERENISREE IR L
5.0 95.0
4.5 92.5
g 4.0 —e— ProbSample 2 90.0 —e— ProbSample
¥ —— NoSample = —— NoSample
5 o] & 87.5 1 — Sampl
£135 —e— Sample amp | e
85.0
3.0
82.5 A
2.5
80.0
T T T T T T T T T T T T
0 500 1000 1500 2000 2500 0 500 1000 1500 2000 2500
epoch epoch

B8 AN [EMhAE 77 ¥ Bt 45

I 8 fi7n: ProbSample 3 /7 V5 TE#perturb R ASR Wi 48 b5 - #AL T AT At B 7 7%, 88153 96.71%
MIZ T R Ih A 2.31 ()P I3 3h IR %L, NoSample HiFF 7 ik #perturb 1845 L HBL T sh LT+, ik & I 248
W LT, H ASR Fabr M HBL T 330 T BRI O, RESE T 2B 7 VRN T B 5 1 B R s AR 1
Bk, T Sample #lif: 7795 BARTE ASR ¥6 4% LIRIFERS 2 T 1A, H#perturb T BEWRE /N, 1T ProbSample 777,
RFEFPIMNREZ, HSBAEREIUCRIEA T, Kk, 2495250 vt % I ProbSample 1E i #7714,

ARG T AN [ 0 e 2R R B D9 T 4 A A [ 22 J6h R BT B BT E A I B B AR A B, A
S I X Ll S AR SR T SR B R AN ) 3 5l R B AT R B I I SRR A5 AR, R 7 JEOR T #E X Devign B IE IR
4E Dgarp DHISEIGEE R, 40 B T B0 BT Z AN B TSR B 30 7 41 1) ~F 350 FZ. 7E BA ProbSample 1 A4
FEJ iR LR b, SREL R, VE RS20l o8 30 ASR Al#perturb 53 B M 93.74%, 3.1, REL R AE 122 )il bR $f¥) ASR FI
#perturb 53 509 96.71%, 2.31. Jdxd H A T 0 FhAS [F) 22 5 ek B AT 75 Hh B e, A SCA8 458 7E ProbSample
TR L. Bk, AR S5 PE W HL R 4F 9 2 il o6 KL

KT AR 75 R0l R BB 1 45 SR

R 7 9+ R R ASR (%) #perturb
Sample+Ry 94.10 4.28
NoSample+Rg 81.99 4.87
ProbSample+R,; 93.74 3.14
ProbSample+Rg 96.71 2.31

5 HRSRKRIE
ARSCHR Tl 0 s TR A 00 A5 7R ) 58 A o ST SR UG T3 3%, %07 iR TR TR A IR AR SR T 9 Bl
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A B AR AR AR B BRI Bh R e, R SR ST AL S ARSI B R AR, R T I BhiRE
AT ARHS 5 4 LA AT R R AR, DAL ok 0o 556 08 B 2% S I I IR A M B 280 . Dy 38 40F B0 7 1k 1 AR,
AICET SARD FINVD W T B A EHE 4R X B ARBE BT 7 Uk VP4, SRt g R ASCHTRE M 12
T ITVETNT 4 ANASESEAL . YIZR R I AR R VIR A DU ASE B A X o D 26 48 05 B 43 A 31 92.8%, 91.33%, 26.2%7F!1
32.93%, EMBNFHI K E E4o IS 2.31, 4.65, 15.62 F111.23. &3 B bp AL Scib Bedi 4 FIE R
RGN, ARBU TR ST 4 A B AR BT AL L BRI B, BRI B Sae, GRS T AN
T H 0 LA AN TR AR B B3, AR T O AR B e B 1, R 88 A o R 1] G A 28 A B A 1) %o B R
. [FE, @SBRI T, UESE T AR SCAT R R T SR o I SRR AR Y AT A AR AR T Y
T P IR VIR RS WU ASE A7 A e Bk ) R, R R — D R A DASR AR [ e
B R TAET, ASCHRIMACLR 3 N EETIRE.
o H—, ARIEEET D GO IR AT AL R e, B B O AR 45 R 14 U T R 0 A 2 ) A R
B, BRI S AR T A R RR R A IR IR RS B Y Ak R A s, TR — B O R s iR AR AR
T A 4 7V
o T NPT BB Bk T AU Al R Y 1 B b P A G S PSR AR, A B Tk — 25 B U R AR G ] Bk AT B 4
53k — 25 R 2R SO T R R0 AR ) S BRE AR 1 T G A L 4 R A
o =, OKIEE 42 WSS KR ME T ESRRBIRE, AT A SR R 4R REe
LA B AT P B AR, T 2D AR B T RS URIR R A I B R
ALl 0 LB 3 AN ) AT BF AR

References:
[11 LiZ,ZouD, Xu S, et al. VulDeePecker: A deep learning-based system for vulnerability detection. In: Proc. of the Annual Network
and Distributed System Security Symp. (NDSS). 2018. 1-15.
[2] Li Z, Zou D, Xu S, et al. Sysevr: A framework for using deep learning to detect software vulnerabilities. IEEE Trans. on
Dependable and Secure Computing, 2021, 19(4): 2244-2258.
[3] ZhouY, Liu S, Siow J, et al. Devign: Effective vulnerability identification by learning comprehensive program semantics via graph
neural networks. In: Advances in Neural Information Processing Systems (NeurIPS). 2019. 32.
[4] Duan X, Wul, Ji S, et al. VulSniper: Focus your attention to shoot fine-grained vulnerabilities. In: Proc. of the Int’l Joint Conf. on
Artificial Intelligence (IJCAI). 2019. 4665-4671.
[5] Szegedy C, Zaremba W, Sutskever I, et al. Intriguing properties of neural networks. arXiv:1312.6199, 2013.
[6] Goodfellow I, Shlens J, Szegedy C. Explaining and harnessing adversarial examples. In: Proc. of the 2015 Int’l Conf. on Learning
Representations (ICLR Poster). 2015.
[7] Rozsa A, Rudd EM, Boult TE, et al. Adversarial diversity and hard positive generation. In: Proc. of the 2016 IEEE Conf. on
Computer Vision and Pattern Recognition (CVPR). IEEE, 2016. 410-417.
[8] Kreuk F, Adi Y, Cisse M, et al. Fooling end-to-end speaker verification with adversarial examples. In: Proc. of the 2018 IEEE Int’1
Conf. on Acoustics, Speech and Signal Processing. 2018. 1962—-1966.
[9] Taori R, Kamsetty A, Chu B, ef al. Targeted adversarial examples for black box audio systems. In: Proc. of the 2019 IEEE Security
and Privacy Workshops. 2019. 15-20.
[10] Zhang, WW, Guo SJ, Zhang HY, et al. Challenging machine learning-based clone detectors via semantic-preserving code
transformations. IEEE Trans. on Software Engineering, 2023, 49(5): 3052-3070.
[11] Yefet N, Alon U, Yahav E. Adversarial examples for models of code. ACM on Programming Languages, 2020, 4(OOPSLA):
162:1-162:30.
[12] Akshita J, Reddy CK. CodeAttack: Code-based adversarial attacks for pre-trained programming language models. arXiv:2206.
00052v3, 2023.
[13] LiZ, TangJ, Zou D. Towards making deep learning-based vulnerability detectors robust. arXiv:2108.00669v2, 2021.
[14] Schulman J, Wolski F, Dhariwal P, et al. Proximal policy optimization algorithms. arXiv:1707.06347, 2017.

© PEBERKUWIZIT  hitp/ www. jos. org. cn



3666 WA 2024 5% 35 A% 8 A

[15] Liu X, Li X, Prajapati R, et al. Deepfuzz: Automatic generation of syntax valid C programs for fuzz testing. In: Proc. of the AAAI
Conf. on Artificial Intelligence, 2019, 33(1): 1044—-1051.

[16] Lee S, Han HS, Cha SK, et al. Montage: A neural network language model-guided javascript engine fuzzer. In: Proc. of the 29th
USENIX Conf. on Security Symp. 2020. 2613-2630.

[17] LuK, Pakki A, Wu Q. Automatically identifying security checks for detecting kernel semantic bugs. In: Proc. of the 24th European
Symp. on Research in Computer Security. Part I 24. Luxembourg: Springer Int’l Publishing, 2019. 3-25.

[18] Lu K, Pakki A, Wu Q. Detecting missing-check bugs via semantic- and context-aware criticalness and constraints inferences. In:
Proc. of the 28th USENIX Security Symp. 2019. 1769-1786.

[19] Duan X, Wu JZ, Luo TY, et al. Vulnerability mining method based on code property graph and attention BiLSTM. Ruan Jian Xue
Bao/Journal of Software, 2020, 31(11): 3404-3420 (in Chinese with English abstract). http://www.jos.org.cn/ 1000-9825/ 6061.htm
[doi: 10.13328/j.cnki.jos.006061]

[20] Cao S, Sun X, Bo L, et al. MVD: Memory-related vulnerability detection based on flow-sensitive graph neural networks. In: Proc.
of the 44th Int’l Conf. on Software Engineering. 2022. 1456-1468.

[21] Ji SL, Du TY, Deng SG, et al. Robustness certification researchon deep learning models: A survey. Chinese Journal of Computers,
2022, 45(1): 190-206 (in Chinese with English abstract).

[22] Liu H, Zhao B, Guo JB, ef al. Survey on adversarial attacks towards deep learning. Journal of Cryptologic Research, 2021, 8(2):
202-214 (in Chinese with English abstract).

[23] Wang Z, Yang H, Feng Y, et al. Towards transferable targeted adversarial examples. In: Proc. of the IEEE/CVF Conf. on Computer
Vision and Pattern Recognition. 2023. 20534-20543.

[24] Wei Z, Chen J, Wu Z, et al. Enhancing the self-universality for transferable targeted attacks. In: Proc. of the IEEE/CVF Conf. on
Computer Vision and Pattern Recognition. 2023. 12281-12290.

[25] Zigner D, Giinnemann S. Adversarial attacks on graph neural networks via meta learning. In: Proc. of the Int’l Conf. on Learning
Representations. 2019.

[26] Dai H, Li H, Tian T, et al. Adversarial attack on graph structured data. In: Proc. of the Int’l Conf. on Machine Learning. PMLR,
2018. 1115-1124.

[27] Zhang ZW, Zhang HY, Shen BJ, et al. Diet code is healthy: Simplifying programs for pre-trained models of code. In: Proc. of the
30th ACM Joint European Software Engineering Conf. and Symp. on the Foundations of Software Engineering. 2022. 1073—-1084.

[28] Yang Z, Shi J, He J, et al. Natural attack for pre-trained models of code. In: Proc. of the 44th Int’l Conf. on Software Engineering
(ICSE 2022). 2022. 1482—-1493.

[29] Zhou Y, Zhang X, Shen J, et al. Adversarial robustness of deep code comment generation. ACM Trans. on Software Engineering
and Methodology (TOSEM), 2022, 31(4): 1-30.

[30] Church KW. Word2Vec. Natural Language Engineering, 2017, 23(1): 155-162.

[31] Roy CK, Cordy JR. A mutation/injection-based automatic framework for evaluating code clone detection tools. In: Proc. of the Int’1
Conf. on Software Testing, Verification, and Validation Workshops. 2009. 157-166.

[32] Schulman J, Levine S, Abbeel P, et al. Trust region policy optimization. In: Proc. of the Int’l Conf. on Machine Learning. PMLR,
2015. 1889-1897.

[33] XuH, Zhou Y, Kang Y, ef al. On secure and usable program obfuscation: A survey. arXiv:1710.01139, 2017.

R Hh 325 3 Sk

[19] BB, REAE, ZPRM, 5. 5T R0 )8 M LiE & 0 LSTM IR IRTS 48 07 2. BAF 343K, 2020, 31(11): 3404-3420.
http://www .jos.org.cn/1000-9825/6061.htm [doi: 10.13328/j.cnki.jos.006061]

[21] Z2sp8, AR, MoK, 56, WREES SIBIALE MR F4R0R . THEHLA R, 2022, 45(1): 190-206.

[22] Xlgx, BB, $BFE, & HXRES ORGSR, FiE AR, 2021, 8(2): 202-214.

© PEBERKUWIZIT  hitp/ www. jos. org. cn



MR A @ e RFA AR 69 3840 5 3] KT duskh 7 ik

MRESR(1997—), T, fit4E, CCF %4
£, FEMAMBATRRG %4, T
NEEEEER

RWAE(1982—), 5T, WL, AR, &
1 3IW, CCF Mg i, FEWFFRAIEA
REGRA, WA, BIERG %4

WAE1992—), B, 4, BhIEWEA A,
CCF Hlh &5, FEM TN LK
PRz 4.

© PEFEEBHRAIITT

3667

TXRIE1990—), 5, mH% TN, CCF
Ll R, FEGAMBANEERR R
Ao, RIS E, N TEfER4E.

XERKE (1998 —), T, LA, FEHR
SR ENL RS % s, N TR R

REFE1979—), J, #L, i, #
+ AT, CCF A& R, T B0 AR
NEERG, RBET4AE.

http:/ www. jos. org. cn



	面向漏洞检测模型的强化学习式对抗攻击方法0F(
	中图法分类号: TP311
	Reinforcement-learning-based Adversarial Attacks Against Vulnerability Detection Models
	1   相关工作
	1.1   代码漏洞检测技术
	1.1.1   基于规则的源代码漏洞检测技术
	1.1.2   基于学习的源代码漏洞检测技术

	1.2   深度神经网络的对抗样本生成
	1.2.1   图像形式的对抗样本生成
	1.2.2   代码形式的对抗样本生成


	2   威胁模型
	2.1   攻击能力
	2.2   攻击知识
	2.3   攻击目标

	3   面向漏洞检测模型的强化学习式对抗攻击方法
	3.1   设计代码扰动操作
	3.2   扰动操作决策模型
	3.3   对抗样本生成

	4   实验评估
	4.1   实验准备
	4.1.1   数据准备
	4.1.2   目标模型
	4.1.3   评价指标
	4.1.4   基线对抗攻击方法
	4.1.5   实验环境及参数设置

	4.2   实验结果与分析

	5   结论与未来工作
	References:
	附中文参考文献:

