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Abstract: The existing domain name detection methods for domain generation algorithm (DGA) generally have the characteristics of
weak feature extraction ability and high feature information compression ratio, which lead to feature information loss, feature structure
destruction, and poor domain name detection performance. Aiming at the above problems, a DGA domain name detection method based on
double branch feature extraction and adaptive capsule network is proposed. Firstly, the original samples are reconstructed through sample

cleaning and dictionary construction, and the reconstructed sample set is generated. Secondly, the reconstructed samples are processed by
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a double branch feature extraction network, in which the domain name local features are extracted by using a sliced pyramid network, the
domain name global features are extracted by using a transformer, and the features at different levels are fused by using lightweight
attention. Then, using an adaptive capsule network to calculate the importance coefficient of the domain name feature map, convert
domain name text features into vector domain name features, and calculate the domain name classification probability based on text
features by feature transfer, meanwhile, using multilayer perceptron to process domain name statistical features, to calculate the domain
name classification probability based on statistical features. Finally, domain name detection is performed by combining the domain name
classification probabilities from two different perspectives. A large number of experiments show that the method proposed in this paper
achieves leading detection results in DGA domain name detection and DGA domain name family detection and classification, where the
Fl-score in DGA domain name detection increased by 0.76% to 5.57%, and the F1-score(macro average) in DGA domain name family
detection classification increased by 1.79% to 3.68%.

Key words: DGA domain name detection; deep learning; double branch feature extraction network; sliced pyramid network; adaptive

capsule network

1E R HIEP FIAZ O IR 55 2 — 354 R 48 (DNS, domain name system)3Z LI 4 A1 IP i hik [&] A9 W . 4R 177 DNS
JIR 45 A7 16 8 R 4 4 AT TR AU e AL 55 VS AN R, 5 B0 45 e P DS R 208 0 20 A T 4%
B30 7 0 5% 35 B AT DA Y 48k 42 2 R B3 (DG A, domain generate algorithm)! ™ 1t &A= il F T 2 5738 (5 IR
TE (1 47 0B 380 42 , 3 I A D) 45tk 42 DA R e 22 A AL PR 12 055 B . K & DGA S8 42 119 H B4 6 it 2 R iy >k 77
B KPR, R BT 5 32 HA 11 5 R0 DG A 38044 A8 77 V0 R 37 WX 49 22 4= A8 B 22

HATI DGA 384 KI5 10 32 B2 43 S 3k S 4% S A0 00U DG G (A6 0 7 3500700 ML 88 25 > IR v
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Vinayakumar % A"V DNS H & i $2 US4 (170 45 J2 RFAE I8 FH 22 Fh IR B 2 S BRI DGA 184 (5 2
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FERT I DGA k44 ] e 5 B0k DUAS B2 BRI b A, )k DNS H 25 R 2 IURFAE 25 5 BURE 1 IR I 7] AR

Tran % AU W — b 5 T 23t K 48 1042 B 48 (LS TM, long short-term memory network) () DGA 35 44 6 i
T ¥E AL TSRO T 280 B AN ST A 0] R AR N 3 A4 R A AN TR SO A B SRR B R A 2 BUIC, 2 B
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FR . R MBI 2 A R M =0 | DGA 3044 f 14 .

EFRF IR AN AR SCHE HH — T ik T X053 SR AE 2 BRI [ 3 R T X 6% 1T DGA 3804 Aar il 7 v Jd i $R B 4 Ry
R 5 PR A A [ 2 IR R 380 48 SCARRRAGE, ) 52 8 D) 45 AR 4 338 48 AR AU 425 0, TRT R 51 N385 48 0 T A A1 3 B A 0,6
RO = T ARG B AN S B mT R A R
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MRV TR EE RN
S, =F  ®K, (6)
Horp, S 8% i MBI TR REE B F0 AV 44 n-grams $FAEAS BIA0 2 ¢ NA DA K O XS
EHERZ,.@AERIZHE.
() GG BN ZE L, NT R 755 B G5 B p ik — DR U A RRAE. b 6 B A5 ] DA B8 44 )
FETFAFRAE SR 2 E R A TR B T AR AEAS B DA R AU R A5 B B R I AR @ M D) T
FPRRERI TN

B

F,,=S,+ELU(ELU(S, ® K)) ® K,) 7
HHpF RS | ANV R M ERARES, R | NIV AR REGEEK K 75508 2 DA BIER
1%,@ 4 A 5L ELUPY Ay =l Lok s o 4L
(4) WRAEI A FRHRFE, ] SPN A () 4 73 B AL (PCB, pyramid convolutional block)itt — 25 $#2 B 4 )
R SE B AR YY) J7 e B SR A B SOR MR R R AR SO — B ) AR B AR s R R U A Y B R
YA BV B BRI EE A 1 .
B 1Y E BAR s Ak
NIRRTV PR Fo e T8 PCB;
R ZU A ETFXER G
l.eg < 0 /WIIEHFEMEERRAMY T ETXER
2.C < [1 /1 XHA AV ETFUER
3. C.append(co) //HHERINI B 3UE BN KA
4. fori < 1 to len(Fy)
5. ¢ < zeros_padding(C[i-1]) /3E7R LT XER
6. s < concatenate(F[i],c’) /EiE& LE—MIFMETXERSMEIMNIIAEER
7. ¢ <= PCB(s) //f#if PCB #2HU 4RI A L TFXEER
8 C.append(c) /% b F 305 BIn S
9. end for
10. C.remove(cy) /B H B B % 7] &
1. C=[Clilli=tiency  WPHEVI T EFUER
12, SiREZRREEA Y F ETXER C
(5) MY R = P RS [ U) R R B R SOE BAE M 3 — P IR BB R SCE B IR R
G A Y R BT SUE BAR B4 R BRI AR U4 R AR T R AR A

e, =<c¢,c; > (8)

&, = softmax(e;) )

m=3ee (10)
i=1

X =[m],, an

Horb X ON R4 R PBRHAIE, <, >80 2 DN B S e N8 i NMRAA T B LRSS Boey A i NS H M
VR I B R SCAE B AARIE e, N5 i NS5 j ANIRAA VIR AR SR R EL [ )iy PRR ¢ D TT R BRAR e N D) 7
8 softmax P A FR HUL 7 — R 8L

PR A AEIRA SR AR AR O AR 1, T A BB R A 2 AN S el AR S A4 AR PR A 20 P2, S35 A4 PP B BT 7 A% IS 3
IR 1 2 TR, A T 5 AR AR 47, TR B 5 22 A 4 B s AL R A .
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2.5 ETF Transformerf £ B4FEIREL

SPN-Former J i 4> Jj 4 Rt ([ 52 48 B 11 17) 0 )28V B BUISK 42 1) 4 Ja) AR AIE . AE SR BUR A U 42 11 4 S R AIE T, 75 i
WU R A A R A L A R A R A 1) BLAR T 8-
(1) MEY) 5 K54 R4 W54 1 n-grams FHAE 530 V) 7 98 4K B2 R0 48 B2 25 A 26 (0 F o) =
(2) AR AE Fl R B 2 Sk B LIPS 3 44 1) n-grams FEAE A5 B A% 3% 21 Bl LA BG4 0 4 R b DA
%4&%%%%.%%%%6\%%73&%
=[Atten(EW,,. £, f))-uWo (12)
Horb T NRAL G 4 R A RLE D) oy A R A RS R RIS @ A4 R A T AR A Y] 5 n-grams REAEJE 13 5
55 i > n-grams FRAE T 178, Wo N BERERE, W, Ju i 3SR RS, Atten (-, ) NTE R I8 5[ Jimy o APHE R ATT
IR
PeAk 42 5 4 f S, Transformer ST o 4= Ja) 4 R B 44 1) 42 Jey 5 E. 3, Transformer 3 22 1 22 Sk 2 1 #L
1) A5 4 28 9 2% (FNIN, feed-forward neural network)ZH i 3 B4 Ry R 1E (1) AR 7 15 % v a0 F
(1) 183 2 3 = JIHUHI A JR 4 R Hp 2% 30 5 3R 0 1 [X 43 AS ) 28 B s 3Rk (V1380 44 10 015 B v BB v
N
U =[ Atten(QW,,. KW, VW, )| W, (13)
Horb U N2 Sk 3 IHU IR BRI 44 05 B W 1 K o Vs PN ER /I\GE BT QK A1V R LA N
2 SRR I R B 3 B SR BB, Wo Dt BE RN [ ey PR h DIUERIRIEAEASCP,0K Y B9 R R,
Atten(-,, ) NIFE B H.
(2) M A FNN Ab B4 (5 B, — P IR B 42 1038 UE B B R 30E 813 B2 14 4 = A AE SR U8 42 4
JRRFAE 7N
Z,=GELUW,U +B,)
Z,  =GELUW, Z, _,+B, )
Z=GELUW,U,_ , +B,)
Horp L 9 FNN N 2 H0Z,,Z,...., Z; 33929 P R RGBS 5.2 4 JRARRAE, W, B B, 73 53l 9 FNIN 3 i )22 R FE
F?*EI{ﬁE%EKi,GELU[”]jJEIF% PEBGE R

2.6 FHEMK

T A A 0 S R AL PO el 44 1) A R R AR A5 S A B sl 44 JR 3 AE 1R ] o e R SRR A AT
ﬁWGETE% R A 9 B AR T LB IR
(1) V193293 534 Ja) 8 AL AN 4 Jy 5 AR U0 23 9 T A IR R/ ) 7 1
(2) "RFALL I 56 30 o 8 8 20 5 SO T AL i 5 35 42 R P AR AU MY 2 SR R AL, AR Y 2 ) AR A 8 9 SR P8 R AL, 48
58 R34 R B ARFALE

(14

F =[Atten(X,,ZW,,.ZW, )] (15)
o, @ Jtam e A RHIE 2, s 42 R IE D) 72 Ja ISR @ AT IR A R R I 20 IR 5§ ST IR W
NG | NERI R BGAERE W, N5 | NERTERIMEBG [ o APEE B DTCRERE R NREHR A E
FAIHLH Sk R, Atten(,, ) TR R JJIZ .
(3) HFALC A oA FHY 38 568 5 PR 4R A0S JR) S5 A HE AT 8 Ak, 18 B B AT 42 R R A5 S8 M JR) B4R AE 15 I8 344 3L
AR B 2445 B BI04 SCARRRIE N
L =F +X (16)
Horp A 93804 SUACRHE, @ 38 58 5 (3848 R AE,X O SPN SR 44 J5) AR AL
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3 mHEAm

S 4% K 5 9 T SCAFAE R 4 SR 57 36T 553 RFE R 40 S ML TSRS 45 9F 3 AN 40Ok,
S AR

(1) 26T SCARHE R 48 S M 57 SPN-Former BRI B4 SCAHAE, T30 44 1040 S

(2) T GeitRHAE R 2 JS U T S AT R A b SIS 044 K FE A X 56 R AE, I G4 S TR 1
SR A 10 SR

(3) WA I R T SORRHER 40 J M 0 TS TR 105 20 R U8, 46 K S .
31 BFCARHIEN S XBEH

900 A 4 SR 45 WU 3495 5044 M R P S0 0 45 VA T30 B 8 — 1 B
94 (ACN)HI T 553 JS M. ACN 24 4L I 6 . ACN B FLIE RIS 38, MEAERE RS 1 2
3 A4 MR 46 B K9 2D B e

(1) 1T BTHE AR 58: 5L 044 R o5 P kT R 1 0, DA A £ 8 TT AR P
34 R MO B B 8 2 R .

(2) RS I 05 o 20 A TR ) OO R 45 U S 2 2R (17 (3 KRR A0 W A A 4
BNFIRIE.

(3) 4 FMRA TS T S B 0 K P R4 RO K B K DU B4 673 2 3

|
O ] ] !
N ¢!
LN o frgs | s r | L Y
O O !
|
|
? ‘
|
»>QQ—> I
|
SENet |
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, N
oo ———————————————————————— ——y————
| RHERERS mpasmitr |
|
= nw o @0 !
|H[ODe—— o I % ©-0 }
p— I, |B|, !
! . (OXNe)
e N exzol
o = @O
) Il e !
| FORE W |

Bl 6 ACN 284ty

3.1 EIE R o

344 SCARHE H — MR B 2 AN REAE T 1B A G s 20 I 6% T 32 AR 40 458 44 R A1 PR 1 ST 3503 A A5 I8 1 5 SRR AT I
) T SR ZE P R AT I R T R R AE AR BB UK E B TU AR e A T ) 4 T vk 78 4 R AR S
BLUE B, RSB T —Fh B & R R AE Y 98 7 v % VR B R 45 - U6 Y 4% (SENet, squeeze-excitation
networks)P VRV RE AR e 3 AN 40 2 . B AR 7 80 R

(1) BBUXHR A SCARRFAE AT BB, SC LN RFE R B BRI/ 35500 K/ 208 it 4541
PRAEAR B B3R 44 SR RRAE A

L'=L ®K, (17)

HH AR R G IR A SCANREE A X 53 SCREAE 32 B 26 32 B33 44 SC AR, @ R & TS LK B R

(2) SENet: i il SENet {2 At 35k 2 FRAE, B ARAT 2T AR . 1 S8 T B AN RHE B 1 P 3 A0 45 208 5 i 4
FEP 25 A0 3 243t A 15 B 738 3T sigmoid R H0TH B4 A REAE B 1) B A R A T A A A R TR PR A, DL R
FORTEAS B2 B IRHIE BT FERAE B TUAR B BRI 44 R RS BT R R g e
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1 W H
= M.(j,t 18
q WxH;; (st (18)
e, =RELU(b, + Y q,w,) (19)
j=1
o, =sigmoid(d, + Zeijuﬁ) (20)
=
A= [aM,], ., (21)

Forb M, 384G SCARFAE (R 3 § ANRHE LW R H 53 50 R RRAE B 96 P2 5 v g R AE T M TR P AR e
il SENet e 4575 21 i o ) B A5 5 RELUM Ay 4R 22 M 0T 06 800, 9383 SENet A1 sigmoid #3123 R4 11
5 i ANREAE B 1 R R B0 AREE B8R, O SENet 465 115 BACR I € [1,n] k€ [1r],wy By, 4 52
BUE B,y 1 d; 53 e A B R HL iy B n D TCRERE, AR RS B TR FE IR 44 SO RRAE.

(3) A e s 42 R A B 480 Dy 1) 344 R A B B 4 AR AE DA 22 T T 3 7 S PR AR sl i ot %
AR T A N — AP BE, AW i AR AFRFAE AT 50 B A i ) B 72

1) WEVIRIRIEMHELER d.

2) ARG RE AR AL SCACRHE o) & v 1 40 22 70 B0 DR IR BE 4 B2 F S B AN RHAE 75 B IR BB m.

3) 4% IMTEAR (m, d) = HHEF BN SCARRHAE, 15 21 A 0 BE 7 (R 35 44 SUACRFAE.

4) SHEA R FEATIT LA B B BRI K LR B 0 B 1 2 1] B — A BRI Oy i

2
squash(s) = Is s

SIS IP Il s |
For s IR T 2 1 i | A SRS B
3.1.2 FFiEEH
R e R 2 A ) 0 7 0 £ S8 4 ) U TR 4 S R B I T LA AR R T
(1) P 2 0 0 T 0 00 9 s 0 e S 5 30— 1 B 2 WA 58 7 AN T WD L 48y
i, = Wiu, (23)
L, RS M T, W A R B W e, ) SR .

Q) FFEEEE § AN R MRV P B 30 A B ER TR A T R MR I R A R A B R A A
£ B T (K9] SR BE AL 9 — A 185 0 0 9 50324 12 00 T 545 1 0 e 9 4 0 R 0L B, 3588 3 A 0L
TR £ R B A B R B 1 TR FR S A IS — RS BRI A (1 T R BN A e v v B i
2 fiR.

(22)

SR 2. K B 25 I e B
NSRS WA R TE 4 B I
= R v,

1.b;— 0 //yistité 750
2.fore«—0tor-l1

3. ci <« softmax(b)) /& FRBA—1L
5 — eyl IR

v; — squash(s;) //EHRLIE—k
ky—vi /|| vl /S v spr
ky—da/||a| /s ar s
8. by« ki\*k, + b, /EHHEEL

9. end for

10. ¢; < softmax(b;) /& REA—1k

N w» ok
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11, s; — Scyfl) SR
12 v; « squash(s;) /mZBEE—1k
13 S5 BVE IR Bl = R T v,
3.1.3  rRMEIE
ACN 15 21 iy 2R & 004 B2 v S8 4 1) 7 28 B AR i AR Bt o e
(1) PRI FE T AR A 1 0 I T 1) A B A W 4k A4 R B I B A v e A 3R — Pl 42 28 B 4 T 3 44
FWRE A 1 R FEACER — Pt 4 K IR e 1)K B AR I 44 M KB BUR T A KR M2 A IR K
JE IR TR N

ol =y 2 (24)
oty N R HE, v, BRI 1S S50 n T T S S 5 =
(2) 3BT d s A SORRFE TSI S ¢ AN A 14 R LA
R = (rl,rz,...rj,...,rN) (25)
Hor AIRFEACJE AR 2 5 j A BB BE T3 j D FORIEA, N i 42 830 i B 44 SR I i
3.2 ETHITHENS EMETE
BT FEA B AP Bk BT A (42 KB G — Dy AH ) 1A B, 3 B0 142 A AR DR IR R THIRRAE 2R B0 D T BR
AN A Y B SR 67T S W) 7E AR ST 15 v SR P DS e A A v BB 342 K A O I G THRFAE O 1) T vk AR
WG RHE ISR 1 PR Horh B om0 = A7 R TR ELIE 2, — i DGA 104 BB & T Sk 184 i a1,
BRI TS T A Sk 3 R,
SR 3 R R AR
LIPS R T S
i i 384 5 entropy
l.ents= {} /WG — 2
2. sum = len(s) //sum A KE
3. entropy =0 // entropy A4 {H
4. for i < 0 to sum
5. cnts[s[i]] = ents.get(s[i], 0) + 1 /Gt F R HEBURIREL
6. end for
7. for i < 0 to sum
8. p=1.0 *cnts.get(s[i]) / sum /G5 FRE H BT
9.  entropy += -(p * math.log(p, 2)) /it55E
10. end for
11, g5 EEIR [ 42 48/ entropy.
Fz 1 HARIRHE
BHAE R Y
KR WA ARHKE
FERERFIOMR A PR R R SR
FER 5 L I A R R A B o B
P TRHNERE AT
kS E Al A R AT R B
TLE TR HAThTE TR EG . i, o, v)
TCE TR A T EFAR LR
4G WA IR AL

SRR A B S8 THRRAE J5 K384 s — DK/ 8 BT B X=(xy, X, +++, xg), SR I 22 R IR AN DL AR GAR
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JE IR 4 G RRAEAS B softmax bR AT 2y AR AR R A0 R
(1) W GETHRFEAS B S ] 22 J2 IR ARG 3844 1 B Tk S5 AN [R] F) 1i 8: 2 1), 2R  AN [R) 25 1) O RS A A5
SR Z G RFES BRI AL B R
Z =RELUWW X + B))
Z,_ =W, _Z _,+B,,
Z=W,Z,  +B,
Horb L N2 BRI X 2R Z,, Z,, .., Zy PO IR B85 2,2 2 2 BB i, w88 0 2 R
FERE,B; 95 i )2 0 B, RELU Dy JE 26 V0 ek 45
(2) 7> RMAR AL softmax bR HALEE 2 2 BORIHLE f ) T2 Ml G TR AE T S B 0 AN
7> R AR

(26)

T, =softmax(Z) = (f},8y,- 5.5ty 27)
Hon R4 R EE § A RBEUR T 58 j DR IRIIREZE,N 344 28 B 50 5 40 S 3
3.3 HERENS A
TE 25 T80 4 SCARFFE A GU T AT 3 Tl TH 520 26 I KR 2000 2 AN 0r R HEAT & 96, 88 )5 o 4 s o 3k
4 BB AT R 4 28 B AR i AR T
(1) > B A IE L BUIR 4 Ja T A8 (R 28 B B 5K iR H R 26, 9 B rh BB oK R 2R (B AR 38 4 T Tz R B B
TGRSR, AT A5 B 5 22 1) 43 MR B8 1 AN B 25 10 70 Ry
F, :(pl’pZ""’pj"“’pN)
rf > (28)
EEP’ pj :{t./ lf }’j/. St,/
Forbr B0 g 23 30 R B SCAR SRR VR THRRAE v SRR AS B T 28 DR IR B B ML 26
(2) 3848 53 25 FAR ek 44 100 7 S MR 28 AE 238 {1 o K 100 9 44 21 B B0 5 D D e 0 35 48 1) 23 SR SR 58 7 Ak
EANESEE § |
¥, =argmax(F) (29)
it PN § NI B SRR AR RS I IR 44 28 TS 9, €10, 11,0 5 1 40 AR R SR 4 A DGA 8044 70 46 I 35
KRN 9, € {2 € Z|0<z<N-1},N 14 R i) S 80 j AR A j ANl KOk,

4 IBERS5HH

4.1 LEEE

S5 1) FHLEL & A Intel(R) Xeon(R) Silver 4110 4bEE2%,16GB 4 47,NVIDIA Quadro P2000 GPU. Il Zx AN
MARIABE N Windows 10,3 HAESZE 1 ] CUDA 10.1 1 cuDNN 7.6 Jiiiz 5. 9256 RS {8 ] Python 3.7 Al
TensorFlow 2.1 SZ .

AL The Majestic Million 913341 A3 [ B W9 15 1el &2HE 4 5T+ 5 i3k 42 e 7 R 46 78 17 9 13
44,9 WP B R EHE 3 40 45K 44 K B A VAR A4 TFT B AL 360N etlab Hirdis A2 142 el gk 45 L v 458 44 B i 78 2 13
LRI AT RN T RAE 3RS DGA FEAEE, I 4 F S 50 A AR 42 S IR AR AR 1015 B AN 3R 2 B, B 36 A 2
(benign)—3LH7 20 M 4 k.

F2 SLIGFEARERRREANEE
B Bl BAXE BARE BAXE BAEE BAKE BANE

benign 36154 gameover 3129 pykspa-vl 11548 simda 7723
banjori 13571 gozi 4985 ramnit 5188 suppobox 4781
bazardoor 7352 matsnu 4994 ranbyus 4201 tinba 4987

emotet 2987 murofet 4305 rovnix 8756 virut 4877
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flubot 5014 shiotob 3536 necurs 4116

ASORG SR A A SR 12 8:2 LRI 3 I R A 5 IR AR AE U ZRBi B, I 55 Hon R 3 o AE DB B R
TR BASCIE RIS IIRCR, 72 RO HER R . RT3, F1 28 AR, RIE, Wik, ROC

7796 mydoom

2. M T

1(AUC, area under curve). Z=F-35J BL A& A1)

®3 NS
¥ [ ¥ 3% [
T3 PN 48 ERSMER 3 23] % Le-4
3 4 ] ) B 44 32 ) 4 MR 128 RS Adam
HATE L 2357 WRMEARE 8 HER A 256
SPN it A/ 256 Ee 2 16 YIZsEY 200
SPN Y1 Huhk 4 B Eh UK 5 1% %L Focal Loss
ABAUEA ST IR M T AT M 5 A E AR SO BB T 6 ALIIESEE, 72 & (1) DGA A I = 7 K58

525(2) DGA 344 ZXAs N 7 HE286:5(3) VI 1 S A% 33 SRR ) Aer DM 42k
HISZIL(5) 3840 G THRFAE S Ao D 1 B

4.2 DGA RN — 4y 0504

ERE O

RE HIREM; (6) Hor I 2k 2 73 #r.

EMIE I (4) SR A% R KK BE L x4k g

NURAEAS ST K DGA 25 4 K i B, 20 591 SR A S0 73 LSTMUS, LFC-LAMS, Bilbo?”), BiLSTM-AR!
A PEPCEIZEA S () St B FE A4 B HEAT A AR I — 73 285258 3R 6 b Iy 325 1 4 ) 45

J7i% K ROC 2k tn & 8 Bk,

T4 DGA A = 7p RSLI R I 45 3R

HOR IR 4 M 7 FR, AN

PaRFA JEES F1 534 IEES
LFC-LA 89.90% 93.49% 91.55%
Bilbo 97.40% 98.06% 97.65%
BiLSTM-A 97.42% 98.30% 98.41%
PEPC 97.28% 98.21% 97.95%
LSTM 97.34% 98.24% 98.41%
AR ITT 98.58% 99.06% 98.87%
LSTMI!6! 1.92% 5.0% ;"ﬁ:
LFC —LAIS! 447% 27.94%
pat Bilbo!20! 1.53% 7.51%
=
EB:LSTM AN 1.82% 5.0%
PEPCI2! 1.53% 6.51%
ES Wit 0.74% 3.59%
5 0 5 10 15 10 25
AR/ (%)
Bl 7 ANER LRI SRR
100 — —
r/:,r‘/?
99{ | 7
[ ¢
I
IS !
g {J LSTM!'6, AUC = 99.56%
R 971/ | —+— LFC-LA!S, AUC=95.1%
[ Bilbo2), AUC = 99.28%
9 ,’ BiLSTM — A!, AUC=99.61%
| PEPCI?2, AUC =99.47%
\ ’ K7, AUC=99.64%
%0 01 02 03 04 05 06 07 08 09 10
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Kl 8 AL LM ROC Mgk

4 7] WA SO R HER 2 . F1 2 BORORS B 28 20 30l 2 98.58%- 99.06% 1 98.87%. 5 HiAth 5 P75 iEAH
FU AR ST T HERA 28, F 1 43 BORIORS 1 22 A e AR THIR 03 A 8.68% 5.57%FH 7.32%, F S534% FH R 1 43 5l
2.71%. 1.8%F1 2.08%.

H B 7 AT A S5 T AR R R RN IR AR R 23 B 3.59% 1 0.74%. 5 HoAt 5 Fh 7 i H bE, A S T IR R IR R 1
B K BEARIR BE N 24.38%, P I BEARIR LN 6.81%:;48 377 v 1 #2810 B K AR BN 3.73 %, F 35 B AT i E Ay
1.51%.

8 T WL, A L7 AUC 24 99.64%. 15 Fofth 5 FhJ7 240 B, A S0 7 AUC B KR FHIR BN 4.54%,
SERJAR TR N 1.04%.

AN E ISk 2 BRI A0, 5 AR 5 R 323 D7 VAR LG AR ST AT DATE s A DGA ek 44 HL R R R AR S
JiELEAT 4k 42 - FF R AR ANE SCRRAE I Bl b, 25 5 42 bR S0fE B X 42 SCARRAE 3R 47 H0 4 96k > 3 42 R AE
R E T B 85 A 34 ST R R AT T 4 CRAIE R IR (S B 10 58 B M 3 58 R S 7 V2% DGA 38544 (R Rl

93— 35 B IE AR SC U7 R G OV B 6 A [RLRE AR 4R AR ST R 4 il B T I 4 R A T S R v
LSTMUSL, fE# 2 M 4% (RNN, recurrent neural network)[ls]fﬂ Random Forest!! 3153k 47 46 I %of Bk A 8 SRk 5
Fis.

5 HET WIS E AR R I 75 v BRI 14 RE X B

ik JEES F1 534 IES
LSTM 97.6% 93.8% 89.2%
RNN 96.5% 90.6% 83.8%
Random Forest 94.6% 85.1% 76.2%
AT 98.58% 99.06% 98.87%

B 5 1l L, 5 38 T X 4% J2 R A0E 110 S AR ARG W 5 A B AR SO VE I HER SR . FL 40 BORTRS 1 3R 315 BH B4R 7.
Horr, HERRER JF1 20 BORURE 1 28 16 e R SR TH IR JE 230N 3.98% 13.96% K1 22.67%, P 34 42 T+ 5 5 2.35%1.9.23%
FH15.8%. H BT 601, 38 0 35 44 SCAS KRR AN G U H4FAE, AT A 250K 31 DGA 38044 AH I P 28 2 R IE A I DGA 384413
I (A 285 SR 22 TR Wb A5 P AR S B )l A SCAS R AE AN G oE AR AE T DA RS0E S 5 Rl DGA 38044
4.3 DGAZRERN S AW SLER S

NI AIE AR SC T VR I DGA 3844 S0 43 ZS A W8 R, 40 i 4 F A SC vk LSTMU' ), »-CBDCH”), BCEN!™
1 LSTM-Caps ™ E47 DGA 1844 5K M 43 28 SE 56, 78 SEIG FE AR 4 145 51 1) DGA 304 F 545 2500 F1 030 4%
i 2 A0 B 2253 3 AN 1 9 FI R 6 P,

F 9 Al L, AR STV 7E DGA 3848 S5 R 43 28 536 v AT B80T 1) 93 88U R AR SC T VR I 72738 FL 433
FUINAL F1 43 B3 v T oA % b 7 5 R SO0 VR 1 %2 748 FL A3 BORINAL F1 435090 58 95.99% 1 96.71%. 5 3
Al 4 Fh U J7VEAE B, 23 FL 2 SORUINAL F1 40 $500 i REE IR FE 23 50l 9 3.68% A1 3.31%, T35 42 FH 1 B2 43 il
K 2.29%F1 2.26%.
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LSTM!®! %%%¢ BCEN!! W A7k
277 n-CBDC!'! g LSTM — Caps(®
97 96TT%
9 95.99%
95 94.71%
§ - 94.14% 94,14% 94.2%
gﬁ g ‘)/3.4%
=93 %
pl 9231% % %
92 ? %
: 7
91 % %
90
FTBIF1 5 S TELF143 %
K9 AEAITTELE DGA 34 5 7 FR M ) F1 434
< 6 DGA 2 F kil 4 IR i 3 5 1l %
ik LSTM n-CBDC BCEN LSTM-Caps ARITi
ETESA WE  AmE A% ARE  WWE  AW%E  WWE  AEE  WWE  AHE
benign 92.99% 94.08% 93.97% 90.91% 94.87% 93.99% 93.33% 92.24% 96.68% 97.16%
banjori 99.57% 99.99% 99.78% 99.99% 99.78% 99.99% 99.57% 99.99% 99.99% 99.99%
bazardoor 99.99% 99.99% 99.99% 99.99% 99.99% 99.99% 99.99% 99.99% 99.99% 99.99%
emotet 99.99% 99.99% 98.89% 99.99% 99.99% 99.99% 99.99% 99.99% 99.99% 99.99%
flubot 92.58% 95.95% 89.96% 97.98% 89.78% 99.60% 91.63% 97.57% 93.05% 97.57%
gameover 99.01% 99.99% 99.99% 97.00% 98.04% 99.99% 99.00% 99.00% 99.99% 99.00%
gozi 85.29% 75.32% 77.42% 77.92% 86.27% 85.71% 78.66% 83.77% 94.56% 90.26%
matsnu 91.08% 86.67% 84.21% 87.27% 91.14% 87.27% 88.96% 87.88% 94.61% 95.76%
murofet 89.40% 87.66% 85.26% 86.36% 99.16% 76.62% 94.44% 88.31% 92.67% 90.26%
mydoom 99.99% 99.99% 99.99% 99.99% 99.99% 99.99% 99.99% 99.99% 99.47% 99.99%
necurs 94.62% 87.86% 96.77% 64.29% 96.58% 80.71% 94.40% 84.29% 96.80% 86.43%
pykspa-v1 97.89% 99.99% 98.82% 99.99% 99.29% 99.99% 98.81% 99.76% 99.76% 99.76%
ramnit 83.91% 78.92% 83.77% 69.73% 84.12% 77.30% 87.20% 77.30% 84.88% 78.92%
ranbyus 93.48% 89.58% 84.18% 92.36% 89.26% 92.36% 91.03% 91.67% 92.41% 93.06%
rovnix 99.67% 99.01% 98.37% 99.34% 99.34% 99.99% 99.99% 99.34% 99.99% 99.99%
shiotob 99.04% 95.37% 98.06% 93.52% 92.04% 96.30% 98.11% 96.30% 97.20% 96.30%
simda 96.75% 96.75% 95.72% 99.99% 98.01% 99.99% 98.37% 98.37% 98.80% 99.99%
suppobox 93.33% 98.59% 91.56% 99.30% 94.67% 99.99% 90.45% 99.99% 99.30% 99.99%
tinba 88.89% 98.88% 83.73% 98.31% 87.56% 98.88% 88.06% 99.44% 91.15% 98.31%
virut 93.01% 92.36% 89.38% 99.31% 88.39% 95.14% 93.53% 90.28% 93.10% 93.75%
Macro 94.52% 93.85% 92.49% 92.68% 94.41% 94.19% 94.28% 94.28% 96.22% 95.83%
Weighted 94.72% 94.76% 93.62% 93.52% 95.17% 95.10% 94.74% 94.70% 96.73% 96.74%

13 6 0] WL, AR ST VRN A i34 B 22 B DG A S5 (1384 B AS I RS FE 3140 - o Ath 7 v 3L o AR SO vk AT A
H ORI 3 F B3] 1) DGA 15k % (gozi,matsnu,suppobox). F A1 16 gozi F I I 44 I I 8 R A0 4 (8] R e R IR THIg
FEA 17.14%F1 14.94%, 32 THIRFE N 12.65%F1 9.58%; I matsnu S 1 38 4% 1 A6 B R R0 4 [o] 8 e KR TR
FEN 10.4%80 9.09%, F B FETHIEE A 5.76%FN 8.49%;# Ml suppobox I 42 It 45 i 56 AN 4 [1] 3 K AR T
FE 8.85%A11 1.4%, 3542 FHIRFE A 6.8%F 0.52%.

B3R B g JRRT 0, 5 o Ath 4 B 32 T VR A AR ST VR TE DGA 38044 SRR 432K 05 T B A B A 4 28
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