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7 O mFk, FRETHRT K T(CBDO)ZE AR SN A FARRGEAXE. RBAXHIEAH CBDC 49T ik
Bk, R SE B OLT 34T 34T, BOAA B R KA EZRAME. @& CBDC $IRBREL A=, AT
TAZPSTIRIL(TEE)An e AR L(SE R R, #E T —H £ A 3)-F &K T4 8RB KE L I A% £ (dual offline
anonymous E-payment for mobile devices, OAPM). OAPM & | T F IR L MR a9 45 01k &, ALFH sttt ERHFHN
RETLEWEPKHA IATHF T, LR A A LT EANARRIME &, A3 ) AT A LT LA
B BN AR FERELTELERS, BEIMEe P RBANELZH LT RBIANE LA EGAET SN,
GHEREIKFRIILHEZREZ BN, QIEEAE, RTHER, TEFW, RTREMR, FUEE, ALK
BRI A BT IR B 4 WS, FITRE R4, A TR ASAIT T 745, oo fe RS R AW, &5
Mg F B 5 B ¥ HEBFHA P CBDC AB LR He)EFE K.

FEHEIA: RATHF R T (CBDC); B K IA; TIEHATIHRIL(TEE); 4 HEU(SE); #3hiké; 24 %M

FE%LS 25 TP311, TP309
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Dual Offline Anonymous E-payment Scheme for Mobile Devices Based on TEE and SE
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Abstract: In recent years, many major economies have paid close attention to central bank digital currency (CBDC). As an optional
attribute of CBDC, dual offline transaction is considered to have great practical value under the circumstances for payment without
network connection. This study proposes OAPM for CBDC, a dual offline anonymous e-payment scheme for mobile devices user as either
a payer or a payee based on trusted execution environment (TEE) and secure element (SE). OAPM is suitable for mobile devices with
limited resources. It allows payer to safely pay digital currency to payees without networking, without disclosing personal privacy

information to payees and commercial banks, and without linking the payment behaviors of payers. Meanwhile, it allows payees’ devices
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to be offline. Regulators, such as central banks, can identify anonymous payers if necessary. The scheme satisfies a number of important
attributes of digital currency transactions, including correctness, unlinkability, traceability, non-frame-up, confidentiality, authenticity,
anti-double-cross, controllable anonymity, etc. Finally, the prototype system is implemented and the possible parameters are tested.
Security analysis and experimental results show that the scheme can meet the actual needs of CBDC offline transaction of mobile users
from both security and efficiency.

Key words: central bank digital currency (CBDC); dual offline payment; trusted execution environment (TEE); secure element (SE);
mobile device; secure architecture

2, o 4R AT H 7 5% M (central bank digital currency, CBDC) & B A4 3R % AN A1 X (B 7 #, T
b SRR S AR R G FAE AR R 1 B, G R EAE 3 T B R L SR A R R B R SR AT
R AIAE. AR E PR SR AT (BIS) A AT 2022 4 CBDC WAL R, 76 86 MEFRMA T, A 55 93%IH
YL AR AT IEE IR R AT He 1 M. 78 Jeqr S o R B AR o, B B AR XS 2k A 7 R 22 IR R K
HERBARR: 585 WT %3 &Y AR BN LR S 2GR 1t fisc 5, W — B P
SN EESR, wfE WX B E R A X, T CBDC T2 WK T B o BUBALA i AR 43 A
AR, SZHLCBDCHEZE T IR AT S it — AN AN, 5 —J7 1, 5 27 28 A0 il 851 15 ™ 26 gk o 5 4% 50
AT P RIRR AL T A, T O 2RI 2 BB B A U AR TE HURE AT K A A SRR AR W o R 45
BRAT =AM BRI AN NG B AT RS IR 3 B Se By K SIS B i s 20, &
HAH R E N & 507 e el BT O, BB A SRRV R H 2R, B AT, MoARE AT
KL 145 CBDC Hii & B 2 3T R M X 438 5 HioR.

B 44 SCAH 7 R A A A B AL B 1 — P B B RR T B B A BRI CL 241, DAAPIAI U-Provel'”!
L AT AR B R T B 4% A 7 AT, (LI S AR X [ e 36 B 4% S AT T B A4 R SRS 7 A T
3k, B Chaum #2 H1 ) e-cash(electronic cash)!'V & Gt BEWE 8 VR Ak & LAEE 4 177 s AR AT IR B B 1R M 9E 32
e SR, BN TR IR I A TR G428 5. Bl e-cash D3l O3k 1 SR ¥ ) 43 (divisible)e-cash & 4t fi#
T Y BIR T S T B T, SR K2 BT 7> e-cash 7T EMTLHNRKZE, NESGHETRFEZRNB
HFE &, Canard AL T 48— D E AN 4 7T 7 e-cash B, iZ Wi FH 72 0] DA — UM IR BB N 2" (n
AR SRR AT 1T, R B RS R A 2 AT EL, 403 TR 2%, X FA 4 e-cash 77 A%
FRMZ G NS RE. tLah, Pl B AT {EBUg (trusted authority) & 8 44X B AL 8 =7 HLA, 18 H B
1t %% (double-spending) I B G i, AT DL FF X 1€ 3% # (double-spender) {9 F. 5L & 17y FrigXAE, TR —
MEF IR MR THREZREZR). ENEITZERNBRE T, & EOXFE G R F K2 kB T R4
H B RIRVEAT N, R BT (S BURIE 8 %A 3 B AR E 4 &0y, BT REGE—DEN . X —Ei
R FAT R B0 T AT 4 7 R 151 RIS 30 (5 BT GR#E sk— WL 42, S 4RAT BT 5 AU L
TERFIRNG L A LR B A BE 258 5 AT 308 B0y, XA R T HE LW RMAEERL 55 M8, /640
8 (R AH D LR

Sk R, 767 o & % & b i 8 0T {5 AT 30 55 (trusted execution environment, TEE) S, AT £E K 5l % &
NS Bl G0 e B 42 AU IR () E LT B, BB S T 08 B AT P B (rich execution environment, REE), TEE & 7&
TR 22 A BB A AR BS BAAT FIAR S B4R 5 8 4 52 0 AT IO b AR O30 fE o ARM B4 () — P B 1 22 4=
P REA, TrustZone!?IBE0E AR S HAE RS 2R s R LR KK 2450 F, WMUHATETE
f1 TEE ##. TEE X HIEFFKR, BiMfFEH e R2Y. ZHEARREHAPATIHRE: 22 H SW(secure
world) F13 it 5t NW(normal world). SW i & 7528l TEE, $ATH 5E il 10 2 A R G LA KX TS M H, 1
NW T SzBL REE, AT LIS AT 8 R sh#E R R 8 L2 B R, TrustZone IS A 9% i 2 A% 88 i 78 28
Bl AR a2 TR, H2eBURNEES T EERBEKE TRITE SRS 25, WK 4
M, TEE&RBBEENELIATTRT, Bah%omR & e BT A% QST RAR, #2000 2 P Y By 42
Yok, A RO GBS SR IAERI AR SR EFERZ b Fik, {583 2 10 8 R K
T TS BAS AR AN B S A FEALA, S TR B Ae T ELRE I E W B U 75 9 I v 9 B ik 7, 1T TrustZone
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FEARA B A 2 LU 2 B R3] 22 4 8 i (secure element, SE)P2VAT{E Jgth 78, S B N AT 52 (45 40 S
RREE B, T A B iRt R T EAEAR. SE S — e AR m AR B, R R T
W% LR AR b — UM B B AR AR B R R S R N — NS R T, BRI CC EALS+
PTEA 22 W3 RE 7, 78 o 4 T I N AR A I S5 0 SEAL ], B SE A% 2l 8 4 b AR R A R A A T e A o
WEETE PRUELE B 7E SE B O 25 BRSO A 4 57 BB BE 2. TEE+SE M R A TR 4 & H Al S BN iz R T
P8l 2o B, ARH SV B SR (1 SR BT 3 RE 0, B4 B A ST IRt 2 A IR R 28K
AL TEE+SE A i ARZEM A HAl, wit3Fseil 7 @2 37 & WE 2k BE 2 31 )7 € OAPM(dual
offline anonymous E-payment for mobile devices), fift¥t T 23) FH 7 BTS2 I A2 b i BR AL BR3P 100 R, 55 A2 3k
FRMZ G2 EE 2@, ORI ArTREEEM . AREERTE . AR HE . Eh ., Bsiat: b
Rl sEA Y. A FEETTE AT
1) #T TEE+SE 44K, HH CBDC B33 155, &l it 2437 M BN E5 K R
BEH;
2) it T Canard 55 N e-cash B, £ FH EERRE 2 AR EOR, AEATERN AT BL— RPEAS e #5 B ods K T 4
2" LA AR R BUE v, B11<<v<<2” (BLHh, v AL, n JyAlE SO0, ARAT 3R SO B0 B 0 B R
3) FH CLZEAHEAR, St T HF R AMES > RIRe, TR T 5347 9 0 4 1
4y W T I EP B, AT R B B L o L S AT B RN TR R A, BRI RR
5) Wi sEEl T EE AR, ERIARESE 5 ERRIE LT, AEBUSHLE (h S ARAT) e 4R FR T
A5 WA 3 3 G 4

1 HXIE

AT, LR BARB R, B A R Lo A 3 R,
o 1 FlCAELE POS(point of sales)Zuia %) 7 . SCHR[291#& ) T — A M £ sh & i P 5 5 28 POS
i Z A B SO AF R G, {2 POS &2 G M H G IR, BANEH T CBDC #3) & i W
LAY R
o 2 bR LT X OB B 2RS4 T & VolgaPayP Ok T X Bk R A T e m RN B & A A&
U R T €, AR 434 K X B R ZE 0 VR 2 CBDC %00 R 48 O K I B T
o 3FURRIH BRI B L AT R, R RIE R PR, SCHR[31,32145 B A T I8 BE 1
H %4 Hi AR (blind signature, BS)/r Bl 45t T —Fh e & (B 2% la 7 30 5 &6, 7 EIF A % & CBDC K
bRz it T (RS 5 4 v ROE FC AT AT 1, BB 5% T S ASH I 1 40 R 3 1 e 22
BN, T [ XUE 22K CBDC 1k %, OPS(offline payment system) 2145 H 7 — Ff 3 29 28 5 A7 R 48 1 ¥ it
7k, BB Z R 2 A A AR sE T 5
TE5 SRR AR SR (RS Bl 22 A 00, IR A 2 4 BURE A e AT T — RAIDFFURUR. B T Al i 22 4 4
ART7 RN VR B A S N4, R R B 3R 2R G0 2 AR 1R 2 T A B i SO IR g5 Y BT EHU R
1l (host-based card emulation, HCE)#: AR 75 % B47E 1 373135 (near field communication, NFC)REH K s T,
RERS SLOLECA R IR B AT T RE, H g ERE KT AT IS 628 % R G B SE (A N FFE R, oI
S XU 26 S AT (1 2 A R N TEE+SE 2 & AR A1 77 %€ DOT-MP?L 45 7 —Ffiii 4] CBDC %2 4x
B m B s 3O BRI, A RA SRS A A RS, WA LB 4 S AT Thae. Hl, iRz
[fi 7] CBDC #% 8l 3 A+ 3 5 U v 10 v e 4 XU 26 B 44 S A 0 2%
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2 BRI

2.1 EHakEnig
A EBENA T HE RS S E A AR
211 HHGS
A B H RS R Xt B SRR L% 1.
1 FHFSE5EX

5 7E X
A e, HTHBEENRG N0 E
VA BRES
S| HIREESH I GER N
xS MR SH ST BEHLIE BT x
yi=x B E x FEBN AR TRy
x|y AR x ARy
Wt VAR, X)) R Xy INTE— B A, SRS .y
I G AT
G LRREALTHFG, B G\\{1,)
“abed” F{FH abed
MAC(k,m) 1 50 k B0 m O EAGIERY
Encgym(k,m) A SRR 25 VL RN £ k B m 34T 2
Decsym(k,m) 1 X FR A 28 A AN 68 & O B8 m BT IR %
Encasym(k,m) A B Al X BRI FVE RN kR m 3 AT 2
Decasym(k,m) A5 FH HE X BRI 25 SRR ANV B B & B m AT R
Sign(k,m) 1 25 44 %80 & Ut m AT 4
Veirfy(k,m) A FH 38 AIE 2580 k S B m 34T IIE

2.1.2 MLTERE

LG, Gy MG, A& 3 N EAMHEI p MIIEIGIARE, p WRFEHL, p=2”, H, AR 2B, g1, g R
Gy, Gy AT, WE XA=(p,G1,G1.Gre.g1.g) WL H NS HHR, G, MG, B —A WL X (pairing)
BRI MBS e:G i xGy> G il B LA T PR

1) Wkt XTI ueGy, veGy W abeZ, A e(u’v')=e(u,v)";

2)  ARRAEYE: e(g.g))#1g,

3)  HFEAME: XN TR ueG,, veG,, fF1E% BUxhS [A] 1 BETHE L e(u,v).

Galbraith % N TESCHR[36]H K3 I 2 IR AN 5 45 46 1 XU ZR PR B 23 1 3 380 WIHRG =G, TR e IR FRIL
LR PEWUR (B type-1 BT, 7500, FRAAERSRR XU MM (R type-2 B8 type-3 WU BT, Horr, Type-2 Y
BRI R G) MG, Z AAIE QAR ST R FER: GGy AN 2 2 ZE R 1 AR X FR AL 1 i Type-3 B,
ANXHNEEBMEHT Type-3 BRI MG,
2.1.3 IR AfE i) A

AT OAPM FEH RN T 3 FhA MR ER %, 20 E#G, LrHENM Diffie-Hellman(decisional
Diffie-Hellman, DDH M. 539 B2 X Diffie-Hellman(weak extended version of cross-Diffie-Hellman,
Weak-EXDH) B U IAIE 1L 1) 4 J& LRSW(blind 4-lysyanskaya-rivest-sahai-wolf, B-4-LRSW){f ¥, H -
Weak-EXDH fB 8 /& XDH BB — 4 TE, B-4-LRSW 52 LRSW I — M. LR K45 A S0
S 3 Tl PR 1] AR B X

EX 1(DDH, fBi&). 4G, L 3 MK (g.81.8)), Hh. abe——7,, M g 5HG, LIERE—
A TCE X 4y 72 I HE .
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E X 2(weak-EXDH {Ri%). 4 MEHHSHA, G, LW 3 Mok (gf.gl.g) UKG, LK 2 A&k
(g5.85), Hih, abee*—7,, WK g™ H5G, LHER—AICH X5 AR,

TE X 3(B-4-LRSW %), 4 ML SHANG, L2 MUK (g.g)), b, xy<—7 ,, fifEi—4
WS oracle, HEHIN g e G, X Bif H (4,4",47" 4™), Horh, A<S—Gr, MZWSHIIEMNRIN g 1

€k ok %

WR it (m'A"B°,C"\D"), B m' eZ), 4 €G}, B =(4Y, C" = (4')""™ LSk D' = (4")" " JEHAE (11,
2.2 Rt B
PICAASSC OAPM 5 5 A& I 4 SE b (38 1A% 20 8 %, B DAE BEVRIF 5 RS T BLR 4 A E AR
1) mEEEtE: OAPM REWER )T & FEA MM W EHATIAE, AR il St R g AT [
GAERURIE R KARHE, SE MR % &R fUR =M 7, IREGH TARGEN S, I
Bh SR AT T FE (AR RE, v B SO iR s B B R e m v, BRI ATEERE . WY
BEAE. ATTREEVE. LS PRI B SCE, IXE 2 4 1 fE 58 0 4 S Wk 0 AT 45 2 A
2)  E A EEE: OAPM 25y 18 MR R JZ T B a6 i SR ARAT RAT T4 XU T A T 36 ) DA S T 4% B 42 11
AET, A AT SRl E LA E IR BT EAL, WD ARIR R 5 SR S AT N R K
3)  mERCRME: OAPM XTIl R 2 & B & 5| NS s Hi T B, IR G Y) 4 o 2 4= L
fih 5T 345 DI 32 565 FHY P T 965 4 P 8 o6 SR FWT S PR B L. B Ab, TEE ZA4 0T 2R 4 v 5 B A A7 filh
BRI AE AR M
4)  ERIEYE: OAPM IUTTE IR RAEM AR E MR AMEBA . ZEBERG. MR I{E 8 ooFd
FAERAE RGN AR P AL, 20T R G M IR P T K8 RISt 59 AR, {1 AES5 Bt IF
SEBLIE T 22 i N FH 3 SR 2 A R T R

3 RGRE

AATKENE OAPM MARAHE, HAHH T RAILHEE, BBETRENSSTEN S Hh S5Th6E, M5
FIR 7 S 22 A BB N A AR A,
3.1 XEHEEHR

BT XU 26T 44 AT R 37 5%, ARk 77 28 72 DA SRS () L - S ASF R OR O R R SLEAT Wk . FEARTT 4R
HIB T G E ST /TR OAPM RGBT, JF 5 S5 3uk: (1308 #3711 % D(mobile device
of payer). Ik # # 5l 15 % M (mobile device of payee). 72k 4R 1T & FiB(online bank system). 7] {5 AU# T (trusted
authority) FIf& G W ARAT. FELFRM B R T, F— N HERAT BATES T DA FE DM, X8y T H
W, R E—ADTAEDRH—ASEEM. DM B A5 1 54k, B 7 3CFF TEE 249
JREAR KBRS . SE AR It KT RN, AT EEEMM L. ARM TrustZone £ ARSI TEE #
T&E, £ N XHIRIEF ML ER, AT RAB—8UE, DM RIFERT BT 3CE TR E & . Bt
TiEId Withdraw BB R BT I8 M4 GE M ETE D, fEILSCH S, BAT DR SRR 1304 BARAT R EE
A 20 VISA. MasterCard FlH [E 4R B6) R A 828 = 57 SCATHLMI (A0 PayPal AR RIHUE AN F 6 R4, W
ALV M S ANEH P& RABM 7R M EREET 6 R4, EBNE G, EEEH THESMEERIT, B2
T3 E G ER I T RAL S, WGRE AR BE B K P, B ARAT IS M & B H AT A B St 4 £ 1%
MIERBARTE 5. ER TR, W T DO @ AN N, AT DO B T3 IR w7, WO TE X 4%
A2 5y 8 BT A 545 R A AR, e A TR RS B 2 B a%, MBI Spend M BXANDIRIGHE T, i@
Deposit BB A BAL R X Se 5 5 5% i S L B 07 0. (AR RN — S MIERIEARTZRE B st find, A3k
A o T R 2 0 G MAE ) AT AR — AN SEAR. TEXCE 2R B % seh, DRTLOE S 2R iEE AR
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NFC 85 A MSAT B B2 . BBUR S i RAERAT BT LA BEHLIZ B 0T, 1 Capture B B 3R B EH AL
PRI RE Sy, Tr] LABAE SRS T XUAE 4R 5 AR AR S, IR IR B AEH 19 505 2, LASEEL
B SAE I R . A, MRAEBIARCHR &, 7w LAFE Identify By B8 88 F 1058 5 AT Sy, LASRBL T 4%
BRI BT e-cash PhCAYJEVERR I, <2 E AR A BB H7 5L —IRSOAT AT, R %33 AT - 32 0L
(spend-deposit) X 1) — KM BT TR T RE, (X AN RS M Sk 3 78 HLAth 52 5 v A D — AN A0 3 4 P D R 2
EERBE BT H OB K B m. B 1#%: T OAPM KRG B, 7ESEBr M, AT7 %
W FFEE T AR L B 4 SO 5, B, WSOEE T RAARE D — A [ 5 7 A POS HLER X86 A4 i e AL

AT SRR,
A SE&TEE ge=
- Sl

fE BT A wﬁ?mf ,///ﬁ%%@M%mM
A\ NFC/

! ! ! ! - nml — @ Bluetooth i# {5

RGRIT B ELRITRE B Zit5IRS
SE&TEE
i s
FEG5RT C AF R RS B 24355 D

Bl 1 BIrFEEL N TERGRL DR
32 REBESBFEST
TERG S, T ik 7 BT, BRIEBSEG AT 2 M LL & BS T2 [0 ¥ 4% 38 15 82 5775 1
TLS/SSL W% &4 E il Rz b, B 00450 52 2L 1 52 B A UGIEE R 3, M, DRIBHAT LLIE# 3R
WTRIEN A IS H. b, Bk PKIE A R TINEBFIM B &4, FIA77E P i BE S 5L
1) DFAMEAT LB 56 IE 2 8H30E 1 i 07 20 1E W e SR B A 2 8
2)  ZfelHh, DFIBA] LA IR H SR M A .
OAPM MR Mg 7 B —Lafit (B IX RNE: Bk, BEEEASRITEBHE ST RM; HX,
Bl 1% % 3G P A5 T RS0 TEE AR HFF & — el B R & DR R &IET; &5, — MR
WSS R, TA 2 M FAth Sk A 15 LSt AN & 08 AT R, 52 BT 3 145 28 B RN IBRT 304 e
RIS AE AT O R AT LB A G Mg L R 4
OAPM UM FNE & 24 N R M, N EBITH G N1 EAT y DU AT 8 8RR I 2 4. BT
OAPM ##7E# 3T & TEE+SE 42 b, MR4E bk 24 R, OAPM W] LU A A LR A8 /I &5
1) R B AE O3 S, 5 G0 S i ) B A% S A Ot 25038 1) 07 SN OAPM r BA S, LLL3kEND
BT T 25 B 0y AR R B AT B, B SR ¢ P (9 32 sl 20 77

2) R ALK REE S T ey, tal LAy SW b iS5 k45 A1 OAPM M GAEFF £ NW FR 1)
O,

3) BMFBEHBINELENIER R S, RESRIUE P 8 5w DR D AL (E R,
4%,

4)  FF RS T RE BB s, WE YT S 3 R i UR

5)  ECF AL BB SE PUT LI EH AW, B SE AT MIME By, DASKEE B %,

6) EFREIE R AR E BGRE T, SMAPATELRAL S, LUIT AT 053G M

7 EBEARE RS N ZEENE SRS, BURAH T ENEN RS RIITELRL S, WEiE
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GENVE SRS
8) BEATHE W EXEA T B, B BT IR XU &
9) CBEATFCE W E S A SR A ST Y, DA T AN AT
10) B BB S AR A S A Az BOUSCGRAT D, DAL 9 AN W 1R 0 Jes 12k
AT7 R FI RS AL IRt TEE BRI Zem 1 22 41, A5 i EE X TEE f vy 204 Lot A 435 3 Mot

4 ZHAFER

AT BARAHAR I H B % F TEE+SE 0[5 e-cash Hi AR R 37 G W B L £ 215 % OAPM, B
Jeth 7 BN B & nlE R RALH, BEJS UOHE T A7 48 F B % 4 S BUREIR B 3%, e A%
AR R 7 ¥ VA )R 2 T TEE+SE (X0 45 BE 42 SO AT Hh Y, F 5 4 Hh At Rl 3 1T 975 A ATL 1)

4.1 BEHNERAERRLEN

AT T [ B 44 AT s AR I RS B & OAPM 4 REEH, R {HB) TEE+SE A& AR AT BT, Z2HE0
BT XA DIM. FONARE B LE G AT NN ZETRE G, BlE X Z 2wt EZUDHI A
& TR BAT IR, T AE AWK T MR DK IE DI 2R SO AR R4k, AR SCARFE#R. fEIE M3
PSR AL B b, AT OAPM 4 U7 2 AR T B i Wi FI SR B A 32, dlid TrustZone 3R 28 TEE,
Bl 2 BN T ATH K OAPM 1A REEM UL R & AR T B A2 LAY, 8 oA B R @ Bk, 7T LAAE
TrustZone [1] SW FH 2 & 4 F R I A5 AT, BRI TEE. £7F SW #1[1J TEE F& 5 T NW H s2HL 8 H # 3))
PATHIE, B REE. B 24NN EH Y TEE #:1F & Fi(operating system, OS)IZ{T7E SW 1, N L EHATH
LA HUR N R BUIR S AAS St R4k 4%, s 30 0S 8477 NW 1, % OS BE W] L2 Android &%
ALLRZ 10S &%, BATA LERE MBS MHRF IR RGIRS. EiX R, 20 % HE SR T i3 it 5
HR, £ SWHIIA T 7T AR B v] 45 AR &5 I p gt b 222 A AR A, X — BRI RIS Rl 2 4t X, HIh
RETT DR B AR 1) 55 SRgHAT R Hh s v 5 ST

LA (SW) LS (N W)
B R ECTE g, | e
T A
OAPM "I fiiflit%s | B 4 OAPM mIf5{RHH
e | [ e | g [ ek | [ wesoE |
| mmsiy || owes ||| ]| B H 5| % | %
N
o | [ammnex] || 2] | ] A HE
— —— — —
TEE BIERSGP9H | BaesmERGNE
| sw-E Ui g . NW-§iz) | §
‘fiéﬁfl:SE Z#FARM TrustZonedl & (154 &

K2 OAPM %2 Bh % b vl {5 14 5 244

T A S AR ThRE.

(1) OAPM H] {5 IR %%

S M5 A1 & OAPM 4244 TEE &4 A% L 44, 24T T SW ¥ TEE OS b, AMUSZBL T{EER 23 .
SRS U B IR AT (5 PR BRI 2 T {5 U A SC Thg, 1B PR HE OAPM 0 SV H AL T fE. OAPM A5
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M2 A4 528 T B T TEE A SE 1 BE & AT M IAE R 3 R % DI RSP R, B 5% E EVHHitE.
P IR A R S e M, HPAT RIS 2 & BUKN, TrustZone [ B H AN K17 MM~y LR A
PR 2T (5 IR A5 1 6 AR A7 4 A4
1) ERDEVEEE: MR AR . B AR R A 5] B T I B B SRR, AR AR
5 SR AT LS BLX6AR A0 R 5 Bk A 2 5 2 4% B IR SV B 2 R R A 9 B L R A
2)  KUAEACFEES: TR KR W RS B S 1A AT A AR 45 R K A U TR & R, S T B IR
thig @ ESHOBE LA P 404, SR s Haiok 8 SW AR sl bR A5 oo (ke
NHREF IS RIS EE N, IS EUL A 515 A, T AR SRS 1 2
Efgdt, H%5E MR 0T DR s R & & MIB AR S R g2 P (L & P fE g el SD
)
3)  BEEIE NHALFASRIL ER SN, KT RE S S SRR SR, B
TR EF & KRR SBURM S M E JEAE, M PATE R, 4h, ZFHFRI TS SW 8%
Bl FE 5 T 5 B G N gk BE S R0 BN, 00 R AT DL S B [A) A T B A4t 0 AR e B P I B B R 45
4)  WILEAFES: FH T EE 18 SO B S T X OR E 1 B BN, BE5E b, Framebuffer 17 17 3 AT
AR B A S 5 TR 3 47 B4 e A b ORGSR R . R T RE B B 1L BT B 2O B TAE B
o, ARFET NW e i F i i 5% 47 2%, Framebuffer /7 T4 &8 745 #(4 FH 7 32 15 (trusted
user interface, TUI);
5)  EYIEIE: FARAAE SE Bk R B M A B2 AL SIS T T B, R e AR
48 B Ab FE 2% DAl A
6) MHAREFEOERE: SlokA NW PRSI A% BT (SRS ER, e S 8dE, KBisaik At
45 P ) HE I A 45 45 BLR B A5 /8 HE, API Wit 3% GP TEE Internal API #5510,
(2) OAPM HJ {5483
AMERELEAT T NWIERA B3I 0S b, BiEE LEBSI R AR T . S 3) N AT 1 {E
BB 45 R, MRABIERBA K N AHZE R SW ol SRS HE a4, S SWH 805 M e 2 UK is 5
. AR AT AR YR AR T RIS T I NS RE 0 LA, (BRZEE I 4 NMEAR AN
D BERR: 8 NW ORISR R (R AL R FR T ) IR A R ATE RS i A 1, B AR T B AR
J7 IR SR A, 3R 517745 Ak 55 1 w3 45 R
2) AWM AT ERSMASN, 5 SW RRIATE RS AL E, @i MYEH TEE &5
Bty fir 482 '1(GP TEE Client APT UYEM ) SElay & (&%, 58 NW OS A% (I3RS 41141 >k NW 7]
SW AR U e I S5 A5 B R [
3)  TITHT OAPM WU TSI 5] B %7 HAAE AT 3K 5 A 30 1% % DRI MBI I — & 2 B 7 1%
M, BT T H I 4R,
4)  ERDELAE: RAET H T S R B B i S Rk, SIS 4 BV A AR SN I 2
TR EGE SR
(3) %A SR PP AR 0 B FH 2 e TS B0
WR P AR I MBS RS, MR E s R T, BN, BBH 3T RAT I
TR TR LS AR Y B B A AR — A NW AR AL R F AR 7 A — A SW KR 0 B F2 P AT (5 B, AR L
FEFE e B2 2 i 38 R (4 8% 3l B PR RS 2 7 oy, el DA i P SR A 5 R S A7 AR Thise, (EAS B I 22 4 UK R AR
TPAT. T R FH AR 7 AT {5 B e /E SWH IR I 22 42 Sh AT, F A0 B 22 4 BURK K L P S N (o FH P
2 O A AT R VORI AR, AR N R P 2R 0 R AT BE 2 SO 1A% O B SO, Kl i 1 FH OAPM AR
H AR Al R SW H OAPM iR 25 4L AR I B isCBAAT . TR RE M, B 6L I8 FH R 7 4 FH TrustZone 42415 14 35 17 38 45 HL
B AT T SW AP B SR LR FH RS T 0T A5 B n o A5 R R AT R R AR R A
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(4) WAZ A

7£ SW ] TEE OS W #% 1, #EA Wsh4 1 SW-Driver; £ NW #35h OS W, &5EH WK H M Nw-
Driver. PL_EWIANIRSNH M T AL HAE TrustZone P34t FUI I (K115 SR S Ry &, oA A8 7 9 AN FR 1
BEHAE. 1EN TrustZone & X144 WML ARSI, WS A28 (monitor) b2 T SW I RGN, H#H R
{58 B TrustZone T F V) EARSIME. B T 1% LBk R ALAF 41, NW A OS A% SEBILA 25 Fhod i (1 B 44 0K
BRER, XA A ARG, B G 5o EEEE SR T Z 3K 3).

(5) FEARH A

AR BTG OAPM B4 ) i 2 B4 32 7 ARM TrustZone ¥ B H AR, Z 3% A MRS, Ar T HfF
HH Y SE L HAY e SW I ZE 47 Wl SE B RERS BT S0 58 3 4 WU 1) 2 AR AR LR IP L, BT Rk S AR
R 2L A RY, 159 OAPM 2R IS (EAR. b4h, TrustZone H ARLE ARM A8 F 484 EHEAt T 2 RS ##65
B AR TR, AR AN KT AIE S REMEHSE, IE g —1% 1O SME IR S0R
SIBLEL. LED 7R #% 80 %7 B 80X o slibmic B %2 A 3girp, DLSRBLSE 212 A4 Bh D) Rl bz B 2 A i {455
P23 TrustZone B BHA MRS, N LRKE SW A FREE - FI 4 F 22 4R A& 1 CPU fv5 i, HER W LLE
N TEE MInT 32044, S BARIIRE Bl 2 A vk 75 SR SEita SR A 035 B,
4.2 BIPSHBRHBIEERE

KA NFE BT G W LRIE 4 S AF 7 52 OAPM Wit T B8 °F & BUB Sl & 3 MLH], J7 &b, 2T TEEFISE
SEIL T AR B AR T AR AL 2 AR A BUBEIUIE B 4% Uik, R TEE A SE HARR I O 47 25 81  BUB 3K
P Fd R

(1) MRE M7 B3

AT FH SE A B BEALEUR A2 B AR By SR AR X, SEEL T R IBURIE 6 72 3 °F & IR S 4R s 07
%, BT 6w % s B AR W AR A Pl R R TUE AR % R T A R T B SE. UEEIF & ¥R EHJES) SE B,
fink AR 25 B e AR R T AN ELBE AL EOR AR 25 LB — BE ML LU KR R ORAE 2R ) R VAR X, 1E NS & IR 2 43 M
Fs. HHLEM EEMEZ R SE 4R EH AR M AR

(2) EEHE

B REWER T & R EME— AN BRI, W ETEEARN GRS A TSHE
THEAREN, 454 TEE M1 SE % H BARSE 5, EBST & LRIFRSLEL T — BB R, XRFZHHEA N %Y
AR, R B JE WIS B 4 IR 25 2 L AR A R T (K A5 D 5 Th R S

R T4 SE S2BL T % 434 R B (key derivation function, KDF), 1% R H0& — Fff 5 1 1) i 5 -

KDF:Sx{0,1}' > K,
Horh, SHEBHF TN, (0,1} 2T AU SAM BN EXRRMAS &, € -ERBREHNE
6. KDF W#EE 7 2 RRR M E AL, AREANZEBEHRAERESHI0E, KoM gG—
FIH#: 0. KDF R85k H T SW OAPM Al {5 AR 45 A AR R4 B R F 48 &, IRIEAF T8 & MSH A&7 DR
B RN F R T, LU B AR & AR IR 2 .
o WK E P (device key)
WA B 0 S — X AR AR, AT DL T AR IR 30 &7 & IR — B 4y, 7R ST IE B S 4 R

I HIUOEREN B EEE N R FHBREHM T s AR, H R AR SSAN A Bk T DR SRR R R
REATSCIL, SLHARIS A 6 & 7E KDF Hh, T8 A KDF AR ik 4 % 8 A FL B X (dpk, dsk) i 77 UK
(dpk,dsk)«—KDF(“identity”) €))

Horb, s NREHAMT, RRAEEFNLEY; “identity” R EMBEHEHAW M AN TR E. BT R&EHMN
ME—JE P, — BB Gl KDF R AEA R — N 1 3 5 P00, HAPIXRELE SE . Aikok
U, A A REH SE AR AN H SW OAPM AI A5 AR 55 4L . 6 5 BH 1A 2 B — M o AT 15 58 =77 LA
WAEA BEZE R, A8 SCRRIF b, 38 B8 3l e 46 3 i 0 % A BIEEATOGIE, ) B A S S BRI B
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P A PIREAT B AL FF MU BEAAIE TS, LA UE A5 7T DLA U 0T B -7 5 5% 32 31 | i R UAIE R 2 55 R
BIRE, ZE B IEEEE ] WX G B AR e B R EE A, T EEREN .

o [FHHR % B (storage root key)

BRI SR — DR E, W RBLH Tk — B A s MR A % 5. B 3)-F & W& I R
FAAM T AR AR T s 2K, A KDF A4 sAZ R % 47 stk 117 2N

stk«—KDF(“storage root™) )

Herh, “storage_root” & A= AF AR FH A A S AR TR 8. [FIRER), — BB & s R — 0 R A7 AR
A, I REAE SE 4R P A BURI 4 SW OAPM AT {E RS AR AL D T 7 145 FOAH O 8% S0 2 I3 6 T 38 FH 3R
1T BT PR A I 22 b, RS P R BB H T I8 Bl AR % o0, (XA TAE b 2 i % 8. &
AEAt B R 1A J2 IR G5 K e O A RO 3 9 % B 0 P I B B A, 3K — [ WA T B o T A A 5 R ORI WL A AR B

Fefehty, W BAAEA] KDF A= pl HoAth B 3 (0 85 50, 9 G028 42 DR 35 A ATE A5 R AP S5 EH 4, IX Su 8 m] AR 9 R
AT 22 4 B i 7 SRBEAT e . EAS BRI 0 — e i DA by AR B B, A AR B I R
Sy EANEIT SE, H BRI T B FORTIR A A7 G AR B R AR A B R DR T Al A R AR B
TEE 34 TEE W w S A4, B RGBS A0 BB IR, SR AT DURR Rt a8 /)N S0k 25 B Wtk 8 XL

FEJ7 % OAPM i, B &M AR AT AT LAME—F7 1R B O S 0 i i 4 25 B0 A FA XS, X 10 A (dpk,dsk).
T RAEH AR 254 sk YRAE I Z R AP ST OAPM I R A RA LB H params. B EDN 7K Tio
MEF LT m E RIS R CT MSHEATH R AFME TR, Jorh, MBI RIE 1) — 2 EXCF IR m
WHNo, —ADHREFRN AR TAFK o, 7520 BRI, HERHIELE SW OAPM 55 4114 1 #di ik
TS IR AT, Ak Sl P IR AL B A% I B ) 25 iR 3L Data Seal SEBF R HEME, 554 B B0 BT AR e R
BB AR NW BB DUR 25t BAR I3 307,

o WTAISH params, FHHW K F R L8, BN

MKy qms—KDF g (“storage_key”||“MAC”||params) 3)
blobpmsData_Seal(“MAC”,mK,q,qms,params) 4)

Hh,
blobyrams:=params|MAC(mK,,q,qps.params) (5)

KDF KI5 N S8 params bR T I £ BRI 58 BEE R 5 512 HT TR R B A LS R0,
o MTHFHR Mo, BN ARSI, PEA:

mk <« KDF,(“storage_key”||“MAC”||0) (6)
blob<Data_Seal(“MAC”,mk,, o) 7
HHp, blob =0l MAC(mk,0). KDF [WHI N\ S Eobr iR T FTAE B 58 38 v R 40 5 402 B T IR 3P 12 50 1%

i off].
o T HIE m, CT Mo, HEN FEMGYER UWE OAPM HEF, MFEAFENHEK e, U=g")
S B AR LWL A s i, B IR N:
(sk,,,mk,,)«<—KDF;,,(“storage_key”||“Enc+tMAC”||U) (8)
blob,«Data_Seal(“Enc+tMAC” sk,,,mk,,,m||CT]|6,U) )
oo, sk, WX FREHA, blob,,:=Enc,),,(sk,,m||CT]|6)||UIMAC(mK,, Encgm(sk,,m||CT||8)||U). KDF [ X2
U FRR T BT A BRI AL B 1 D 8 R AR B B 2 T T ORGP 6 LB m, CT A,
I 2 A HE S R A TR 258, B0 A B 88 AT UL F Data_ Unseal(-) R £ AR S (1 2500 B b 4 5 3
B0 UE U
4.3 EFTEE+SEMWBELE & Z ATl

2% J5 A 1 43 e-cash P, 181 3 45t T SO R G — BRIME— 1 (unique) A 5 4R TUURE, U SURS TR
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#HN n, MR YHT REWEMEF I TR KA r=2" ZERER - XWER—NRENMTER TR
HH, G mTFaaRR T WU R R NI E R . X E S, AR NES, AN
AR R KN TEEET oy € XF, WA RES, TS WEA R K ESET o Hik, Eh
X R BEAR— A T AR IR — A LR G seS,, TIMRG s R ¢, AN 45 mi T DAY i
BRR—ANR R LR feF, W TAERY N seS,, & UERF,(s)={feF,|s is a prefix of f}, ZEA T T LG M
s AR FTAE B T OB T T B9 B I T4 e AR AR

9
(// \\
7NN
/NN
w010 011
B3 &M T ARy B AL A R A A

&)/, DHERES) EOEMPIEALL, £ SW AL fl ity M — 1 3% 4 25 40 % v] DLME — 4R iR & % DI
B4y, W4 OEM NI AT dpk MK A B & IE cert,y, IEFE W] T OEM XDRIIANE. AN, E cert, i 5
B DR H AR B (5 B (B TrustZone & 75 Al F LL K iR A 5 25).

OAPM 77 R[N LR 1E 44 X AT S B S & 7 NMPATH B W41 B (Setup) %84 i (KeyGen). $2
Hy % 1% T (Withdraw)« £ 3% #0758 i (Spend)« 7 7 $2 I 7 5% /1 (Deposit)« i 3K AL & 17 (Capture) Fl1 35 55
iEATIE B A (Identify). Ph I HFIBATRER B 4 FroR, 7 DNATEY AT LAY 9 3 28, [EHA Bt RR. H
e EERBRREVIGAL, B B TAT AR RFE A LS HN Setup. BIMA & H ARV 1 KeyGen;
AR F I MRUE IR, GFEDNBIRIET 7 Fr AT 1) Withdraw. DR MEE 4 34 807 15 g AT
) Spends MM BIEILEF % 1 T $UAT 1) Deposit; AR Z AT N 75 AHE A, SRR T 7 SR E & 1
Be 1 Capture FIIR T 738 82 AR VEAT B B0 BE /110 Tdentify. REWIRILEF A BIAT G, HAS M B
AJ DU S BR 75 SR A AR 8 S AR fil R AT

D M B
Setup
Emwm,wu &

KeyGen
A P X 8 4R
NI 3 NN :‘

Withdraw

3 [o] 5 2 R AT e

AAR 4

A A

Deposit

Bl 4 00 2k B 4 ST R AT iR
EERFTSE S, R 24T AT S B B A5 B AT 5 e 3L
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K2 AT BCE D YR IR S AE X

5 5E L
Y=(KeyGen,Sign,Verify) 7 % 542 B 307 8 44 502
2=(MAC) MEPSE (i E 25 =873
Z3=(EnCysym,Decasym) X R (2 5 ) 0 e 2 B
Z4=(EHCS m,Decy m) N*&buﬁ%ﬁ?{
PATF =2 % Wp i P9 28 R TE 4 O
e Setup

AR B, AHERETOE A LS. B2 2SR, TRIREE NN SHA=p,G1,G,.Greg,
2), TR p MR KERDN 24 )5, MIBER ZXWHIE X, THAT: 1) X TH N4 seS,, B
oo W g =gl 2) WTRE—DERA se8, UAT— MR feF(s), iﬁﬁllf<$—Z e, =
g TIRAFEA sck={r|se S, ENHHI4E, it Capture B BeAl Identify B B i1, eab, Tk — R AU G225
EY BEEED BEED, UUKAT 4 AL B G A

s
r,«——7Z »s

Hy:{0,1} >7Z, (10)
Hy:{0,1}">7Z, (11
H;:{0,1}"—{0,1}** (12)
H,:{0,1}"—{0,1}%* (13)

BR, TRE (An, Y, |se 8,348, s €S, A f e F()}) NAISEL, JHrh: DRIMR TR params:=(A,
nYW,{r|se€S,}), MBHZEIRM params' = (A,n,¥,{r,|s€S,}.{8,, |s€S, A [ eF (s)}). £ params )&, Di
F Data_Seal ¥4 Fd 2%, FH A7k 3 BE 45 IR b1ob urams-

e KeyGen
A BONFELRARAT RGBSR & e MATIR L A RV XS
(1) B E AR

B, ArEAKRSH params'fE NN, BikH x,y(S—Z; , MR X =g MY =g BRE @ )IENEALHA
sks, HATFXNIERAH pk, ;3 HK, B S H0 KeyGen() LM T SDELEIE I H BN (sky,
pky) < KeyGen(1*), 1, sk, NFH.

(2) MY B )

Fefeltth, MAEH KeyGen()H kAl H T 5 D@ & 1E K% 8% (sk ., pk ) < KeyGen(1%) .

AH L, DI R 43 5l 3o UE 2> FHIE 5 1) 75 20 BRI M SR ER IE A 1) A 8 sk, FH pkys . [FIREML, MATBW] L) 5 3%
BIERRI A8 pk, A pk , , THRIF A4 pk, . BIF PRI RERJT %, CA 53 B BRI M AP R AT,

e  Withdraw

TEAWY B rp, Ah 3R 13 A% 3 & 4 Dl DU BIREL AT 7 2 & 1 8 = 35 1, 4REUN
SEE S, IRBUP IR

(1) P EAEDR NW B8 FFE FEAE & AT 07 08 MAREL. DY) % SW, B —MBENLEL n>—1{0,1}" .
ny WARLFAE 24 W A7 P R fE % 45 OAPM RFE, OAPM RELN ny, « DIIAHT dpk RIHEP cert, — A& I%4AB.

(2) BES B cert, 12T dpk & EH Y, FAEE cert, R ERE L. WREEMEL, BEI—AFHEHLEL
g «>—1{0,1}* M F MAC %8 k.. «>—1{0,1}* LLE— 1T Encyym 1 Desgym 1% 8k, «>—{0,11" . Z
J&, BEF dpk M3 ng, Kiae M Kene, FRFFEIL: Cy < Enc,gy, (dpk, g || Kmacllkenc)- B8JE, BIEF sk %F dpk, ny, #1
Cy T84, MHBLER: o« Sign(sky, dpk||ny, || Cy). WG, BRAFETER comme=(Cp,a) KIELHD.

(3) DIt] OAPM fRELKLULEI) comm,eq 15 RN SHUHF SW ) OAPM ] {5 IR 45, DY) & SW, Ei A B

— R B T LA

B
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A IR AR E N LT IK ' 4 account,, ~ AR A4 pwd LA RFTHARELWE 78 MAE. AT H#
IR v, X L A S ] B — MR K TH ) B B T R AR, Withdraw i BRI AR S 5 gl Jé A 52
FF— MR Z MO0 W, FII — 0 BT, UG R — R U A% Hh e 2D 4 B — AR R T A
W SEEEH T T, T DATE R AV AT I B K TAUE 3% 8 /h — 28, DU AR Sl — I RS IR BV
M B MK H B, SARCE e g, R 515 AT API OAPM_SW_Withdraw(-) = il A& v i J32
comm,,, <— OAPMﬁSWﬁWithdraw(blobpmm,

It API ) B AR AT I T

1) 1A Data_Unseal(-)fift 35 2 £ Hi 8 blob,yrams, $EHX params;

2)  ffH pk, BiFa: res < Verify(pky,dpk || ny, || Cg.a), M1 res=false, WAE comm,.c:=L IR [H 45 R,

3) AT dsk BE Cu : (ng,Kopes Kene) <= Decyg (dsk, Cy) 5

4) B mS—7 AEN— BT IRTEEY, HEAEU =g

5)  WES=V, SRR AENZAET TR

6) WHE CT KR 21 LRI LR R, K BT LURF LW 46 B 1, CT BB IR M i iZ MO+ 1R i i

TEPOIRES, WL CT LAF R Xt RIALE 1 1, AT DU AL H E 5 5% 0 e SR A 230 20 AL R R T 45 4

7) A Data_Seal(:)Hf 2 £ 45 m, CT Mo, £ REAELL blob,, (5 W 4.2 75);

8) EMlr, <7, iHH R, =g";

9) W cp=H (g U Ry | Cllllny):

10) % s, =7, +cp-m(mod p);

1) AERE S Cp « Encg, (K,

12) 7, < MAC(K,,.,U I 15 |l ¢p | 5p 1| Cp) » Hiith comm, = (z,,U,ny,¢p,55,Cp) .

OAPM fRZ4% npy Fl Ko IRAT B A NAE, 4 blob, A7 1EIEF AL 5 R YEAZ AR . BEJS, DY E NW, K
comm,, K% ZEB.

(4) N commye,, BBATUN R 8L, NDEM— MR G REH m A G RN F I T o
params', k., k n8,§5) (15)

mac?’ enc?

np,pKg,comm,,, ,account,, pwd) (14)

accounty || pwd) ;

(o,75) <= Gen_DC(comm
GHIEH W 7455,
D BF 7, = MAC(k,,.,U || g || cp | 5p | Cp) > BRAUFR TR 1)y = ng;
2) BB, BB URSZABA g
3) WHR, =g U ULcy,=H(glIU|Rp | Cygllexng);
4 BIUFRET ¢, =cp;
5) M kene # Cp, Bl accounty, || pwd < Dec, (k,..Cp) B 5 -5 A 5% R ML AR AT IE B 36 U4 3 Tk P

2504 EFE, WRAMAZER P PR R, Wk IK 53R ECE T T T S EOA R 0

BRI AT B,
6) WMac—7, M5 4=g/, B=4", C:=g-U™ I D:==U", % 0=(4,B,C.D);

7) g < MAC(K e, 0 || 11 | 115).

TE B EE R, W RAT AT IR S, BAL W7 5% A O R S 20 48 1k R i@, B (o,7,)
RIEED, F4% (U,dpk,IDpane IDyser) KIE L THR A 47, LA T4 A K 7T B 0 X638 A4 87 ARV 3 S by,
W, 1Dy BRI T A X B P K BRI AR AT B, 1D ser R IR T 0 BE A4 dpk FIA 30 B 10

(5) WE (0,7,) J&, DY 5 SW -4 Fl MAC, Koo M n 5030 7. 2 )5, B8 403225 14 Al Data_Seal(-) ] %%
oI blob,. Jm, BT EE LA AT IR I8 B R nyy i BT e

Pre-Compute. £ LR EIIAT 525, DiR [BINW, OAPM R FRAE J5 & (B L) PUTTHE BB, NETFRE
Spend [ BE itk &, it API OAPM_NW_PreCmpt(-) B i+ 2 51 2 8 F LLAE 55 A0 1 $ 3 5% 1T

res?

© PEBERKUWIZIT  hitp/ www. jos. org. cn



3566 WA 2024 5% 35 A% 8 A

(LR,S,T,W)<~OAPM_NW_PreCmpt(blob,y,ams;blob,) (16)
% APL B E LLF 4 NP R
1) 3 I blob ,urams 1 blob I W SCEE > E LI params FIEF 18 T o;
2) 4 off# b N (A4,B,C.D);
3) EHIE—7Z, WHERS.T,W):=4'B.C.DY;

4 HIN(LRS,T,W).

W5 51 2K (LR,S, T, W) 5 blob,— [FITEM% T8 H AR 2 K HEAZ % .

e Spend

KR — WA R E B S & DS WGRE R 3k & MILRIPAT X L5 B B, 1% BEDRE WS I 4 th )
MEAT R B B 18 T, U7 AT LB I 2 8k NFC 7 R 473815 .

(1) DI AL FFE P 10 MR 3% — AN BEHLEL 71, <« 2—{0,11" DART AL 5.

(2) Bl my J5, MAEI—ABEHL 7, «>—{0,1}", 24 B« Sign(sk,,,"Spend" || info) . L,

info := (v, date,trans,pk ,,,1p,n,,).

EXH, info B—NFAFHRE, A TR TELXMNWIHFIRTMEE v. ZHMHM date. FALFTT 1
Lo B LA KA R BENL . M (info,cert ., B) KIELD. FE L, cert,, A INIERE(CA) MR K IIES,
EBAAME T ID,, pk, T4 Sign, (ID,, [ pk ), FH, D, FRIRT MEE 5.

(3) MDD E EiREHE, OAPM AREEAL%: iy & FE1% 3K SW K1 OAPM ] {5 I 45 M 44 AR fitig . Rk —
MetE, X AR AT ECE R A DA — MR NS F I h, FEH=v. X T o<v WIGHL, Drl LM F#E 7=
TR F I T, DU TS A X s I A EE T v BIRENERE, DEREDIE
SW. 5k, @I MM Verify, pk, &M cert, —#, WL E LT RIIFZE L L )5, DIFATHRE A NIE
BT 7% (1 PIN A (B3 A HE 80, AR BT I 55 2R i S BER) J5 E N %2 4 1) TUL 153, K36 Framebuffer, TUI [ £}
N ID LA v, date B trans W EAR N2, {4308 T B8 AN 1D, M58 505 8, LA 1L BCF % 2 O i Bl
BEMZTHANE, E—PRETHEEN. UfFEFSGERFNOK LM E, EH5 EIHA API
OAPM_SW_Spend(-), f¥ F 2l ¥ Uit S 45 AN AN E A v IECF I8 K B P 5145 Z, Az st AT 2ok e
B

(Z,m)«<-OAPM_SW_Spend(blob,aams,blob,,,blob J)|(I,R,S,T,W),info) a7

% API [ B AR BERAR U T

1) 1AH Data Unseal(-)ffed 25 2dm, 4371 3K45 B 75 19 params, (m,CT,8) UA & (4,B8,C,D);

2)  WUERTE n), =7np;

3)  Kov DLECAR R 7 NEF A, BT v=b,b,_1...by, WEEEO:={|0<i<nnb=1};

4 MnF o, T A icd, WU CT WAL, TEWTELE ) n—i |23 51 BEHLI%E M A8 2% 11 45 5

5;€8S,, HAEM IR HARIE N EAE T (B CT 25 ELbE AL B 0);
5) W TFEABHEIIZE N S THHE t, =g, B3 MNMEA: 5= {s, |ie®}, g, ={g, |ic®} UL t;=
{t, lie®}, & Z:=(st,);

6) R FS—7Z,, WTR A ied, HH L =g, BRES L={Llicd}, 115 L=B";

7) iS5 e =H,(g It | RIIS|IT|WI L|L|info);

8) WHEz=7+c -m(mod p)

9) WY 7 =(R,S,T,W,c.2);

10)  MAES) e HEA7-fik 88 R I BR (LR, S, T, W);

11) FH CT Mo=5—v, NHE >0, FHIRIHH Data Seal(), M EHGEH CT A1 SE =R 4K blob,,; TN,

WM B AH R blob,, A1 blob.,,.
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£ Bk APLIR[EE, DYI#:E NW, F#¥(Z, n)Kik B M.
(4) MK E Tr:=(info,Z, ), iV AL H I IE % Tr_Verify I0iF Tr N4
res < Tr_Verify( params,;TkB,Tr) (18)

GHIEHAT LA R B 5.

1) B T fBHTA (info, Z = (s,t,), 7 = (R,S,T,W,cC,7));

2) KT s TR NG AL, B AT EARA N U — A5 SO AR I TR R T 8945 S (RAT A — A4

A 3 — A SRR IR 4SS s, B 1k B AR B — MO IR T AR — AN ),

3) XMTH—Adimses, WHL =5 w° L=g 17, WHESL ={L]icd};

4) T =H,(g |4, IRIS|IT|W] L' Linfo);

5) WIERRNX R, W=, e(RY)=e(S.g,), e(T,g,) =e(R-W,X) LAK & =c BRI BT,

6) W FRIGIF A E @, W res:=true; TN, res:=false.

WRIBIGAUE LR res, MBRTE R T4 5Z K H DI AT FE ) HAT R SRAUR S B8 & mBMBEZEZZ S, ©
DA% — MR 0, < Sign(sk ,,"receipt” || Tr) LAE Jy 24 87 5% T BES .

Pre-Compute. 1£55 % LIRSS 3 NP 3R )G, DI OAPM ARELE NW LR T J5 & AT I, S 3
A blob LN RDEANELER] H I blob s, WA AT ITHE)AH SCBRAHT T (RS, T, W), Lh#& F— K1 Spend
B B A .

e Deposit

TEABY B, MBS TERARAT R A BKGE 7 0% M Tr I BN H ERATIK - account .

(1) MEB—NETF%4 v < Sign(sk ,,,"Deposit" || Tr || account ) , ZJa¥ Tr, account,, M y5 cert,, —i&
KIEEB;

(2) H%, BIEH cert,, Ml Verify ik y. #8J5, BM info 2 pk ,,, HIIUEZAHAREER S cert,, THHAM A
FAEIR. WRAH R BTG, Bit 5 Hy(Tr), @i & W4 E DBy A & Tr X T2 S A . n R sA 38 i,
BHATIRAESE Tr Verify()IRIE Tr (43 2k, 0 B IGEE L, B %) 5 3w L ARAT BE W 0 B 01808 v (R sizdA
ﬁﬂi%)\)ﬂ&}ﬂ aCCOLlntM ’:P

(3) TE LR BIETERUE, BUAE 2k 007 s AT e (0 XUAEAT . BRI R S AR an

1) M Tr R3EH s B ¢, NI params’;

2)  XFEEA et A feFs), W5 d, =, .8,.,,) Md, ,=H(d,,,);

3) WHEEGd={d , |s,esnfeF ()}

4) 105048 BE DBy, 3 AR I (Hy(Tr), Trd);

5 MNTFR—Ad ,, EWEEEE DBy, UAIE S E N EAME d, 955 Tr. 4 R A7 0 35 9

Al e O BLARAT N, B Tr 1 Tr' @il 22 425 18 — [F) RO 4 TUSH R DAL #1005 17

e Capture

AW B T TR SRR S A0 e

(1) ETHREIR B BRIACHR 5 (Tr, Te) 5, FHATIIE S Tr Verify(DI6AE Tr A1 Tr' (978 2%k, el
B, TAEHR Te dii—"Na5 00 sies, FMEHCHRIE AL sck HRBISBH r, FHTRE U, BIHE
U=n" (82 ¢). AR, T Tr ks i U

2) W U=U, WIR Te F T S0t il T — IRAEAT N, B2 TR A TFIE%R#E 115 (T, Tr',U,dpk,IDyan,
IDyor). XZJT, SFSHAFERE Do, 19— L8 0T FE A0 78 T 15 HE (51 InF0BR AT 3k & 1038 e PR & B4 1A 3 13
E-payment % 48 Bl 30 51\ B4 44 50554 0k Ak R AT
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o Identify

AW B T T3 R VA A S R RE ).

TIBIREUAZ 54055 Tr J&, HAATIAES T Verify()RAIE Tr (94 e, WG 2%, TAEEE Tr ki —
A sies, I LA QBB sck PREI R r, TR U, BT U =1 (BHR g"). #itk, T4
#2 A AT B KIS 2(Tr, U,dpk, IDyanio IDyser)-

5 REMDWH

RATHE St M BT G B R 4 S T ST T B R 1 A B, G 0 AT OAPM Xt Fix sl 48
P 1R 96 2 1 DL
51 REBEMHER

PRI SCHR[14] 7 10 22 42 52 SCRIAIE B, X B4 TR RS 3 7 6 XU 2R BE 44 S A 7 R B L (M 22 42 )@
P, DL AE AR Ak 1 75 30 DAAR 5 58 S0 BR300 A o 3K 22 a8 1 AT

EX AERBM). 4 MR E AR EDE — AN RS BIE F HAT 5¢ Withdraw B BUS, fHE 12
EIF) AT 3 50 B AT DA AT £ 98 S P WS 3R o 1 46 ML AT T2 52

ENX S(RATSEREM). BB Ak R & i, HDIE Spend BBt i 1032 A7 R A (BN DA 45 M
1 2 44 Ak 3807 B T )% I8 PR A 2l 3 40 (B AE 9% 1 45 1) 7E — AN B B M TR 46 0 b (0 6 B itk B, B X s
A5F 3 2 RTSCER 38 1 10 72 0 R A ST R A 5 5K 1 T TR — AN 3k (D), A7 RN mT R e MRV a5 T B
EALS

E X 6(FIBERME). W A TR 0 (& B A 16 2% 2 T b AN 4R B 1 B0 37 i (FLiR Ll 1 BYE. Deposit Bt
Bt 0% M IE), 3 b AR O E 18 S R A B 0 T, s b AT S T AR VR RS G AT ERAT A, AT B
Yo W48 5.

EX TARTABEEMN). BIE 5B E A5G Gk g &, FLIO AT R E 3% % DI NW, BIH I E R
PRI FE ) — /MRS A B P S E AL 3% (double-spend) T H /N7 58 .

EX SHLEM). B — M E WA 0% & DI NW IOt oA & 15 0% = A 3 AR R B
ZH FHAT Withdraw B B 50 T 3R BN 3645 2L (AR 10 114,

EXIEEM1). RAEEMHE A — G % TrustZone Al SE 525 % Ml — X A R ARATIK 1 4 1
A, At A AT LA ) BAIE SEAth 1) A 72

EX 10(ESEM 2). R NGRS 1S 8T s Bl 52, WakE A Beve s 51244 58 1028 5 Fn g
PEOLFHAFELE A CHARATIR P .
5.2 OAPMZR &SR

R A 4 O 20k 1 22 A WR H 7 A SOV L, X B 4 X OAPM IR UMb e &iF . Ak B F,
W DDH, , Weak-EXDH A1 B-4-LRSW {07, 535, /& EUF-CMA %4 ™, 513k 5, /2 uf-cmva %42
({451 %33, B IND-CPA %24 [ LA % #2353, & IND-CPA 245119, AT LLE B OAPM 3 & | — /N4 58 i) %2
SeJE M. TS SR T B G BRI blob,grams, blob M blob,, B N BUREIE R 2 B vk, I H A
B blob,, B m SRAENLEME, T MM, T OSORE RO X S R B e A e . Fe b, IXE AT
BT SCHR[12,38] 4 22 4% F B SKAE B OAPM 38 2 IE AT . AN TTREHEME . WOE B AR T BE S P i 22 4 @ 4, T
OAPM [RIHL 3 P A1 BT 92k T LLIE 3 b v (¥ 75 R (standard way)%s HAIE B, A SO R, D@ ER Rk
1 B IR 45 OAPM i & _E 3 22 4 J& 1k I 1.

1) IEHiE

28 M T DUIE 75 S U BT M B A T AR AT 4 AR 56 RITIE B
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2) A gEEE

7 Spend MBI EIA T, HWE (Z=(s,t,),7=(R,S,T,W,c,7)) 5 Fife 57 08 M5 B (m, o) i < Bk.
B, (c,2) @&X m AR I ZMUPUEY, B T8 — il sies & W=S", F 1, =g, W2 (c,2) Mt m
PHEMIE R, K, (RS, T,WRZHILE T | BRI, B S=R", T=R""=R"(R")” LK W=S"=
(R"Y, {E DDHg &AL MIATIR T, 455€ g1, U=g" M1 R, FIWIG, i) — A IC L BEHLAIL AL 5 R™ AR /2 TR A
1, Fitk, JTCHRS, T, M GBEATT R T (n,0) A MG 8, SLILTE Ak, thah, MRIE SRR 1215 (2 4
B, 7E Weak-EXDH R T, ¥ ¢" 5 G E—ANHHLIGER X o0 2 R, FnT Ll — S5 « SHEcE
B EAT X i, EAREEN R ol FHEBAERM, H. kn NG BHIDK SW FIlE. 28 LATR, s & AUH KA LA
Tt 58 BT 2R 07 00 TS B, X — S0 JC VA A Bl R R A S A O TR A 3 (B D).

3) AlriE Rtk

1E B-4-LRSW R T, &G ME3 2 TR ) py 098 F 0T BLE & — /N B 0% M F R BIE 3] Withdraw
BB AT, BT R RREY] (¢,2) R EEH, W TR ses, ¢ MW RBUEH FE—ANEH m ER R
PRI R RN e(R,Y)=e(S,g) M e(T.g2)=e(R-W,X), WA T A& T FH—A m, Bl m &9 BATAIER (certified).
M, EEATRE TR 2 T TR B ST R T, I AT RAEAT A 4 BRI H SRk, XUAEE [ & 0 4%
PETHTIRA. R0, VR385 Ak B 0t R A5 1l T 8 25

4) Aof g E

FELE, (6,7) R—MMHEE info MANNEHKIZ4. Kk, WR—AEFEREBEILH — NS 5
T, b FRER A M m. R, BEU=g" . MIRBKMZFRIER (cp,sp) FI(Z,7), TE5
O S(DL R ROL B BT, BCFIRE m W AER. BT, 7 S RIANTT B 35 12 AT DAt (R 1.

5) ML

RASEZ & EUF-CMA %41, 3+ H n, 5HAh nonce R4t MR T L4 2085, T AR A2 3h B & DA 2
ZHIBAER (Cyoe) WA BITA L. T 501535 & IND-CPA %41, FT LLEEHH Kopae Al Kene I DI¥T SW HIBAI
. AN, BVED A uf-emva 24K, LS, & IND-CPA 2240 f, WIATHEE BI04 pwd R ASHE BIT#:45.

25 I, OAPM i JE ML 1 J&8 1.

6) HIH 1

WE cert,, AT LAEWA — MR Eh B & H AL B4 A8 dpk, JFFE 4 T ARM TrustZone Al SE. 3T Bk ik i
M (challenge-and-response) 1 77 3\, #3801 & DA UAE A FARH dsk, FHH LB EH ke R MR
t, 77N U M Cp = Bncg,, (Ko, »accounty, || pwd) S SEVERI e B (R . 2200 BaROP IR, fEEMRAT R 48
AH{E D FF TrustZone 3 H U Cp, /& DT A BRIW, @I IRIUE (account,, pwd) W76 2V, BHIE DA 3 #i 5k
R account, WIFTH . AL, OAPM i /& ELSEHE 1.

7) Btk 2

FN LS & EUF-CMA %41, 754 0 AU HE &4 1D, MGK#E & & MPTER. @i TUl
A BN (ID v, date,trans) , A+ 30 AT DL Wi MR A2 BT R 028 G5t %, i & 7E info 19 A% pk 8T
(C,2) #i%44. TF Deposit BB, B2 ek, KA MERLHA sk, FIMA L Tr=(info,Z, n)#2 . F ik,
OAPM Jifi /& EL 521 2.

enc?

6 SKMAEE

KA R T G WELE A A TR OAPM HSEELT % T J7% OAPM 23T K31 & TEE+SE
BRI BLTEI, J7 SRR R G B8 B B A& DA 1 2 B & MA@ AE SCHF TEE L4y A A4 SE 1
B & B A, T RERRGUEE— & PC BRI TR AT R GBI A E BT

FEREPFSCILJT ], SCRF TEE %49 R 301 & i 75 4+ Linaro 96Boards #5 ) Hikey-960 J A AR & 3
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BEERG. % EREEAZE 4 1 2.4 GHz ARM Cortex-A73 #% 0o H1 4 4> 1.8 GHz Cortex-A53 4% 0 (B I
960 AbH 3%, ZF TrustZone Z & JRH AR, 1Z T KMILHL % T 3 GB {1 LPDDR4 SDRAM P 47 F1 32 GB ] UFS
2.0 (NF£. BT HiKey-960 #t/> NFC MR BR, A 17T G 1S014443 Phll i RAEHE 28, JE A Rk £
5 NFC MR #ATIBE 8 OB IR & 2 W& AR, ot %35 RM STM32F103 BHUE A% 4
SR ({2 SE). R RF R % Ll SCHR[43] R I 07 2o e I BB A s I T e WTE, NE4eR
NSEILT Framebuffer. % -T-7EZR4R1T R B ERUR T 7 LI, FEH RG{EH T — 5 Dell OptiPlex 5060
HRTHEM, BLAH 3.0 GHz Intel i5-8500 SNIZAAFRAEF 16 GB WAE, iB1TH WM A Linux 4.4.0 1
Ubuntul6.04 #:1E R 4.

ERAFSEB T, JER ARG 7 MR SW N8 T 4 GP TEE iAW HIYEN OP-TEE #1E &4, Bl
ERAERS, £ B R NW HRH T Android 9.0 #:1E R &, N 7ML 3T & OAPM L4, %4
SR RS T EAAE . HITRA . RAEIE &SR HL, OP-TEE N SEIL T A n 5 ik 55, SR NW s
FARFHABLRESAZ HMERED. A, T BB E L E 4 A& m s, A RS 5 MAE
Android 52 T2 FHFE /7 Wallet, 7 OP-TEE P28l 1 8% 8 H AT {5 570 Wallet Trustlet. {84 GmSSL
3.0 FISCRFHAIE M 260 PBC 0.5.14 BEPE, ARG SLIL T OAPM 224 28k v Al (1 A S 25 A0 2 0%, Bk
BB S WER 3. X T H\-HyiX 4 DG RECH B EEE), BT 28 Ngi, FEX o EEsSLmmA
. RPN, 4 DNREEARE YN SM3, BT A S Eg i in T 7~ A 1) 38 58 $- (padding\# 1 ~padding
\#4), DALTT LXK BN AR, B ahil & 24 i SW 4L Fndf BhTh e T 5 268 4T C & 5 A% 58 sk
B, @ NW 1) OAPM RIEAfFH 2 879 17 C IEFRMGA L. bk, FRA RGESTHL T — AR R 2
¥, AT EREAH OAPM J5 RIAT, %2552 Wallet (1) 1 268 47 C & 5 {RHL AT 785 1T JAVA i 51
i, DL Az S23 Wallet Trustlet i 661 1T C 15 = A0S,

%3 OAPM #5050k szl

SR R B EA LS 4258 P (bits)
H, SM3 with Padding \#1 128
H, SM3 with Padding \#2 128
H; SM3 with Padding \#3 128
Hy SM3 with Padding \#4 128
21=(KeyGen,Sign, Verify) 256-bit SM2 128
2=(MAC) HMAC-SM3 128
23=(Enc,sym,Decasym) 256-bit SM2 128
2=(Encsym,DeCsym) 128-bit SM4-CBC 128

DNBETT @ AT A, IR R B R G RS Bl 2 S B sL IR ME R A B T A 4h 3 AR AT TEE
R CUBAZRE ST &, 20 B8 % 2.0 GHz ARM Cortex-A72 10 ] Rockchip RK3399 T & 4K« Bt % 4
ik 2.8 GHz {5 iE CPU [¥] Robotics RB3 FF & #K LA & EL % 2.7 GHz ARM Cortex-A76 1% 0> ) Vit 2 it T820 [
WA R 6. LI RRY: R R RIFHUZITESEEIT 6, BAKRIFNEEE. &
B2 45 Bt K% F B9 Hikey-960 254 PEBE s T Rockchip RK3399, 1H55F Robotics RB3 Flil i & A8 T820, J5 X7
TV I T JE A R S5 Hikey-960 JF .

7 BRI
AT LA OAPM [IB 4T 80%, FHIET R A RGEXT OAPM M BEHEAT VFA5 A1 47 .
7.1 WES

H T L NVLEE TrustZone %49 R HLARAM SE BRI BLTF, OAPM SKHL T — L8 B A SO (B AN S B B LI
HARIE L. SR, J7 58 10 5E A 3 i Ao ARl 5 L b B 44 Pl SO A ok 7 SR AT X LE, DA i k7 SR 2
AN PCF M. B, X H RS H OAPM ) 3 ZLRE 7 A, BRLS Bl R I TR B 7 S8 4586 1 e Kk
E 2" BT BT, &SRR Hr it WAk 4. &b B0 W80 2 B0 T HIED, BRIMIX 3 A sefhocid
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TEEE BRI 7 ) 55 6 1) S 2% BE, I 605 R ol f i 0 O RN I A% B2 1 52 (J MAC Rl ENC ) 2. 32
PRESE A Eg FoR G, LR BUZ H I i 5 mUs 5, B FORBEG, LXUREUE S, filinit
al-a; P AR R E B B R BB (BB Verify) R T A& BN L R |GG R R BEG,
MG, EITE BT & KA plFon 2, L REALEIT & 2 08 K. T — S8 S 5 SR e 2 i v 18 i v A
xK, RPEHO|(1<|0|<n)EREGOTHITCENE

£ 4 BFRMEBCKHES 2" 550 T, OAPM ) 1 ZE R K4

MR I D B M
ASES R 5 % 1) @"'-DIG| Q" =D[Gi+(n+1)2"Go| @"'-DIG|
By B AT o 2 1A lp[+4IG - -
Withdraw i 5 & IWerify +1Dec,,, +2Eg  1Enc,,, +1Sign +2E2 +3E, -
Pre-Compute T 5 & 4Eg, - -
Spend it 5 & 2Verify+|® | Eg, - 2Sign + (| D|+DEg +4P
XA A I 5 - (®|+DE; +(v+4)P -

ME DI R IEE, U548 BN 2Pk &, RAA=128 M n=10 (S HRE, WIF#EA LS
1725 A 75 22 66 KB, 17fif— AN e KT S $07 57 10 1 23 A 75 22 160 B, SXFF (1 23 1] 5 A K3 T AR 3 i %
KYRZTLE M. 4 n=10 B, REAFRFH D BRKEGEF T rESEZ 1 024 DT HTIES.
EHFEEOT, 8P MEEEREN S A IS, MELRIT REBHEE 721 KB AN = M- A IS
. A, BT RS EYE, B4 320 MB-17 GB (X A1 774 DBy, X4 T-ff F K R 4% 28 4 Bt nli 4
5 0 S IR BRI 5 4 T LA A2 1.

TETH SRR BT, B T — LRI UE AR 2 34k, 3 78 8 1% % DTE Withdraw F1 Spend P B H % 2G, I
45 THeBOs 5, UHAESAT RN E MAEL Spend B EL, DR HEIONG, LIRSS, BGRkE B
MTE Spend WMEFHEHATG, EHI(OHF DM IXHREGE A 4 ML IE 5, BRI T B3 # & Kilie
MR, HBTEFEBIHR & B RS (CPU)THE M RE R IRS T AR B 508 A (GPU) KRR, &
38 B AR B SRR I B N BT 2 T 2 . 0 TAELRARAT R GBI UL, 2% A v A A R
WAL LB, RN Z D BEE vid DR IEHE, RN %5 B S SERATH, BB AR HEER
MI7ELRAE 5, T HIX LT BI PC it RS IR LR Z LRI, %8 KE, ERmTERET, 1Y
B F IR AR BAE 70, RIS SL 8 ) R VE T IR A2 BR (A2 3 1% %, OAPM J7 RAEFE 1R 142 I 4711
7.2 MEEIRME

RATHH R RGN OAPM WM REHEAT FAh. RN BE RS2 IR IR 3 R 4% & 7 RIEREIN B, H 7%
FEXER LB REuE, FTLL OAPM [Pl seit 3 BRI SeE B ol & BIF. LR fErh, B £ fl
REMKSHAEERT — AR, 3% [SO/MEC 15946-5 FrifERT, PPA5Seib ikl 7 1 FiAEHS SCBl Type-3
TR T 28 1 W ORI R 2% RN EEON 12 B BN 2RIy T SEER 128-bit B4R, SEISRA T BN256 i
28, VPAE L1 B T A OAPM [IBAT AALE AR, i as T SEBIAL I 7 2 UMY, TrustZone R V)4 A1 REUBEL
R H, B IS 45 B 50 R IZ AT 45 B IK-F 5.

St F i R THAE A 2" F0 220 (M7 IR 1, 4y BIAE B L it 287 Bfr. B S iR T OAPM S H D TR ()1 ¥y it
)P4, 35 B AL AT 3K 5 7 5 i % DY Withdraw T 5.(Pre-Compute) 1 Spend 5 B LA ek & # 5h %
# MUY Spend BB, ME F RS2 g Bol LG 288 T WS A0E H, AT 3E B3l & DT BN %
Spend HEEIF ITFAS/NT 275 ms. RO ZEHAT WG 08 HAUDR L MEXTHIE 5, 0K # 78 8l 1% % MAE Spend
B BORERS ARG Bk, P38 B R4 /N T 1 600 ms. A+ £ 5h % % DA Z AT (1) Withdraw B 7] FF 44
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/NT 400 ms. ZEL n MEBUE X T OG5 PR OB IR 84 H %A B 152 .

Bl 6 Bor T 1E n=10 I H ve {122,287,512,683,736,1023 } i, A+ & AR & 2 3 3L 45 P /E /4T Spend B Bt
(R IR ) TR, AR v A R, | AR R EBUE T v EbdE 0 s skl g b 1 AN S AN T LLE HY: B
| @K, Spend M BB I8 5 B R0 A&, (HETRIAAS v AFBERKNER. BFRENZ:
RS, B |0=10 B, FHAITFF KR T 1900 ms, X —I IR EF G35 5 - al L2 .

=10 i

1600 e 2000 I
1750 - I I

1500 - :I: :[ :I:

e n=20
1400 -

N

S

3
y

N
19
=)

1000 -

o
S
S

800 -

~
%
S

600 -

Time Overhead (ms)
Time Overhead (ms)

v

=3

S
'

400

0- - ‘ - =122 v=287 =512 =683  ©=736  v=1023

Withdraw  Pre-Compute  Spend(D) Spend(M) |®|=5 D=6 D=1 |@|=6 | D=4 |®|=10

I
19
=)

50 KT 2" BT v=28T7 I, SRR D IR AR I A T4 Ko n=100f, AN v BBUERE I T30 %

MR AT AL IG A5 R, AT LLACH OAPM St FRaIk & F &kl — MISEm A T . thobh, [IR
TSI B AN % PR, R VT AT IR B R A R A R AR IR AR AR S B SRR BV AF . MR ih 2k ik
PEANTE UL R 7 R A eI AL RE BE AN R Mo R 2B AR 4. — D 1T, SCHR[47148 H, 45 BLS 12 4[5 Bl 4% 7T LA7E 3
IESEIL 128 bit A HE MG SN A BN 28R I2 SR, 5 — 7, A 07 VPN I T B IR A2 R 194k
ANXTFERTERR, WREH BTSRRI &4, HELE KM, W OAPM J7 £ M (8 I
W — ST
7.3 XFEE SR

RS [R50 10 B ST D, 207 R 2 RO, M AT SCHE A 1 5 AR S B AR AR
I H 3 Rl ES 2632 45 05 & DOT-MP), BS E-Payment?''#l Divisible E-Cash!'2ME RS %5 %, 54 % OAPM
HEAT X LG

x5 AR TAREFTEAREIIBIEX L, HoAp, RrdErt. aegd. RafaEESIES e XS W8
5.1 7.

£ 5 OAPM HAHIGHT RMEE 78 L

AE 1B DOT-MP’1  BS E-Payment”®'!  Divisible E-Cash'?  OAPM
BRI AR R T R AR B B 2! =%

T4t x x x v
AEB BT G480 v x x v
AT B R x v v v
] B R v v v v
AT B 4 v WY & %4 WM & 24 v
Pl v KRBT & 224 WY & %4 v

AT LA Hy: fE SRS AT By % T R WS PE D5 T, DOT-M A1 OAPM ¥4 B % MR 48 A+ 5 & = JEAE 2% LR B % 1 1
{ERZ AU 1M BS E-Payment X AE1E 3% 2 01 MARAT SLIRSE LI BARBUA, X BRE AT BN B g T
BT I AR IR, 8 5 RCEBUE; %t T Divisible E-Cash 5%, T ¥ %5 0t MR g5 B R, AT
IR AR 28 (o, 0<<i<<n, i ABEEL, n NAEGUREED, RIGMZIR, 5 OAPM AHLL, [FFESET TEE+SE of
BT 6 %R DOT-M B & BB RArfe SRy, HEA LR EEEM:, % SEE 4 S f)
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(RIThAE. i B2 A5 25 Ph il ) I 1) B 44 SR BT (1) BS E-Payment Fil Divisible E-Cash F 8 ANl 85 # J@ v, (H 5
N RRBRNEZR P AR, KA EEEMIE MRS SIER T E SN me /. @ X,
& AT s I Re S BT, 43007 % OAPM RA LA H.

FETT SR TT, BT B4 AT 8T 18 M AE & AT s vh S oA AT AP IR, 2 P R 50 d o
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