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Survey on Key Techniques of Encrypted Computing in Fully Encrypted Databases

BI Shu-Ren', NIU Ze-Ping', LI Guo-Liang', LI Qi’
'(Department of Computer Science and Technology, Tsinghua University, Beijing 100084, China)
*(Institute for Network Sciences and Cyberspace, Tsinghua University, Beijing 100084, China)

Abstract: In recent years, with the popularity of cloud services, increasingly more enterprises and individuals have stored their data in
cloud databases. However, enjoying the convenience of cloud services also brings about data security issues. One of the crucial problems
is data confidentiality protection, which is to safeguard the sensitive data of users from being spied on or leaked. Fully encrypted
databases have emerged to face this challenge. Compared with traditional databases, fully encrypted databases can encrypt data in the
entire lifecycle of data transmission, storage, and computation, thereby ensuring data confidentiality. Currently, there are still many
challenges in encrypting data while supporting all SQL functionalities and maintaining high performance. This study comprehensively
investigates the key techniques of encrypted computing in fully encrypted databases, summarizes the techniques according to the types, and
compares and sums up them based on functionality, security, and performance. Firstly, it introduces the architecture of fully encrypted
databases, including crypto-based architecture, trusted execution environment (TEE)-based architecture, and hybrid architecture. Then, the
key techniques of each architecture are summarized. Finally, the challenges and opportunities of current research are discussed, with some
open problems provided for future research.
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2 BB oo e b g e

ET, SR IO H AR AT, TEIe AL R T 4 B S A B S SCER AT N b, B R AEAEAE
. BFRESENANME A b, SR B EE ORI E Z A O, BB = THE R ED R R, B 2 1) ek
BARAARAE = 20 2 b M 2022 4 12 F 13 H Gartner KATR R (https://www.gartner.com/doc/reprints?id=1-2Al
UY4M7&ct=220707&st=sb), ¥A> DBMS T3z fE 2021 FEIRENIE T 22.3%, IEF] 803 14587, Hr 84% LI L)Y
Kk =B e 4 BUR %% (dbPaaS). Gartner TRIZE dbPaaS IS 44> DBMS TR 2023 EiE %] 1000
{03570, S8, #R¥E Fidelis Cybersecurity 1 2022 AWS = %2R & E7R (https:/fidelissecurity.com/resource/
report/2022-aws-cloud-security-report/), 95% HIZH LA .00 = %2 4 1) L, 9 Hodh 25 3 4R R 2R 45 S A0 2 an k. ke 1k
JUEERST . AR, BFEES S A BRI POEA PR E, 28R 22O R R B ETRAE, REER K EE
P b T 3 R S g v . R T 2018 AEJT ARSIt il FH s R4 25 (GDPR)) . 3£ [E T 2022 42K A T (SR EEL
EREAARY LR (ADPPA)Y HE. WEW T VFEHEL T — R5EIR MR INEZR.

<2017 4 6 A 1 BigitdT (hHe NRILFIE M4 24D

©2020 9 1 H 1 Hihtdr (e NRILAEZLIE) |

<2021 49 H 1 Hihdr (e NI E R 2 49%) .

+2021 £ 11 A 1 HERiAT (R NRIEMEN NGB RIE)

REERH &, BERY AL N EEE 24, Dssxt Zo (R /g B, B 7 3R IE W HE 74 E
M. ZEAREE N BT R B2, Rt R 2B BN, 2800 et GsEaE v ey
FATHESE. AL PETT DLORS F P B BRI A RS BT SR A B, FERX B = N, % S EER EH R RIS
A, BB B AL A A o A A BNV PR A S B R T DU BURER 028, RA A S e iR A 4
. (Rt B H5cd bl 7 L, A 2 i e EE A S

IR, 455 A U e AR SR R — B R AR J AN Tk F OB 78 # ki AR SRR R G 4 2 5408 PE R 4Bl
A LAEST AT R S a g, IR CUT 7 sUH L B e 4 S S 500 1 M Dh e ABk s 7 kR (L8R 1 ). Hik
I T AR AEE PR N s A 3 P B AR (ILEE 2 1Y), 2 JE X 3 R A A oo R R 1 A T ) R A R
B, ALHEIE T3 07 Z R OCBEROR (LA 3 40) BT rI{E Mt TEE M08 A (W28 4 77), DAA L T4 filf il
A RBEIAR (W 5 79). SRJE X R U5 AR AR S AR T &S 45 A0 73 4 (L3S 6 719). B Ja X AR I e a5y
M7 R (WEE 7 79).

1 2ESHIRERE

AR B RT DO SRR SR O A R i R LA P OR BRI S AR S A R A A T
(1) B fAm: T TLS/SSL &8H0A, KUkl LLas SO aC ek, B IEAE A% fid R v (103 2, i 2% 91ES . TP/DNS
WU, (2) B AAAE: M AES SN 5k, R BUBEeE LU ST A8 1 = B8l e MR L, BT LR A
Jo L PR M R, DA ERAE A R A 2 KR B L B P SR A (3) A THERL: R N SRR BT B R, AU
FAE 2 I PR AR T4 A DX 28 DR SO 3, 1 58 B % (K 808 P 43 . 3 25 T S mT 07 L 04 B 55 2 A IR
Sl 2R B D BEAR, DL K R B SR P A bR R e S ML P A i S . 8 A A i R 3 25 A B R T T B
KRR 28 OB, H IR 2 Z 800 ) T #0 OO IX I D e % ST WA =R 2, PRk, oAk
SO DAY BRI — AR RO SRR AT, F HARAE R SR I, DRI 4 5 2000 P ) SR B R 1 AR B A TS 4, A
T EA IR A S BOAR AN S AL BIE 7L T AR

S ASHEE T F RPRA E BAE  aeE mPEREAITREYE 3 T (1) Atk R R Bk %
SRR IT 105 A RN BURER S AT R LB Ve DR T2 2% 1 2 ek, AN el e e e A7 X, Rk 17 &
A HUE PR (0 A A L AR TR I R I A S B B, CryptDB (VLS 3.8.1 74%) AU IR 4R a1k
Ji %, SCRFRZ H SQL Bl F HAEREBUT. (H i T HARH 1 2 A BRI O/ P N 3%, e HL B ik 2 Ak 32 3]
TARKI G, 1277 RAMBA TN T 2R . (2) rartEfg: BUACHOS o 5 22 30R i B A AR & R
SEIR, XN HE TR SR S A AR R R T AR VR RE B A RO T SR (B 4 R A 0 RV
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RN &FEHBEF ST R A RR 3

H) BEA R e 2k, SCH RO DIRENE GCiF 2 Rz 5), B il TPEREARAR, AL B T sk, Ak T B i 7T
B B, I ASRER. FIAE SERR ISR P R gt . (3) DhREME: Bt e, JeH R R R MR, IR 2 BB 5, thss
HEW. WHER. FAREN. SR, RES B2 ST RO SRR B H P i — DI . i3t
REPE S SR IR I 77 5, A5 22 I J7 SR el 2 o v R 4 2 Ml P A — IOk . 5T, B J7 EREWB RN 58
Fil e . ETEREM R IhRETE. AR S e e R IREVERI T 5, PEREAA; sy DhREIE . mrtERERI 7T &,
A VERLAR. PR T S B ) A A MU P 7 SRR A . VR REAI DI REIE = Z AU (trade-off).

BARPELEDT T LSRR AR, R 2 i AN [FISRAY. B AR 1) A1 BE R, s 2 T 70 D 0% 2% TR 0l P A
FERAHAE P GO B ER . EIRESE). 35 MMV ST R AR 2y, W] 23 o 55 T Hs 2 A oy A R SR P i A R B
BRI E, T2y D9 b SR A 2GR e 45 22 R o). AN TR ST PR Bl P x4 B S ORI R A B R 2 7. B
THOLT, 428 0 P HOR 2 BN T 5 S B B AL 5 e MR35, AT« <RI ORS00SR i s
TR 2 BUR T 0% R RN 55 BB . TR0, % 2 e P ) 7 S e i 4 PP 7R I B R F) B P L. /D
HOFF STt G 1 AR O R B P, 0 SRS B ELE i MongoDB. 43T B AR i Monomi %5, ITAF R, Bl K HE )
TSR e, SR b AU R CLTEE T A B R EE B R 755K, 0 A1 ACAGE 238 O AL, A 3% 2 20 2 55 e 2 )
SHASTORIN TR H @ vl 28000, TS SR 2, J AT aow 7T 32 24 s 7E 48 b U0 0. A7 )81
B HAR R TG, S5 3.8 TTAIEE 4.2 75,

2 EESHIEEEERFZN

21 EESHEERGIER

SR SBEEE RGN E 1 PoR, B85 s IS i T T 5. R i B AN e B =T =
Hodie P I 55 v, CAORIP BRAA 7 sCAF A 2R . % ) S A D s B 9 A 38 AE P 202 325427 = IR S5 im A D B
Pa AR AV B, A RAEAETT . A SRR N3 5T, BUBEuR RAERAE 7 UWMISOR AR, k24 Ak
FAFTT I, B AN % R SO, JRAE AR AE T U6 25 LU SO AU AN T B LA, 4% 7 i 37 A\ B0 2
IR % st B, A A B TR 1) 2 P i R EN R 1 (DB client driver) JIE f 85 SC T % 45 IR 45 i W6 e B0 - B
(column B field) 5 4 I i 5 3L, %K B 76 10 e e R B4 5 1) schema PR 7E. I BT it 22105 B, i & 9]
WERMSE I BN, =S m i B G, DL SR A F s B P 25, 2R ik R EE e, JERT
15 B8 25 R 55 s 6 5 SC_E AT R BB PR da 55 (Bl tn, SME A . VER B, ZARIERE, RE5H), PR EWa R U
O R Al g5 2 7 . 2w OB B SCEE R, R i OB R e AR R SC. 5 i BB AR (4 AN
fipb s AR T LSO B B 58 A, L2 TR P g WA T . b b, SRR A BT RIS X R, a2 LA SO K
FEALE, ORBRBE OR3P 208 AL 1

AIE 2 i ANTTAE IR 55 U
i g AR S e T ®

R PR R AL EREE , wAIH

1 [} 1 |
! a ! select name, disease § Patient '
! select name, disease 1 . 1 from patient where  €—3 [D Name !
I from patient where ] e ‘(’) ! L | IVSEPN '
! disease="headache” @ — ! = | 1 Alice I
| 1 — 1 I
. DB client| 1 & .- .
! driver lg B 1 1
i P« L 'S wowe o 00 ® !
. § EHfLH i | EEE L

K1 emSEEE RS

MRS H TS B, SR P i IR SRR P B AN s BT i B . R T 2R BE s & (data
encryption key, DEK), F R INZSUSEE; UL 7 E % (customer master key, CMK), K II1% DEK. % 5 1
DEK 1] DME N JCHE (metadata) F7E06 7E 2= B8 FE . A 7 32 %5 402 S U I B0, v DUAERBAE P AR Hh BCH v (S



156 =7 % HEE RS (key management system, KMS), 41 AWS KMS. Azure Key Vault. #87 KMS. FfE z=
KMS . AN [R] ) #f 22 5B (column BY, field) R LME AN RN DEK Jns, 385 75 € CHE e R 5 & I 4 e TR Lt
TR N, LARIN# 1K) DEK 1D, X £5(5 BORAF £ R B G I e 8l . %5 7 s SRS R 5 T A Te 2040 L1
XL E, 58 E IR AT, 2T IR I, 2% 5 i SRS AR PP 15 55 -0 PR 175 5K DEK, %5810 i N 2= H0die e
HUBI 4 02 1) DEK, F CMK f#4% )5 1% 45 & 7 i SR B2 P A8 s (0 IO AR s 348 . B 7 Sl s S SRR F P 2 2%
B, BB E RS (W GaussDB) B ik T H B 540, Mp 3 B AR R, W& EHH TsSEmA
JAMN B it V5 e ) ER % B s, ik — SR AR TR IR 22 A, VRSB LER 5 5.

22 2ESBRENHFIER

T (adversary model) AR FR AR (attack model) BLE R A (threat model), F T & XA M4 €
ARG 5P B EN FEIGEE, W B RN R T FREERGEF AR BRI MR, A B TR R AR
GEHIE A SR . BT A Eh BT (passive adversaries) F1 55 T (active adversaries) Fi AR 1
Y ECT I8 B R W T Bk B B e T, H R BB R Re 77, BRI SRR i St B A B R (honest-
but-curious adversaries) B 1 SE U E F (semi-honest adversaries). 1 3 B4 #F AN E32: W Wr B EL L RE
T AT A o, PRI B 4 Pk 8 T (malicious adversaries).

TR T A7 i A A B BT R IR DG B IR 3R 1R 22 W T 2= 00 P A 25wt R 80 D Pl S B B T (9
FBIET), BN P B U 18 IR 55 i 7] R 2 A SR B 2, 2 (BB AN R84 P9 A7 Hh (1 BB I AR IR
T T, B RREU 5 A A T HHE S AR A B R 0, AR N AR U7 IR L 6 T IX PG 0, B A ) E R
FRFEAR L, BIGUREER 4 BSOS B S0t R, G — LR 50K 2 R 55 o R N B R ARG (3B
T, EBUBREHE A T RE i BAR . MR, B3 0T R S T R B MR, B, BRI R LA T, B R
BENF 7 R 4% it 1R B P 50 A A e 5 S A AR IR UL, A B A B P 0 5 2 R 48 (V) B P e A WL ) 45 ik SR
R, AV GELH Vi RaEsl. P M eSS PIEIAE, DUA BTN 28R, B RIA 2 %S
BE PR TR ) PEAIAE B, TE S 5 3.8 TTRIZE 4.2 715,

23 EESHIBER 3 Fhiaiiged
B HAREA 3 LB AR (B 2 ).

A Application B Application EAEHE Application

i |c:?1)</:5{1. l(‘MK queryl Tlcsuh rc‘:ﬁ:‘s(l_ l(IMK query l T ..... It é rc‘:ﬁ;slf ;CMK query l T.csun é
Bt e 25 7 3 3R 5 Bt e 25 3 3R 5 g Bt e 25 7 3 3R 5 £
4 A 2 2
EE ) H AL i TEE % wAE UTEE E
REE — — | el
=5,824] o Eraiese
[ REE indexes TEE indexes [TEE enclave X N EE iﬂﬁzs enclave
waisE [t WA I B it
R 4 3 Table Table Table
b ID | Name | Disease ID | Name | Disease ID | Name | Disease
T [ Alice | 1 1 Alice | 1 | Alice |
y f ! 1 v 1
BTN AT BT
(a) FETHAF NS FER S SEIEE  (b) FET ST TEE /4% &%k e (c) R G 10 4 A Hs PR

B2 s AsEEREr 3 B ge
(1) FE TR AE s S 1 A s A B
FE TN B A B A FEIB AT IEAR G M HE WIS & AT PR 5T (rich execution environment, REE) 1, & 6i 44
A F D0 SR S I S PR S P R A g, S i e o R S A A, A PR I ik S B
S B T SRR s SRR (0 PR R s, (H 2 A PRI, B o R s BV Bk i 1 S B IR, R
FE N2 SR W R 55 1 % ST . A e A in 2 @ T4 A i, AR N2 HOE Al T Fl .



RN &FEHBEF ST R A RR 5

BT I R I A A A O E O BRARAE T T 22 4 . s RO AE 2% 30 B ST RO R ARt T kR
BRI E IR AR SR, A e e m M EE TR RIS () an (RIS 0 25 B002%), PR Rt (M BE 22 AR (19 dn R
P INEE BE), A R R ) L T Re MR 22 (A BEATLIN 2 B, B TR I8 A A — AN s B B A ] I s
et mERE A m I RE . R, B i AR, &% W EA AN DhReERIE 8 =5 2 MR A
(trade-ofY).

(2) T a5 HE1F TEE 4% 5500 %

XA B AR T {5 PUAT IR BE (trusted execution environment, TEE) SEELALHE B % &84, ERAITTE
PATFFIEH Intel SGX, AMD SEV, ARM TrustZone %%, %% () Always Encrypted P B Z () Enclage®™ 3% F Intel
SGX . TEE 7 = IR 55 i RE 7 — /IR S X8k, # R 8 CHb (enclave), FH T~ ORA BIUBEORE A OCARRS. i)
DA A A 2 7 o ) — 38 43, R 7 i 7E 2o JIR 55 B PR S AF. DRT kL, Y b2 T A 1Y), SROBR O 8 T P T LA B SO
3, MTE CHLZ AR S AL T InZOR 4. B I A2 INIIE (attestation) B3, TEE G815 M2 7 uity U5 2545, 1k 0 ik 5
B TR A B SCEHR, IR AR S O W S0 _ BT S BB R, PR B A5 AN, 1R B R . Al TR
H i AE 2 AR A BR Y, 11 B TEE 5 REE Z A8 R0 bR SCU) 3T 45 20 i . DRIk, K3 P 52 731 TEE 44
FAMETHH RS0 — Bk, Bt w502 anfi] & #7030 2 R I Thag, KR4 i B TEE P9 3T,
SR 7E REE WHAT; FLR, 5T RT3 TEE A IR, Qi soih-& G MR ki . Wil 5 REE 28 5 Bk, W
fiy/> TEE #1 REE 2 ] )i £ 128 ELIF 4.

SR 0 E B AR B, TEE 5K A A2 R 8 76 B SC AU Pl e i B, (R D R PR A 1t RE S8 47 itk 4,
AN[E) T — L i 2 A5 vk R SCRER o B PR (n S H A ), YO 5, 25T B SUZE B TEE JLT AT DUSCRERT
B IR AR, IXOXKPBEAR T 2% S50 B 5 B 2R FEEANIE R AR, H AT 57 00 1 4 2% A 5008 i K 2 46
4% T TEE HISZIL, B i) Azure™, i B 2 (] PolarDBY!. #57 f] GaussDBM™AE . i H #5435 5039%, TEE
MR RE B D, 2T . Aid, TEE HARgaxt 224, 5582 2 B 5 i Xe o 55 07 N Behs. in SR st B4
TE BRI BRI, 185 A = B B0 R TR ) 7. 5300 TEE JU-F-#00R B B 28 55 5972 i, 22 LA E A g

FTRIEE L . JEE. WA SEL 1B AR TEE 77, 0% A B [ T AR Ao 2 e it
A IR

(3) B A 1 4 A Hdl

BT B () 4 28 SR R RS T O N SR AN TS R A TEE B A0 A5, K350 40 25 0 B 1 ) R a8 vk
F1 REE fiN% & 517 REE T #UAT, ¥ 4-#AE R F v {5 844 F0 TEE in% & 517 TEE AT, &3& #h fZ{K REE
TEE 2 [8][{32 HIT44. REE 252 5 A TEE N2 R 51 402 R T 5 ek in s R ME M H R E S| AT R X
BIFET, REE N3 2 5| B8R B O T I 25 B0k, 181776 B 58 2 1M B U1 REE 95 1 TEE N & 51 ik
#i T TEE K HUK 55 SR 25 A ST, FF7E 8 32 btk A7 1+ 5. H0hs & 28440 1 32 B 9k AR A8 T 40 T 15 T g 3 R 43 i
TEE 5 REE B2 #0E, DUPRARIAT 8. GaussDBU 2 F s fil & () 4 55 25 B0 e 1 s R AR 2%

FVEWT 3 P AT ABE SRR 6] L. Horp, BTN 2 BE I A B AR, (5 R H At B )
SRR I T . AL, 5 3 AU e 0K 3 AR BR R IR 3 Fh AU 2 (R A B LA AR . X 3 B
BHIFRE AR PG R, S 3 1. 5 4 e 540,

R EESEIARE 3 LR 3R

SRAHIE RO wmail e PCREB o
ETRET RIS Bk, REENE 251, FI _ _

gk ° REE ETEGHE ki o B KR
ETUEE L FIRITEEM S, TEEME %3], AU Al (5 ; N

FFTEE = TEE TR i WpTEER Ay O oE K #oF

WS R REE+TEE  BLEPiAI iR 4 ;E;””%%'”EE’J”% FaE b i

o




6 A T

3 ETMEEZNEETSHIEEXERAR

BT B0 e S0 4 S AR IN s B0 S B ST PR 5 A s P 81, BRSO . A A M
WHIEH . PR AW, FARBEE. d T A BB 5%, XA SR ] LUs AT/ — B = ML,
ARG RERIE. AL, s S0E D RENE LA R IR, anRELINE (& T IS0 E, e v in s 0GE T
SE(E A, PRI OGS TEE Bl 4. BRI, 2 TR Sk i) 4 S U R A S B A M 2 o 5
12, RSEHURLE B AR R DI RE. 2R 2 X 4 25 2 e (V035 A ATOGE IS RN 8 SEa i 1 M A 732K,

K2 AEAER PR 538 G AR M Sk 28

FLERIEITA

Jrik: WISCnE SEEW EREEH PRI S et MHRERE ZRBINIGh (3.0+ GHz CPU)

BENLINE (RND) '%g‘é? - - — — IND-CPA  — — WA
o oo WEATE A EEE KD
PRI OFD Tivee ot e IND-DCPA 3y st st PP#

AHE i
R CRANE [REAY WO T
PRIFINES OPE) Cerbee  witene  pabtat IND-OCPA yvwyse  aemtn P
L
T -
v oone TEEETE EAM R2e WO AR oy
WA ORE) “ipege shese ottt IND-OCPA yssm s sigaBa  ° oD
B
ATRTIENE 2kl hz it Rt Rt Bilfjoken e o
(SSE)  hldE chiEdE cbiEde e IND-CKA ;g g, Bl B 2l
s eue) LB — FEE Npcea wigt - i
P (g AR RN Bl ARt f et ek

MEbERE  CMERE  IGPERE  IGMERE  fhkay VD-CPA
T A A At Bt o B -
Ak CMERE  (RPeRe  cheme  fobbpg TVD-CPA WRIBG

Felk: +EM %R

VRIE L (GO)

3.1 MEEENRESM

PATEr S 3o I B2 1) 22 A P AR 1T B2 R A28, LIS B L 30 A 5 o 8 B0 1) 22 4 1. 1982 4F Goldwasser 55
N AR Y T8 X224 (semantic security) FIMES. ST —ANINSSB0E, U0 5T 8 SRSt I B SRR (B B,
Bl AR 22 SR B SO R R AT 2SI (negligible), ASA %128 EERE L2 4. 18 LSS A
FARZS 5 B, AT AME TR EHLIAEE T HROARGE . B RG22 ZAT T3 T —Fh 2 T 05 M0 e 1 22 4 1 e SL.
LW RAEE R — NRTF (adversary) Fl— KR E (challenger). BUF ERRICHY T AN Bk, PRl Ronrge It
R RORP . 2 78 T ERME, FRATRIERR 73 2B BRI M B . CE AL SR B, BT 7T A7E 29 38 1A R il S
LM EH L, T SRR EE, WSC. H . RS, RIEAPRERE . Pk E A %A, Ll
TR SR A B (R0ID 25 SR 5 e, PR 25 SR R I 45 R L8R W42 W B P DARe 48 22 oL = I ZEXG MY B, BT
HE P A R BE T BA S mg A my RIEABRARE . PRERE BENLIE R b € {0, 1}, 1 my, I3 IR M5 TCTF. a0 BT
A b ML S 172 FIZ R0/, RIS BEATURS U E=AH (5], 84 FRATT T 12000 25 S 0 22 A 1 A2 Re g HIC i PR
2% A T B B, B R AR BRI 2% A T Bl AN AT X 43 (indistinguishability, IND). A [7] e BR i) % {2 % 52
ANF ) 22 AT . % A S b v P AR T AT DL BT B85 5L, LR R B L0 B2 B ST, SRS N a8 B35 1) AR ML
], IR SE W BRSO AT X 4, B 9 22 4 PR R 48 % S i R AN R IX 231 (indistinguishability under
chosen-ciphertext attack, IND-CCA). R/ 1N % S 1) 42 2 56 R RE 15 B IND-CCA, e (R — 12 i 8 B SR



RN &FEHBEF ST R A RR 7

i FAAT X 431 (indistinguishability under chosen-plaintext attack, IND-CPA), RI7E WL 8RB F v] LR AT =
B SC, LhkR A N H N2 B 3. 1984 4F Goldwasser 25 A UHIERA T IND-CPA f) % A PE S T35 S 4. LN
HHILI 2 AN IND-CPA. X T2 4Pk KA 5 IND-CPA (N3 535, A 1 e e 4 Ve (e i 1, 8 254/
PR it S A1 FRD 90 R it g e D 38 119 22 2 1k DA AS () )3k 38 W S i R B W] X 43 1 (indiistinguishability under distinet
chosen-plaintext attack, IND-DCPA), BV& T R Bk A R BA SC. 477 025 o) 348 22 PR 9B 17 B3 B 0 S ety
THIARHET X 4 (indistinguishability under ordered chosen-plaintext attack, IND-OCPA), B F R fe 45 /7 ik £ 1
SC.ORTRR T B0 1 2 A M DR I SR I R AN TTIX 4314 (indistinguishability under chosen-keyword attack,
IND-CKA), BT 5 i 3 0 81 (17 A8 02 (¥ 56 % SCRY). IND-DCPA, IND-OCPA 1 IND-CKA (1422 4 PE ¥ AT
B AR A AT B A,
3.2 BB

Tl SRR ) A 2 A HHE R AN R A S el IR 3 S HRAE, W MongoDB 1E 2019 4F 4.2 fiRAH & A (1) Client-side
field level encryption ZAE ", W S HF A ST, M0 AN BE 56 T35 ST o] 25 38 1, 75 B HoAh A n 25 7 Be A i i
S5 RSB . B SOn 8 SR BEATL N % Sk (randomized encryption, RND), 51 4 B W14 464k [7] & /) AES-CBC
Sk, BEATLIN S SR W S s s AL PRy 5 S, RIS (7] 7D B St A I 1l 56 4 A [ PR 5 S0, TR A 3 v ) 2 4
£ IND-CPA. {H[RIFEE g 02 A2 58 A BE NI, ToiE AR % SO (T & W45 /. Rk B LI 25 BB AUE & oA 2 4
PR RAR e P BBURR B 50, 3doed At AR in 2% 7 B SRR 2R 0 2 ) s S
33 BEHEEN
331 FETHEMEINERSEEH

Tff 3 14 N 53 (deterministic encryption, DET), W1l & #1464k 17 & 11 AES-CBC 532, H4 BH SO 25 s fff e 14
F180 8 S, VA [ P B S R 0 8 A [ £ 8 S AR PSR 0 PR s R IR G S S S A ) . SR (EERE .
RESVRAE. (BIXFERRER T A0 R B SO B R AR, 4K 2 58 T 2 0 o0 A R, R 22 4 K (IND-DCPA).
Tff o M0 % 45 ) 32 BN HEPE W (inference attack), JGFH AN T2 410 v] G AEE MU (M BUR BB &2 & (91l G 12k )
SEWYER). Tuadi T AR AR 55 SC 0 0 A AU 45 A 2 R R A S 15 S HE DI H K B SCME .. Naveed %5 A Pl i 7
Yok, 75 200 2535 [ B Bt A HL 906 7 0 2 508 A0 28 JF BT F 04 B A5 R Rk b, HEWT H B 60% HIEEBERYT 60% LA
R I R, AR FRRRANIE T RS DR R E N ELEAUE & T R A E R A HIHMEEA
W, IF B S E AW R R BURME B, 1R 2 Tl S 2% 25 508 22 A8 L S0 Pt 2 s vk s I A 2 A, T
W Azure™ BT B PolarDBP!. #£J9H) GaussDBM4E,
332 BT RIRRRAE RN K S A )

BRI BNA SZAFAE I 2 R 5 v I A7 Aif, FEATIAR AT DU DG 58 o 28 00 25 08 T R s T iz A T =
7 U5 TS 2RSS 5. AN TR N 5% (W1 RND, DET), W48 %025 2 B B A 25 Bk i
TGN EE 7 % (scheme). B 3 B R T H B ERAREIE B (1) 24\ A BRI, & s 45 W SO 28 s B iU 3, ()
B o A SCAE O R 51 (B T 5 1Y), HK 3 SCRUINEE R 51 RIE % = S i TE6E. (2) M BEA LA, %
FA 3 1% 4R AR BN 1] (trapdoor, HFRY token), K628 RS, (3) RS H: T M1 1FE N R 5| L& RA Y
T2 SRR PR I HHE, TR LT 0 0 25 20 3R [0 45 %% P i

St HR AT 4820155 (searchable symmetric encryption, SSE)! ! !¥242%32 BT 381 22 s ) — AN B B3 37, HAd ot
PRI B2 (10 AES 805 I GURER, A8 ELF T A 83 8 B I AEXS BR AT R N % (asymmetric
symmetric encryption, ASE). Jf H., X FRAI 48 2 I 1& A T Hds (404 5 A F 5 oA [F)— 7 I S S EER E W T 4
S, T AR T 98 2 2 58 T B R A 2 ) — O R SR = 2 U3 5. 2000 4F Song 5 A M K
BT AR NS, HAE T AR RN 7 & SWP, LB IND-CPA 4tk PV {Hi% 05 % Hns
IO, B AR I R T AR FE 8 B T A PR A SO, 45 R T g s SR AN BRI /N B



8 BB AR R B B )

bE, DRI B, B Song %5 A Uiy SWP J5 Fe 4, Hofth i 48 Z s 75 SR ik 1 51, infelHER 51 B, IEHE
R RIBR S i e R 51 P 2R R SHEMS SSE S AR 2 & FIE, (A IEHRR
FIAMEIHEZR 510 SSE Sk A] S5 3 A S E A, FE A TR 51 (K SSE WI SCRFE# A VE I &) (PR LS 3.4 779), A
ABERLIE SRR 51 9 SSE W] SCFFE A T AT H BT &) (VLA 3.5 779).

N O @SR E R )

L

@ #if) (% token)

Y

Server

@ EEmEHER

il
|
i
i Client
|
|

K3 AT EIN% (SE)

34 ESEEEA
341 BT RS AS T E AW

2002 4 Hacigiimiis 2 A PR 20 W 10 7 i 8 1E 7 — AN B8 Bl A i n s 5 8. HoAZ 0 JEAR A Uk 1k 1
(B2 TR K1) 23 B T4 DX (). 4 N BB T, 75 7 il B A o AL R AR I 2, R 3 op 1 D A 50U A 20 T
1D, R IEFI MRS . B — AR RBAE 3 MIURIE S, A4 Z RIS i S AR 4 51, 55 1 500
BT, 7 3 5153 B 3 MUK TR ID #1, B 3 AN R 5. A, B9 40 B S i ot
LR ID (7] & 2 A, TR IELS IR S5 a2, R B0 45 L. 3 AN J5 2 00— AR B S5 (9 5l 0t A 10 45 SR 2 A 1%
i ef (IERPR) Bt 75 B P S AR IR 2185 S0 45 B 5 U AL BE (post-processing) A, i % 0 it e B R it . i
T ID MR HiER., TERNSIEHE, I8 2 T fE A0 24 44 PSR B T4 X0 56 B, @it &iE )
O X B P — TPk AR, SR [36] TR, 2440 [X 98 FE I KT, J5 AR TR AR T4 AT A 2 AR AR OK. 1M 40 (X 5 FE i /N
PR 5 B FE WSS JE, JEF I 240 X 55 58 1A%

2004 4 Hore %5 \ /' Hacigiimiis 5 A\ PO 5 RIERE B 7 B0l A 7 5% B A F X KM, I
A0 BT R ) M BE TR 1 OE S VE BRI (B i) O A A K, S e e D B A R (R
— 52 MR A B Sk ST 75 O BOR FaFAZL ). 2012 4F Hore 25 A\ B8 SUFE 2 B TAE ROFERE ¥ — eI 40 MR 514
IR 2 YRR 51, LA RO S 2 4 A i),

XA SR T # e M N 25 B (DET), #-90 FBl 2 1) 37 6 pl 2 A0 1) S5 B A D, 2 — T 2 ) 5 2. (BT
T A1 48 2R B 5 1 o2 % 8 AR ] B SC R SRR K B, B T A B K oy X A I B A T AR 4
1A 22 A k  SCRPAIE B, 33 5 75 AR o it o2 JECAthy T i PO TS . AR 2 A B SR UL, A7 1E — B I A B .

3.42 BTN ) s A T FE A )

{5 % (order preserving encryption, OPE)™* Vi 5 %5 SC AR F5 1 W ST 5 J 1k, I L B SR 23 S0 2 0y
BRI AR B0, a0 TR SC x<y, A4 X B K35 S0 OPE(x)<OPEx(y). iX M PE S B FE AR W A0, AT LB T
B B-tree K51, 1M 70 7 ek ShBUA AFAT S, 35 FLA 0 RCRAR o (B4R e Sk B 8 7 W SOOI, I LK
T ORI SR A T MR, B R A R BA SCEE AR, 25 5 2 B, R 2 A MR, DR T I BRI
R JE AT AL BRI e Ao 4 DB (1) AR A (2) MU e At (3) BRAH A E; (4) AR
L

(1) o™kt 22 Ak e SRR T s 7 %8

2004 4 Agrawal 25 A\ BO7EH0RE FEAE X (SIGMOD 2004) 5 U IE 20 H AR5 0025 (R &5, H4a T 48 1AM
JP N R i 7 8. LI AR FEARL G I A BA SCEGR R P 3R B 10 B R A (s B A 50 A ) RSN, I
AR 1 7 20 4 A SO, 48U OB (BRI 50) B4R H AR A %07 RAEThAE B — 5 IR PR, & i
SR A UK A P HR I BT B SCAE BN, 32 — P A R A (A3 7 50, BN 25 5 — AN S, 757 AR 3L At 1 S
(RN 2CTRAS . TSI R ) 250008 P w0 B0 K 22 2 A 1 K 1), TEvk S S Rl B A BA SC, IR TEARAS R Bh A5 s 7 58
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B S, 2 ARSI, %07 A E RN, iR T R W SO B R AR, T AT DA E R TR I W S A
(R 5371, U AE 73 AT v B A B SCAB I b AN [RME I O AR D S L T (glan, — A H R IER). ek, Agrawal
25 NBEAT 4 %07 I A e Ak 2 S, AT $R 4k 1R 3K 22 4= E 43 BT Boldyreva 28 A UM BE RS 2 (1) £ B N 1%
Ti E W2 AR BEBOK.

(2) A Hs At e SURMAR P I 7 %8

2009 4F Boldyreva %5 A MO BF RG22 (1) £ 5 45 T AR N85 1 22 4 1k 78 L. Boldyreva 25 AN AR Has # 6
PR ERAR 2 A R 8 AN 2 B R WA SCRRIURE LA BOATAT 45 S5, 007 HE A 5 Mm% D= 1 I BR 1) 1 77 5, B R 7
TR (R 3EAR 22 A 1 8 SN TP e 338 B S0 R AN BT X 4074 (indistinguishability under ordered chosen-plaintext
attack, IND-OCPA), B[l BR & BT 45 (1) W SR 2 U7 33 48 Bt yak 1) . [RIIN, Boldyreva %5 At 1IE W78 N3 S92 0K
A (stateless) 1% SCAAE (immutable) FIRTHE T, ZIAF] IND-OCPA % 4= M 75 B3 SO P2 [ B SC K B 2 48 5k
B, X TR 2 TG AR R 7, AT SR . TRIRZS R D0 ESH 0 B SO TR 7R S N B B L
B OCWLG R & Boldyreva 5 N4t TAETOIRAS . B SCAVAR 26 1F T BOAL S 1 22 4x e S, RV HTide 585 SC B (A P b
HURF B3 (pseudorandom order-preserving function against chosen-ciphertext attack, POPF-CCA), F3E T D B AL i
4 (PRFs) FOyBfHLE % (PRPs) Wit T #5 4 POPF-CCA RAMEMIRFINE 77 R Z T RIKR LT N, S8
AR B S B AR, 75 5 % BB B . Shetd 5T, Boldyreva 25 A 1T S8 oA, 0% B SO JE /R a2
BN 1) S0 A, 15 I SEh A& K B PR3 55 BEAh, Boldyreva 88 NN 1277 R & Ei 3K (Boldyreva
SN 880 E XA ) 57 2% P55 o 2004 A 16 4 2% 402 (logarithmic) B W2k 12 (sub-linear)), ¥4 H H A
BRI 0] 522 0N log(M)—1 A1 log(M) 18], Jerf M AW S e L.

(3) BRAE 22 VR IR P N 7 58

2013 4 Popa 25 N U T — /AN IRES (stateful). %5 SCATAE (mutable). 22 H.3X (interactive) i) OPE 7%, &
HANEE T HAE % 41 IND-OCPA K OPE 5%, JF H. Popa 2 N4A H T /™4 i 22 & MR R, 1207 RN FE A BARSE
TAEH BRI ARE, B B0 F W SIS 9 A D9 DR 25 SCAE, S5 SOt R B & WS35 5, T A 2 itk
FEARTHARAT L. B, XT3 ANBHSC{L, 5, 3}, BT LRI DR P2 SCRT RO, 3, 2}, s — AN A SC 4 1, 2
S T WISCE SO R R R CIRA), FF 4% 75 A R 105 SO 42 BRI SO, 75 20K W50 4 % SCREN 3,
TMRHC S B8 ST R 4. BIUILBHSOF B, 5, 3, 430 BRSSP F1R {1, 4, 2, 3}, AR RIS SCRTAZR 4R /7
)T R T — 3 A7 A T RN B R S B AR 22 A . Popa SE NEMR S IA R T — A 2 XN R R 4 d (17
B R A G SO R AR I, P i S T R 5 i A2 HLK I A R, AT B AR A R I R R AL
H. Z BB B R 5, % )7 i 5 55 it 5 ANTE — AN R A, 20058 B AR OR I 46 S8R . seab,
TR R, AR B B VT SORY, A AR [ O U T 2 e R /0 I SR I A O P4 R
W, ER T AT (rebalance) A3, RIS IN T 4E4IF4H. BRI, 1207 RIPERERLE, A RA TSt

B4R Popa 5 NRT 1A E] T OPE HIELAR 22 41 IND-OCPA, {H i T % SR i e 1, B8 7 AR B S &
SR, MRIRZS 5y 52 B B, ot -0 2O [0, 100] IXRF (K 8dim 48, Bk & vl Lo 5 30 2 8, 19 51 B
AAHIF (distinet) FE5SC. 2 AN R H BSO8R 2% 22, B3 101 AN, Bodi 32wl vy DUR I 25 S I K 25 SORT
[0, 100] ——XF B2, SLIN I CAS B e 4 i 1. [RIG3 5E W] U EE AR K OPE SVEKARAE 224, 2 ]G SUR A
$2 HH BRGBATR (1) OPE By, nf LARR 2 R B AR 22 414 [¥) OPE &y

(4) T BR PR AR 22 A 1k (R LR 7 N 2% 7 %8

2015 4E Kerschbaum 25 A\ "2 1 T B R4 2 ) OPE 75 % (frequency-hiding order-preserving encryption, FH-
OPE). %7 £ AMUE R 7 B4R 22 4 1% IND-OCPA, Ff H.E&5R 7 M R B e R AR, IR b H 22 A i i 1 H AR 22
A, T Z AT T OPE %% 5i%. Kerschbaum 55 NCKEIX Fih 22 4x W sg ORI 53 M A Fe e £ B SCHGE R A
T [X 43 (indistinguishability under frequency-analyzing ordered chosen-plaintext attack, IND-FAOCPA). 1% /7 S 3¢
A SRR TR 2 i K AR T R 5| SR IS W SCORA A 58 1R R 73 30, IR WA — 2 B A, 27 R BB
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SRVTAT, (B 75 AR 2 g ORAF KB W SO SIS e, HLAF il T 5 s UL 2 2 VR, DRI AS B R SR A
2021 4F Li % NFURH T 5 —4> FH-OPE 77 %, 55 Kerschbaum %5 A Y1) 75 22 2848L, 7575 ) 3 47t B SCAA A
S8 M5 SCHC) U B0, ARA7 A TF B ek, WS ANIRIRY (distinet) B SCEMEARR G, BV E 5210 B SOAN 2 9 0474 T
. IF oy REREWRAAE K. 27 RE G EEE RAKRKEEE S, KBl %. —PMARRER
E O RIcRE R IS ONEIE-VEITE = MR 2T PR LI/ A ON
R 3 RPORFPINE T3 S0 T XS E, Jorb n AN HR e & K/, N ORISR 4R b BN AN R 9 300 4

3 RFNE TR

IRZS (stateful) LA AR

OPEJ % zhk ARZE AT (FH) e MR T (mutablo) H IR
Agrawal%§ AP RIE X i ¥ 7 ¥ 5 7
Boldyreva%i A1 FOPF-CCA i I 7 5 & x

Popa’is A1+ IND-OCPA 5 # IR 4% i O(n) iz O(logn)
Kerschbaum%: A IND-FAOCPA = H & Ui O(n) & 1
Li%g N[ IND-FAOCPA 2 H i O(N) 2 1

3.4.3 BTN A AT FE A

7 IN% (order-revealing encryption, ORE)[49753]iEJ'5XUL5'—/ﬁ»ﬂ PRI 2 S0 e ek, TR v 22 A1 1 [RIHTh SR e
FIWr SRR . 5 OPE %5 3CHe % B4 Wi 7 AN [F], ORE %5 3C 75 BT L sk Hek AT . 3¢ H ORE 1% 3¢
ANTHEAL OPE % U FE R G287, 1Ak, ORE BVEHR & TR, % A B8, AR EZ H. ANid ORE 2
Hiff T8 PRI, L2 SCUR A R R] B SC ) B AT

2015 “EBoneh 25 N\ PO Yk H T ORE M4, 8t T 84 ORE &, %5 BT Z L&MW (multilinear
map), IBE| 75T IND-OCPA 224 E. (H 2 2V Wui 2 — Fhk i S A 8050 2% TR, B IRIK, Bitkiz )y 8
w AT, B B AT B A S

2016 #EChenette 25 A P2 H T 3T Oh LR AL T 92 B ORE 75 %, SO K R WA SCK /Y 1.6 1%, 2
FI BTk B B 5 i ORE 77 %, {H %2 41 ¥ A 1% %) IND-OCPA. i i T ik, Boldyreva 25 A “HIE B 1 78 TR A A5 <2
AR HIHTHE T, 15 F) IND-OCPA & A AT SEER ). Chenette S5 N[5 R T B8 T B SCHIRT 2 4b, 158 T % ST
H 1AM EERF AL . Chenette 55 A\ X & —FA BRI\ (limited leakage), & A #2521, AL SCHR [49] 48
HIZE 1 AN PR B 2 5 B A AL MR 15

N TR D5 BHEEE, 2016 4E Lewi %8 A PPHEH T AN T 43 B (block) (9 ORE J5 %, —A~F T/ 3T
{E 1 Lewi-Wu-Small, —ANH T 1E % B SCME AT Lewi-Wu-Normal. Lewi-Wu-Small Rt g 17, ¢4tk 3]
7 IND-OCPA, HHI T ERTIRE I, B K EREIISC R 58 K. Lewi-Wu-Normal #ti#z 125 1 MASFEIH block,
AP % 5] IND-OCPA, A Hi 22 4 P 4T T Chenette 28 A B 75 %, 0 22 2 M 3R w0 7 PERE, STk [49]
T Bt block 134K, MRS R T F%.

2022 4 Liu 25 NP H T — N8I ORE 75 % EncodeORE, #E— /> T k8 (045 B, I T % SCKREAM
I a] i sz F . Lin 28\ PR sh LR AL S Chenette 25 A PRI Lewi 25 A PPIWAN 7 SRR A1, B35 5000 AP
#B53 left part F right part. Left part /& — /N RMEIE, AR SCHIVEHE], H Lewi-Wu-Small 18, H 24 MH .
Right part {QFRAL I A FIHIGHE, B Chenette 25 A\ PV 5 S M. @I IR (07 20K L B VR SO 7 38 B R A
ELig, ik — b T M EE 15 2. H T Lewi-Wu-Small 175 4 % SOk in) L, SR o B 2401 Bk R om i
3. Liu AT T — MR R T Bk R R BH S 405 ) range part Fi1 value part, F ] Chenette 25 A\ P 7 &
T WA Gy, AL AR ATIES wT A LR A . XN J7 S48 44 9 EncodeORE. HARANREH] Lewi-Wu-Small 528, %24
PE_ AL, ERRIFT Lewi-Wu-Normal ()% 4. 35 BLJET Chenette 25 A PUI 5 S 58 i EL R AR, BRIL4k& T
BT RE.
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FABH T LIRETINE T R, HA n A, Lewi-Wu-Normal [ d 24 block &5, 1 Ay BENL R
H % K . EncodeORE 1 [, #& value pard (¥, I, & range part F4JE. FATAT LG H, ORE J5 R 24
A2 &1 T OPE J5 4. 7 2015 4EBoneh 25 N P ¥k H T ORE J7 50, ORE %4 ik 3| T BLAH 224 IND-OCPA,
T 40 RIE B HE AR 22 & OPE 7%, (B2 5 OPE AWtk H 22 4 M o v 1 77 5. 6o LU Is 31 1) e vy 22 A
OPE 1A% ) IND-FAOCPA Z 5T ORE 14 £[ff] IND-OCPA.

w4 BT INETT XL

OREJj & etk MR ZEYSS K FEEHREIT 4
Boneh% A\ IND-OCPA AU 2n L/FN
Chenette5 \ ') T IND-OCPA WG, 55 1A AR IF] ) bit 1.6n (Do

Lewi-Wu-Normal®™  #ZIND-OCPA WU, 45 1A~ [ [ block §(A+n+2‘”‘)+4 R )
EncodeORE™! I IND-OCPA gL, 843 R 35 1A A R bit 2(I+) M2

HARER > OPE Al ORE J7 Z#F I T B 1705 A 2 e AT ] B SO HAR 5 B, A BB ek 1 & AR5 8., (1
% 78 T A By A 22 A RO A, B, dn SRABIN 2% 1) 1) 2 B i S B L3 46 A8 — 8 40 A U IR 8, TR 4
Wik & B i ik 2 SO SR 88 oA A, TS & AJFRIG0THE ., b REHEWT KR SCUE B — R P12 B4
B, 45 € S LB (5 K, B nT LA OPE 1l ORE 75 S487 BN FIAH S5 06 2 rh S B 22 (1 BURAS 5. HorP Naveed
25 N Ph@ R HEF I (inference attack), 75 200 5% 3 [l 2 B 1) L9317 0085 55008 A0 23 FF o] F (0 4 B A5 2 250 |,
Wt TR 95% IR BE R 80% LA FIAf 52 14 2 A
3.4.4  FETRIFRATE R INE (SSE) IR 2 5] 1) 25 A G 1 2 i)

FETXRFRAT RN (SSE) AR T2 5] 177 5 (4% 0 AR BRI H R T 2R 51K 6 & W 42 1 7 £~ SSE
token [FI5E{E A 1. 385 FHMTE &R 51 FRon—AMESK (9140 32 A2 3E 84, B0 AR EIR B W —ME, B
HHE S AR S HT A T BT S, AR AR BB IR A). i AN BRI, 2% P v A B AL A SO [
A, 4 SRR ] 45 M AR BORE ST A RN 25 2R S ME, RO B IR S5 i A7 fifh. 2 A W 3N VE I, % 7 i 42 AR T 25 i 41X
ANVE I FE R 2 AN T RS, FRAE T BTG token 225, RIZZA RS, IR E D& R 5| B A K5 token
LAVLAC LS R, R BI85 7 i

2016 “EDemertzis 2 A\ P H 13T SSE A2 5] 19— 450 I 25 #) RSSE HELE, 470 Fl  if) FE 4 i 2 A 7
Y0 DGR ) SR AE A T —ANA 8 A G, e A R T 5 KR 7 2 STV, Demertzis 55 A%
H T 4 N Z: (1) Logarithmic-BRC, 1 5 £ Bl % 55 537 (best range cover, BRC) #7425 G . %) T 45 %€ I £
WYL, BRC ¥ HAF 0 N IEFE AW, JF HRAFES . BA AL TEE &4, (2) Logarithmic-
URC, {4t — 5 B 7 5 5% (uniform range cover, URC), ¥4 [&] K /NMAE WV EIF 70 gt — KM FIEEE S
(3) Logarithmic-SRC, 1 F 88—l | 7 55 575 (single range cover, SRC), Tt & ] [l 2 K, #M S H N E &%
0 BB — AN S R VG L B 7 e A B, (R A R AT RS S R E AR BHEdE . (4) Logarithmic-SRCHi, 7E
Logarithmic-SRC [¥J:Ali b, 183 W A0 TE 45 ) 4 191 AN AH AT 14 7 (8] 795 22 R0 B3 388 o — A9 0, K IR PH 10 3008 2 A
Logarithmic-SRC ] O(n) F#{IA O(R+7), Fort n U oK/, R ATESRIVEE KN, r iR [BI25 AR,

2022 4F Falzon % \ PN 3L T SSE AL 2 5| (U S TU AT i, I —4E9 N2 4E, IH4h 1 7™ 1 2 4k
UERH. HIEAEAE S Demertzis 28 A P — 405 ZELEARL, N T SCHF 2 4E AT I #), Falzon ZEASINT —4
0 AAE L, G 2 (R T (YRR DY SOR) ) g A Y R A 5 2, ¥ B R VO v R e R RS
multimap [ —2H £ if].

5 OPE 1 ORE #HL, 2ET- SSE FHR T 28 51 14 26 7510 Bl 25 ) 1) 22 2 1 v] TA B B 3& RGBT~ AT X 4
4 (adaptive indistinguishability against chosen keyword attack, IND-CKA2), /=T OPE 1 ORE [#J IND-OCPA, {&+
BEHLINE 53221 IND-CPA, J& T-rh 4% 22 4k, DhReVEJ7 1, OPE A ORE X 4l e % A & ) lF o A4 ) SSE 5 %
FIE B T 2R 5 4630 BBl 2 b A 46 il 22 A S5 A0, AR M SCRF 7 Y T A i), 4 adt B B T MR B2 IE T K.
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IRl B 1 25 A YU B 2 >R i3, SSE FIZhAE 2255 T OPE M ORE. M85 I, MR 51 10 SSE % 32 I IK oK,
CLTP — SRR R 32 AR B OB, — XMW INE RS 32 2, HA— 5 S EN R 32 AR 5IME, B Z SR
FRAT 25 B2 SCATTE I T 745 sB%A2 ERIAT A T s B TR — R 5 ME, BRI E 4 E R O(nlogd), Forh n REHE PEK
N, A REIBRI.
35 BRFEHEEG

FRBEHRARE SN SEMER, HEMER, FHER, B EER, RS 2R AN EEER
55 T A O SR B S A R S 5 A ), 225 SO 2 R R AR R T DA 36 3.3 AR 7RSI B, T4
HRME IR DA IBEC RS R R R E . L, BATEZE SRR IEGAWRIZEEL: %07 R/ IEE
R SRR I R, I 1% OB R 5 B R 7 & 2 N INE SRR R sl 788
WS & T, W03 B4R 7 B (column BY field) 1 9 nas SCpY, BRIIX 6 77 S 36 F T % A5 g 7t
3.5.1 BEXFAHBERFHEER

FF B AL ARE A P <o RE MR R, o REBZAMER TR, T SO 7 B IR Ry 2 5
2 NN, 7 B SRR A 1 T AT RE T AT MO, DRI CR AR, AR K D7 O T R b AN 14, 3¢
ik [35,58] #2H! T % T SSE FOAR &L JE 3% (Bloom filter, BF) HUSFEIREUTT % il id 3 8 P Bloom T 1970 4F
PE, B — P AT AR B 45 ), AT A e R A IR B &, FIRES RSN OE.

2012 4F Suga % N P T DU R EOARFIE R IESR B 5, RUKE SS B A B A A 5 5 AR SR v 1
17 B 25 Gt SRAE UL, B0, 747 & “cloud”, ATHEELH 5 ML {1|[c, 2||L, 3|lo, 4l[u, S||d}. 75 i AR S BEAA A4
1 — AN R IR AR, B % OSBRI (1 REAE FR S B 0f B A B I JE 28 . A SSE Max M bEid I E M E AR, 5
s B — R ik B MR S5 v, 55 v g S B HE 2R 51, KB AN BRI (0 A Bt el i 2% LS 31 B P ) SO, R I, 2
JR s 5 R AR [ 5 V2 R S R AT R4 R S TR R IR . B nclo* FISFAESE N {1|c, 2|II, 3]j0}, “c?0?d”
RFESEN {1]|c, 3|0, 5||d}. 25 7 bt NAFAESE AL AT FE L JE AR A T], JF AR S, 2 )5, I um i EHER 351, 3%
FIEE RIS IR AR 0 O B A I SR AR, HE IR BT RN R, AL RATAT LU L %05 R RE A TR A A
RO B O] LA BT L, T b B B “clo* T R M AT 4 R AN “c202d T SRIN A B T e 14 2R Bk 1% T
JE AR R *oud sl “c*o*d” B IV B A BRI & I 2, &7 ZWAE .

2016 4 Hu 25 N\ P¥ 75 Suga 25 N P15 IR BT Bk, DS RESE RIS AR AT . 1205 R 2RI
BY RN 3 RSA: (1) A IR R ATF G AL E; (2) A ARG RFTIALE; 3) H 0 BRFERIER
IR P AEAE . IXRE, SRBER“cloud” EFAE 7T 97 A {1]|c, 2|1, 3|0, 4|[u, 5|d, —5||c, —4/1, =30, —2|[u, —1]|d, O]|c, O|[1, O]|o,
01[u, Of|d}. T J& T 2N I 48 2R S ER 1 “* oud” FRFIE T 8 7 24 { =3[0, —2|[u, —1||d}, ZFAFAL B A [F 58 148 2 s ]
“cro*d” PIRHIE AT RN A {1]|c, O|o, —1||d}. IR KFEE 76 F @ LT 0048 R ORI 28 0. A AT LUE i
R RS R EUE, t02<8Eid cloud BEREULAL “*cd* IHEME {0]c, 0|}, {HFHF AR AR E 45 5, K% 7 i
T R A R UG b3, e R S R

BT SSE FAAf [ i JE 28 [ R AE B2 U7 ZE 0] LAS LN 3 S0 RS IBEC A4 R . AR, et FARREIAF] SSE
ff) IND-CKA. VF Z B Se Al AE AR 2 2 A M T R A7 3. 41 2020 4F Yang 28 A V42 H 36 [ 4 0 2 1 3 i 75 48 2%
TR, R T Ak, HRR T 2R, 2021 4F Liu 28 A O35 140 B o e % = SOR, SeUBRC AT £ A R, IF ik
HE AR 55 it R 421 HE 2R 51 AR N 22 4. 2023 4F Li 25 N R H T 3T A (inner product) FIBRCTFE % 5 &, CFFHT
B RBMEAC AT R, AR ey ZEERG N2 A R, 3K T A EF B APRC T R 8K,
3.52 EETFIFHLHIE R

FIF R R (fuzzy search) AP E 4 B AT RN VT I, T AT DR 215 4 22 B IR R U BIAH S I 45 1.
UL B B SCASER UG i 575 B R 9 4 E B9 (Levenshtein PE29). N-gram 5i%. Soundex HiE%E.

B EE T % SO 7 7 B B8 R 7 5 3 B TR T S R 5 D 4 2R S B A AL 3G TR G B A 4E. 2010 4F
Li &5 A B A2 50 B RORORIIE 2% 07 32, P R B 1 AL S B A A A ABUE, 33 T 75 Bk N-gram S35
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P AR SR 1] 4. %7 AP 23 K. 2011 4E Liu 25 N O H 7 56 T i (B0 S s iml S 003 5 3%, R
B D iR 4 L 1) SRR 0 A - R B SCIA ERR], AT K R/ T B SRR S 0 K. RN BIR 51K
/N5 T SRS f A S B ] B R R R M O R, A A TR AR B K. 2013 4 Wang %5 N Y6 Li 26 A5 & 2
T G5 BT RAIE (¥ SCBORAE R T R, I X PN T RGBS E N O(MN), M SR GBI 2 11 R/, N
KA

2RI T AT REBURME 5 (locality sensitive hashing, LSH) )% SC 745 AR 48 22 7 5. LSH ks 4t
GRS B 25 A R FEBL P R 0 SR 2l LA v 1 N 5 WS A ] PR ARG AR PR AT 1 X S 2 AR v PO R 2 ke
SRR FROAR . 2012 4F Kuzu 2N B H T 3T LSH % SO 745 BB R 7 %, SURI A LSH #5 HIALE mifd
AR LS IR R (AR R, AR S SER B R SSE AR N T RE R A 1 A, 1205 W R 5 R TR R B
SR E L A AR RS b A X S B W R EH . 2014 4F Wang N LSHEH T H A2
AR B SO AR B A 5 R 18 RN UG — MBI IR R O], BE T SR I — AN A,
T 3R Z SR B A ), 1205 K — N SR B 9 — A bi-gram 1015, PR LSH B 0K ¢ B IR4 A\ B A4
R e s R 5 . R BT LA R A5 30K 22 A1 RSB A] 1 N\ B R e s AR RN 1. 22 5, RSS20 [
525 A (inner product) $1F, & 46 A 1) AR 5554 SCHAOAR DG SE B 2. G SR SO 8 A9 R i %
IR, T ) B R R S LR A 1, BRI YRR R R BT — AR B AR PR ROR, DU SO AL B 2 1 4 2R DG 1A
(IR SR A, RT3k, Py R 5 53 T AR A b 7 UG P S B ) (10 4. 2017 4 Fu 2 A% 5 H Wang 25 A M 05 AL
of A R] 1) — A BRI AR LIPS BRI TC R F H, TR RAEHT IR SR 5 R oA
R, 75 5 IR 55 2% WL P 1) 0, DN 7 AR Rk 28 ) 3, Fu 25 N PHR T — AN 3E T Wang 2N 5 R0 R k2 it
TSI E R G R Fu S NFFR T —Fh T uni-gram (1) 587 B 7 2%, 5 w0 v f A0 AL R B 55 AR 5 P 3R
MR VAo 5 ) EL AT A R AR P S B 3], 2% B8 T SR BRI (AL . 2020 4F Zhong %5 A U5 HY Wang %5 A 811 Fu %
NV ST — AN SRR (e s B ZR I E] O(n) 5 T A SCRA I B n ZRVEAR S, Zhong S5 N VORI T —Fhah s 2 %
SRRSO R 7 R, PSP SORPRE BT DA B I BB RS R 51 R A B, (AR > O(rlogn), HA r
AT A ) SRR A 1) SCRY B
3.6 BNEHBEE

e [FZS N 77 % (partially homomorphic encryption, PHE) S H¢3E T % Ui & A HUE &, 72 E S L& R
TR EE R, 50 B SCEAR AT A R S AUE HAR B0 45 AR E). Rk, PHE AT F T 31T %2 4 (R 85008 o SR 4R
B, mAn, PEME. BORE. BMESE

YIRS 2 N 28 SRR M AR [R], PHE R4 ik 26: (1) 2 TR R IN 25 505 19 PHE. 1985 £E32 H 1 ElGamal
J7 2 VIRI 1999 4EHEH ) Paillier J7 5 " ZF AR ALK PHE 7 R, BT IEN R EMER N 7 5%, #0015
M %2 4x (IND-CPA). ElGamal 352 SCIA [R5 e Fii2a 5, Paillier 32 RS SCIFIZS Inkikia 5. 2535 WS ik
PEE. B 5O IRIEE . AR 2022 FERI—HFR 7, ElGamal 125 SC Rl A TRtk I 138 AR W S8 4
17000 £, Paillier (1% SCIRIZS M08k 1T 32 2026 FE BA SC 1 24 30000 5. (2) 25T X5 BRI 2 5% PHE. 5 T ok
PHE 5% H0ia B8R, I LA I 7 36 TN a5 5% ) PHE /7% 2016 4F Papadimitriou 25 A "4 H 7 32 Fp i
LA H I ASHE 7 58, SR F RN 2 S0k I iz S0 B, FFIA BB X %24 (IND-CPA). Papadimitriou 55 A
FK ASHE L, Paillier J5 &5 3 M. A ASHE Y SCRFS S ERINEIZ &, T Paillier i SRS OIS A
FCHWSCHIN. . FRIFIEH. 2020 4E Savvides S N R T SCRF R A INIRIE IS HL K SAHE 7 A SRR A%
FeFriEIZ BB SMHE 77 %, 4t T SRR AN 7 R 15 B S Symmetria. Savvides 58 AFK Symmetria [T
1B R LA G B TR BN 25 S5 PHE 5 /AR 7 £5.

B4k, A — Lt O CF 1 PHE 5 MR AL, DAEE R HIE B3R, 2023 4F Tawose 25 NV H T 3T
B (radix-based) [FEREAFMRANTT ZE, FILAINTE 2= A 55048 e 1) [F) 2508 538U . Tawose %5 AWLE2 3, B4 PHE
HEIIN SR E T4 Eha K T H RO BB TTA. B, 3 AR AL 7 A AN BRAR R G (R 25 0 25 vk 22
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VERIRTIR T, 38 TR G A7 58 FE K 30, 25 byl 76 1 e B 00 85 F 2o R v ) I 85 #8 P R L. k6 b
AN TR B A A7 8 556, Tawose S8 AFRARATI T #2 th 1K 3 K 247 J7 %8 T LK Paillier A1 Symmetria 55 #5526 1f) PHE
T RMIEEE LRI 21k 5 MUK,

3.7 BRAMERR

TR 0 T S B SRR 4 A A, S8 AT W Rl Y RN U7 %6 4IRS INE (fully homomorphic
encryption, FHE) FIVEE HLI (garbled circuit, GC). BRiE I, A [RI AN FI VR FE % 7] DL S RPAR AT 25 S0, AT S
FRAEAT 3 S H I R 5.

371 &[FZAINE (FHE)

A AR INE SRR T3 AT R R BUE R, PP AR B LA R 2 SR RIS 5, 5 X0 B SCEUE HE1T A0 F 540
BT B2 TR, 4 RSN AR & B T LB 313 1978 4EHH Rivest 25 A U2 H B AL I (privacy homomor-
phisms) M, BIUXE &S SCHEAT AR, ()40 B SCHAT BRAE IOAG AR, IR RO RIS . RS MES S —2
PR, B2 H] 7RSI S SGUE, BRI R I B BE TN T 30 ZAEIBFRAER, HE 2009 44
14 1 1 Gentry M2 H T 85 1 ARG BTN ARS TR, ZJ5, 1€ Gentry T RIFEFME K T, &K AR
A7 M 5 A A R I REAA [ R RE Bk 4t v VAGN L AR IR e AV (K RT AR T, Btk A TR A5 2 7 R A Pk, A
Z Ref FEH SERRIZ .

RERRZIMEBE T -HIVERES R R, B G003 oA e, FC 8] T 85 AU T 85 A AR . Bl i)
— AT IR B4 S FHE JFRZE SEAL A HELib 3T 7 HERENR. MRS R W, FHE & M8 L gt
45 10 733 100 75 %, ik LI SCHE 1000 7365 L E. PRI, H AT 4 AN i AT PR AR BRI,

3.7.2 IRFEHE (GO)

TR L B T R S A TSR A TR T B SR 2 U7 1 AT R L BRAG b, YR L T DA ST RE
FEfRBY B3 AIEH, I B8 X241 (IND-CPA). (Hoy TR, IREHRBRIBE A ESMEH (BG4
R A LSS B AT S AT AT O R ), BT I IR R, T AL . R, VRVA R T R
FRERITHE . WAL, 2 FEUR MR A A AE R . i T H AR MR, AU 2D B0 0 5 T VR R Sl
ST KR, VEILES 3.8.3 T MIZE 3.8.4 7.

3.8 ETHRUHMBEEINEBSRIEERS

5 MG T T PN A B ) A A PR, E AR e e B R N e S T T (BB AT, Hoh
CryptDB"*™, Monomi"™®, BlindSeer" Al Arx"* & 22 AR WF 7 () JFL B £ 45. MongoDB f#) Queryable Encryption'"!
SR Tl SR 72 .

F 5 HET IR A A AR A

HAmpE  AEEERA BRI SCHRFRAE PERE (7953
CryptDB A OPE+RND+DET+  “5{H, Yu[H, Join, Add, I[A]: 7.2xH]3C IR A5 5 BB A, Y, E
(2011) KZHIEPE  PHE+SSE R4, Like, fEF7 ZE[1]: 3.76xHH 3L SERC, ViR
Monomi R OPE+RND+DET+  %H, Y5, Join, Add, I E]: 1.24xH13C WIRAS B =S HUE, N, &5
(2013) KEZHHEE  PHE+SSE FR4E, Like, HE7 ZE[A]: 1.7x B30 Y BASC, Py
BlindSeer . 4 S, VH, AR I (1L2-3)xISC SCRRROBUR PEERE R D
(o4  RBURFE BF searchtreetGC (o oty 6] R W% 0 5 it AR
Arx 2 P ) I IE): (8-15)xHISC SRR R AR A
(2019) R AREHEE  GC search tree+SSE  Z51H, JElH, K& ] 1.9x B3 R 46 08 57 P kAR T
MongoDB NN g " WA B U7 i
(2022) RS SSE e, E s 05 B 7 341 7 B KA A A )
3.8.1 CryptDB

2011 4F Popa 2 N PRI T CryptDB, 18 5 82 LAERT HA 77— R A4 TAE 24101 CryptDB 2 55—/ 3
fei e B HS M 2% SR E RS, CryptDB SCRF% SC LIS E . JEHEEW . LIKE &, 8. RE.
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GROUP BY. ORDER BY %5#:1E. 7E4¢#4 I, CryptDB % T A £ %2 MySQL 5% PostgreSQL L. @I 7EE
Uit 5 R 45 i 385 0 B4 AR BT (database proxy). 7EMR 5w SE I 7 € X ik $t (UDFs) 17 2, 1E BAT B IE
Bl e b, SEPLT BT A SO A MR R R AR, B P un B S SR B SQL H RN S H S 5 2 AR ) 5%
P, AE 130 EdE b RN 255 v SRR 2 W AR 45 S 00 (¥ FH B SRR B 97 5% 5 B 5 S 1 % Bl R A,
ZEE% P AEN B ) SQL HIBUS, SEHL T O 75 18 elOAT HE R W AT B T 2 S S R B ERE. N T SCREAR I
CHRAE, CryptDB SR T ZMN% 7 &, F0IH R T T —FpePr 20N 2 A5 80, B fdcih, CryptDB #4 — %1 i 3047
il B 2 51 % 3C, ANTR] BB SC AN SCHREAN IR A 28 SCHRAE . B BB S, 3 ANKE LI B 3, 439 & DET % 3CH
OPE % 3C 5l PHE %5 3081, 43 S5t NEBUH &G 2. (S WA B A3, 240 2R B S5, tifg 3 A xt
BRI SO, 43 & DET % 3041, OPE %5 3C81I A SEARCH %5 3041, %of B 5244 8 (45 25 0 . St 25 0 A LIKE
#4E. SEARCH & CryptDB #iT /1 — AN J: T SSE (M7 Bl i A7 I % 77 8. 8 13— 3538 s SCH i) 22 4 1k,
CryptDB W)« BN 35 B W A — 51 %5 SCEI I 2 O, (R B — R s L — 2 — R Rk RN E (Rt
) B2 A BRI 3, 40 DET % 3. OPE %30, /MR %A BRI 3, 40 RND %30, 6 — %08
OB 3R NI, 25 i AR B B SC R AN R I 28 BV R IN 3 R 2 B, 45— FU NS 2 0K, RIEA RS R, T st
JZ% 3CS2 RND %30, ASCFT B AT, FULEE R, % 5 iR 20k K% —A> update SQL 45 Ik %5 ¥, 44 %F
R P 5 S 25 B RS SRR A W R AR 85 3, LN DET %55, %5 5 iU, BSOS I8 B ) RO%E 24 TR &5
B A T IREERCE, EERE RS T FICAER SN B RND % 3¢, M2 5 2% 1% 51 1 2 ) A5 % 7
pIEAEES

M RGiFa BT E, CrypDB [ EE 1A A0 2 LAt = 10, DRt - e A 1Y) S5 (8 25 ) 9 [ 5 9), DET % 30
OPE %5 U #H[5 L mn 2. M EL T W9 3CH phpBB MR, CryptDB 58 EFF T 14.5%; A7 EL T8I SC ) TPC-C i,
CryptDB 7EF & R T 26%. th4h, CryptDB B4R — AN SCHIAE fik 22 AN 2 S0, (B AR LG oAt n a7
% (40 SSE B FHE), HAFfifi FF A5 15 R AHXT BN,

{5 CryptDB 72 4= M 2 M 32 4. 15 2, 251 B 55 A0 2 1) RND 25 50 2 % Bl 22 4 M 801 I¥ DET B OPE
B, PR E WA B S M2 ) RND (1224 PEIBEA DET 8¢ OPE ¥4 &M, IF B % 2 st S IR &5 v
FRAN, 3K RBEAR T e RN B4R i) 25 . FLvk, DET A1 OPE %24tk 25§51, 2015 4F Naveed 28 A Phaiid #E 7
ey, BifiR T A5 1E CryptDB I (36 B A TFBE T HdE t 60% B Beilid 60% It &% DET st (o, 50,
FlOBFIZET ), LA I 95% 128 B A i3 80% ) 8 iE SR 5L OPE JinZ8 3l (140, SE RS FLpas ™ E AL,
MIXZ J5, CryptDB [ % 4 PRk 4+ BOR W, SR TR 4R 4y 4y i 55 F T 24X DET A1 OPE 158 %2 4 H 8z 09 i 25
3.8.2 Monomi

2013 4 Tu S5 N PIFEH 755 1 A1 %4 (OLAP) 943 A3 5 Monomi. 1504 556 T CryptDB, il 3 J5
IR AL, 12 3& 00 BT 45 (1) ¥ 5 R B35 50 R 45 0 5 25 7 o 2 [ 56 B 5 G /e 23550 E i RS 31
CryptDB 7£ iR %5 3@ T 5 PHE $9% Paillier (9% 30520, {2 Tu S AR IERE MBI BARIE T, 27 0
fif Paillier 11845 S (1 T4 BLE K T2 7 i B © A% OPE %% SCEHMU B S TT44. Kk, Monomi 2 M4 25 ) 46 1
W 52 Z AT AT IR 20 B IR 55 s B 7 iy, I/ 25 ) (10 BT (R P45 (2) BIN T 2R AR Bk e e 2R B (9 45
PR AE ) ((HAIE AT B 2R B B 5000, X SR B BFE AT TS, W NN e . 441 R A A F T
JESE. Tu S5 N WLER 4341 B H0H 22 HO M SIAE F VOCn A RE AL S O, o s A 500 12 5 S0 SO i ik, <t —
IR R R G0 VO T 7. Sl A (R iX SR AL AR T BUK R &1 4 i B B 1) /0 A% (3) Tu S N T
— AT RA IR 25 Py B A R B TE 38, DA — AN T U s T 7E 2 7 i R AR 5525 2 [R] K01 43 75 ) AT 1
2wt PAE 3 05T B A1, Monimi £ TPC-H AR - )T S4BT IRF 8, 2 A i 25 Bt $h AT 6 R0 [ 1.24 5.

& Monimi 487K T CryptDB 118 20 &, a1 R K 2 B0 B4 E . B UHE AR = 55, FREF SRR e 1)
A RUAE S T PERED AL, 12 Monimi B[R4k K T CryptDB 7F %4t E155%, DET Al OPE % 3L & #2 1 W] S &
SR MIAS ., 815 Monomi 1224 V#4412 HLBAR 1.
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3.8.3 BlindSeer

2014 4 Pappas Z5 A\ PR 7 — AN T A eI RS 8 R M (BF search tree) MR HLE (GC) 4 25 A 5085 2
BlindSeer, SR AMUBHE F S E AW, JEH & WAL /K. BF search tree & — > N X4 (Pappas %5 AR
1172 10 XA), 72 BlindSeer 7E IR 55 Ui W43 1) 2 A5 28 51, AN N3 R A B — AN X AR I 2R 51 . R 709 fix R —
B R e, BT AU R — AN B R, AE K N Ik M A R Y. 4, ARG AR
A R B, 103X MR AR a Al b, A4 1% K103 0% J5 4 B BF search tree & [ —ANHF15 14, 10 Aza Al
B:b 2 UAEFR AN B, DA 745 B BT A 2870 R B I R A N . IXFESS B AR R SR E A A1, B AR
i B3 ) BF search tree SKR4RE BT TLEC B A998 (GE3%). A i TR 51U N IE A R R A& 14k
PR, TV A, 7R 2 G PR S, 1B — R A A AN R T L T PRBE 224 1, BlindSeer
A P VR P SRk T 28 51 . A T, % i R — AT L VRV L Q AR IR B R, VRVE LR Q REE I
ML JERT AR B ES AWM NIBYEE. RS mITENRE B Q 25, NERIIM IR S E, A BT
BZ BT APATIZRE B Q, BLRHR BN R 7345 SO b, T AR IS T A A SRR A R
PEAE A D EA], (R AT P AR 2R SR T LA (M SO RRZ R 1) 2 JR VA /R &)

BlindSeer B AR 12241, ARG 1 U EHE FI L2 1, 17 Bd i V8 i B R4 1 W (query
pattern). {H BF search tree & 51 £ M LG & F S 2088, XA H (A . M) HAKLF. Mk,
BlindSeer 35 IH0E ZE4RAE EUBCH BR, ACSCRFSE . YU AR /R &I, ANRR8 SCRFIERE (join). SRR (aggregate).
5 (projection). TopK B ZEHEAE. 3 H X T M &, B2 R TR, 8 — KR 48/ % 5 w5 IR 5%
Uit A L, A RO AT 4ER. K BlindSeer 177 AN IE 138 FH 24 1) 4= 25 A 40 0 22
3.8.4 Arx

2016 4F Poddar % N\ PR Hy Arx, — /MUK F15 2 4N 5 FE 4 A B0 2. 440 1, Arx 56T MongoDB
SEHL, I CryptDB (1) 4244 e vt i B2 56, AN B0 SO0 JE AU AT A8 05, T AR 3G 0 1 2% 7 o A B R TR 55 o AQ 22,
JIT AT 1) 5 25 45 0 a3 7 I 184 AR 5 . 2 7 o AR B 1 M 1T R #S (planner) AT ] E 5 4% (query
rewriter), i STAREAT query IS 5% AR E WIEA). RS A 7 5T E Arx WITIE R RG], £
MongoDB f7 1, F7E BN $ATH LI E S EMZE. Arx B THMBENESRS, 25t L IFSEEESE
) ArxEq FS2FF23 3570 B 1 ArxRange.

ArxEq 2&T SSE % 7 & R NBHRIT, 2% 7 Sk B SO A% SC, [RS8 A O BEATL BRI 2 (PRF) AR R SC
FEME, — I KIEG RS A2, T PRF &6 5E YL, A 1R B SR SCRBHME AR, v T iR =S
BiiZE, ArxEq 7E 55 i AR — A 1R B B SCAEP — AN THELES (counter). 24 Ik 45 i USe B0 i 58 M 3% SCR BHELIT, #0301
R AR, RS ST % SO R SME N, AR ArxEq R XN TR — M EE R
BH S, A il 7 I 25 i 1) B 28 9% SC R SIMBE A B AN FE R] 25, & P o8 PRE 8B SC AR 5 AR 7] (o e
BFRGIME, BN E ] token. RS UYL ENZ A token Jo, FREBIXT R ITHELER, A H PRF K — token K IN%
REAESRGHE, TR BIXS R FTA SO (document) R [F145 % 7 . B UL AT I, SSE 5114038 145 & /¢ ArxEq
RIS BRI S E ARG B A BNE LR w .

ArxRange 5 TR IE HBE AN = XOW 2R 51 M 82, MR vl DA B AT 3 7 — X &R 51 & — AN @ vk, R —A
N = X RG] HH AT RUORBE— AN SRS 1D, BN R — ARV % (GO), HA 4D 1% R
SME. B e R E T IR S i A7 I BEATL % S % 8H), DL LR s 3. Y& Wi, 2% P o RER(E % 4 e H4 2R
SR A HR R BRSNS B AL 255, AR SS dm  BZ B AL S S, I X S AR ST 4R, RHZ ST SN TR
T L, IRIEAS B R T BN T IHAT 45 R, dhSEPAT X R H B0 s VR fe i, B BHR B R 7799 i (3R
ANBINT BL RS 3L, 56 RO 7. VR HLES ) 2 AP ARE T IR S5 o R R R N B I 46 SR, T ) 25 1) 2 A4 v R A SRl —
XY s s 2 5 E — TR AN AR AR — DR, TRVE S I e PR T H R R AT — IR, R AT 2k
BIMIEERS RARHAE B, B = R WEE ) — k2 )G, BESE W, 5 (EHAE) PUTE R
LR B ANECN Ologn), n NAZINEE & M (1) S 40 &
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Arx )22 A R, AR T HAE FE S22 A RN B B Arx SCREIIECE BRI R R, RS E 2.
Y0 AW A OC BB R AR, A Re MR . AT R O A 5 B AR O PR AR, IX T RER Arx JE TG R AL
P E MongoDB SEIL I JE K 2 —. thabh, BT 2425 R, TRIG IS H A e E S PAT (X & H ERIEA R A
AT S ) P AT 7 %), DR ArxRange 9 = YR 2R 511 i RTR VR HE R — MR, Bl T 2SS R R
G PATIE IRE %, FECRENE 7 i 5 k55 2 RS B, 72 AR TAR MG IR . It S 80 7 — SO iR 2 5 A
PAT, TIEIF R, 56 RE, Arx BT 7 R BSR4t m, (HIEREIK, Thit L tAEH Tl A 2% S 5EE.
3.8.5 MongoDB

MongoDB T 2022 £ 6 A _E4 T Queryable encryption B ', & 24t Tl FmE— 2k R A% 4l 3 25
S A B AR E . Queryable encryption i SSE SEIL % SC S5 H A0, FEAE ST MR KA 84T SSE MYEH
2rif].

MongoDB )% SCEH B £ E AT R M3E AN — DN & BUBF B SO (document) I, 2 7wty 14 FH BE L
Ings SR B S0 {5 FH O BE LR £ (PRF) A2 N 26 28 S1ME. BT Dy BE AL B 802 A 0 PR IR, AR [R]  BH S0 2 42 il
[ B0 0 2 2R S AL AR5 s SO B B 8 S B SCRS RN 26 R SMELS, D 1 BegBAH A D 26 = 5[ I L EAS 5., &A1
W & A IE T — 75 (count), I8 F DY BEHL o8 B0 %% & 5 HELANT 5 s . — s )G i
FGME AR R T AR 1) (ROAS B SCAR ). 8 )5 IR 95 i 78 12 SCRS N 3G I — AN 424 4 safeContent_ R A 8B B AR
R T A INZ R 51Md, 1IX1~__safeContent %4 5l /& Queryable encryption FINZE R 5], 0] LE HIZINE R
FIA B A7 A AR AR 55 i B SE AN B S5 A 9 (W B EE), T2 A3 AT AF AR — DML S SR BUR SO . B4R
B, 75 P uiti A PO BEATL BR 2504 N 25 2% BIME, 1Z B 52 218 token (FA 1), AR S5 iU B £ 14 token J&, AR5 A H AT AC
MIETA T 5, ¥ 1% token RN 2 AN R 5ME, HEKALE  safeContent FRASEE —MNERIMEN
A, IR A5 2 . N iR 7 RIATTAT LA H, Queryable encryption BN 2% 51 B & AN [H], wn SEE4 BE AL B8 2
() BE B S % 1, IR A i E IR 55 o 9 0 % 28 5B I ALl T BE AL 85 32, (R 7 o 4 IR 55 o ) I 26 R 5L (B8R
token) A& 8 1 1, BRI AEE AR 5 RIWEA R A2 a0, NI AL SSE J7 24k IND-CKA. M REAR# T R
2 it A7 PRI SCRY SR s N3 R SHE SRS RIS m, ULEGR BN 25 5K/ R, [RIRET [A] 52 22 B 5 O(mxm+R).

MongoDB (1% < ¥ [ 25 1) J5 BRI 45 3.4.4 %5 v Demertzis %5 A P91 3E T SSE FIR T 2% 51 19— 4k v B 25 0 77
ZAEF AEML, MongoDB X | Logarithmic-BRC JE =76 F 7 55 77 . AR R 7 /£ T, MongoDB 75 R 51 1%
AT REMRLE L, MEEH 7T HESHFERII LM, BRIE CEEES DR
_ safeContent_ 5E&W. I B 1 BB R 2 51 % SCHIS2E, MongoDB U 28 5 4% SO [R) S H R 51 45 30— FF4E
T EME R TS, )T 5 R B S SO o s, AE BT R AT B OCEGR A EN . A, R
Ingedr 75 T4,

AL F DET F1 OPE K CryptDB, MongoDB )22 4 PE K KIGIN T, B T U5 A =UR 2 ] token 2 4, B4
A 17 R 25 vty B i W SR RS 2. (H SSE %% 75 RAE % A A B AK H DET #1 OPE 5E K18 2. iyt T 32
PR EE R SC, A5 SHA256 1 Oh BEATL R Hox A S (B ANV B % SR 51, A 27— NN S0 — AN
AWRI S 32 MEEAE R I % (32 BMMIERSD), LUERF 55 EURE B, S5 SN2 301 200 £
R 8 S )7 TR B I 2 G B (1) VO FRAEFNTHEEL R4, AN AR [F) BH SC 75, 2 1t BE AR UK R2 .

4 ETAMEMREM TEE NS BESBIREXEEA

BT a5 4F TEE B4 %5 45008 FE A mT (5 AT PRI ok S I %5 52 E IR 8508 B 48 4. ol {3 BAT IR B85 2 — Al
T SRR 1 2 R, N A SR UL 1 AN s S AR, (5645 U B (9 50T LA 3R 4 B TEE
PAT, F A AEBUBREE 1T AR L R Z A5 1 & AT IR 5L (rich execution environments, REE) H1iZE AT, 8 4
B H NSRRI = EHUVEE R BHE. LM TEE 4 Intel SGX!'>'™1, AMD SEV!'™., ARM TrustZone!"!
4 H AT, Intel SGX /& 4% 2505 2 8 &% VZ 1Y TEE, A& S5 1M 1 % LL SGX A XN T TEE &%
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TEE #t—ANFkh Kt (enclave) [T (F A ANEAE DX 45k, ) S FH AR . $RA1E RGN R G P R B T kit
WS FRVIRZS, AEARZEAER = EHE R T 5850, TEE S8l T 3 DN FZohEE " (1) [ E (isolation):
DA Rt A 1A AR S 2 AT AT S BB R B BB L (2) 23 (sealing): R 3 K M A1 1 Hic3fs B4 0 26 A
1iE; (3) AIIE (attestation): {3 F % FH 1% 44 B B AN4R 4 A5 BRAS PT O3 B ARG 31, CRIR ROl 9 AR ALY . 2038, DU TE
Rl A R BAT T A AR WS .

LA Intel SGX S, &t HERE i — AN ST ) BE 40Utk 23 (), #3425 18] v, A CRL AN B0 A7 1 78 1 A% 37 ) 9 A7
JUH A, FRON KT 22 47 (enclave page caches, EPC). EPC A [/ #i B P9 77 1% 51 % (memory encryption engine,
MEE) Ii%, 3¢ H7E EPC IR FF B SCIRAS, RA#INEE] CPU Z247 H AR 4 BE e il %5 . 7 2@ in#k4s
SEI SGX KRG K, 2 )5 MRS v (1 B FH AR 7 75 248 F 4 2 11 SGX [ iR 45 ECall #1 OCall 5 "%t py AR5
FEE AT H. A, Intel SGX R AL FEINIE (attestation), J0 1% S 36 UE K b 1 320 9204 DL A FE AL BNk
(A B AN B 11 5 4
4.1 TEE E2ZESHIE ERNASH

TEE R[5 5 A, (62 7 DA 7% 7 0 78 IR 45 o B AT A A5 B IE (attestation) B, 257 ity T DAY A 25 25
Bz AR 825 TEE. iX A%, REE WA 254110 = 5048 e 7] LUME B TEE 6% SCHUE R %5 ABA 3, FFR 58 R 2 is
BB/ SKRANSE), SRELIE 45 F ok 78 Rt B 1 5088 R B VE . % 5 19 B SCRR 44 4E enclave P, FFTEH 58
JRIZHE, TEE )% &M AR A S P SR AN B ok, ARAE Th 66 75 22, @ 54 R vl AW SO UR [ 45 REE, 1 0 iR 45 v
TR/ 2 TR SO B R 55 1245 R TT LLTE enclave WM f5 F53R 145 REE, B 4nn% %)
KNGS . Uk W, 3T TEE (045 5800 2 5 B enclave 76 W3¢ E 52 &Rz &, RIS B AT LAST R T
Al FERRAE, ThReME BRI T 56 T 028 B (0 4 5 A B0 P . I S Al Rt 22 1 4 5 A B0 1 8 56 T TEE 5
. ANid ¥ TEE B BI500E B A7 7R a0 B I —2e ki,

4.1.1 BksE 1 R ETHRETE TEE 5 REE Z M5

¥ TEE B 34 %S HARE NS 1 ANPORR# E i 7EZ (Z4E1% TEE AR 25T 1) REE [0 5 & # 11)
ACFE, RIS 22 AR L #4078 TEE H3AT, WMREL#E4> 78 REE 30T, 2l 4 B, I8N TEE enclave HI%HE 2E
B R E/N, AT LA 3 R iR U (1) BN MR ZE TN TEE. B 20 AN 008 22 #08ON. TEE H4hAT, B45
EAMTES . BURIES . BT IR SREOR E N TR, DL EHE FE R A I R, AE 2 T A AR E 1T g AT
EnclaveDB!" i # AR I, BT AT e $E #0221 TEE o UL SO RIZH. i+ TEE F AR A RE ELEEVT i 10,
T ELI@ T REE H1/) /O handler 58/ /O BAE. 404 FE 13217 A7 KT TEE WAFA RN, — 364k 7 22 e 3)
e &, 2 BK & (9 TEE Al REE Z 1) 1O 22 B, SEMEAESUR T B, thabh, Xpig s n] g &5 R A rERR .
T8 AN FE #R IS AT /E nIS 1 TEE P, — BLEOHE 2 sl E R 58 N IZAEAE 2 AR, B A Ih (W0 SQL AT
i R, HSL AR M FE P PAT AT B S T 5 1, AT iE R % & F . (2) 3B PUAT 8N TEE. i%
H 2 Ak B35 SCBHE BT A 1 #02> DBMS BEBRAE TEE 1, H Al #84) B 78 REE . TrustedDB!'"*'*)f1 Cipher-
Base!''*" B B AR S, 5 BAT B EOHE > ThAEIAE TEE A, 354> B 7E REE . (3) 5L TN TEE. BRI 57
(operator) N TEE W, anbbAse. Disafels . In%s (%8 A REE £ N\ TEE 5 i 5, 1 H Atk I 5048 PE 1 2 e
FLEHTE REE AT MBI AR TE TEE N #AR 35 BRBA SC, 525 T B SCHUT TR 8 1B B (i ELER /), T4 R
i& [61#5 REE F1 [ DBMS D fE#ite. MA{E 5% (trusted computing base, TCB) [ E KFE, UK H 7N
TEE i, TCB /I, RGBT/, 28 5 et e 3], B ik 2 8 A% S50 R B, W Always
Encrypted”, Enclage™, GaussDB™!, StealthDB! /4,

4.1.2 HRER 2: BRI R

552 ANPREOR T B DI BORLEE . N KL R OK, T ER 0045 B, ARG R, T E A E. (R AR R

FRAS TR, B HRANGE R. B R — AN SRR T, 0 5 TG R AN R I 0 25 508 % 3 TEE enclave H. i1
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TERLE N, BEE A F R TS P TR A B, SR BRI, (B ER (015 Bk, fPt AR s, K2 He%
A P FR A IE AR BE R AT NS, il in el (tuple)s PRI (cell)s R II{ELE. Enclage i 0 BN % 5] 4T
Tna DLk B 5 4 1) 22 4

/ Host process -‘\ '/_ Host process \ /_ Host process \

Enclave ( Enclave . ' Enclave

executor

( Query parser DBMS
1/0 handler Query planner /O handler
1/0 handler
S N Z\ >/
(a) DBMS in enclave (b) Executor in enclave (c) Data in enclave

Kl 4 X+ TEE NEZSEEER 3 Mz

4.13 Pkl 3: HERM enclave HA7A[A]

2015 4, Intel fEH 55 1 £8 SGX, 3 enclave A7 7E i SN B4 40T, K/ RAE 2R 128 MBU™, by
96 MB H T enclave T [ ZE47 (EPC), IRAFH R HIARRS AN 4. 2 5 HEH i CPU K4 enclave NAE K/NT JEEI T
256 MBP!. B4R Linux b 7T LU R 587> T enclave K/ B LE 128 MB LA_E, {H Intel B J5 4 Tk B % fe AT il
o HBRHITE 128 MB 4. X AF I A7 BR 1l % T IRAC S i TR AE A AR /N1, R T2 T 28 1 4R SGX B2 784K
Y422, A BRI enclave P77 K/ & — Tk k.

2021 4E, 3 2 f SGX BI A T enclave sh&S WA E (EDMM), A LABh AL enclave WAF, KA INT
enclave WIEA . HEIH CPU 1 enclave PAE ] SZ 4% 5] 512 GBI 4 Sl i Intel multi-socket 240 #: % CPU,
Al enclave WAZH K F 1 TB (https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-
extensions-processors.html). IXFE R KZEAE T 55 1 18 SGX enclave PIAFAS & 1 1) 8.

4.1.4 ki 4: TEE 55 REE 22 B[ E K FF4Y

TEE 5 REE Z |8 {138 HIT48 A B oK. DL Intel SGX A, 24 REE V4 /H TEE i, REE W EHUERF (host
process) R AEIEIT ECall B#IAH enclave W IR 7 B E4E £ X\ enclave. 1724 TEE 1 H REE i, HH T enclave i&
ITHERI S, TCIE DT RG], 75 281 OCall # ] 2| REE KT, ECall F1 OCall fIFHSARH K, W g 2
8000" % 15000 A~PICPU i, 75 b FEECHE PE AL IR, 4y /> TEE -F REE 2 A58 FLUCHORI A8 B H0Hs i, 2
— R PR
42 £T TEE MWEESHIEE

# 6 Won T 2ET TEE B4 A H0E 2 1 EURL. X Se i 2247 2 0¢ R B d e, I LR A A B-tree 1 AR T 45
#4). StealthDB!*!, #1 Enclage" % 2 51 ¥ i () 26 SCHEAT T 5 N %, 38 0 B-tree R 51 VI8 25 SC I, XA 1 LA JgE
G % 5| B 2 A PE RS OPE 22 445, GaussDBMSE T 44 4y secGeart! 1 [ LB &% (19 7 1) 42 2 3¢ Intel
SGX Fl Arm TrustZone P TEE. JN% 0L 51 1 % 5 7] LA tuple, cell value, R 5] key 2554,

2011 £ Bajaj fl Sion #2H T TrustedDB" '), £+ R {51 {F IBM 4764 1145 &5 (LA RA SGX %5
H 8TMAT I AT (S 4F). IBM 4764 #6244 Intel SGX 1) 42 Vp4bHL 2 (secure coprocessor, SCPU), SCPU #iH5J
1Bl enclave (1925 [A] -3 PR A8 AR 47 A7 % X 3. Trusted DB K 5085 0 N B2 RN 1A FF /&M (public attributes)
FAN 25 IR AL JE 1 (private attributes). X i Hb, TrustedDB 78 4844 b 0K — Be 5098 FE AR HR IR 4 s 38 2, — 3B 4
AZAGAEW REE HACEE AT @ M BE, 55— &85 7E 2 {54EH) TEE (SCPU) AL EEFAA J8 M2, X Se i e a 45 A
res. eibss. TSRS, AT AT BLa n b IR


https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions-processors.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions-processors.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions-processors.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions-processors.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions-processors.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions-processors.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions-processors.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions-processors.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions-processors.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions-processors.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions-processors.html
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(1) 75 58 R PEAR X (schema), SR M43 SENSITIVE S RIBEAT ric. i 1% G Bin], & 5t 1
b o 72 2 e R R A 1) BB AR

(2) BN, 2 P 5 B (query) N, @I ARHE SQL 2 11K 1% % = IR 4. N 242 SCPU MIAH (B
5 Intel SGX AN, SGX NN %40 =& % - v i I #2445 TEE).

(3) RS I &SRS, H R % SCPU W 1iE SR AL B AR ER (request handler).

(4) W SRAL BRI R 2 A i), JORZS BT 25, BWRNT, 470 B — 4 A Wit R (plans). &AW THRI#
S SR UG R P i B S N — T AR R 1, I EHARYE . B AREEE 2K, TR A F AR bR D
N public X private.

(5) R PRAL A VPAS A TR PAT RN, SRR SN TR, KIXA AT HIHE S (dispatcher).

(6) T i) A FE A4 R 18N public BT E) K I%E E REE FAEE R 17 51 BHUT, FARic 9 private [1)F £k K 1%
F| SCPU PN IR 2 51 34T, FRALFR B AT C R

(7) MAFERET T AT RARE . INE. B4, RIGRIEE R .

#6 T TEE MemAERE

Ko g ER il TEE2£ %Y Bt I kL BEINEZEL R
TrustedDB!' "' A ST IBM 4764 PATEE N TEE x4 5 )
CipherBase!''*!"" PR SEHT FPGAs PAT BTHNTEE piin 4 i P

EnclaveDB!""! T T Intel SGX BAREEMNTEE 3N [ i
ObliDB!' P ST Intel SGX BT IUNTEE x5 7 7
StealthDB!'*! T Intel SGX BT MNTEE POE = %
Always Encrypted™ EEHF Intel SGX HFIMATEE puEd 5 5
Enclage" EEHT Intel SGX HFIMATEE 7R = i
GaussDB! wamE  MISOX o mpgoTeR xR & %

Arm TrustZone

TrustedDB /& 5 T Al {5 514 1) 42 55 A B0 2 1) 2 3K, AR 2 BT IRFE B R AT AR R S ik, (E 2 IR T 24 B g ]
BRIEEAR, LA Z J5 LA Intel SGX AR ) TEE Pl R &, TrustedDB 3545 76 Tk FKE Bl

2013 EMER I Arasu 25 A U MHR L CipherBase, % T 5 il {LE# 1 FPGA ] Microsoft SQL Server 3™ Ji, S #F
JLF-Fi A 1) SQL #:4F. CipherBase fi % T TrustedDB HJ ¥ it, ¥ Al E M- fil = iR 55 23 40 A 7 — 2. CipherBase
=IR5 8 LRSS FR A UM (untrusted module), AJ {5 ¥R 55FR8 A TM (trusted module), Z8BLF-BL7E ) REE 1
TEE. TM 3:F & #l LA {1 FPGA, —4 UM "] LLH Z 4 TM, X R £ A FPGA. 1~ TM #8E Bl /et - i
T, A Z A, T™ AT LUK SRR 2 6 a8 - 424645 UM . BT RlE AR S AN AR A TR, ASAT{E 28
BiM S SRR, NAFHE K, CipherBase H TV A FE WA 1§ TrustedDB IRAEK 5 25 SCAHIE 1 Bl ie HATE T™M
PIBHAT, 17 A2 (S0 A 25 R T B SR VB ZE. T™M AT, FLA VB IZE UM 3T . Biltn, T Hash Join #24F,
TM #1575 hash ARG 25 /2 75 AH %, JLABZ 4R B UM 5eik. Aid, Vinayagamurthy 25 A U5 3T FPGA &4
AR, TET KB A REK I A = 0 2 1 al S

2018 4E Priebe 25 A\ U742t EnclaveDB, 3£ T Intel SGX ¥ P4 77 ¥4 12 . L TR AE I Kt B A 1 U Bt (B
WEER . RN A THR) #IF enclave P, A4 T K %4> DBMS #AEI T enclave MHAAT. 41, EnclaveDB
7 it W6, BRGSO 1) A v o B A M A ES) (native code), FF IS L RN J5, #0583 = Ik 555 1Y enclave E.
XPEET AR 2% R IR as AL AL 2R 5 FT LABR AR enclave PIBRAT, ik/b T Teadi o ml AR I X0 5. EnclaveDB %
JA L 5 enclave BT % 4TI IE I A% N A INEE S B SRORPAT T4 A1), enclave XHESRHHTIE . A%
ZH PATTR B BB SE R, JRH45 R IE 1K P 0. EnclaveDB 1E 4 75 2, o T 5 S 2/
F enclave PYA72% B HOHHE 122 BRI R k. {H 2485080 8K T enclave WAE A B, — B0 300 i Bc e B 1, &
LX) TEE 1 REE Z 81 VO & ., FEUMERE 2UR T &
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2019 4 Vinayagamurthy 28 A U 11 StealthDB, 3T Intel SGX 435 S5 1% . StealthDB ek N %
P A LS BAEN enclave TAT . A0 s 2 X B0AG B 2 (1 LBl s /DN, -5 1 45 AR T 2838 TR B RS BT T 75 el AN 7 22
B BURBE A S2 HB B AT PAT 7 RENT]. IF H. enclave P ACES AR B ARH /N, 25 0 LB R & AL, (547
B (P LS 6 7). StealthDB &) enclave % SCHIEE T B-tree F 51, A 3CHH 15L88 87k, BT ECall 1 Ocall
e 5 T4, AHEC T 8IS0 B-tree K31, FIH enclave B AMAAT HLAEGRIE RS S B-tree 251248 100 £5LL L. 7 54
12241, StealthDB 4N SCR 51 B T —0m&, 5 B-tree & 51 2 2 55 % LT, 8145 H 2 2R A
OPE 17K, 54k, 51 DTN % J5 Bk BIRES: . StealthDB IR BYSEIE T PostgreSQL, X FF52% ¥ TPC-C
MR, 5O A 2 GB IIARIB L PostgreSQL AH L, StealthDB 7E%5 3C_EHAT AP B T T 30%.

2020 EMIEK K Antonopoulos 28 A PR H T SQL Server 4 2 it Always Encrypted (AEv2). % 1 it Always
Encrypted (AEv1) B SQL Server 2016 & A, 1N SR8 58 N % 51 L 1% & ). AEv2 B SQL Server 2019 KA,
TR B L B AR Windows virtualization-based security (VBS) enclaves (https://learn.microsoft.com/en-
us/windows-hardware/design/device-experiences/oem-vbs), Z J5 BN ¥ Fl Intel SGX. 5 StealthDB #H1Ll, AEv2 4%
H I B AN AR R I B enclave P fREHAT, FEAE SO EE T B-Tree %51, AN AEV2 W H 4 B-Tree 1
R YO e, KRR T ESCRIUT. 1Ak, AEV2 38R T ABv] RIHfE e (FTRER T MG A%
FE), IX 2 F FE A E T B SCIIAR.

2021 4EFT B 1) Sun 28 A\ PHE 1 T 5T Intel SGX [ enclave J7 4= 44 22 774 51 % Enclage (enclave+storage).
5 StealthDB F1 AEv2 25181, Enclage t{% Bl enclave A% U B-Tree & 51. ANFEHIAZ, enclave F N AN 20
A BRI (item), T /28 AF L. BESRIXFERORIGIN 1A B M BE, (R & 1 &t AR T AR JT 4, 1
e T IR AL E R ROR.

5 REMEHNEESRIERE

B R B 1) 4 A B EE RS T R N B S AN RTE A A TEE X7 M0 AL, 3870 2010 #4030k
REE 1% & 51 7€ REE F AT, #82-#/E R H {588 4 F1 TEE N4 & 51 7€ TEE F 4T, &35 M4k REE 1 TEE
Z [B)I3Z HIT 4. REE N R 511 TEE %5 R 51 #0 H T- 85 SCEum# & 5ME M kR 5, AT F 2 X E
T, REE I 2R 5] HOM R AN W M T n s 500k, 1847 48 BoA SE 2 1H S BHURAY REE M, 10 TEE N 2R 51 WA T
TEE enclave ¥ %5 SO 2 A SC, FRAE B SC R AT V5. S0 Bl A5 200 1) 3 X Pk 78 T 40T 1E A b i 5 0 2 i
REE 5 TEE )& #AF, LLRERATIT4H.

GaussDB & R il £ (1) 4> 25 A e PE 1R MLALAR 2, JLZR M B P S TR, GaussDB 424 T A PUATIR R, ST
REE M AAT L UM T TEE 1SR AHATEL. GaussDB £ AR IG5 1 (19T BERI 7 RN A T, & R i%
FRAT A P AT . BRI LA Dy B AT 55 A A 28 IR 2% B, T 1 03 2 0 o 2% 5 1A 78 JIR 45 3.

GaussDB [ K R34 3 2.

(1) Z1 %5244 (column encryption key, CEK)

% 1 JZRA % % CEK. CEK i FENLAI4E 7] &% 41 J& 14 AN R SR HEAT BEA LN 2%, R T &A@ P 8]
(RN RE RS, W SR —A> CEK it ig, W XA 5 2 ARSI & 2 52 B 5.

(2) A /7 £ %4 (client master key, CMK)

H2 B EEH CMK. AR HE P A M1 CMK SRin% B 2 CEK. CMK /KI8T H
MRS ERSE. X R, RIS B OB At N U7 18], GR35 1) 25 S0 8.

(3) W& (device key, DK)

% 3 ER WA % DK, AF DK v A TR A1 CMK, SEIF P02 7= B 15 # 2 [0 1R 0 B 5, g —
AARTH AR 22 A1

AN, GaussDB TE#f E 11 % 30 F1_EAY@FRHER) B-tree Z 5|, £ TXZR 51 Al w0 #h 47 2% SO A A


https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-vbs
https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-vbs
https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-vbs
https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-vbs
https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-vbs
https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-vbs
https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-vbs
https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-vbs
https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-vbs
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S EHAN 44 (grouping) #1E . TEE #3XT, GaussDB 1Bl TEE enclave W BENLEE ST, AT 7EBE AL S SC
b L # 5 B-tree 5], TEHATIEHE &N, 587 TEE #8)J] B-tree 2 51 (¥ 8 & ) 1% L& 5| keys K ik Fl
enclave " ELER/N), HARELUCAC 45 0. BT R AORTE A 8 M4 S EMV IR 51, IX B8R T % U RIS E M
5. Kt GaussDB (3K il & (A A AE S AR RR S AT T — 2822 2k, DAY R VG ME AN M R

. API
il | 4 sm
IR (31%) Wik CMK A AL
(CEK} 7 {CMK}
GaussDB il 55 b
{IN% ¥ CEK}
- —r id [e1 (30 el (B0
y ’ 1 Alice 79ddee...
} 1 3 Bob | d5073b...
] F 3 Cassie b5ecO9...

WL

E5
<

5 GaussDB #Aifil & 4% 5500

S 5 14 e 2 B0 P 2 s 9 MR E B — PR R 2K R GaussDB 2 4, AR thAy —485E T TEE
(1) 4 SR (UMK 1Y) Azure!™), REMS SCRERE T B0PF I 25 S 10 25 S A, (BT S TEE ¢
RPN AR, AREMR GaussDB I FE B &N IARYE SQL iR FRL. IF H, EATR BB R
O SFEE AT, DRI ™ R R AN B 55 A2 P g 5 A 5

6 EESHIFERITEMRNRIP R EHEA

TN B AR B X BUBEL R BT T AR A — 5 I AR, (EIE A BE A8 fR B B (5 B 58 A HE s . X0 # I8 Re g
BT T A (access pattern) HEWT H 34 8 24E B U5 AR SO 8 U5 IR 1288 (SRE5), PA KLU i) 1) N A7
bk BT ) A 3R 5] 45 S A5, 7E Tslam 25 N UV Sz rb ) et 508 3 W82 0 2 R ISR A R 1 U 1 R K (2
TR R IR [F1 285 5, AT DABA S8 2298 80% FRTHIB {48 2% 25 10 /2 75 B & A T N ]

6.1 ETHHEMIHEHER RIP

A ) 2B SR B AN 2 (oblivious) 75 A0 10, AET ek AN RE X 2025 7 s ) Ui 1) 2R B AN 45k 35 19 f)
. A& BBV FIHL (oblivious RAM, ORAM) 2 7t i 1z M — R AL E Vi ln) J7 . ORAM # i i
Coldreich F1 Ostrovsky""™ "W H, FoVF2 P ity 78 AN 07 il B8 2 0 175 000 7 1) A 25 2% L o I 5cdis . 1 7 ek
Ui 18] ()27, ORAM 38 5 44 B2 BN 5 NAE N RT3 AE — AT, UM% i USRI, ORAM 2 H 5 [l 5N
HAEET, ORAM it BRI 25, TREE BT N2, Bc)a 5 1. O T Bl Ui 1) ik, ORAM 188 5 32 S 404 A Bt i ) 1 40 %
i — AR E RS E. ORAM S 2 S a5 N LE S bR 75 22 140 2 I 4, DAR 1B B0t & R L& P i 35 TR 22V
i 4R, BT ORAM 51N T AW ERAE, S 808 P un fIR 55 38 A7k . i 58 LA AT ) T A AR &1, BRIMAE G 11
TF 8 3 B G A $2 sy L MERR R T B 73 il i ORAM. 1 AR S5 35 AN [R] 1 Bl 45 M AR 45, R AR 25wt 156 )
A [ ) H s S5 M A7 i ORAM HUHls 5 o0 (Bl il . B L 48), 1E 5% 7 i 47 i o B0 A B A2 25, FF vt P o
ORAM Vi i H, P45 T 2 Fh ORAM %Y, 05 SAsi R 10 PO RABEAL UL YAt Uy X A 11200
AR DR ABE 2R 021240 o R ABE 2 (1 e A R X A e, A VR U T e 22 3 3 B 1D 2 7R B B G TR T J LR
ORAM J57 R LI T RPIRIEAL, dngi ALY Path-ORAM!™,

FIRAAG B V5 MR, A% 5 PELE Ry U5 I 488 207 T BB 72 w] LA A BA R LR



RN &FEHBEF ST R A RR 23

(1) P4 AR A A U7 1) A 2

2008 4F Li S NN Je B 7RG RGOS B, (AT S R A T R 2R B 2014 4E Arasu 25 A1)
PR T AT SRR 2 RO 12 AR (AR Y7 10 7 %, AN Krastnikov 25 A 78 %05 R4 A 52 8, (E5
VA PR T 06 40F SRR 4 B B0 JEL B S 2020 4F Krastnikov 28 N 27 R T — R T — R o SEEB AL &
HE R, Chang 2N MHE N ZEERR DY RAIRE B L RERE, —RIINEE nEELSME Pl Em kK
/N, X AT g TR — SRS S, 9] e o A B b AL O R B . 2022 4 Chang 25 N PR T — AN Yol
FI (AR -4t ) 1 e s 2 eSS B T R 1% 5 Z#4 oblivious B-tree Z 5| %15 Path-ORAM' k45 &,
FEEREAL R 38 T oblivious B-tree 12 Brd e, Mt vk T LA 75 1A 75 3 00 12 6 80100 19 AL, AT £ 7 2 L ARAS
LBV, A KL 10 5 A7 23 (B T AT 20 80A 5 B 4.

(2) TR SR AEARAE 1) Uy 1] 5 20

2020 4 Hackenjos 25 A ORI 7 — MRS U B0 2 8 % GROUP BY RAEHEIER) SAGMA 75 %, W HF
COUNT, SUM #l AVERAGE #1E. i%J5 5| SWHE £ SSE 528l T 2 ¥ _E ) GROUP BY BRA#E, HHH H
BB A RS2 B T U i) AR AR A N O BE B SSE B, i P i S BR BORE sh A P9 1) 0 254 IR R
B 5 (R SRAR 78 R S B M. At b, SAGMA R T %5 ST AT AU Il B3, {H 2 B2 F A (0 D 1) A%
AN, T A T SSE 7%, SAGMA £ & if] token % #2548 KA (search pattern). X% L, IR ¥% Hackenjos %5
NS AE K /NN 8000 4T (IR A b R BRI A1 204 40 s.

2022 4 Ren 5 N PUHEH T 3+ FHE B3 U7 A5 10 2 8 1 B 5577 % HEDA, ¥ COUNT, SUM A
AVERAGE. 3 HAFRF GROUP BY, #i¢ [ A] ¥ #F IN, BETWEEN, EXIST, ANY, ALL Z#if]414. L SUM
B, REE WL FE SN 3 AP IR 1) . B ATA 1T, HE IR 3R Bl R X ST R B & A WA e E ik
PERIATAERRIE A [0, ANFFE 26 HdRic l [1] (P55 Rk Sebric g FHE INE); 2) M. 45 4 51 103 308
B 5 hRi0 S5 [0] Bk [1] A3, NP5 & AR RIAR IR 45 50 0, 75 & 4 EIAR IR 5 45 SR AT 2 IR 3) SRAN. KAl o5
[R5 S BNEER BN A SUM 33 gs B, 22401 b, HEDA it 72T FHE W24, (R 755 Ui
AR AR, Rz e . MEAE L, 78 Ren 25 N S286 4 8000 17808 b A5 & 75 A T ZEIR A 430 s.
Ren 25 AN\ A SR AT DU ik I BB SR A4 SR PR 12 4E IR

(3) PRV e 2 1 e U 1) A

2019 4 Asharov %5 A "'l Chakraborti 2 A "W H T S FF A4 25 I 25 10 () Range ORAM 5 &, JE AR5
FRAEH AL Range ORAM K ORAM 553t FBI#H (range tree) &5 &, I8 12 48 1 715 BB A K 52 2 103 BB 4 4 e 2 A7
0 B, FETE RS 5 N AN TG R A7 i — A B ORAML XN, 2% 7 ik 7 B 425 B i B M0 85 W o 5 B A1), 1%
i IR S5 A A7 A TE IR 55 5 (1 — > ORAM I, ] AR A AN 3 — AR R A 1175 Ff. Range ORAM 75 E1R K (1)
TERE AR, XFF KANA N TG R 2510, 75 ZA7 0 logN+1 ANl ORAM. [FII tH4x 5 SRAR KI5 96 ARG S /O FH4H.
B4k, Range ORAM FUE A F8E T N, A& H T 2 51T 20006 R TR .

2022 4F Change %5 A\ UM i T 3T Path-ORAM HI B-tree 2 5| {11 /825 2300 B 25 ) 5 2. L e JELAH /2 220 B-
tree Z 51 F1 ORAM BB 1118 L2 7, K Fi A A7 2] Path-ORAM 544 7. FRA %038, B-tree HF IR FUARTT
fE —ANREEE TR, 48 17749 A A FR B 0T ID. AL AT BB T ID /E 8 ORAM 8t ID, TI{E A~ ORAM B, X kE, ij
25 3 [1] Path-ORAM IR 25 ¥ 50 A4 E 76 I %% (1) B-tree 2 5| BRI B4 ez b, 259 B MAR ST 46 7] T 38 JJ; Path-
ORAM T 45 M) SRAG R B, 12 5 38 i AR 1 B-tree AH[E), ME— X A& # T ORAM B A 22 & 5 AR EL.
Hoks B-tree #k R-tree, 1% 77 RWIEH T ki 48,

6.2 ETAMSMEM TEE HiFE)E R RA

T AN R U7 ) W s B 4, 356 T 31 0 U T A AR 38 R BB AR AN s 1, T BT 8 0
RAE. VAW PS4 TEE i H L8 45 58 H 2 U5 a4 X AR 47 BRI T R, X 45 25 T TEE enclave /& IS 1,
A DAE % P B — 75 5. ORAM % F1 i BE 053217 7E enclave 1, ORAM IR %336 17 7E REE 1. iX Kt ORAM



% i PR 25 Bt 2 8] RIS L R AR AE— G LR P, A T I8 X 4, RO M B AR 1 19 288 iy 5 SO AT I A5 B AR B[] 3
JUEEH LT SR 2 PR R AR AN 3 U ) 7 38, R AR 3R /2 Opaque!™"). Opaque HH Zheng 25 A\ 7E 2017 441
H, B — AT Spark B AR B 0T F &, SR 2 B ERAE, RS BRI U5 X, S HE9 46 3K, Opaque
FIANT D ARAEBEKREEF, UL F R L 12 S KB & Wk R . Zheng 25 AR, 52 BTG
HRIAZEREIMUALL, Opaque B 3 M EL M ERERR .

— LB RLF AE R TEE (145 255008 e SRR I A 288 U5 AR AR 7 1 R 3, WA SCA 4R 10 CipherBase!'”
A1 ObliDB!"'®). CipherBase!" " i 1 Bt v Il B A4 I8 HAF, NTE X RIBHFFRT T ARG RS, Filn,
IS A A G B HE 78 AR B 1 HE P I R b ) U ) B M B8 . A3 CipherBase 1A 45 HEL A4 ) S IR 14 e
Hi#s. ObliDB! "4 ti Opaque!* /I CipherBase!''"#f 7 B4l #2258 lANE BB ), 2R BAIE. ObliDB! Y4
T 3+ ORAM [ oblivious B+tree &K 51, RIEH AL E AW EEK, 5 Opaque M LLHERESEF T 19 5.

7 EETSHIEERERARNARRARG RSP

W& DT HNE R, =508 2 Aok B, 2% S8 E AR AR AR TR —EREZE
PRI T80 R, F2AE T 2R MR B A 2 A 5000 12, 46 28 T s Bk A s S B e . R TSR 1
TEE (14 % &80 1 UL KRBl & I 2 A HUE. REHIEREL T ZEMHARRE, B ERZ REE
Fritk— 25 BT AN e
71 BETREMEEEINEESHIEE

T TR 0 R I A B A R PE A 75 B e sE R A, 7T DATE — MR (= 2 ML HI8AT, A B s . A
TN SR 2 RN FF 8, 75 B 2 AP AT SR, DU BN 25 5 SR AR IEAS 2 4 5 3R i S fR i vy
R, BAF NG, s 250 GG TR, B3 B8 SCRr B0 R VR PR, (Rt T BT s 4y
BInE 7 3, LA AL S AT (22 A PE, FRTE D) BE R e 2 (A1 HUASF 4. K5 b, B AR Al seg s A 2 K2 N
TR E, SEARN ARSI EREMA A2 A% T ZA R R EE N EUR IS B, RO T %
THRF R BOMERE, 3n 7 A2 AT S R, DRk, dnfeT k3@ A N 5 & (& RS INE) KA ol segkt, KR E
BRI P,

KRR RN 7 5 (SSE) B XA i 2 4 M A 22 & s e 1, WIS 25l a il . Ja @A, LT
75 B B 73 1) S 1, RO U R AL AT TR e g . (RN AR a5 &, SSE K%
g B R, B BORIAEAE I, & SEUS FMERER TR, W0 RE PR A7 A T8 2 — T 2+ IO Pkik.

P [E A IN% (PHE) f LU Rt SR BRI R G 8, (AR AN . A£Gl PHE J5 52K 2 8 T XS B 2 55
1ESLEL, 40 Paillier A1 ElGamal. 35 JUAEWF R E TR T — LT XEH0ME HiL 1) PHE J7 &, DU Iz 5d ),
ASHE 1 Symmetria. 07 8 75 # 18 id 3 K 2 A7 1 R GG 7 IR PHE B SR, AN I JE 28w 0 S48
BANIIZERE. 3T+ PHE (203 A2 AR 72 77 1) Rk .

WAL, BE A HOHE 2 A R R SRRSO, SR PR 1 R 3 5 kSR Bk, SEBEEIOE e 5 2 A N P 2
BN . AR BN 7 28, Wk TR 510 SSE I 7 &, R K Z LR, AR T4 BB R % 5. af ik
XN 7 RIER T 2 s i N R, B — kAR,

7.2 EFAIEREH TEE N BESHIRE

AMETEfF TEE TEAZAGAE I = REuTRE T — /N2 EAE I X3, 75 U S I R 9 7E TEE AR 25 AOHA S,
HAg & PR RIS . B2 T B SCE S TEE JUT m LSRR MR R, KRR T &% A EUR E &I 8
PRI R A, I BB RIFERE. A, A % T TEE 04 % 83U 1 K 2 R0 AL G 80 e (2 ik 1
TSR, AT BE TGS TEE 5865 I K% TEE BIFTARHIE. Wi 5T TEE RIRHE, Sl —A TEE AR A%
AEHE K R — kL. 1k4h, TEE 5 REE Z A 1938 B A AR & &1 &, QAT /b 28 BIR SR AR A8 3 i R fe 4
A AR I E BT ).



RN &FEHBEF ST R A RR 25

73 HEMAENEESHERE

AT RLA 0 2% S EUR RS T BN 2 SE RIS AR 1 TEE XU 1A A4, ¥ 40 25 vh 4 VR R0 i n 2 50k
FI REE % & 51 7E REE T AT, ¥ 7-#AE R F /T W44 F0 TEE In% & 51 7E TEE THAT, &3 Hh [%{K REE F
TEE Z IR 28 B A, i, A IERRE Rl & IR TR 7 22, SRR 30 43 ANVE 4308 3 M AL 18 B8, A A AN 7R, i feT 7
FH REE 1 TEE % H (4L 25k Py [ 25 10 Ab B2 — AN BhAR. 40, 40 REE AR N5 $085 k% 8 TEE 2w id g
KEAHIREHE, BT LK K> REE T TEE 838 FLIRBURIAE HAE & BEAk, DU A8 5 0 0 2 B3
KEETWEEME, 2R, A 7E R BT RTHR N, SRR 4 S 00 22 4, R — Ik,
7.4 FHEHER R

T AR BE s SRR ML MR — R I AR, (E IR TR RERS (R R B UM B e AN R, Mo I e
I 3 b U A A IR R B EAE R U UBEAR A T DA DA S = 0 07 S0 ), LB E A BEX
F2 0 RO 0] R BRI U 1] R, RSB MR R IR T 24, (BRI R BHK. RE IS4 TEE 19 H I, 15
£5238 R B 1) 1 B AR B T R, (H B R R 22 805 A0S TR 70 2 1 A 2 A5 S0 12 v, T T 3 25040 e
Y7 AR GR B TSR AR D AT 3 rm AN 2 U I 5 R R, (i B SR (0 mT s ek, R — TS T Bk k.

8 4LERiE

B AR H AR A, ORI S EL B = B v (0 B 2 4 SRR O IR SR A, A A K
PRSP BT NS AL, A SO S8 A 5 R I R BOR I T RGEI LR, B e B85 T 2 5w it N A
Yy 5 3 B SR, IR 3 TSR R G BE BRI T AR B B IA, BRI TN T R R EOR . BT
FIEHEAE TEE AORBEBIA, LU BRE L& R A5 A B0 . Beoh, i/ 28 T ORI U A A SR BB ROR . B AROR
RIBEFU S T R, A EALRAR RN S IR BT & IR M E 2S5

References:

[1] Do Q, Martini B, Choo KKR. The role of the adversary model in applied security research. Computers & Security, 2019, 81: 156-181.
[doi: 10.1016/j.cose.2018.12.002]

[2] Antonopoulos P, Arasu A, Singh KD, Eguro K, Gupta N, Jain R, Kaushik R, Kodavalla H, Kossmann D, Ogg N, Ramamurthy R,
Szymaszek J, Trimmer J, Vaswani K, Venkatesan R, Zwilling M. Azure SQL database always encrypted. In: Proc. of the 2020 ACM
SIGMOD Int’l Conf. on Management of Data. Portland: ACM, 2020. 1511-1525. [doi: 10.1145/3318464.3386141]

[3] Sun YY, Wang S, Li HR, Li FF. Building enclave-native storage engines for practical encrypted databases. Proc. of the VLDB
Endowment, 2021, 14(6): 1019-1032. [doi: 10.14778/3447689.3447705]

[4] ZhuJW, Cheng K, Liu JY, Guo L. Full encryption: An end to end encryption mechanism in GaussDB. Proc. of the VLDB Endowment,
2021, 14(12): 2811-2814. [doi: 10.14778/3476311.3476351]

[5] Naveed M, Kamara S, Wright CV. Inference attacks on property-preserving encrypted databases. In: Proc. of the 22nd ACM SIGSAC
Conf. on Computer and Communications Security. Denver: ACM, 2015. 644-655. [doi: 10.1145/2810103.2813651]

[6] Grubbs P, Lacharite MS, Minaud B, Paterson KG. Pump up the volume: Practical database reconstruction from volume leakage on range
queries. In: Proc. of the 2018 ACM SIGSAC Conf. on Computer and Communications Security. Toronto: ACM, 2018. 315-331. [doi:
10.1145/3243734.3243864]

[7]  Gui ZC, Johnson O, Warinschi B. Encrypted databases: New volume attacks against range queries. In: Proc. of the 2019 ACM SIGSAC
Conf. on Computer and Communications Security. London: ACM, 2019. 361-378. [doi: 10.1145/3319535.3363210]

[8] Grubbs P, Sekniqi K, Bindschaedler V, Naveed M, Ristenpart T. Leakage-abuse attacks against order-revealing encryption. In: Proc. of
the 2017 IEEE Symp. on Security and Privacy (SP). San Jose: IEEE, 2017. 655-672. [doi: 10.1109/SP.2017.44]

[9] Blackstone L, Kamara S, Moataz T. Revisiting leakage abuse attacks. In: Proc. of the 27th Annual Network and Distributed System
Security Symp. San Diego: The Internet Society, 2020. 1-43.

[10] Cash D, Grubbs P, Perry J, Ristenpart T. Leakage-abuse attacks against searchable encryption. In: Proc. of the 22nd ACM SIGSAC
Conf. on Computer and Communications Security. Denver: ACM, 2015. 668-679. [doi: 10.1145/2810103.2813700]
[11]  Goldwasser S, Micali S. Probabilistic encryption & how to play mental poker keeping secret all partial information. In: Proc. of the 14th


https://doi.org/10.1016/j.cose.2018.12.002
https://doi.org/10.1145/3318464.3386141
https://doi.org/10.14778/3447689.3447705
https://doi.org/10.14778/3476311.3476351
https://doi.org/10.1145/2810103.2813651
https://doi.org/10.1145/3243734.3243864
https://doi.org/10.1145/3319535.3363210
https://doi.org/10.1109/SP.2017.44
https://doi.org/10.1145/2810103.2813700

26

[12]

[13]
[14]

[15]
[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

R R Sy

Annual ACM Symp. on Theory of Computing. San Francisco: ACM, 1982. 365-377. [doi: 10.1145/800070.802212]

Goldwasser S, Micali S. Probabilistic encryption. Journal of Computer and System Sciences, 1984, 28(2): 270-299. [doi: 10.1016/0022-
0000(84)90070-9]

MongoDB. Client-side field level encryption—MongoDB manual. 2023. https://www.mongodb.com/docs/rapid/core/csfle/.

Song DX, Wagner D, Perrig A. Practical techniques for searches on encrypted data. In: Proc. of the 2000 IEEE Symp. on Security and
Privacy. Berkeley: IEEE, 2000. 44-55. [doi: 10.1109/SECPRI.2000.848445]

Goh EJ. Secure indexes. Cryptology ePrint archive. Paper 2003/216, 2003. https://eprint.iacr.org/2003/216

Curtmola R, Garay J, Kamara S, Ostrovsky R. Searchable symmetric encryption: Improved definitions and efficient constructions.
Journal of Computer Security, 2011, 19(5): 895-934. [doi: 10.5555/2590701.2590705]

Chase M, Kamara S. Structured encryption and controlled disclosure. In: Proc. of the 16th Int’l Conf. on the Theory and Application of
Cryptology and Information Security. Singapore: Springer, 2010. 577-594. [doi: 10.1007/978-3-642-17373-8 33]

van Liesdonk P, Sedghi S, Doumen J, Hartel P, Jonker W. Computationally efficient searchable symmetric encryption. In: Proc. of the
7th VLDB Workshop on Secure Data Management. Singapore: Springer, 2010. 87-100. [doi: 10.1007/978-3-642-15546-8_7]

Kamara S, Papamanthou C, Roeder T. Dynamic searchable symmetric encryption. In: Proc. of the 2012 ACM Conf. on Computer and
Communications Security. Raleigh North: ACM, 2012. 965-976. [doi: 10.1145/2382196.2382298]

Cash D, Jarecki S, Jutla C, Krawczyk H, Rosu MC, Steiner M. Highly-scalable searchable symmetric encryption with support for
boolean queries. In: Proc. of the 33rd Annual Int’l Cryptology Conf. Santa Barbara: Springer, 2013. 353-373. [doi: 10.1007/978-3-642-
40041-4_20]

Kamara S, Papamanthou C. Parallel and dynamic searchable symmetric encryption. In: Proc. of the 17th Int’l Conf. on Financial
Cryptography and Data Security. Okinawa: Springer, 2013. 258-274. [doi: 10.1007/978-3-642-39884-1 22]

Cash D, Jaeger J, Jarecki S, Jutla CS, Krawczyk H, Rosu MC, Steiner M. Dynamic searchable encryption in very-large databases: Data
structures and implementation. In: Proc. of the 21st Annual Network and Distributed System Security Symp. San Diego: The Internet
Society, 2014.

Stefanov E, Papamanthou C, Shi E. Practical dynamic searchable encryption with small leakage. In: Proc. of the 21st Annual Network
and Distributed System Security Symp. San Diego: The Internet Society, 2014.

Naveed M, Prabhakaran M, Gunter CA. Dynamic searchable encryption via blind storage. In: Proc. of the 2014 IEEE Symp. on Security
and Privacy. Berkeley: IEEE, 2014. 639-654. [doi: 10.1109/SP.2014.47]

Bosch C, Hartel P, Jonker W, Peter A. A survey of provably secure searchable encryption. ACM Computing Surveys, 2014, 47(2): 18.
[doi: 10.1145/2636328]

Bost R. Y opoc: Forward secure searchable encryption. In: Proc. of the 2016 ACM SIGSAC Conf. on Computer and Communications
Security. Vienna: ACM, 2016. 1143—1154. [doi: 10.1145/2976749.2978303]

Bost R, Minaud B, Ohrimenko O. Forward and backward private searchable encryption from constrained cryptographic primitives. In:
Proc. of the 2017 ACM SIGSAC Conf. on Computer and Communications Security. Dallas: ACM, 2017. 1465-1482. [doi: 10.1145/
3133956.3133980]

George M, Kamara S, Moataz T. Structured encryption and dynamic leakage suppression. In: Proc. of the 40th Annual Int’l Conf. on the
Theory and Applications of Cryptographic Techniques. Zagreb: Springer, 2021. 370-396. [doi: 10.1007/978-3-030-77883-5 13]

Li J, Huang YY, Wei Y, Lv SY, Liu ZL, Dong CY, Lou WJ. Searchable symmetric encryption with forward search privacy. IEEE
Trans. on Dependable and Secure Computing, 2021, 18(1): 460-474. [doi: 10.1109/TDSC.2019.2894411]

Chamani JG, Papadopoulos D, Karbasforushan M, Demertzis I. Dynamic searchable encryption with optimal search in the presence of
deletions. In: Proc. of the 31st USENIX Security Symp. USENIX Association, 2022. 2425-2442.

Sharma D. Searchable encryption : A survey. Information Security Journal: A Global Perspective, 2023, 32(2): 76-119. [doi: 10.1080/
19393555.2022.2033367]

Minaud B, Reichle M. Dynamic local searchable symmetric encryption. In: Proc. of the 42nd Annual Int’l Cryptology Conf. Santa
Barbara: Springer, 2022. 91-120. [doi: 10.1007/978-3-031-15985-5_4]

Falzon F, Markatou EA, Espiritu Z, Tamassia R. Range search over encrypted multi-attribute data. Proc. of the VLDB Endowment,
2022, 16(4): 587-600. [doi: 10.14778/3574245.3574247]

Demertzis I, Papadopoulos S, Papapetrou O, Deligiannakis A, Garofalakis M. Practical private range search revisited. In: Proc. of the
2016 Int’] Conf. on Management of Data. San Francisco: ACM, 2016. 185-198. [doi: 10.1145/2882903.2882911]

Suga T, Nishide T, Sakurai K. Secure keyword search using bloom filter with specified character positions. In: Proc. of the 6th Int’l
Conf. on Provable Security. Chengdu: Springer, 2012. 235-252.


https://doi.org/10.1145/800070.802212
https://doi.org/10.1016/0022-0000(84)90070-9
https://doi.org/10.1016/0022-0000(84)90070-9
https://doi.org/10.1016/0022-0000(84)90070-9
https://doi.org/10.1016/0022-0000(84)90070-9
https://doi.org/10.1016/0022-0000(84)90070-9
https://www.mongodb.com/docs/rapid/core/csfle/
https://doi.org/10.1109/SECPRI.2000.848445
https://eprint.iacr.org/2003/216
https://doi.org/10.5555/2590701.2590705
https://doi.org/10.1007/978-3-642-17373-8_33
https://doi.org/10.1007/978-3-642-17373-8_33
https://doi.org/10.1007/978-3-642-17373-8_33
https://doi.org/10.1007/978-3-642-17373-8_33
https://doi.org/10.1007/978-3-642-17373-8_33
https://doi.org/10.1007/978-3-642-17373-8_33
https://doi.org/10.1007/978-3-642-17373-8_33
https://doi.org/10.1007/978-3-642-17373-8_33
https://doi.org/10.1007/978-3-642-17373-8_33
https://doi.org/10.1007/978-3-642-15546-8_7
https://doi.org/10.1007/978-3-642-15546-8_7
https://doi.org/10.1007/978-3-642-15546-8_7
https://doi.org/10.1007/978-3-642-15546-8_7
https://doi.org/10.1007/978-3-642-15546-8_7
https://doi.org/10.1007/978-3-642-15546-8_7
https://doi.org/10.1007/978-3-642-15546-8_7
https://doi.org/10.1007/978-3-642-15546-8_7
https://doi.org/10.1007/978-3-642-15546-8_7
https://doi.org/10.1145/2382196.2382298
https://doi.org/10.1007/978-3-642-40041-4_20
https://doi.org/10.1007/978-3-642-40041-4_20
https://doi.org/10.1007/978-3-642-40041-4_20
https://doi.org/10.1007/978-3-642-40041-4_20
https://doi.org/10.1007/978-3-642-40041-4_20
https://doi.org/10.1007/978-3-642-40041-4_20
https://doi.org/10.1007/978-3-642-40041-4_20
https://doi.org/10.1007/978-3-642-40041-4_20
https://doi.org/10.1007/978-3-642-40041-4_20
https://doi.org/10.1007/978-3-642-39884-1_22
https://doi.org/10.1007/978-3-642-39884-1_22
https://doi.org/10.1007/978-3-642-39884-1_22
https://doi.org/10.1007/978-3-642-39884-1_22
https://doi.org/10.1007/978-3-642-39884-1_22
https://doi.org/10.1007/978-3-642-39884-1_22
https://doi.org/10.1007/978-3-642-39884-1_22
https://doi.org/10.1007/978-3-642-39884-1_22
https://doi.org/10.1007/978-3-642-39884-1_22
https://doi.org/10.1109/SP.2014.47
https://doi.org/10.1145/2636328
https://doi.org/10.1145/2976749.2978303
https://doi.org/10.1145/3133956.3133980
https://doi.org/10.1145/3133956.3133980
https://doi.org/10.1007/978-3-030-77883-5_13
https://doi.org/10.1007/978-3-030-77883-5_13
https://doi.org/10.1007/978-3-030-77883-5_13
https://doi.org/10.1007/978-3-030-77883-5_13
https://doi.org/10.1007/978-3-030-77883-5_13
https://doi.org/10.1007/978-3-030-77883-5_13
https://doi.org/10.1007/978-3-030-77883-5_13
https://doi.org/10.1007/978-3-030-77883-5_13
https://doi.org/10.1007/978-3-030-77883-5_13
https://doi.org/10.1109/TDSC.2019.2894411
https://doi.org/10.1080/19393555.2022.2033367
https://doi.org/10.1080/19393555.2022.2033367
https://doi.org/10.1007/978-3-031-15985-5_4
https://doi.org/10.1007/978-3-031-15985-5_4
https://doi.org/10.1007/978-3-031-15985-5_4
https://doi.org/10.1007/978-3-031-15985-5_4
https://doi.org/10.1007/978-3-031-15985-5_4
https://doi.org/10.1007/978-3-031-15985-5_4
https://doi.org/10.1007/978-3-031-15985-5_4
https://doi.org/10.1007/978-3-031-15985-5_4
https://doi.org/10.1007/978-3-031-15985-5_4
https://doi.org/10.14778/3574245.3574247
https://doi.org/10.1145/2882903.2882911

HARA F 2 BEABBEBS T AR R EE 27

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

Hacigiimiis H, Iyer B, Li C, Mehrotra S. Executing SQL over encrypted data in the database-service-provider model. In: Proc. of the
2002 ACM SIGMOD Int’l Conf. on Management of Data. Madison: ACM, 2002. 216-227. [doi: 10.1145/564691.564717]

Hore B, Mehrotra S, Tsudik G. A privacy-preserving index for range queries. In: Proc. of the 30th Int’l Conf. on Very Large Data Bases.
Toronto: Morgan Kaufmann, 2004. 720-731.

Hore B, Mehrotra S, Canim M, Kantarcioglu M. Secure multidimensional range queries over outsourced data. The VLDB Journal, 2012,
21(3): 333-358. [doi: 10.1007/300778-011-0245-7]

Agrawal R, Kiernan J, Srikant R, Xu YR. Order preserving encryption for numeric data. In: Proc. of the 2004 ACM SIGMOD Int’l
Conf. on Management of Data. Paris: ACM, 2004. 563—574. [doi: 10.1145/1007568.1007632]

Boldyreva A, Chenette N, Lee Y, O’Neill A. Order-preserving symmetric encryption. In: Proc. of the 28th Annual Int’] Conf. on the
Theory and Applications of Cryptographic Techniques. Cologne: Springer, 2009. 224-241. [doi: 10.1007/978-3-642-01001-9_13]
Boldyreva A, Chenette N, O’Neill A. Order-preserving encryption revisited: Improved security analysis and alternative solutions. In:
Proc. of the 31st Annual Int’l Cryptology Conf. Santa Barbara: Springer, 2011. 578-595. [doi: 10.1007/978-3-642-22792-9 33]

Liu DX, Wang SL. Programmable order-preserving secure index for encrypted database query. In: Proc. of the 5th IEEE Int’l Conf. on
Cloud Computing. Honolulu: IEEE, 2012. 502-509. [doi: 10.1109/CLOUD.2012.65]

Popa RA, Li FH, Zeldovich N. An ideal-security protocol for order-preserving encoding. In: Proc. of the 2013 IEEE Symp. on Security
and Privacy. Berkeley: IEEE, 2013. 463—477. [doi: 10.1109/SP.2013.38]

Mavroforakis C, Chenette N, O’Neill A, Kollios G, Canetti R. Modular order-preserving encryption, revisited. In: Proc. of the 2015
ACM SIGMOD Int’l Conf. on Management of Data. Melbourne: ACM, 2015. 763—777. [doi: 10.1145/2723372.2749455]

Roche DS, Apon D, Choi SG, Yerukhimovich A. POPE: Partial order preserving encoding. In: Proc. of the 2016 ACM SIGSAC Conf.
on Computer and Communications Security. Vienna: ACM, 2016. 1131-1142. [doi: 10.1145/2976749.2978345]

Li DJ, Lv SY, Huang YY, Liu YJ, Li T, Liu ZL, Guo L. Frequency-hiding order-preserving encryption with small client storage. Proc.
of the VLDB Endowment, 2021, 14(13): 3295-3307. [doi: 10.14778/3484224.3484228]

Tian HL, Zhang Y, Li C, Xing CX. A survey of confidentiality protection for cloud databases. Chinese Journal of Computers, 2017,
40(10): 2245-2270 (in Chinese with English abstract). [doi: 10.11897/SP.J.1016.2017.02245]

Kerschbaum F. Frequency-hiding order-preserving encryption. In: Proc. of the 22nd ACM SIGSAC Conf. on Computer and
Communications Security. Denver: ACM, 2015. 656-667. [doi: 10.1145/2810103.2813629]

Bogatov D, Kollios G, Reyzin L. A comparative evaluation of order-revealing encryption schemes and secure range-query protocols.
Proc. of the VLDB Endowment, 2019, 12(8): 933-947. [doi: 10.14778/3324301.3324309]

Boneh D, Lewi K, Raykova M, Sahai A, Zhandry M, Zimmerman J. Semantically secure order-revealing encryption: Multi-input
functional encryption without obfuscation. In: Proc. of the 34th Annual Int’l Conf. on the Theory and Applications of Cryptographic
Techniques. Sofia: Springer, 2015. 563-594. [doi: 10.1007/978-3-662-46803-6 19]

Chenette N, Lewi K, Weis SA, Wu DJ. Practical order-revealing encryption with limited leakage. In: Proc. of the 23rd Int’l Conf. on
Fast Software Encryption. Bochum: Springer, 2016. 474-493. [doi: 10.1007/978-3-662-52993-5_24]

Lewi K, Wu DJ. Order-revealing encryption: New constructions, applications, and lower bounds. In: Proc. of the 2016 ACM SIGSAC
Conf. on Computer and Communications Security. Vienna Vienna: ACM, 2016. 1167-1178. [doi: 10.1145/2976749.2978376]

Liu ZL, Lv SY, Li J, Huang YY, Guo L, Yuan YL, Dong CY. EncodeORE: Reducing leakage and preserving practicality in order-
revealing encryption. IEEE Trans. on Dependable and Secure Computing, 2022, 19(3): 1579-1591. [doi: 10.1109/TDSC.2020.3029845]
Durak FB, DuBuisson TM, Cash D. What else is revealed by order-revealing encryption? In: Proc. of the 2016 ACM SIGSAC Conf. on
Computer and Communications Security. Vienna: ACM, 2016. 1155-1166. [doi: 10.1145/2976749.2978379]

Hu CH, Han LD, Yiu SM. Efficient and secure multi-functional searchable symmetric encryption schemes. Security and Communication
Networks, 2016, 9(1): 34-42. [doi: 10.1002/sec.1376]

Bosch C, Brinkman R, Hartel P, Jonker W. Conjunctive wildcard search over encrypted data. In: Proc. of the 8th VLDB Workshop on
Secure Data Management. Seattle: Springer, 2011. 114-127. [doi: 10.1007/978-3-642-23556-6_8]

Liu JL, Qin J, Wang Q, Zhao B, Zhang Q, Su Y. On complex semantic searchable encryptions. Journal of Cryptologic Research, 2022,
9(1): 1-22 (in Chinese with English abstract). [doi: 10.13868/j.cnki.jcr.000500]

Hu CH, Han LD. Efficient wildcard search over encrypted data. Int’l Journal of Information Security, 2016, 15(5): 539-547. [doi: 10.
1007/s10207-015-0302-0]

Bloom BH. Space/time trade-offs in hash coding with allowable errors. Communications of the ACM, 1970, 13(7): 422-426. [doi: 10.
1145/362686.362692]

Chatterjee S, Kesarwani M, Modi J, Mukherjee S, Parshuram Puria SK, Shah A. Secure and efficient wildcard search over encrypted


https://doi.org/10.1145/564691.564717
https://doi.org/10.1007/s00778-011-0245-7
https://doi.org/10.1007/s00778-011-0245-7
https://doi.org/10.1007/s00778-011-0245-7
https://doi.org/10.1007/s00778-011-0245-7
https://doi.org/10.1007/s00778-011-0245-7
https://doi.org/10.1007/s00778-011-0245-7
https://doi.org/10.1007/s00778-011-0245-7
https://doi.org/10.1145/1007568.1007632
https://doi.org/10.1007/978-3-642-01001-9_13
https://doi.org/10.1007/978-3-642-01001-9_13
https://doi.org/10.1007/978-3-642-01001-9_13
https://doi.org/10.1007/978-3-642-01001-9_13
https://doi.org/10.1007/978-3-642-01001-9_13
https://doi.org/10.1007/978-3-642-01001-9_13
https://doi.org/10.1007/978-3-642-01001-9_13
https://doi.org/10.1007/978-3-642-01001-9_13
https://doi.org/10.1007/978-3-642-01001-9_13
https://doi.org/10.1007/978-3-642-22792-9_33
https://doi.org/10.1007/978-3-642-22792-9_33
https://doi.org/10.1007/978-3-642-22792-9_33
https://doi.org/10.1007/978-3-642-22792-9_33
https://doi.org/10.1007/978-3-642-22792-9_33
https://doi.org/10.1007/978-3-642-22792-9_33
https://doi.org/10.1007/978-3-642-22792-9_33
https://doi.org/10.1007/978-3-642-22792-9_33
https://doi.org/10.1007/978-3-642-22792-9_33
https://doi.org/10.1109/CLOUD.2012.65
https://doi.org/10.1109/SP.2013.38
https://doi.org/10.1145/2723372.2749455
https://doi.org/10.1145/2976749.2978345
https://doi.org/10.14778/3484224.3484228
https://doi.org/10.11897/SP.J.1016.2017.02245
https://doi.org/10.1145/2810103.2813629
https://doi.org/10.14778/3324301.3324309
https://doi.org/10.1007/978-3-662-46803-6_19
https://doi.org/10.1007/978-3-662-46803-6_19
https://doi.org/10.1007/978-3-662-46803-6_19
https://doi.org/10.1007/978-3-662-46803-6_19
https://doi.org/10.1007/978-3-662-46803-6_19
https://doi.org/10.1007/978-3-662-46803-6_19
https://doi.org/10.1007/978-3-662-46803-6_19
https://doi.org/10.1007/978-3-662-46803-6_19
https://doi.org/10.1007/978-3-662-46803-6_19
https://doi.org/10.1007/978-3-662-52993-5_24
https://doi.org/10.1007/978-3-662-52993-5_24
https://doi.org/10.1007/978-3-662-52993-5_24
https://doi.org/10.1007/978-3-662-52993-5_24
https://doi.org/10.1007/978-3-662-52993-5_24
https://doi.org/10.1007/978-3-662-52993-5_24
https://doi.org/10.1007/978-3-662-52993-5_24
https://doi.org/10.1007/978-3-662-52993-5_24
https://doi.org/10.1007/978-3-662-52993-5_24
https://doi.org/10.1145/2976749.2978376
https://doi.org/10.1109/TDSC.2020.3029845
https://doi.org/10.1145/2976749.2978379
https://doi.org/10.1002/sec.1376
https://doi.org/10.1007/978-3-642-23556-6_8
https://doi.org/10.1007/978-3-642-23556-6_8
https://doi.org/10.1007/978-3-642-23556-6_8
https://doi.org/10.1007/978-3-642-23556-6_8
https://doi.org/10.1007/978-3-642-23556-6_8
https://doi.org/10.1007/978-3-642-23556-6_8
https://doi.org/10.1007/978-3-642-23556-6_8
https://doi.org/10.1007/978-3-642-23556-6_8
https://doi.org/10.1007/978-3-642-23556-6_8
https://doi.org/10.13868/j.cnki.jcr.000500
https://doi.org/10.1007/s10207-015-0302-0
https://doi.org/10.1007/s10207-015-0302-0
https://doi.org/10.1007/s10207-015-0302-0
https://doi.org/10.1007/s10207-015-0302-0
https://doi.org/10.1007/s10207-015-0302-0
https://doi.org/10.1007/s10207-015-0302-0
https://doi.org/10.1007/s10207-015-0302-0
https://doi.org/10.1007/s10207-015-0302-0
https://doi.org/10.1145/362686.362692
https://doi.org/10.1145/362686.362692

28

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

(721

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

(81]

(82]

(83]

(84]

R R Sy

data. Int’l Journal of Information Security, 2021, 20(2): 199-244. [doi: 10.1007/s10207-020-00492-w]

Yang Y, Liu XM, Deng RH, Weng J. Flexible wildcard searchable encryption system. IEEE Trans. on Services Computing, 2020, 13(3):
464-477. [doi: 10.1109/TSC.2017.2714669]

Liu J, Zhao B, Qin J, Zhang X, Ma JX. Multi-keyword ranked searchable encryption with the wildcard keyword for data sharing in
cloud computing. The Computer Journal, 2023, 66(1): 184-196. [doi: 10.1093/comjnl/bxab153]

Li Y, Ning JT, Chen J. Secure and practical wildcard searchable encryption system based on inner product. IEEE Trans. on Services
Computing, 2023, 16(3): 2178-2190. [doi: 10.1109/TSC.2022.3207750]

Li J, Wang Q, Wang C, Cao N, Ren K, Lou WJ. Fuzzy keyword search over encrypted data in cloud computing. In: Proc. of the 2010
IEEE INFOCOM. San Diego: IEEE, 2010. 1-5. [doi: 10.1109/INFCOM.2010.5462196]

Liu C, Zhu LH, Li LYJ, Tan YA. Fuzzy keyword search on encrypted cloud storage data with small index. In: Proc. of the 2011 IEEE
Int’l Conf. on Cloud Computing and Intelligence Systems. Beijing: IEEE, 2011. 269-273. [doi: 10.1109/CCIS.2011.6045073]

Wang JF, Ma H, Tang Q, Li J, Zhu H, Ma S, Chen XF. Efficient verifiable fuzzy keyword search over encrypted data in cloud
computing. Computer Science and Information Systems, 2013, 10(2): 667-684. [doi: 10.2298/CSIS121104028 W]

Kuzu M, Islam MS, Kantarcioglu M. Efficient similarity search over encrypted data. In: Proc. of the 28th IEEE Int’l Conf. on Data
Engineering. Arlington: IEEE, 2012. 1156—1167. [doi: 10.1109/ICDE.2012.23]

Wang B, Yu SC, Lou WJ, Hou YT. Privacy-preserving multi-keyword fuzzy search over encrypted data in the cloud. In: Proc. of the
2014 IEEE Conf. on Computer Communications. Toronto: IEEE, 2014. 2112-2120. [doi: 10.1109/INFOCOM.2014.6848153]

Fu ZJ, Wu XL, Guan CW, Sun XM, Ren K. Toward efficient multi-keyword fuzzy search over encrypted outsourced data with accuracy
improvement. IEEE Trans. on Information Forensics and Security, 2016, 11(12): 2706-2716. [doi: 10.1109/TIFS.2016.2596138]

Zhong H, Li ZF, Cui J, Sun Y, Liu L. Efficient dynamic multi-keyword fuzzy search over encrypted cloud data. Journal of Network and
Computer Applications, 2020, 149: 102469. [doi: 10.1016/j.jnca.2019.102469]

ElGamal T. A public key cryptosystem and a signature scheme based on discrete logarithms. In: Blakley GR, Chaum D, eds. Advances
in Cryptology. Berlin, Heidelberg: Springer, 1985. 10-18. [doi: 10.1007/3-540-39568-7_2]

Paillier P. Public-key cryptosystems based on composite degree residuosity classes. In: Proc. of the 1999 Int’l Conf. on the Theory and
Application of Cryptographic Techniques. Prague: Springer, 1999. 223-238. [doi: 10.1007/3-540-48910-X_16]

Sidorov V, Wei EYF, Ng WK. Comprehensive performance analysis of homomorphic cryptosystems for practical data processing.
arXiv:2202.02960, 2022.

Papadimitriou A, Bhagwan R, Chandran N, Ramjee R, Haeberlen A, Singh H, Modi A, Badrinarayanan S. Big data analytics over
encrypted datasets with seabed. In: Proc. of the 12th USENIX Conf. on Operating Systems Design and Implementation. Savannah:
USENIX Association, 2016. 587-602. [doi: 10.5555/3026877.3026922]

Savvides S, Khandelwal D, Eugster P. Efficient confidentiality-preserving data analytics over symmetrically encrypted datasets. Proc. of
the VLDB Endowment, 2020, 13(8): 1290-1303. [doi: 10.14778/3389133.3389144]

Timothy Tawose O, Dai J, Yang L, Zhao DF. Toward efficient homomorphic encryption for outsourced databases through parallel
caching. Proc. of the ACM on Management of Data, 2023, 1(1): 66. [doi: 10.1145/3588920]

Rivest RL, Adleman L, Dertouzos ML. On data banks and privacy homomorphisms. In: DeMillo RA, ed. Foundations of Secure
Computation. New York: Academic Press, 1978. 169-179.

Gentry C. Fully homomorphic encryption using ideal lattices. In: Proc. of the 41st Annual ACM Symp. on Theory of Computing.
Bethesda: ACM, 2009. 169-178. [doi: 10.1145/1536414.1536440]

Gentry C, Halevi S. Implementing gentry’s fully-homomorphic encryption scheme. In: Proc. of the 30th Annual Int’l Conf. on the
Theory and Applications of Cryptographic Techniques. Tallinn: Springer, 2011. 129-148. [doi: 10.1007/978-3-642-20465-4_9]
Brakerski Z, Vaikuntanathan V. Efficient fully homomorphic encryption from (standard) LWE. In: Proc. of the 52nd IEEE Annual
Symp. on Foundations of Computer Science. Palm Springs: IEEE, 2011. 97-106. [doi: 10.1109/FOCS.2011.12]

Brakerski Z, Gentry C, Vaikuntanathan V. (Leveled) fully homomorphic encryption without bootstrapping. In: Proc. of the 3rd
Innovations in Theoretical Computer Science Conf. Cambridge: ACM, 2012. 309-325. [doi: 10.1145/2090236.2090262]

Fan JF, Vercauteren F. Somewhat practical fully homomorphic encryption. Cryptology ePrint Archive. Paper 2012/144. 2012. https://
eprint.iacr.org/2012/144

Gentry C, Sahai A, Waters B. Homomorphic encryption from learning with errors: Conceptually-simpler, asymptotically-faster, attribute-
based. In: Proc. of the 33rd Annual Int’l Cryptology Conf. Santa Barbara: Springer, 2013. 75-92. [doi: 10.1007/978-3-642-40041-4_5]
Ducas L, Micciancio D. FHEW: Bootstrapping homomorphic encryption in less than a second. In: Proc. of the 34th Annual Int’l Conf.
on the Theory and Applications of Cryptographic Techniques. Sofia: Springer, 2014. 617-640. [doi: 10.1007/978-3-662-46800-5 24]


https://doi.org/10.1007/s10207-020-00492-w
https://doi.org/10.1007/s10207-020-00492-w
https://doi.org/10.1007/s10207-020-00492-w
https://doi.org/10.1007/s10207-020-00492-w
https://doi.org/10.1007/s10207-020-00492-w
https://doi.org/10.1007/s10207-020-00492-w
https://doi.org/10.1007/s10207-020-00492-w
https://doi.org/10.1109/TSC.2017.2714669
https://doi.org/10.1093/comjnl/bxab153
https://doi.org/10.1109/TSC.2022.3207750
https://doi.org/10.1109/INFCOM.2010.5462196
https://doi.org/10.1109/CCIS.2011.6045073
https://doi.org/10.2298/CSIS121104028W
https://doi.org/10.1109/ICDE.2012.23
https://doi.org/10.1109/INFOCOM.2014.6848153
https://doi.org/10.1109/TIFS.2016.2596138
https://doi.org/10.1016/j.jnca.2019.102469
https://doi.org/10.1007/3-540-39568-7_2
https://doi.org/10.1007/3-540-39568-7_2
https://doi.org/10.1007/3-540-39568-7_2
https://doi.org/10.1007/3-540-39568-7_2
https://doi.org/10.1007/3-540-39568-7_2
https://doi.org/10.1007/3-540-39568-7_2
https://doi.org/10.1007/3-540-39568-7_2
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.1007/3-540-48910-X_16
https://doi.org/10.5555/3026877.3026922
https://doi.org/10.14778/3389133.3389144
https://doi.org/10.1145/3588920
https://doi.org/10.1145/1536414.1536440
https://doi.org/10.1007/978-3-642-20465-4_9
https://doi.org/10.1007/978-3-642-20465-4_9
https://doi.org/10.1007/978-3-642-20465-4_9
https://doi.org/10.1007/978-3-642-20465-4_9
https://doi.org/10.1007/978-3-642-20465-4_9
https://doi.org/10.1007/978-3-642-20465-4_9
https://doi.org/10.1007/978-3-642-20465-4_9
https://doi.org/10.1007/978-3-642-20465-4_9
https://doi.org/10.1007/978-3-642-20465-4_9
https://doi.org/10.1109/FOCS.2011.12
https://doi.org/10.1145/2090236.2090262
https://eprint.iacr.org/2012/144
https://eprint.iacr.org/2012/144
https://doi.org/10.1007/978-3-642-40041-4_5
https://doi.org/10.1007/978-3-642-40041-4_5
https://doi.org/10.1007/978-3-642-40041-4_5
https://doi.org/10.1007/978-3-642-40041-4_5
https://doi.org/10.1007/978-3-642-40041-4_5
https://doi.org/10.1007/978-3-642-40041-4_5
https://doi.org/10.1007/978-3-642-40041-4_5
https://doi.org/10.1007/978-3-642-40041-4_5
https://doi.org/10.1007/978-3-642-40041-4_5
https://doi.org/10.1007/978-3-662-46800-5_24
https://doi.org/10.1007/978-3-662-46800-5_24
https://doi.org/10.1007/978-3-662-46800-5_24
https://doi.org/10.1007/978-3-662-46800-5_24
https://doi.org/10.1007/978-3-662-46800-5_24
https://doi.org/10.1007/978-3-662-46800-5_24
https://doi.org/10.1007/978-3-662-46800-5_24
https://doi.org/10.1007/978-3-662-46800-5_24
https://doi.org/10.1007/978-3-662-46800-5_24

HARA F 2 BEABBEBS T AR R EE 29

(85]

(86]

(87]

(88]

(89]

[90]

[91]

[92]

(93]

[94]

(93]

[96]

[97]

(98]

[99]
[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

Chillotti I, Gama N, Georgieva M, Izabachéne M. Faster fully homomorphic encryption: Bootstrapping in less than 0.1 seconds. In:
Proc. of the 22nd Int’l Conf. on the Theory and Application of Cryptology and Information Security. Hanoi: Springer, 2016. 3-33. [doi:
10.1007/978-3-662-53887-6_1]

Cheon JH, Kim A, Kim M, Song Y. Homomorphic encryption for arithmetic of approximate numbers. In: Proc. of the 23rd Int’l Conf.
on the Theory and Application of Cryptology and Information Security. Hong Kong: Springer, 2017. 409—437. [doi: 10.1007/978-3-319-
70694-8 15]

Yao AC. Protocols for secure computations. In: Proc. of the 23rd Annual Symp. on Foundations of Computer Science. Chicago: IEEE,
1982. 160-164. [doi: 10.1109/SFCS.1982.38]

Yao ACC. How to generate and exchange secrets. In: Proc. of the 27th Annual Symp. on Foundations of Computer Science. Toronto:
IEEE, 1986. 162-167. [doi: 10.1109/SFCS.1986.25]

Goldwasser S, Kalai Y, Popa RA, Vaikuntanathan V, Zeldovich N. Reusable garbled circuits and succinct functional encryption. In:
Proc. of the 45th Annual ACM Symp. on Theory of Computing. Palo Alto: ACM, 2013. 555-564. [doi: 10.1145/2488608.2488678]
Saleem A, Khan A, Shahid F, Masoom Alam M, Khan MK. Recent advancements in garbled computing: How far have we come
towards achieving secure, efficient and reusable garbled circuits. Journal of Network and Computer Applications, 2018, 108: 1-19. [doi:
10.1016/j.jnca.2018.02.006]

Zhao QS, Liu XM, Xu HL, Li YB. Practical reusable garbled circuits with parallel updates. Computer Standards & Interfaces, 2023, 86:
103721. [doi: 10.1016/j.¢51.2023.103721]

Harth-Kitzerow C, Carle G, Fei F, Luckow A, Klepsch J. CRGC: A practical framework for constructing reusable garbled circuits. In:
Proc. of the 19th Int’l Conf. on Security and Cryptography. Lisbon: SciTePress, 2022. 83-95. [doi: 10.5220/0011145300003283]

Popa RA, Redfield CMS, Zeldovich N, Balakrishnan H. CryptDB: Protecting confidentiality with encrypted query processing. In: Proc.
of the 23rd ACM Symp. on Operating Systems Principles. Cascais: ACM, 2011. 85-100. [doi: 10.1145/2043556.2043566]

Popa RA, Zeldovich N, Balakrishnan H. CryptDB: A practical encrypted relational DBMS. 2011. https://people.csail.mit.edu/nickolai/
papers/popa-cryptdb-tr.pdf

Popa RA, Redfield CMS, Zeldovich N, Balakrishnan H. CryptDB: Processing queries on an encrypted database. Communications of the
ACM, 2012, 55(9): 103—111. [doi: 10.1145/2330667.2330691]

Tu S, Kaashoek MF, Madden S, Zeldovich N. Processing analytical queries over encrypted data. Proc. of the VLDB Endowment, 2013,
6(5): 289-300. [doi: 10.14778/2535573.2488336]

Pappas V, Krell F, Vo B, Kolesnikov V, Malkin T, Choi SG, George W, Keromytis A, Bellovin S. Blind seer: A scalable private DBMS.
In: Proc. of the 2014 IEEE Symp. on Security and Privacy. Berkeley: IEEE, 2014. 359-374. [doi: 10.1109/SP.2014.30]

Poddar R, Boelter T, Popa RA. Arx: An encrypted database using semantically secure encryption. Proc. of the VLDB Endowment, 2019,
12(11): 1664-1678. [doi: 10.14778/3342263.3342641]

MongoDB/Mongo: The MongoDB database. 2022. https://github.com/mongodb/mongo

Braund C, Borkar P. MongoDB. MongoDB releases queryable encryption preview. 2022. https://www.mongodb.com/blog/post/
mongodb-releases-queryable-encryption-preview

Popa RA, Zeldovich N. Cryptographic treatment of CryptDB’s adjustable join. CSAIL. 2012. https://people.csail.mit.edu/nickolai/papers/
popa-join-tr.pdf

Costan V, Devadas S. Intel SGX explained. Cryptology ePrint Archive, 2016. https://eprint.iacr.org/2016/086.pdf

McKeen F, Alexandrovich I, Berenzon A, Rozas CV, Shafi H, Shanbhogue V, Savagaonkar UR. Innovative instructions and software
model for isolated execution. In: Proc. of the 2nd Int’l Workshop on Hardware and Architectural Support for Security and Privacy. Tel-
Aviv: ACM, 2013. 10. [doi: 10.1145/2487726.2488368]

AMD. AMD secure encrypted virtualization (sev). AMD. 2023 https://www.amd.com/en/developer/sev.html

Ngabonziza B, Martin D, Bailey A, Cho H, Martin S. TrustZone explained: Architectural features and use cases. In: Proc. of the 2nd
IEEE Int’l Conf. on Collaboration and Internet Computing. Pittsburgh: IEEE, 2016. 445-451. [doi: 10.1109/CIC.2016.065]
Vinayagamurthy D, Gribov A, Gorbunov S. StealthDB: A scalable encrypted database with full SQL query support. Proc. on Privacy
Enhancing Technologies, 2019, 2019(3): 370-388. [doi: 10.2478/popets-2019-0052]

Priebe C, Vaswani K, Costa M. EnclaveDB: A secure database using SGX. In: Proc. of the 2018 IEEE Symp. on Security and Privacy.
San Francisco: IEEE, 2018. 264-278. [doi: 10.1109/SP.2018.00025]

Bajaj S, Sion R. TrustedDB: A trusted hardware based database with privacy and data confidentiality. In: Proc. of the 2011 ACM
SIGMOD Int’l Conf. on Management of Data. Athens: ACM, 2011. 205-216. [doi: 10.1145/1989323.1989346]

Bajaj S, Sion R. TrustedDB: A trusted hardware-based database with privacy and data confidentiality. IEEE Trans. on Knowledge and


https://doi.org/10.1007/978-3-662-53887-6_1
https://doi.org/10.1007/978-3-662-53887-6_1
https://doi.org/10.1007/978-3-662-53887-6_1
https://doi.org/10.1007/978-3-662-53887-6_1
https://doi.org/10.1007/978-3-662-53887-6_1
https://doi.org/10.1007/978-3-662-53887-6_1
https://doi.org/10.1007/978-3-662-53887-6_1
https://doi.org/10.1007/978-3-662-53887-6_1
https://doi.org/10.1007/978-3-662-53887-6_1
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1109/SFCS.1982.38
https://doi.org/10.1109/SFCS.1986.25
https://doi.org/10.1145/2488608.2488678
https://doi.org/10.1016/j.jnca.2018.02.006
https://doi.org/10.1016/j.csi.2023.103721
https://doi.org/10.5220/0011145300003283
https://doi.org/10.1145/2043556.2043566
 https://people.csail.mit.edu/nickolai/papers/popa-cryptdb-tr.pdf
 https://people.csail.mit.edu/nickolai/papers/popa-cryptdb-tr.pdf
 https://people.csail.mit.edu/nickolai/papers/popa-cryptdb-tr.pdf
 https://people.csail.mit.edu/nickolai/papers/popa-cryptdb-tr.pdf
 https://people.csail.mit.edu/nickolai/papers/popa-cryptdb-tr.pdf
https://doi.org/10.1145/2330667.2330691
https://doi.org/10.14778/2535573.2488336
https://doi.org/10.1109/SP.2014.30
https://doi.org/10.14778/3342263.3342641
https://github.com/mongodb/mongo
https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview
https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview
https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview
https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview
https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview
https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview
https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview
https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview
https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview
https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview
https://people.csail.mit.edu/nickolai/papers/popa-join-tr.pdf
https://people.csail.mit.edu/nickolai/papers/popa-join-tr.pdf
https://people.csail.mit.edu/nickolai/papers/popa-join-tr.pdf
https://people.csail.mit.edu/nickolai/papers/popa-join-tr.pdf
https://people.csail.mit.edu/nickolai/papers/popa-join-tr.pdf
https://people.csail.mit.edu/nickolai/papers/popa-join-tr.pdf
https://eprint.iacr.org/2016/086.pdf
https://doi.org/10.1145/2487726.2488368
https://www.amd.com/en/developer/sev.html
https://doi.org/10.1109/CIC.2016.065
https://doi.org/10.2478/popets-2019-0052
https://doi.org/10.2478/popets-2019-0052
https://doi.org/10.2478/popets-2019-0052
https://doi.org/10.2478/popets-2019-0052
https://doi.org/10.2478/popets-2019-0052
https://doi.org/10.1109/SP.2018.00025
https://doi.org/10.1145/1989323.1989346

30

[110]

[111]

[112]

[113]

[114]

[115]
[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

AR SAR wrre b v

Data Engineering, 2014, 26(3): 752-765. [doi: 10.1109/TKDE.2013.38]

Arasu A, Blanas S, Eguro K, Joglekar M, Kaushik R, Kossmann D, Ramamurthy R, Upadhyaya P, Venkatesan R. Secure database-as-a-
service with CipherBase. In: Proc. of the 2013 ACM SIGMOD Int’l Conf. on Management of Data. New York: ACM, 2013.
1033-1036. [doi: 10.1145/2463676.2467797]

Arasu A, Blanas S, Eguro K, Kaushik R, Kossmann D, Ramamurthy R, Venkatesan R. Orthogonal security with CipherBase. In: Proc.
of the 6th Biennial Conf. on Innovative Data Systems Research. Asilomar, 2013.

Intel. Enclave memory measurement tool for Intel® software guard extensions (Intel® SGX) enclaves. 2019. https://www.intel.com/
content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.
html

El-Hindi M, Ziegler T, Heinrich M, Lutsch A, Zhao ZG, Binnig C. Benchmarking the second generation of Intel SGX hardware. In:
Proc. of the 18th Int’l Workshop on Data Management on New Hardware. Philadelphia: ACM, 2022. 5. [doi: 10.1145/3533737.
3535098]

Orenbach M, Lifshits P, Minkin M, Silberstein M. Eleos: Exitless OS services for SGX enclaves. In: Proc. of the 12th European Conf.
on Computer Systems. Belgrade: ACM, 2017. 238-253. [doi: 10.1145/3064176.3064219]

SecGear. 2023. https://github.com/openeuler-mirror/secGear

Eskandarian S, Zaharia M. ObliDB: Oblivious query processing for secure databases. Proc. of the VLDB Endowment, 2019, 13(2):
169—183. [doi: 10.14778/3364324.3364331]

Islam MS, Kuzu M, Kantarcioglu M. Access pattern disclosure on searchable encryption: Ramification, attack and mitigation. In: Proc.
of the 19th Annual Network and Distributed System Security Symp. San Diego: The Internet Society, 2017.

Goldreich O. Towards a theory of software protection and simulation by oblivious RAMs. In: Proc. of the 19th Annual ACM Symp. on
Theory of Computing. New York: ACM, 1987. 182-194. [doi: 10.1145/28395.28416]

Goldreich O, Ostrovsky R. Software protection and simulation on oblivious RAMs. Journal of the ACM, 1996, 43(3): 431-473. [doi: 10.
1145/233551.233553]

Stefanov E, Shi E, Song DX. Towards practical oblivious RAM. In: Proc. of the 19th Annual Network and Distributed System Security
Symp. San Diego: The Internet Society, 2012.

Shi E, Chan THH, Stefanov E, Li MF. Oblivious RAM with O((LogN)®) worst-case cost. In: Proc. of the 17th Int’l Conf. on the Theory
and Application of Cryptology and Information Security. Seoul: Springer, 2011. 197-214. [doi: 10.1007/978-3-642-25385-0 11]
Stefanov E, van Dijk M, Shi E, Fletcher C, Ren L, Yu XY, Devadas S. Path ORAM: An extremely simple oblivious RAM protocol. In:
Proc. of the 2013 ACM SIGSAC Conf. on Computer & Communications Security. Berlin: ACM, 2013. 299-310. [doi: 10.1145/
2508859.2516660]

Ren L, Fletcher CW, Kwon A, Stefanov E, Shi E, van Dijk M, Devadas S. Constants count: Practical improvements to oblivious RAM.
In: Proc. of the 24th USENIX Security Symp. 2015. Washington: USENIX Association, 2015. 415-430.

Devadas S, van Dijk M, Fletcher CW, Ren L, Shi E, Wichs D. Onion ORAM: A constant bandwidth blowup oblivious RAM. In: Proc.
of the 13th Theory of Cryptography Conf. Tel Aviv: Springer, 2016. 145-174. [doi: 10.1007/978-3-662-49099-0 6]

Li YP, Chen MH. Privacy preserving joins. In: Proc. of the 24th IEEE Int’l Conf. on Data Engineering. Cancun: IEEE, 2008.
1352-1354. [doi: 10.1109/ICDE.2008.4497553]

Arasu A, Kaushik R. Oblivious query processing. In: Proc. of the 17th Int’l Conf. on Database Theory. Athens: OpenProceedings.org,
2014.26-37.

Krastnikov S, Kerschbaum F, Stebila D. Efficient oblivious database joins. Proc. of the VLDB Endowment, 2020, 13(12): 2132-2145.
[doi: 10.14778/3407790.3407814]

Chang Z, Xie D, Wang S, Li FF. Towards practical oblivious join. In: Proc. of the 2022 Int’l Conf. on Management of Data.
Philadelphia: ACM, 2022. 803-817. [doi: 10.1145/3514221.3517868]

Chang Z, Xie D, Li FF, Phillips JM, Balasubramonian R. Efficient oblivious query processing for range and kNN queries. IEEE Trans.
on Knowledge and Data Engineering, 2022, 34(12): 5741-5754. [doi: 10.1109/TKDE.2021.3060757]

Hackenjos T, Hahn F, Kerschbaum F. SAGMA: Secure aggregation grouped by multiple attributes. In: Proc. of the 2020 ACM
SIGMOD Int’l Conf. on Management of Data. Portland: ACM, 2020. 587-601. [doi: 10.1145/3318464.3380569]

Ren XL, Su L, Gu Z, Wang S, Li FF, Xie Y, Bian S, Li C, Zhang F. HEDA: Multi-attribute unbounded aggregation over
homomorphically encrypted database. Proc. of the VLDB Endowment, 2022, 16(4): 601-614. [doi: 10.14778/3574245.3574248]
Asharov G, Chan THH, Nayak K, Pass R, Ren L, Shi E. Locality-preserving oblivious RAM. In: Proc. of the 38th Annual Int’l Conf. on
the Theory and Applications of Cryptographic Techniques. Darmstadt: Springer, 2019. 214-243. [doi: 10.1007/978-3-030-17656-3 8]


https://doi.org/10.1109/TKDE.2013.38
https://doi.org/10.1145/2463676.2467797
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://www.intel.com/content/www/us/en/content-details/671037/enclave-memory-measurement-tool-for-intel-software-guard-extensions-intel-sgx-enclaves.html
https://doi.org/10.1145/3533737.3535098
https://doi.org/10.1145/3533737.3535098
https://doi.org/10.1145/3064176.3064219
https://github.com/openeuler-mirror/secGear
https://github.com/openeuler-mirror/secGear
https://github.com/openeuler-mirror/secGear
https://doi.org/10.14778/3364324.3364331
https://doi.org/10.1145/28395.28416
https://doi.org/10.1145/233551.233553
https://doi.org/10.1145/233551.233553
https://doi.org/10.1007/978-3-642-25385-0_11
https://doi.org/10.1007/978-3-642-25385-0_11
https://doi.org/10.1007/978-3-642-25385-0_11
https://doi.org/10.1007/978-3-642-25385-0_11
https://doi.org/10.1007/978-3-642-25385-0_11
https://doi.org/10.1007/978-3-642-25385-0_11
https://doi.org/10.1007/978-3-642-25385-0_11
https://doi.org/10.1007/978-3-642-25385-0_11
https://doi.org/10.1007/978-3-642-25385-0_11
https://doi.org/10.1145/2508859.2516660
https://doi.org/10.1145/2508859.2516660
https://doi.org/10.1007/978-3-662-49099-0_6
https://doi.org/10.1007/978-3-662-49099-0_6
https://doi.org/10.1007/978-3-662-49099-0_6
https://doi.org/10.1007/978-3-662-49099-0_6
https://doi.org/10.1007/978-3-662-49099-0_6
https://doi.org/10.1007/978-3-662-49099-0_6
https://doi.org/10.1007/978-3-662-49099-0_6
https://doi.org/10.1007/978-3-662-49099-0_6
https://doi.org/10.1007/978-3-662-49099-0_6
https://doi.org/10.1109/ICDE.2008.4497553
https://doi.org/10.14778/3407790.3407814
https://doi.org/10.1145/3514221.3517868
https://doi.org/10.1109/TKDE.2021.3060757
https://doi.org/10.1145/3318464.3380569
https://doi.org/10.14778/3574245.3574248
https://doi.org/10.1007/978-3-030-17656-3_8
https://doi.org/10.1007/978-3-030-17656-3_8
https://doi.org/10.1007/978-3-030-17656-3_8
https://doi.org/10.1007/978-3-030-17656-3_8
https://doi.org/10.1007/978-3-030-17656-3_8
https://doi.org/10.1007/978-3-030-17656-3_8
https://doi.org/10.1007/978-3-030-17656-3_8
https://doi.org/10.1007/978-3-030-17656-3_8
https://doi.org/10.1007/978-3-030-17656-3_8

HMA T B SRR E ST RERA R 31

[133] Chakraborti A, Aviv AJ, Choi SG, Mayberry T, Roche DS, Sion R. RORAM: Efficient range oram with O(log® N) locality. In: Proc. of
the 2019 Network and Distributed Systems Security (NDSS) Symp. 2019. San Diego: The Internet Society, 2019.

[134] Zheng WT, Dave A, Beekman JG, Popa RA, Gonzalez JE, Stoica I. Opaque: An oblivious and encrypted distributed analytics platform.
In: Proc. of the 14th USENIX Conf. on Networked Systems Design and Implementation. Boston: USENIX Association, 2017. 283-298.
[doi: 10.5555/3154630.3154653]

M op 3253 32k -

[47] HEZE, K H, 2, EETE. 2 IR B8 B0 B MR H R B FT 4538 . THETHL %41, 2017, 40(10): 2245-2270. [doi: 10.11897/
SP.1.1016.2017.02245]

[57] XIEBE, 2l [, B, Tk, 258 E 408 T RINET L. B4R, 2022, 9(1): 1-22. [doi: 10.13868/j.cnki.jcr.000500]

et AN(1982—), B, TARIM, 3 AT 70 U 5L
e, Bl 4.

FER(1981—), B, 4, ##%, M4 T,
CCF 78t 5, 3= B0 90 A 0 5008 e, K 30
IIMT ARSI, K 2 4

g

FH(1979—), B, B4, BIEER, 1§14 20,
CCF mZiex R, T L IE U800 1K R 5 9 2%

SHIFF(1997-), T, W4, FEHT AR
i, Hlas 2], Bl 224,
4, MR 24, HLAR S S, Bt 4

g &



https://doi.org/10.5555/3154630.3154653
https://doi.org/10.11897/SP.J.1016.2017.02245
https://doi.org/10.11897/SP.J.1016.2017.02245
https://doi.org/10.13868/j.cnki.jcr.000500

	1 全密态数据库概述
	2 全密态数据库的模型和架构
	2.1 全密态数据库系统模型
	2.2 全密态数据库的敌手模型
	2.3 全密态数据库的3种典型架构

	3 基于加密算法的全密态数据库关键技术
	3.1 加密算法的安全性
	3.2 明文加密
	3.3 密态等值查询
	3.3.1 基于确定性加密的等值查询
	3.3.2 基于对称可搜索加密的等值查询

	3.4 密态范围查询
	3.4.1 基于分桶的密态范围查询
	3.4.2 基于保序加密的密态范围查询
	3.4.3 基于揭序加密的密态范围查询
	3.4.4 基于对称可搜索加密(SSE)和树形索引的密态范围查询

	3.5 密态字符串查询
	3.5.1 密文字符串通配符搜索
	3.5.2 密态字符串模糊搜索

	3.6 密态算数运算
	3.7 通用加密方案
	3.7.1 全同态加密(FHE)
	3.7.2 混淆电路(GC)

	3.8 基于软件加密算法的全密态数据库系统
	3.8.1 CryptDB
	3.8.2 Monomi
	3.8.3 BlindSeer
	3.8.4 Arx
	3.8.5 MongoDB


	4 基于可信硬件TEE的全密态数据库关键技术
	4.1 TEE在全密态数据上的应用与挑战
	4.1.1 挑战1: 数据库功能在TEE与REE之间的拆分
	4.1.2 挑战2: 数据的加密粒度
	4.1.3 挑战3: 有限的enclave内存空间
	4.1.4 挑战4: TEE与REE交互的巨大开销

	4.2 基于TEE的全密态数据库

	5 软硬融合的全密态数据库
	6 全密态数据库的访问模式保护关键技术
	6.1 基于软件的访问模式保护
	6.2 基于可信硬件TEE的访问模式保护

	7 全密态数据库关键技术的未来研究方向与挑战
	7.1 基于软件加密算法的全密态数据库
	7.2 基于可信硬件TEE的全密态数据库
	7.3 软硬融合的全密态数据库
	7.4 访问模式保护

	8 结束语
	参考文献

