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RobustSketch: Elastic Method for Elephant Flow Identification Supporting Network
Traffic Jitters

XIONG Bing'?, LIU Yong-Qing', XIA Zhuo-Qun', ZHAO Bao-Kang®, ZHANG Jin'

'(School of Computer and Communication Engineering, Changsha University of Science & Technology, Changsha 410114, China)
*(Department of Computer and Information Sciences, Temple University, Philadelphia 19122, USA)
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Abstract: Elephant flow identification is a fundamental task in network measurements. Currently, the mainstream methods generally
employ sketch data structure Sketch to quickly count network traffic and efficiently find elephant flows. However, the rapid influx of
numerous packets will significantly decrease the identification accuracy of elephant flows under network traffic jitters. To this end, this

study proposes an elastic identification method for elephant flows supporting network traffic jitters, which is named RobustSketch. This
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method first designs a stretchable mice flow filter based on the cyclic Sketch chain, and adaptively increases and reduces the number of
Sketch in real-time packet arrival rates. As a result, it always completely records all arrived packets within the current period to ensure
accurate mice flow filtering even under network traffic jitters. Subsequently, this study designs a scalable elephant flow record table based
on dynamic segmented hashing, which adaptively increases and reduces segments according to the number of candidate elephant flows
filtered out by the mice flow filter. Finally, this can fully record all candidate elephant flows and keep high storage space utilization.
Furthermore, the error bounds of the proposed mice flow filter and elephant flow recording table are provided by theoretical analysis.
Finally, experimental evaluation is conducted on the proposed elephant flow identification method RobustSketch with real network traffic
samples. Experimental results indicate that the identification accuracy of elephant flows of the proposed method is significantly higher than
that of the existing methods, and can stably keep high accuracy of over 99% even under network traffic jitters. Meanwhile, its average
relative error is reduced by more than 86%, which enhances the accuracy and robustness of elephant flow identification.

Key words: network traffic jitter; elastic elephant flow identification; cyclic Sketch chain; stretchable mice flow filter; scalable elephant flow
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&, DURZ S BT KU, AT CRAE TR ol 1 A 2% 2 — 25 (B b U E N R IAEIE SR AR, 250 2 )
5oz B 429 L5, 75 S s A 7 Mg e 7 B o ARG SR UAE. ORIk, AR SBT3 T AR 3 R ek 1 0k 328 D UL B e S, LA
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f P T Time=t P . + 151 15] 4
Sketch, Sketch,
Sketch 7 4% Sketch 7/ Bk
(a) R (b) Wiz~

K14 Sketch fifH i 455 51
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Y
I
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[subH, ()| [subH,()] - [subH,()
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\ S~a S
T><7
L

m X f\‘\: Lz

R EENINININNIN NN
BS KRRRHEL

TR T HCR RS T 5 4 5 LU RO S0872. 51 BLA L M AL AR, O
IR N I Ay B R subHL(-) R 51 BRI 568 W IR 8L fp R 7 LB (v s, M iiidR g p
RIS fd ALV R R AT 18 B MRS 2 A BEBLATUR LA m (n>loga)
NS, JFBELHEIIR m GLECRF R, ARIEAT 1 UBE, R A B R KR L 3
I, UL 8 kb 7 B, DASE I R 2% (KBS 24— SRR R KR HE N KRE SRR, T A R oI B
T, DU G rh o 2 R D ORI, R 5 DL — 8 B0 ST R 2 AT 3 k. 5 TR R R 0, MK B i izt K
BB/, DR T A KRR T, 3T SRR M.
332 BRI AMIE

RIACFRAANL WL 2 Pros. B— DR T 0 HFARRIC KRG, B SRR RAT fid 4
AR f, AR5 5 BL SRR 5 B BB — A AU, T SO IS, IUFE R AT
503 FeIR.
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YUK e K Mo N 1. B, 5 KRS AR R AR R o B ey, IR — 2 20 BL, PAIE SR S 3K B,

(2) # fp S PTA WS BT AN G RE, TS 25 W R I b R 75 A7 AE 2 T 5 A, PR BT sl A v,
Rt s BN 1.

(3) #i fp 5 AT W (K RIS ANV AC, ELBTAT BRI AN D9 2, T S BT AT S R 00 £ e /DN K
25, JF LIS b REHRR 1. Jorh, COTHEGRRE, b WS KT 1B A VB R B T IR R A B,
VUPH A R Mo 5k 1. U, 35 R0 3 3R P R KU o L A, DU B — > 23 B, DARRAIRAF it 2 TR, 14
BN O I RFTRAEA S, TR TR BN 1

BOR 2. KLIE B AL,

BN RRENI S, S UEAS BUME o, KURBIE B, 33 BIME A, IR BIE 7, SRR b;
TR VE SR VN R

1. fp < Genfingerprint(f); //T+ BRI L
2. imin - laposmin (_S”le(fp);

3. Cmin (_R[imin][posmin]'COunt;
4. fori«—1,ndo //73EE N n
3. pos «— SubH{(fp);

6. if R[i][pos].fp==fp then

7. R[i][pos].count < R[i][pos].count+1;

8. if (R[{][pos].count+a)==f then

9. My —My+1;

10. if (My/nl)>/ then

11. StretchRecoder(true); /it % &Y &
12. return true;

13. if R[i][pos].fp==null then

14. Rlil[pos].fp < fp;

15. R[i][pos].count «— 1;

16. return true;

17. if R[i][pos].count < Cpy;,

18. Imin < I, POSmin <— P0S, Crin < R[i][pos].count;

19. x — rand()/RAND_MAX; I/ SR BEH %
20. Y pOW(b, 7Cmin);
21. if x<y then

22. Riinl[pOSminl-count «— R[iin[pOSmin 1-count—1;
23. if (R[iin] [POS minl)- count+o)==p—1 then

24, My «—My-1;

25. if (My/nl)<n then

26. StretchRecoder(false); /it R UL
27. if R[iin][POSmin]-count==0 then

28. Rliwin][ pOSminl S0 </P;

29. Rlininll poSminl-count — 1;

30. return true;
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2#40: 5O 7 4T KIS RMAE RG] BB BAE 5, KIRBME 50, 7 By HBE N 30%, 5
BORAE BN 20%. 1) KRIC TR B Rl & 7(a) B, B RFCFEE P02 BEON 3, — N id N fs
BIFE NG 20, JEI 3 AT A A BRBE AN o BUBUR — AN KRR, AT B AR FTE R RIN, B KR I R 7R 7E 53 fs 4
B e SUAH, DR R Fx B T8 0 1 (49+1=5028). BEB KFICFER P A I KB EED N 5 5>3%5%30%, i
SR, TRBIE— 20 B, IFRIESE 3.3.1 5 FTd 05 U SOl () T8 A IR TR 51140 B 2) KiRid s
R Bl i~ an E 7(b) Frs, B RFIC R I BEUN 4, — N id N fie MRS, BT 4 NFIGH R
ARG B WL — A KR I, HAT BT KR, Bt KR I A EE SR f16 A FIFESUE, BARFFES R
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b, b B SRR R AL

EBA: e, AR RAIC SRR A N AR AR, AE RN — s T ¢ AR o LI, R S A R B 7 A
WA A, JERL A IX LA PR T AR I W SR P PR RS o 8 AT A A N UAL, T d AN A i T SR R i
INTRATER £, UL b~h (R SERE 0O 1. BT A5, AR RS — KU ¢ PO T O G A AT B 085 2 DA R AR

fizlog, f; (11)
& A3 2 A8 NS Rt B AR EE &R S={s1, $2,..., 84}, MAZIRE AT H 2% 58 3 A AT R IR A
fi— f+1-minb™ (12)

B T ORUE IR R 0T — S BTN f,, KIRIC R AP EEHEN £ IO i, 2 k>0, 1= kfy | Fori
NHT & ASBCHE 7 2L AF B § FOVE A AR I BB 3, X, 3RRER & ANBE o0 44 N B AZ AR ¢ I 0a A A BT 1Y
=R, WA

X, =Pr[fi+1-mingb™ > t+1]-Pr[fi - mineb™ >1| (13)

FRAE KPS R I 3E NS FE, A —ANE T ¢ B8 4 4

(1) % n AN R TR CAFAE LA, WX R TS N 1, A 75 B AT 350k, A X, = 1.

(2) 45 n AWEF KT R AE A I, (BAEE A R, W% 4B AR 1 A S KW, it s B
1, WA KRR, I X, = (1-b7).

(3) & n AW KT b RAF (%, BARTEAE 2 KA, ShEDEHAT R SRS, 2 A= (je[1,M],j# i)
FoRbr i USMOKIRES. BT o>1, WA:

min,esh™ > b (14)
Ao (14) AL (13) A5
X, = Pr [ Ft1—bm™al > p 1] - Pr[C[ —pmiali 5 t] (15)
HR¥E Chernoff FLFR Al 75
Pr(|X,— E[X,]| > 1] <2 (16)

Hor, E[X,] 7T DR S8 30 -5
E[X]= Pr[ﬁ+ L= bl 5 44 1] —Pr [ﬁ_b—max]em > ,] - pr[bf, > b +bmaxjg,1f,7]:| _Pr [bq S b +bmaxjeAf,—1]

= b—tfl( _ bmax,mﬂfrfl) _bft( _ bmax,g,‘f/ft) (17)
H T B MR 5y 210 N, NG & = — . B Markov AN3E3(AT 45
-4

Pr“ﬁ—% >/1]<Tl (18)

HIF) £ RATMISHE, B Y, fi=N, B
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AF AT (15) FRNAR 1), FH LT S48

» kf; 1 1=bh\ bf,
e | R - .=
E[f' l” /1(1+ bVi—1) ]

(bl/d+1)(l b- f/v) 1

~ kf,
Pr“ﬁ_ Tf Vi } h b " 23)
B f> 1R b > LARAAR (23) 7T

(22)

f&\ Chernoff F R n] 75

AR
P(lﬁ_ﬁl g %) N (24)

4 X B

4.1 LW

(1) 25 F A RCE. X6 % CPU (24 AN FE, Intel Xeon Silver 4214R @ 2.4 GHz) , 32 GB DRAM W 1%, 4>
CPU A 3 %4A7: Wi~ 32 KB 1 L1 HURZEAF (1 MEASZAAM | MHESAT), 256 KB 1 L2 £ 24751 24 MB
B3 L3 Bl 22 4.

(2) FPndE. SO0 I BT IR A8 T AL 265 B AR E i S0 = R AT A w8 3 X 48 i =L A (TRACE20130222 Al
TRACE20181206) 1E IR EE 4. X W/MEAR AT o E R L IR A A 5 10 Gb/s FF4EHE, KAL)
N 1:4, K8 H B4 51 2013 42 02 A 22 HA12018 4 12 H 06 H. #£4 TRACE20130222 3%t 1204372 49, H
M H R 500 B KA 2631 4. KEZA TRACE20181206 3tit 686836 453, Herh 24 B85 500 B AU
AT 3147 4.

(3) THARFF.

1) K% (precision rate, PR): W &5 AR &5 09 FTA KA B SRR 5 L.

2) Pt PR gt pR g KRS RO, RR 0 KU U0 7 o, BT 205K
TR AR I B R R A R A P L A7

3) ‘P4 %f iR % (average absolute error, A4E): ﬁzﬁw A —n|. Hor, o AFFARE S KREL, o, N e
SRIHTE KN, n, NG § SRR EL SR,

4) “FIYHFRZE (average relative error, ARE): ﬂ w FHorr, o NEVFERE B KRE, 5, e T
i FTRITIE RN, 0 NES i SRR/,

4) ZHRE . ASUCRH CHERFESL I 14 B & 75 % Elastic Sketch. Augmented Sketch (ASketch).
Cold Filter+CM Sketch (CF+CM), LA J2 A SCHTHE H 1 RobustSketch. Xif-T* Elastic Sketch J5i%, ##4r B —AN 5 4%
AR, B ARG 7 20 1A REHEES, B BRE R 8, Al B = IR TR N AE R/,
%F T ASketch J57%, % Lbf] 1:3 4L Cold Filter #4311 CM Sketch #5431k /N, Hidt CM Sketch (4T %A 3, CM
Sketch [F 4RI Cold Filter 73 AR U 73 FL B N A R/, 3T CF+CM J7v, 28 1 /2 dEE BN 15, 5 2
EILIEBME A 255, CM Sketch 17401524 8, BB T J6 4 N A7 K.

S T2 S H ) RobustSketch, i 4% 7 ({14E4 Sketch 4 3 47 1024 41, i EHIME o ¥4 15, /N IES E
HIRME o BN 85%, B A1 A W11 R 500 ps; KIIC T RAILG /> BEES N 8, SR/ BEEUI G T4 A7 K/, 1R
BN 25%, WAEBRE RN 15%, MERFEIEE b BN 1.08. $2 FK, LI 4 TRACE20181206 A, #0 4% 0551
WHEFEFR .

1) e, AR ERSEAB RO T, KUK g IS 2°—1 #8In%) 2°-1, i1t RobustSketch % 14

Befatringe 1 FioR. W3R 1 W LLE H: 23 iEBI{E A 7 i, RobustSketch HUfE T ANHE RS T 3R (E P 48 0153 2 T iy
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X2 R R Y I DR BE BURET, ANAUE JERS 2 T8UT KB KIRIE SRR, Kl g &7 2/, &R AR M
TP EOS KA THE B I0R 2. B I8 BRE 1938 K, RobustSketch [FIRE B < FH VR T B, X & R A KR FE B4
FF (50 JE 31 P9 0 23 2B 400 PR, A o i B A e e, /N DR T R i S B A T TR ORI, M SRR 15 B,
RobustSketch #% Wi BEFR bR i, BL/NAS S B THEEE G H 28 (R, 48 B, F /O IS TR KO NE A IR E
4 4 bit, B EBIEh 2°-1=15.

2) I [E) . TEARFE RS HOR BB LT, AR UK I 18] L I 100 ps 380 E] 900 s, 4iit RobustSketch %
T Re bR AR 2 Fras. INFE 2 FTRUE H: /i i 8 25 R B 1) J& 19 500 ps BT, RobustSketch HRE i 2 i 1=,
ARE B/N AR B3, 10 F1 53500 AAE R BARAE. oAb, i) & #0768, 153885 oh i Sketch 2/, WAZIT
BRI, 27 b, B TR R IS A IR R 500 ps.

K1 DRI IESRILJERE N RobustSketch HEREMIRZM R 2 /NI JEAS B 18] A HA XS RobustSketch 4 E 152

PR R (%) FI93  logd4E  log,(ARE I (us)  ASTER (%) F13%0 logigdAE  log,0ARE
7 98.11 0.918 1.974 -0.215 100 99.83 0.912 1.965 —0.067

15 99.85 0.924 1.935 -0.130 300 99.82 0.926 1.977 —0.086
31 97.76 0.908 1.914 0.074 500 99.85 0.924 1.935 -0.130
63 95.38 0.898 1.875 0.354 700 99.75 0.915 1.937 -0.117
900 99.69 0914  1.934 -0.121

3) KFILFK RN 7 B ERFF RS EAZ RO T, RICK KRAC TR 7> B 2 38 2] 10, 4
i RobustSketch #- WL RETE R UIF 3 Pz, IFR 3 W LU H: £ KL RRA 46 73 BOSCEAR I, B #I4R 7 BOOZ
#3410, RobustSketch [ & EBEFEAR 2 BT 11 24040 7> Belod 8 383 10 W, PEREAE AL/ HAR 2> BE
TR B DRI, 5 RIRIE TR IR 73 B BB 8.

4) KRR MAERAE. A RFF R SRR N, @ BRI R 4R (E, Fti RobustSketch
FIERESRAR AN 4 Fros. WRHAT LA 2 KIC SRR AR R BB 25%, W48 BIME Y 15% S B 20%,
W4 BIAE 9 10% I, RobustSketch B4k EHUAG 1 BUFIIVERE. AEVEREMTIEIITE DL, Kt RER M2 B, WA
THEBOR. BRI, RIAUIE SR A R AN BRAE 70 79 B9 25% AT 15%.

3 KFICEEWILR 5 BT RobustSketch 4 KAICFRMYE R EXT RobustSketch
P BE 520 P BE R 52 M)

WIED BEL KT (%) F143%0 logipAAE  log(ARE I (%) 4RI (%) FE#2R (%) F153 %1 log,,AAE log (ARE
2 99.85 0.856 2.147 -0.074 40/30 99.81 0914 2.001 —0.091
4 99.81 0.907 2.010 -0.087 35/25 99.78 0916 2.005 —0.106
6 99.78 0.919 1.958 -0.101 30/20 99.85 0921 1974 —0.088
8 99.85 0.924 1.935 -0.130 25/15 99.85 0924 1935 —0.130
10 99.74 0.923 1.891 -0.124 20/10 99.81 0923 1926 —0.1119

BT BRI E, NS0 EE A B A S B 3 4, 4 ST AN R 2 AR, S vt AR B R N
SR AR, F45 G BR AR AP 00 BUSEORR B US4 3R, 1 5 IR IR 2 00K R AR, T v AR
SCESFRER. SIS AL RN B RAEANS B, U EANGE I, TR HECE &N N=10M, 17
K/ 60 KB i3 2] 100 KB. 428 A5 HEER, NAFK/NEE 100 KB, & 73 HEE A 6M #8382 14M.

42 KRBEIRANEE
42.1 F5HaR

() TR ENFRDMIRR

K 8 IR T AR A K/N BB SR RS B2, M 8 1T LU Hi: fEAR A Y4724 F 72 T, RobustSketch A% T
Elastic Sketch. ASketch. CF+CM HEA 5 & iR ks %, H AR A AA 8 = T U5 U B s i . DL
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TRACE20130222 A, 24 A 774d I &4 60 KB I, Elastic Sketch. ASketch. CF+CM [{IFEHIZR > 1N 90%. 72%.
1%, 1M RobustSketch FIFEHIZEIE R T 99%. B A7 (8 F B3GR, & 500% R AR B 2 i e I, q i &
9 100 KB I}, RobustSketch ({5 #4321 100%, %+ F Elastic Sketch. ASketch. CF+CM, 455124 %14 98%,
91%, 56%. J 2., RobustSketch TR IS 238 46 28 i v HLRE 0% PRI AR E . X 22 K2 RobustSketch 8 i = 201 /)N
T PRSI ER 7 RN, AR B T /N 3 2H S KR A 1R 0 R e, T AR IR T R AR R B e

12 1.2

7ZZiRobustSketch [[__]Elastic Sketch FZZ)RobustSketch [EElastic Sketch
B ASketch I cF+CM SN ASketch ECF+CM
b % 1.0 ¢
%
=] é =]
.2 % k)
g . g
z | z
3 . 8
£ ? &
—
%
%
%
N
%
|
7
60 70 80 90 100 60 70 80 90 100
Memory size (KB) Memory size (KB)
(a) TRACE20130222 (b) TRACE20181206

SR ESS T EPNANINE S

() KR 5 HER IR R

9 A H TR HAE T B HIRRRB AR B K o TTULE 24 N 774 i 2Rl s i, B a4 4
1 %, RobustSketch [ R FILRE iffi %6 4 AR Fi i i BLAEXT A 5, T H R EE MRS R 2 A RIFRE M T . LA
TRACE20130222 Jyfil, 2435 43 ZH#  6M I}, RobustSketch. Elastic Sketch. ASketch. CF+CM &R 7>
AN 99%- 99%-+ 97%-+ 90%. LMoy AL EIE N F) 14M i, 505 FRS ) R I8 B B, H. RobustSketch.
Elastic Sketch. ASketch. CF+CM HIAEHIZR 25N 99%. 96%. 54%. 20%. 427, RobustSketch #7534 H 4K
P mEBhRE . X FEEIIIHT RobustSketch 885 HRHE W0 4 5 5 1 K/ F 3% B AR 45 K e 338, SRAEXT K 1
TR, S8 T IRAIRE .

1.2 1.2
—®—RobustSketch —® -Elastic Sketch ——RobustSketch - ® -Elastic Sketch
-4 ASketch —o- CF+CM & ASketch —® CF+CM
1.0 1.0 b = —
.‘.
0.8 . 08 F-on - B
g 06 . BRO0.6 [----mmmmmmemeoas B CORCEGR e e EEEREE
~ .\ A ~ k2
N\, \'\
N, .
04 F e 04 F > U
N .
02 F e T 0.2 |rmmmmmmmmmmeme e g
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(a) TRACE20130222 (b) TRACE20181206
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422 F15¥

IRAESZE T R BT AT IR, A R IR AR B R AR, AN RE 58 A R W IR IR I B
TAPE. BR T RS 41, 384 2 S [0 3 5 BT 0 SE R P e 8 B0 AR T 5 1 B A9, A R R P 1) o —
TR B fibm. X T [F — AN KRB %, B B R AA SRR 2 AAEE KR, B, E— PR AGERfEmE
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