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Survey on Open Source Software Supply Chains

GAO Kai', HE Hao’, XIE Bing"*, ZHOU Ming-Hui’
'(School of Software and Microelectronics, Peking University, Beijing 100871, China)
*(School of Computer Science, Peking University, Beijing 100871, China)

Abstract: Open source software has been a key infrastructure of modern society, supporting software development in almost every field.
Through various kinds of code reuse such as install dependency, API call, project fork, file copy, and code clone, open source software
forms an intricate supply (i.e., dependency) network, which is referred to as an open source software supply chain. On the one hand,
software supply chains facilitate software development and have become the foundation of the software industry. On the other hand, risks
from upstream software can affect downstream software along the supply chain, leading to the ripple effect in open source software supply
chains. Open source software supply chains have attracted more and more attention from both the academia and the industry. To help
advance researchers’ knowledge of open source software supply chains, this study provides a definition and research framework of open
source software supply chains from a holistic perspective. Then, it conducts a systematic literature review on worldwide research and
summarizes the status quo of research from three aspects: structure and evolution, risk propagation and management, and dependency
management. Finally, the study summarizes the challenges and opportunities of future research on open source software supply chains.

Key words: open source software supply chain; structure and evolution; risk propagation and management; dependency management
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FTPAEX SOHE SR L8 % Xavier 25 N PI0H T 317 A Java AP AN AR W (AR, KB 14.78% (1) APT A8 W
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WU R Z B8 0 E RAS S5 (MAJOR); 58 OAR A A FRA AT, HGINT 0 ARF 158 Dy ag, W R AZ 380 ok A 5
(MINOR); £ BT BRCAAL G I T [T A1 ) UG IE, W38 & 1T A 5 (PATCH). SR T 2 A BF5E R IUAH 4 —
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QAT DA 43 L3 AR B B TE L S B L s, 2 IR B Rl N 2 A TR OB, E RTIT 9 32 BB B 1Y A%
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5, AT RIS FE BRRR AT 0T H AR AATE R ARG SRR, VDIOS R RE$R 2 564845 DU e T R AHE S 14
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