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Abstract: In recent years, software system security issues are attracting increasing attention. The security threats existing in systems can
be easily exploited by attackers. Attackers usually attack systems by using various attacking techniques, such as password brute force
cracking, phishing, and SQL injection. Threat modeling is a method of structurally analyzing, identifying, and processing threats.
Traditional tests mainly focus on testing code defects, which take place in the late stage of software development. It is not able to well
connect the results from early threat modeling and analysis for building secure software. Threat modeling tools in the industry lack the

function of generating security tests. In order to tackle this problem, this study proposes a framework that is able to generate security test
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cases from threat models and designs and implements a tool prototype. In order to facilitate tests, this study improves the traditional attack
tree model and performs compliance checks. Test scenarios can be automatically generated from the model. The test scenarios are
evaluated according to the probabilities of attack nodes, and the scenarios of the threats with higher probabilities will be tested first. The
defense nodes are evaluated, and the defense scheme with higher profit is selected to alleviate the threats, so as to improve the system’s
security design. By setting parameters for attack nodes, test scenarios can be specified as test cases. In the early stage of software
development, with the inputs of the threats identified by threat modeling, test cases can be generated through this framework and tool to
guide subsequent security development and test design, which improves the integration of security technology in software design and
development. The case study applies this framework and tool in test generation for very high security risks, which shows their
effectiveness.

Key words: threat model; threat modeling; attack tree model; test case generation; test scenarios
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HE I EENEAGER. Ld, HERIEMRENRASH. MBS, WELRMN. FEAM. BHESHAE
EIBATIF BT AR . BEAT, B AR (200 1 Bk B B 1 B, P ol LA BR A T ek A1 B0k A= o 30 £
— W B, AMET T 52 bR s B AR 22 4R

(2) 19 SR ) DR B DG R AEAE R Rk ZE B AR b, 715 B AND. OR PRI SCHESS AL, M H Ry S — il
FRAERT, FURE 4152 X AND Bk OR L iy —Fh A8, BT 5 G 7 25 90 26 1r) G656 R A — 30 (A S



AT 8 2 — AR T BRA 0 52X R ) £ AR R o L B 7

B P R, A ST A T REA R 23 D A T AN R SR IBE DR A A Y e, BIRE 1Y AR 1 R, A e
AND KIRIC R, #7311 it OR SRR, WilEl 3 Fror, A SEBL GO 11 H AR, 5 2 SE8l G1 Al G2 sl s
L G3. % T 3 R ORIB S5, I ah MO R 5 SR SIS AL TE VAT AL

: @ 5 (AND) 5 4
: 5

@ 5 (OR) Ji £1

12 AR
£
(o) Cay (o)

3 ARSI 5 1070 28

(3) ARARDLI Dol . x5 2R (SO0 B 33 A A AT ] PP, I A A DI X 3 48 Ay 5 A1 PO ol . 5%
Brdzase i, P38 RGO 2 P S 1] I B g FLE AT T ) 5 S AGT I B £y AR 3 S DA 17 R L LA % i
YU, T A T DL R 2 A v AN SEEL R 2%, AITIAT B 8 e U ) A, R 2 A PR A
2.2 BREURIRT

Xt At B BRI R A7 ) S PR DU 55 s e I, A SO BRI T T A4k it

(D) Pt se it 10 5 B 1y i X

TR R R (1Y U i SR, ] SRR T SO BRI AR, (EF AT U B AR PR 4R 45 R,
PRI T VR0 PR T h A RS R, W B g e mk. filid R4 BB i E AR R E AR
KIg Pk, Wk 1 P,

R B R PR

Jtk X
E2yS Bt SRAE 1) o EEAEAG
Eiiipan Bl AE B AR PR B
21 TRV HTAE R Z G, T R R RO AR
BBt W AT 2 i B £ (K et 2 o S IR
B AT fioh e b5 AR Bl 7 L B U s A
Ja BAAF RSO RAE ) K5

AT SRR M THE (top level). RASE (state level). HEf)2 (event level) iX 3 J2 46 #y B, Th 2 Hiik
B sl By A (0 Jpe 2% b, 8 B PR L o T 22 o (94 s AR A A — A, BIAR Y 8 RS E R B i 2 A7 A
FPERAS (071 A, RITAR T s AR A B 5 TR B T s AL, RAS 071 £URT AR SR S A E (01 5 42
13 Tt 2 S it ) LA B0 45 B A S it 1 AR B A 25 4 1% )2 s A T B AR ) R 2, BT
ek 4y.



8 I S TR o Al

ARSI M 4 A i (cyber-kill-chain) £8P SCHCA B BEAHUE. W48 R AT HERBER S FHI% e 7548 - T T A
P, PSR o) 4k Bk 2 iy JE AN [RIBY B P e - AR bl s A TR R ks 7 1) A BE TEAT AL 3, I
AR AR AR T Bohi F S H bR ) — IR SE R SR, BT LUK AR 197 a5 T LA 380 059 28 5 A B AR 2R o PR A R
B Horb, R BERETRI (K 7 ANE B PO, BT AN BE Reconnaissance 15 Weaponization Y3 ) 42 B Sz i (19
WS AR, B UUNRGE N, HWERREMASE. R F) 4 BBt Delivery. Exploitation. Installation. Command
and Control PF )2 i 3 Wil X B Ax R 48 st AR S, (he HbR RIEEEGE R FAAERGER. ©2EET
FEF I R 5. ) (P Be Actions on Objectives P (12 Bali % St 5 Mo i, S5 8B R HR R A B4, il
DIIUIBUREIH . BRI SE. DA, SE T A R RERERYL, R e SCBGEH AT R BOBERL QA 4 TR,

Hir

B B Yt sk

‘eaponiz-
ation

PRV R B BT v 2 R W 2 R A ALY, SR I T M O S H AR P T AT B R 7 ANBY B
SR, TESE BN v, 2T 9 28 SR A EAS B KAl 2 B B B AT R LU B, DTk, AR SO L 7 AN Bk — 2P Mk, 19
BB A Bk gt Bk )G B 3 ASHDRL R B B, RIFT B EXE A 3 Al Beili 4 (prepare) Bk S5t
(action). ¥ f54E (follow_up).

Q) AT 2: B0 T ERAERT L B

FHFABEIR Y 55 (R (1) DRI 0 RAFAE SR R, %) T 47 5%, AND Fll OR SRR TGyl /2. Rk, AR SCisevt 7 —Fh
B S I AR, R AR AT ORER. Wl 5 TR, EAERFHZE B ROR, W 7E GO T H:#k AND
HIOR KT MHRAERT, Rt H Il 3 vh 4 s A (1) QTR OC JRBEAT AP, AR o 1771 s — SR R 0y Jay R A ) L. W5 Jm ) 44
FFHIES T 79 R ORIBCTR S, AR U SOV T BGR AR R,

& &
@ (@ (@

5 BRARTHIR G BRI R R R 7R B

BEAh, FERGR B H, AND A1 OR R RYE R R B AR (AT ek (EAE DS A v, St 8 S ) 2 2 4
VR TR AT IR, Bt WU PO L v e 2 2 B0t R O L, DR 1Y AN B AT g, SR R e R, e

%
EL

K4 bty s B i

BB JE R RIAT, H2E S B E AT I RTHE. T AND S8 AT DU A B VE S AT BOHRAE, BT LAAS SCHE T AND 2%
FIFAN 8 — T 28 Sequential-AND, fiiFR 4 SANDP 418 6 FioRs, JER T 3 AhIedh 3 s i S Be 28,



A48 2 F AR T ARIMER 09 % 2 mX A ) A RAER A= T B 9

& e >
G G (o) G ) (o) @) ) (&)

6 MU R ORISR

NI B AR A5 T FH R R R Bk AT R I [ I 5, SR 9 ' A 1 ek P 1 AT A . T o
T AR 5T BT CH AT () AT 0, 48 e A TR ST, 4 1) A B AT R ] R DRI G R AN B
AT p 3, /£/E AND. OR Hl SAND IX 3 FlOCIBCZS A, AL N ) B 481 s TR 0R.

(3) PRABETE 32 by Bk 1 A A 1 R e

DAL T PP AR R 2R R (D50 2, A SRS B0t 35 AT VP A A0 JEAR O8I PrAG
T AR R A SR, BE R A R A SE B AR SR CVSS AR, A AT s A i CVSS i br, K
SET R R AR

hy B R e, P A SR 8. T B SO B S AR A A R S 1, R BRI ST
(IPEANE 1, F P SEAE S K3 5l LA S i 00 A ARSI DR1 b, AR S8 BBt 35 st I ik A 56 1) e A A8, A2
WEAEHTE. MIASHL U R
23 BEIEN

AR 7 e £ BB AR AR (1 2 SORN TGRS AR . SOk 1) 0k AR F) e AR AR Gt 1] 7 i, LA 2R A
AR DI OC 2R LA BT RV B 1 S A5 R AR I L S

AttackT
acklree TreelD
1y
* 11 TreeName
Part TreeAttribute
f TreeDescription
1 1 [ * 1 1 | TreeVersion
OperatorType ——<| Operator | 1 * | TreeNode
T NodeID
(L [ 1 1 ! NodeN
Stage AttackNode * iDefenseNode| ] odename
! NodeAttribute JE—
PreCondition —— 1 1 NodeDescription
1 1 I —
1 |1 . .
UseFunction PostCondition ————>——<(AttackAttribute! DefenseAttribute NodeLevel
1 1 1
InputParam Testinfo —
1 1
OutputParam |AssessmentInfor——

1 1
1 1

Base score metrics

1 % CVSS 1)1
Indicator

CvelD OccurrenceProbability Temporal score metrics

1 Environmental score
metrics

7 Bl R R oA



10 BRAF AR SR g K B I

TE M 1. B WA Y, Bl WAt — FR BRI {4 Part FIAA OGS PE TreeAttribute #5%, A7 X R ATM=(Pt, Ta),
I (D) PR — N ETHRES, BAE T BTG MAE . Pt K ICHE Part B WNFIEEL, 4 & BRAE R 1
Operator #7 mif 1 TreeNode. (2) Ta /2B AR EIEE S, ZESTEE 4 FiEME: TreelD B ID
FriH; TreeName HiIRALIY (1 4 FK, — Mol Ol AR V6 4 12 7 BEW S8 M TreeDescription [R5 ) HAKRAE B
TreeVersion F/EAA (IR A B . Horp, TreeName Fil TreeVersion HIZH 2y, FT-ME—FR IR, 24 61 AR IR 1)
AR TR, S X A T BAR AR R R, R A I AR 55 AR IR R A iy 44 1 58

TEX 2. KF (Part). FfF 2B (1A% 0, 58 S 1 L3, Part (28 BY4A PiFP: Operator. TreeNode. i 5
FEG B R A L, d5 =W ITE T I 45 M B Part 2H AR, M5 SE B AR AR 1Y b Bk 19 e 4 Rk

(1) Operator FHRAF48715 s CHE R R, A X &1l Operator=(Tn, Ot), Tn 37k Operator JCEE 117 5%, Ot
7R Operator [Z51Y. OperatorType FIZRRAT PR, 3t 6 B, oA Bl 45 S oG LA A JT3k, B A7 s i R 16 A
D_JF3k, Bl OperatorType € {A_AND, A_OR, A_SAND, D_AND, D_OR, D_SAND}, # [FJJ& 8 (¥ 55 s i 4 AR RF— 2

(2) TreeNode HKHiiid 1 mi 1 B AR5 B, X R TreeNode=(Op, Na), HH1 Op K717 5 XK1 Operator %)
2%, Na £/~ S 1@ MERIIR . TreeNode M58 p A, 20 & B35 15 AttackNode Fl15 175 15 DefenseNode; Na
F R AttackNode Fl DefenseNode 1l H J& P15 &, 5% & Na={NodelD, NodeName, NodeDesciption,
NodeLevel}, H:H' NodeID 7~ 75 &) ID #511, NodeName 53R %5 & 1144 FR, NodeDescription iR %5 & f HAR(E
B, NodeLevel fX% 1 15 0224 7E Part 424, Operator F TreeNode 1 5.5 Ik, F [A) 0 5 T BT (K04 T 45 #4). H:
o, P FER AR RN, LG H BRAE AR TreeNode, BT A R4, B2 H AR A7 b EAR 1) B0k /Wi A A

E X 3. 1)z (NodeLevel). 15 fUZ G SRAR T s R B FHOCR, 7T4) I T0Z (top level). ARFSJZE (state
level). ZH{4)Z (event level) X 3 JZ2 454, 52 R 3 NodeLevel € {Top, State, Event}.

TEX 4. Gli i i (AttackNode). Bl 9 s HIRAA MG 445 R, 795250 AttackNode=(Aa, Dn). JiH Aa 3%
7N IR SR, Dn F7R T SR DefenseNode #13, A% m0 B B8 7 £ 4035, Kl 8 Pk,

AttackNode 55 DefenseNode i it jiz 25 422,
Yk Hw

i A 1

B i 774 1 B 77 % 2
DIy W77 {14 i 2

8 il t i B s R B

TE X 5. it st (DefenseNode). B sl H SRR B 77 245 1B, B ¢ &3\ DefenseNode=(Da). H ' Da &
RSN EESIK, 5 AttackNode AN A, HOCR A ALEAESR W AttackNode [19CHE. H24fi DefenseNode 1172 X,
4 AttackNode N FELER, DefenseNode A7 A77E. T AttackNode H' C & A7 1E 45 7] DefenseNode [115] FH,
It DefenseNode & H & 5 X481 AttackNode 17| H.
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E X 6. BuitiJ@ 1 (AttackAttribute). Biti & P F R IR Bt 5 nURe B 0@ PSR, GRS BGH BB (A E 30).
BTESM FERE. WG THNERIX 5 TIHE, AXFRER AtackAttribute={Stage, PreCondition, PostCondition,
TestInfo, AssessmentInfo}.

(1) Stage HIf AR Bt b B, WY Booh 4 b -1 Booh A= iy S8 IR 34715, Stage € {Prepare, Action, Follow_Up}.
Wl 9 B, BB BT AS A TE, AR AT R SR A R B s A .

it Wi st Wit Ja

CIEHIED CIED
Prepare

Ko Zrdifi B ek

(2) PreCondition FH AR S oh A E BRI E 4 A, 01 G106 201 55 TEHE 28 B YR B A A0 58 I S Le A A R S BUZIR1E
.

(3) PostCondition F SRl I HEBCTARAE J5 7™ ALK 520, 140920 XSS Beiky, leThZE 3] T HI ™ 1& 5 RE.

(4) TestInfo FHRAHIANT MR JE M B, B KR Testinfo={UseFunction, InputParam, OutputParam},
UseFunction 27~ A 19 B A% J772:, InputParam R4 A S 4, OutputParam FoR 45 R, W TestInfo 7B
P18 5 DRI 458 et G A %) e b i A0 2 e DA T 46 2 2% (R K FH 441

(5) AssessmentInfo I KAliA Y S PEAY B PE(E B, 15 % &30 AssessmentInfo={CvelD, OccurrenceProbability},
CvelD F/R-FHIFIF 1 CVE #5117, OccurrenceProbability 38717 i & AEME 14 {H. OccurrenceProbability [14{H
H—RFI CVSS fabril i 5 e H 45 2.

EX 7. PifilJ& 1 (DefenseAttribute). 54 Ja 1k FH >R i W5 400705 fUReA 1B P A5 B, F 2R IR B 7 5 5T
A, XA B YE S —3 7k, P AR SR g AT W B A R .

3 ETEAMERAIZ 2N IS RAESR

A TR S I BT B AR AR 1) 22 A R 48 2B R 28301 5 SCIEL 10 B, 2 S HE MO B T B TR 1) )
Tl A N ) S S T I () JAC e AR A 2R, BT DAE T AR B e g, R PT LU I R AR A A . XML SCAS ) 45 5
X T-Bh kg XHRERLIEA T IS 7, 40 24 % XML SO AR 36 R ] ARk B (R 6 3514 & S ik (A 70
FH B B B AL, AR R B B AR B A 48 US0PSR AT T4 SH e 48 7 4 j e 1)
T3 %, I TR AR R SUHEA T VAL, G0 B AT PAL AT v S B AR I R AR AR, SE ek [
W a5 AT VP A T 3 PR AR A e B 4 2R, LR S PPN th T DR B R T TS B DL R AT
PRSE 3% BR R A MR K IR IR 2 A TR, T 15 T R 2 B I i P A AT, 4 0 2k e 8 4t W A 491
0 A B AT DUAR ik, T RS b P A 7 o R A, 328 RN A A o IR T AR 5 2, A B B SR A T 7 AR RN 2%
fift, SO R LA, e M RGN LA, FE T AR A 5 A A B AR AT BAR A 2.
3.1 EEIME

AR TR DL () PN AR A DA ST RIS ) 1 B R s, B R AR TR I AR LI SRR
Falky 7 SR A A b TSR L.

(1) FETBIR I A g, [ kg 5 2 mT DURE N R B9 5 3 DTG A EASRR P2 i 75 & 75 SR AR, 1 30
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AR FARAP R - 3k B AT 5 AR AT N 0 B s AR EBIM T Y. ) CWE_ID. CAPEC_ID. 2KJj%
BUE B AR5 AR SREUW AR AT B 25 8 BB rh by R0 S ORI AL P B AR J Bl 1) P " AR 5 T CAPEC
Yot FER g, T CAPEC R #1128 T 500 22 Fhirifi 28y, o Wi Bt U v AN Bt BIEFE R Mot . AES T
5, WA MR CWE Wi 70 B I 85 /248l CAPEC B 1) Related Weaknesses 7 Bt fi6 % JC 6 i i 51 2% 1 11
CWE_ID 7B, BRIt Beffilid 1% 5B M A B AR P UG BCAREARE, AR AR RRAR YV JeAsi 2,

W 1 A R HE 42
; e I R R |
s (‘ﬂi;{{;; Pl om0 . mEMRSH
L ML | EEEMRAE LD AR

A A5

UL S i E%ﬁ@ﬁ&/
B B EAS
fote B 77 R %

- XML iR

i IR

o TRULETES GREE | | e Sk AR CVSS) |
R AR, L e B e (BAHD) |
' L mankRm) | ; K

_____________________________________________

10 FET UMM Fry 008 451 242 P AE 28 P

(R IR AR P 7R A AR I, T LA MRSEAS 25 v 326 R BR 3 A 140 Jg B 82 D9 T TR (AR, 7 R TT IR, 94
T RKERIN . AKX OWASP Top Ten (https://owasp.org/www-project-top-ten/) fil CAPEC (https://capec.
mitre.org/data/index.html) [ HE4T 43 BT Ab #E15 21 Web 22 440380 H LB ¥ P4 B A5 OWASP Top Ten A&t f T A
Web N L4410 H (open Web application security project, OWASP) & i [ B SRS, 03¢ T Web N LA
B A OB IK UMM ST, H T SORT IR 2021 4 SCRYHRE 5 HLIK) Web 2242 SUtsk 10 g 23 4 10 K36, Jit 182 Fif'; CAPEC
(common attack pattern enumeration and classification) 4 13 [ [E 1 %4> ¥ (United States Department of Homeland
Security, DHS) A 8 AL 2 Ul U0 0 8 5 2, 8 T AT IR Im M T8y $R RSl 45k 0 U In)
P55 9 UL (mechanisms of attack), JL11 546 F BT #5. OWASP Top Ten 1 CAPEC 2 [/ H i, OWASP
Top Ten %4538 Related Attack Patterns 7B BEFPBIME & T %W ) CAPEC %13, [7] 3, CAPEC tH 7] LU
T Related Weaknesses - B4k 1 B0k 45 0 6] B 1) gl o 1) 2.

OWASP Top Ten (1) 182 Fftjge/iptf I CAPEC H1 (1) 318 F Bt ki, AL 456 H ) 2 K KT Web Ji3{
TF % BB AE R BUR P2 5 OWASP Top Ten VLHAD ) 318 Fh e b s b AT AbBR, 344 ooxst I i 4 B 454K . CAPEC
FRA ) T e A R A 43 7 ks 2 ) FH e T B 22 A0 FH (R 4 S 2R 2R ok, JL ARG, S50 4 T2 A
K (category). JUtRE (meta). ARHfERLR (standard). TFEAIHEIL (detailed), 290 NG B 2K Ik Q1AL AL
8 CAPEC JZ2 18 SCK AR I %) o34 4 J2, 53315 CAPEC 1 4 2 B A=A R 4 X8 16 P9 B AR 2 2 F0
NN 2 Pios.

B 1 181 58 T 2 ATEAR GO0 B Bt o8 o, i B st 7y o, A4 45 55 ME B, I a LAk
JUN IR, 2 )5 5 R R Rl — A5t (standard) [ ECAB I AR AT 40 AT, i 25350, 8 56 2 |2 %45 HE (standard) 1)
B S5 S P FRIRIRE IR I, Wl 28 1 )= 28 0 )2 BEhR. 18 11 JB/R T B ) b afil e A 1) /s 22 1.


https://owasp.org/www-project-top-ten/
https://capec.mitre.org/data/index.html
https://capec.mitre.org/data/index.html

82 & —F T RMAER 69 S 2 MR ) A RAE R fo T HL 13

R2 AWEBBEHRNA L

W EBRZ CAPECZ=# fiiid A
o . FBURIE TSSO RAE I B B S A SR, SR
i 3 O N D e L L i

TEAE L B0 AR 52 T AR 0 AR i R, 6 A

12 SN EHARBII, BT BT VL IR, JEAIRRES B 30
SRAL I BERS . ERERR T4 MR BT G B A ST R
BB ok T Tt B PR e 7 0, U6 RN 56 AT Bty

22 FRIERER Y, B (RGNS A ORISR L R TR 07
I 0, R MOC B
VAU B T ARG 0 DRI £ B, S R s bR, ik I e

3 BN MORATRERL, 285050 HOCBER FIARHE BN s L, R AP AR 191
[ AL B St B A RO SEBL H b

EO= B2 H2E $3E
ST | JEFDOMIGXSS |
Kl .

LA Dhae

(NN

BIEAN

Pl A (XSS)

L

| SR XSS

| A7 XSS

AL LDAP 7EA
XML A |
liit SOAP BHREMITIEN

B E R G IR
EEET
RN 15 B

HOUE T )

|ﬁﬂ_ SQL E)\ﬂnﬁﬁ%éz\ﬁﬂ

AN K ———
MEXRMSEA |

RES A AT

AW 5 2 B

L somr ]

MR SN

fi G

] |

A

Eiiif=Ea
11 Bkl E 7 s

CAPEC T, 7% ) Execution Flow B FH Kl Booki (1) 52t 755X, 3& & 4F o BEBY (19 B0 15 s B4 ; Mitiga-
tions - B¢ KA IR B (T8 vk 7 2 53R, 3 G A AR L I B AT s, th TH4F CAPEC #E 4k, w7 B v @ vk
E 30— B SCREIAR, DR F5 BEX LR A7 b 3, 8 LA A0 ok w00 P VR a4 79 7 B PRI RU R D0 - T I T B AR ),
53 % P T B I TR A REAT 2T BB, 43 B LA 1 A AR R4 A A FRBE AT IR 3, 43 BIBEAR I 15 281 3R;
o 51 2 TP S R AR, FRGEE T IR I SCIEOC R, A5 B ) BB SO K Py B RO ST i N BT 2R . L
Execution Flow 7B A B, i%)@ E {8 11 Step. Phase. Description J<8ET3E1T 43 B . 78 SCl T 43 #7 1% - B 1) 20 Ry
A, S TRAL BRAR 35, WPRRER A IREEAT IE W UL, $EE TR ZE R OGS B, 19 8 T BUhiMe & B . Bk SEitib B 2K
o T SRR B ERERTIR. 2 05, ARIEASI 1) 5 SOR b3 5 A3 VBRI R 20y BRI BO 7 15, JR0 e 17 IR ORI S8
2, 12PN SR SO, [FEE, X Mitigations “7 B A IEAM AL, 4 A AL — R BB A7 mi i, AR
SRR 5 R PR B R TS0, B T LA B G R ORISR s e Y. 1] 12 Ay R 9
FEA.

() Fahtye. T-ahi a7 200 4 A A4k b 07 00 XML SCASH gl 7 sl w44 A 7 o i i e A
RTCH AT PTG, B 0 22 C R R AR AP RIS s R DL BB AR B XML SCA R s 5 Xk Ao 25 A
XML # AT 5, Al s 5 XML SO R 5 28, K SO ANB T H R, & TR AR AT 5 43 B Y AR .
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FERSARU e S e, P AT ASE L rp oy s AT R, thomT LSSl i SCA M sy UM R AR R TR 4, AR5 3
e R AT e kb T

OWASP TOP 10

Related attack patterns
CAPEC P Sy 5 i
e St et \\
WASP TOP10 %f
Riff) CAPEC %1%

Execution flow

BRI

Mitigations

V% NARE o | 5
P e s 51

Bl 12 ROk E ik

3.2 REHTEMKEE

X AL GRS AT RS AS 7r, DADRIFA AL AR R, i R T2 R0 A g P PR T At . AR AR L )
152 FEAS RN 20 R A A, 2390 XML SCAF T SCHEIIAT o] A TR G5 4 R, R A, 2 5 | 0 o A
SVE RIS JE A5 5 3K P9 5 T R SCAT R, R R R AT R A 7.

BRI T Bl Ry s 5 A PRl 2300 5T XML B SCA K 3 7 s EE T Web F i (K ] A AL A4 3 U7 5, DRI ARE
KSR A PIRIE RS, —F2Xt XML SCHF SR, o5 — Rl nl AL ST R

o X XML SCAFIIRL S 5 X XML i U1 3 fros. % XML SCPFBEATEMT, QiR XML 3OS AT &
T SCHRUINI, 1o FH P 4 R A AT B SR s 2 SRAGT 5 1 SCREI, )28 T R Y ey, Y e pl m] AL AL A 20,

X3 XML & H

75 Hik
rule-1 MRBRZE IS <AT>
rule-2 HARZE T R — Nk 1 fibr%<attackNode/>
rule-3 Wk 5 AR T AEAE R RR 2T, R E P bR <operator/> AP A1 s An2s<defenseNode/>, Faw AN R
rule-4 BRI SRS N ANAFAE A E 1 bR 2 <operator/>, $ i AN PR I
rule-5 AR AR P AFAE AT AR AT, BOli 3 b2 <attackNode/> IR 15 iR <defenseNode/>, H A B 4l
rule-6 EEAE R b2 type B AT 6FIEU{E: A_AND. A_SAND. A_OR. D_AND. D SAND. D _OR
rule-7 Briki 5 ribnlevel B YA A 3FIHUE: TOP. STATE. A_EVENT

rule-8 AT level | PEAE N A_EVENT B 1Y i bn % HAT stage & 14 (11 HU{E

o I RLAL BT A By B AR T A7 AR R K, LU AR (K m AR ni A, s IS 36
BN iR FTIEE S M EE AT M HE e A

(1) BR A

IR ) B TR J s i — P RRE T 45 0, R RO IRE T 5 ) AN AR R B . LR MR iy 3 it &5 i (¥ 7
AR REEAT 73T, ff o A5 28 e SRR Y i AT U M — N B 24705 R A 78 AR 5 | B e A
HGHORRR, TR TR M T 550 ) 586795 i, — BAC TR IR b, SR WA HERE tH, J07: IE W8 4T, Fh ik
R Ty LAt G X R 0 R A, B ORABE IR IR R

(2) Ikt A

AR AR A B ANAFAE ALY S5 L. T A IS AR R, n] 2 0 2 A 50 49 e 1A (K K, 300 i

P



A48 2 F AR T ARIMER 09 % 2 mX A ) A RAER A= T B 15

POLAPRZS. SR, 75 T RSB, IO ROFAS 5185, GBI BATRE S - FUPAE . MBERAR T
Y REATIR LD S 77 (DFS), BT ) 5 O 73 35 TR s A K, AT AN TR 4T RO A 3 A,

(3) 1 KA PR A

N ST PP 58 P80 A S (AR o B3 U AR5 et 2 oy JE D40 A, 38 P AT T P S A £
TR p Bl S A . WU PRI Stage 5 SCBCE A_AND/A_SAND #AERF RIBETT s WY, WA fig
I AR P RO B, ANREO Bt 300, S S T A IE . TR AR IR, S xR
IR Ol 15 R I Stage ¥ SCNZE SUAT (KT FEHTHESF, LU CRAURL ST Si i 7k
33 ETREMMRERER

ASCHFARGER B AR R B, SR S AR H 1 A2 7 k. P B B D i AR R ) — BUE
B, — BTN FLR AN IAVE 205 TR P61 L AR D4 BT S RERNAT 24 B0, T Bkl BRAG 3 ) B g A M
UG Boet it A Bt SE LB bR AT REAAT (K B 1 20 BRAIR 1%, AR Bt A A7 DU AT LU TG Ik
. DKL, Ot B A ) PP AL i 5 2 A MR O TR R, R AR ST B AR B — AR R, R I AN
IR AN —FERG, T LK R R AT 5 RG] X 53l B T A 81
RIURE R h BT I, S5 FP5) . PSRRI T RN RERF 545, SR AR 2, wT LS 4 )
YRR TCH AR . SOt A0 L ) 512 B I 2R . B BAR g BC e 4215 4R 15 (A, B, C, Dy T LB il ik 2k
Fstart » A — B — C— D — end . MK 53T LUHRSE Bk A7 0 1) IR 2 2R B vk DR 91, 403 Jd e 00 5
Rt

AHIEFE A ) R 8 T 5 e R 2R 1 i, T DA S0t A SO 1) o N St I ks P £ D 2 2%
RERRUAT B4 S5, Dy U Btk A 73BT b (6 5 22 () 6, U B3 T AR 265 BOR BEVHIULAURI . e ob
AT LIRS AR IR VP Al 8 A 2 3R 4 R AR MR AT DR R A T

SRR AT DA R T X0ty i A2, 00 e A2 ph SR ok Bl Sty AR 1 ot 2 BRI doe MR B ALK, R by
Bt SCLBGTT H AR AT BERAT IR AT IR A%, T LAVH SR ) S0 ot Bt A AR 00 E I SRR r gt 20 R 4 i i/ 4

iR —/NELZ A A_EVENT JSBY (1 B0 15 s 20 . 2T ot S0t oy A5 20 14 380 B0k 8 A7 75 8 AABE BB PR R4 At
R, RRHE B 1 SRR AE P R N R], 45 s 2 i e MR A AT A B TR [ s N Bl R A A
R H B R,
3.4 BERITERGES RIEE

X AR IR B AR AT VAN 1B R B 1 B 1) U7 8 2 BE R ASE B 1) AT P, 35 e 0 Y AR AT VAN AT
THE B AR I R AR, T 3 T 7 BT AR AT VA AT S B s P e R B A 7 5, LR R AR YT s A AR mT L
IEREAEA A T R A RS DS AT, AR SCHRAL T B PPl SR w0 57 100 PPy SR TR BT U b AT PPAl.

(1) ki 5 s e

B HJRIYE 5> 248 (common vulnerability scoring system, CVSS, https://nvd.nist.gov/vuln-metrics/cvss/v3-
calculator) L& — N JFIBURHESS, TV 80 R R A0 R ™ Sk, Tk S B0 e (0 05 1 CVSS R b,
AT ATHEAF 204 5500 CVSS 1545, SETTAf 8 S0 B AR IR AR e, I TATAR S AR ME 2R IR R/ INKT B AR AT A 56 Gk 7.

I FH 2R S8 IR 2 — T Ok BT ) 0 ) B 77 2K, BB o ST ) B 2 A AT A 2\ AR R I TS T, R ERAE
R R AR O SR TR 2R 4t ks ey . F R, b FORBR IR IR E E2 1 CVE (https://www.cve.org/)-
NVD (https:/nvd.nist.gov/) 5. 7E CVE Al NVD H1, & S50 P e I T AR . = ERR . AHOCI A YT 55T
[HERFEAT A2, Sy, S o SCB IR I R P B AR B, P RE R e T Il 0 RS 1 B KBS e B 5 Rl 4
SRTE G P = I, SR O T I IR R B A AR M2 8 RS ek A v R T T, AT R AR
Tk, B G A A W R0 35T CVSS Ak, o 0T HE it e AR R 1) {5 T e 3 ok ) AR
IR R R TR A0 AT 2 B A AN A AR U I 1 R AT IR, 0 0 it 5 A MR A %) 88 I V2 e i ot ) U


https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
 https://www.cve.org/
 https://www.cve.org/
https://nvd.nist.gov/
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TR HLRE B R AT T, X PG LT ZEH K CVSS ARtk i B 1Y AU CVSS Fe b, VAl Buah 8 it (1) XS A=
MR, AR SO LT CVSS FRAERT B 1 R AR AN ZBEAT VPAL, ZC 35 i 1) s A At 23 5 il 11 P12 R 82 7 8 )
IELRBIC R, BAh, 25T CVSS 135 e A Bk 1 sl i A A .

TEAR B I A Bt mURAEREZE LG, W] LAk — 2045 B M AR 1R R AR MR 2R, Mok B A 1K) R AR 6 B AR Pty
KR AENE R AT AR G A 3. PR Sk BR AR K R AR, RRAE 1L P T il Mo & o vT o R — R Bl A7,
PSR S A e v 1R BUhs B AR T U A2 R b AT A, el 4 i M.

(2) BBy ROPEAL

MO 2 X 23 Wi (fuzzy analytic hierarchy process, FAHP)** & —F e it 9 2 ¥k 43 M1 (analytic hierarchy
process, AHP). AHP'™ 3¢ [ 2 4418 % 24 5% Satty #UHZAE 20 HHEL0 70 SEACHE H Y — b2 PER 2 B0 Hr M 45 & I 3R
GeOy W 773 XN TV AR R e T 0 sk 1) B A T F b B 0 9 7 00 2R 55 TR 35 3 A TR AR S I 2 b, R AR
/D05 AR BV R SR B A FEEE A, W2 F bR 2278 BT 45 MRS 1 1) R 4% e S8 i) RBUE 16 47 468 P v 35
L IEE I HME LA E R 2 RGP, B KIEATHRARHT 43, 1 52 YRR FR AR (MBCE, 8 17 i de
PR B AHP AEAEANEE S0 AL — SOPE (B Fa, Dk FAHP FRORI— S0 0 i o HORk%) AHP (B FE3E T
R,

FH P 9328 R AR MR 368 oy ) U B AR 0, o B 0o P b g % A2 R 1 64 w3l 5 [97 0  it Se BE AT Vi k. L)
SR B R URAE A 2 R, a1 CAPEC Bii e, 4R T 500 Z Bl i Y, oA RN S B 95 s 45 T TH 8 it
DT UL, a0 3¢t AL 100 445 e 95 22 P P AR RS S B 5 DA T BT, H i, M 5 3G SR A — Pl 1) B A HE A AR, %
I 0 5 R P e 3 2 B DA LA 256l . Wang %5 A W7URI i 25 A USRI T 2 0 2 vh 508 [RIHRR ROT A, e vEAl Bl
AR ) AT IR AR R XM P AL T AR R TR AL, T S BT S it . R A VR SE R IS, A R AR A
it [ e A v, AN B DRZ VAL 7 VE SR T RO PR AL, FRARAZ 5 AR 2R G 1) I U5t R T T R S W
Tl i e e, (RS L eAR o K, 75 BT B — i Bl dE AT K, DRI AN TE T SE PR st AR SOR T N L& 50
FAHP 455 )77 O B A e AT VAL

TSR B, 0T B (84 il R VEAL, A7 22 Pl R AR RS 48] 0 25 18 SISl R AR, — R0 ) 5 75 Bk T ) S B 4 i
250 THFEN T GRYRAR . T PR v (R R e 2 907 00 S P M B, M RS ARG I S e, LRI e A N gk T DA
HEAT St 5 G 7 A it P B e I ], 7R 4K 22 40020 ) v 8 5 Ib el s ek v VR SRS, 480 — N5 i b AR i v 5
AI BEAE B I AR, (R AR RGBT A K, 456 RAWE T 5, R JE RS 1P ¥ s = m
1. T UL RE 4 SEAN IR, B A i i B & T 22 5 1. TRIL, W B LR & KM R B, IR R N BB TR,

E 2 ) A SR Y e SR ) L, A SCSR ) FAHP JE3ET 3 Bl iRl R JleAS . wERE . 5 i P B8 ) SRt o A1
J7 FATIR R, Horh, YRR ¥ H bR B o G Bt A S B AR it . HEWZE B BvPAl 1R 3 AN eds. T EE N
KBTS i, Gl 13 s, $e RS AVEAL SN B SRR B AR AT VR AL S 0.1-0.9 BRBEVE TR A AERE
RE T TR bR FRABERITJ W s 0 IAS s MERE S REJTFRARIRIBLE; g 7 222 Hh 17 00 It e o 8%/ b PRI BSR4 B
REBE; ff 58 DR AT 0 &N PR IR oF & DS 0 5 H ARAS 2>, 4% FAHP X B SRS il dE A7 |2 IO,
REA A5 20 & D7 RS B 10 B AT 20, AR AR 23 (R DK /DS, REAE B A WIR L6 7 15 Bl A 0 S R 2.

B PR A
Hbr)z DIEES
HENZ FRA HESEE it
UESS Bt 75 5 1 Bt 75 % 2 Bt 75 % 3 Wit 75 % 4 B85 % n

13 B ETEAL S 1 AHP PR SR
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RO TRl A 5, I ASRER R LRI SC E PR S, B A Ak g5 I S AR B, 5 BT R
B, g FIR A, AR T RO B A R, W 14 PR, SRS S T I AR (4R T, WAk 553
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BRSSO AB itmehod | BENEROLSAAE | SRUNHUE
BIEA
B YU
3 - e
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il i, 4 A it B P
n, T nf#]{PreCondition . .
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K 22, R AT A4 5 18 Ge-Editor 1 4 JiK 2 SR, Ge-Editor A 1875 148 LA s I PR e, e BOEC R R IE



82 & —F T RMAER 69 S 2 MR ) A RAE R fo T HL 19

(17 BB g FIHE Y, Axios 1E A 3ET Promise [ HTTP J&E, AT U Tk Ajax 153K, Ui RS EHEAE REST ul
APL, RS I 5 A Hh T S Ak SRR 0L (12 %
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Kl 16 THZH

M55 2 1% F B AR A R AR IRV IG T RV L R SO AT AT S5 R 2. JiS o B 44K A Spring
Boot HEZLHEAT FF R, R % G S5 R AN 45 B R 14T 3 4%, 42 436 T k%0 Mk 45 1% RESTful 4% 1, Jy (# R ILZ AT
WH.

FeA R %2 F R R R S RS Z A B, 1 TR IR G s 5 R AN IR Z R . R A7
fiti >R Al MyBatis-Plus #4040 7 i 2] MySQL 4l . SR OpenCSV Km0 N CSV U7 213U R 4.

BAR 2 ZJE R RS P BAR A A OB, T AR b R B S 4780 T My SQL iR e (e v [R1B, R T AR
A FHELL XML, CSV U5 L E A BIA M SO R 4R

AT B —ANE0 55 55 10 Web . iR H Vue HESE4: 4 Element UL, G6-Editor 2520 {4 3E4T & 528,
J B K Spring Boot HEHLIG SEARFINE 55 34T 1 %2, I LA MySQL U4 R GUAE Ay R AN LHIEAT S0 JLr,
B J5 3 5% RESTful KA 3EAT48 1.

T HIh R F L AFERI AR BRI AL AT BB ROV AR BT B AR AN ] AR s R DA
RS RS PR B, R O IR A A s R R an ] 17, [ 18 o, AR AR kbt by T 3l 5 Mol B A0 R BT g,
T BB Y [ B e AR 41038 TP T DU BEE 4k Boaki B 428, o B 42 P 197 s IR B 2 001038, i A
911 A BT R AT 280 AR Je e (0 I3 491 00k A SRS ORI T B 1 Bl i A A Y R U 491 A SR s, e
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DA RSk Mg 24 il iR,
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72021 4E 12 H 9 H, E A 2 F 24 Al #NE A mAT R Java HEE logdj2 A B BRI HIT IR, %
T FOVF R L 5 40 AT (R FEAR D 04T (remote code execute, RCE), 540 2.0 %5 2.14.1 WA, 20T A J5 20 2 T
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FEBTHAT Z 50 [ INDT 35K, JE 058 B G N i B 0. sk, SR A R I, H ik 5o & A -5 48
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. p . @D ) C ) mmmsing * BRATHRTRENLTRXR

; N BR fik
- H \ RERBWL
0 Top Level a5, 5 BREERE—D, AR
[
|:| il . FRARERELEFERIRSITR, DRDAEEHETROBNTAER, RSB
(@ - D TR ARG S DB RO TR
> - j At b rrTeee | EEPRALT
\ Follo WRER, BRTHRUS
B R DefenseNode © MERATHATRIEDEE
- AN BEARNEE e o
+ R E, AL PEIEES Prepare BRI
RSt BERENTINE
Bt SESEY
* WHTAXBRIER : ALAND, A_SAND, A_OR
* BT RABHR(ER: D_AND. D_SAND, D_OR Follow_Up WHRIFNEEN B
« IPEER R 23 AEE
T—#

K19 THIEBI

o MR, FETARBAN Py B logdi2 JauP I BCi A 2. 3@ 3 Nk 9 B REAR T e, InZ8eAE AL ik A ;
BT SN E R R, B SRR BB PR TR SRS B AN R B E A, A I T R T AR
BT RPN B A, SO s BT EZR. ik BAH L) P BARAR, i B F CVE-2021-44228 )
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8 logdi2 BRI B AR I rh InZk i logback INDI 3z HAT I I W (K Brak RS TR 411 5] 20 JiT s,

logback JNDIRRELRN
BeaestooCcCia@asrzdbnD .~ R T

RIERF ~
logback JNDIREEAD WL
BHME PREPARE
ALSAND
‘ ‘ BRXE BRTEFERANIED

ERmE

B EERAIT
FINDHRT
RS IEREE DOR BsER
nEH BESHANAB R
WEHEHE

. ) &H A ARIMESRDENG A SAND RS

N N P . TER D.OR B 7 BE

ATOP | ASTATE R IR X

/) P | ERNBERRS
- N MEHBEUBSER | BRATHEL RSB Base Score Metrcs

o HREREEXH

IR dapSiver Fipabacig st Attack Vector (AV)*
& EERREO RSB *,
ERE

BERXAHREHSHPHER

D_EVENY‘ FEEENetty RS
EEEREARTE

120 logback JNDI 178 F AT Js 1R B W ) ook Y AL 2Y

logback JNDI 28 PP AT I s ik A< Sk FH P S N ABCH 23 A0t i, B8k vl ) PR 26 I RS 0 B VTS B A
VFAT M LDAP 4% 38 AR AE 25 ACHS. INDI 2 —FibrvfE) Java dr & RGO, 34888 1% /it APLL AT &
N GBI T AR 17 & By G A H SRS R . 48— e 1. B0 i S R IR T A B 1, M3 B
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Temporal Score Metrics

Exploit Code Maturity (E)
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Environmental Score Metrics
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