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Abstract: Blockchain is the basis of the Internet of value. However, data and value silos arise from independent blockchain systems.
Blockchain interoperability (also known as cross-chain operability) is essential for breaking inter-chain barriers and building a blockchain
network. After differentiating between the blockchain interoperability in the narrow sense and that in the broad sense, this study redefines
the former concept and abstracts out two primary operations: cross-chain reading and cross-chain writing. Subsequently, it summarizes
three key technical problems that need to be resolved for achieving the blockchain interoperability in the narrow sense: cross-chain
information transmission, cross-chain trust transfer, and cross-chain operation atomicity guarantee. Then, the study reviews the current

research status of the three problems systematically and makes comparisons from multiple perspectives. Furthermore, it analyzes some
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representative holistic solutions from the perspective of the key technical problems. Finally, several research directions deserving of further
exploration are also presented.

Key words: blockchain; blockchain interoperation; crosschain; atomicity
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RULELE. 2) FEATHAT 7 SA R AT AT T 5, LI PR 55 IO RATHBIN S0, AR 2% VR I IO 5 R A o
PERERILSTLF. 3) BT A UE N B IR SR P Wb (K77 5 55 3 - DB BRI K 07 ZEAR LE, iy THEBE T 58 s D ag, St
IR IS T T4 SEAIR, 1k RER B 4

5 BHRBEBRER

LIS B T T AR T I IR LI 5, BEAE R B BERRIRA AR, BFFUER Rl Wi i R 2 2 X
BRI 5. B S 5, CAT 2RI BEAR D7 SRR, MR R A T B B A D R AT LAy RIS
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KRBT HIER BRI 5, HHA AR A7 5 5 R I X Pt 1 e S DX U T4 — e T R B R %
558, LR TBALURAG B AR K 1) DX DU i B LAt DX A Sy v 4k, T 1ol 22 Bk B A VB S B R X B T4
51 ETEHENBEMRAR

HIE B REAR YT SR A RS A B B T SR I DX B e S X BB T A, RIS 11 DX e () i
e Bak 3 AP EEICHE ) R

(1) BTC Relay

BTC Relay #iA A f i HLIO B 5T 20, B AEoe 36 LUK DT FERE M . 5 B LK YT S K10 B0, JLseal T L
T XS DUK IS DX B BE 1 B2 1) 95 B4 VE——SCRFAE DUKYS B3 TIE LUAF A8 5. BTC Relay 76 LAUKY; E#BE AT
DL A 3 LA T X Sk 548 5 (AT e A 24, SRl Relayer $4 LU X B Sk i 85 A% far 28 LUK 5 S0 2E T i
BERUN ) LEARE AR P, Jh LURE MRS 2 It B0 UESRARIERN. F P R LUARE A8 B A 28 LUK, FEREnbLRs mize
ZyFTALAIE B (Merkle path), SEHLLUCHS X LEARE A8 25 B 56HIE. BTC Relay AN i 55 1A i1 ORI 1) 3.

(2) RSK

RSK 4 & LeRe i X HAE ) — AN TR BE & 291 6, H B AR 2R R85 20 LURT #4178 200 N LR T R 4,
SRR AT A B iy e, AT Ok Bk AR S RGN E A T . 5 BTC Relay SEHLI 5 [ 5 5% BRAEAS [ 1)
J&, RSK SETL T 5 Lb s i 1 %) 5 4 5 1F, SCREAE RSK R4 LUy 0 98 7= e 28 2 AR 8 7= DL AE LR AR
P RSK %7 B 28 S i 7 U, e s B b 95 57E RSK L IGIE bLAF AT 5« 7E LR T L IAIE RSK AT 5 ELL
N T 4 RSK 7 1), A UE IR B s 1 P K LU A8 S A 4 RSK oy, I T RSK B 247 ) LU e 2 ok
ATHAIE; 76 RSK 2 LbRE M5 W), RSK AC ) FE R A& & Lhke Mgk L, 102 th A E NIBE B4R LR il . 30 iE i (s
B, FRTELLRE R LA M AFREIAS 5. RSK A IE N H 15 KA R, 7E LR 25 RSK BEE50 1 LI
91 JE 0 IE A UE NI BEAE DI A5 L. RSK H V807 2% HE 8 AR VE I 7 1 R B ) B, 873X % RSKC A& 21, H
T RSK A A R I 3 T AN ] 28 1 R 0.

(3) HTLC

HTLC /2 P 10035 B4 A0 1 T s AR (™, (I A Dy T 1) B85 % 0 7 i A8 8 I 8 (1 e Bt ey 58, L IRIRE
SER T PSR EERE R B AR R LA R H I X e 5 B AE BT (S PR SR E. HTLC SEIL T 76 H W X HesE EIRiFEr &
(IR IX SRS B, AN 5 At 7 2N ], 58 1R X SR AC B 9 W0 R AR S 2 H I X Bt b, (A ILE & G
BRI AR R B X PeE b B BRI U I R A BT USSR A A B B (0 IE A P, AT
[RIBE 0 IE W A5 B 2 B 0 I () a2 YR X B A8 B R HTLC 3 T2 538 1 1 [F) 5 150 5 45 DX Bt 1 AR [R] s 75 8t
PRUF 2 A, 55T 22 A TR ) i) B, PR UF S B B/ nT 2L, SR th T HTLC MR ACHE 5 IR EH A 2w H
Ji, HAEd & el s 2 Buki A s N O RIE RS BEER 1 00 J5U 7k, B TTE SRR Y rh— R ao e b [ 49 18 A
SE KD d AT Mz B SR 5 .

(4) WeCross

WeCross [H] [ X Hef HL I HL38 1) 1, B 70 R — 3 AR IX B DGR RIBEi ", SR IL SR 2 R HE, (H % th
T EEHEAC AT B B AR X Sk, A0 FAK IH RS T H I PE BE AR 7 €. WeCross A% Lo 2 {402 5 B % 1,
%2 5P HEAC T IR BEAE — A BB % DX PR (LA 5 8 (R 5 B B e, X BB iR A AT L5 BE % . WeCross
FET PSRN i v 3R 3 AN B DGR ) R T P B o IR A S A A ST B A R AT, e T P B e P A
Sl A X BB [ 42 2% ity SRR I B £ B A R {5 MR G I, 30 st 3 4 % PR D D8 3 S BSE T T 45 AR A R 7
TRB. A1, WeCross I T WA A5 I TV H AR (HTLC) Al ¢eibs 55 5 1 Jo 71k R B il .
52 ETHUEEELR

— AT R AR RE IS By 22, LA AR T A TR SR 1 X M i B A DX B A Dy v 4k, I P Bk
PRSI HUBE B, A TP AR BRI AL PR RE ) A PR, A KRS BE TR SR I, rh gk n] LAE— 259 R e b 4k 5%
P2, A7 5 T SR (1) DX B i By rh 4R I ¢, i Ik 22 Bk e AR A ST IR B T R
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(1) Cosmos

Cosmos F3%F KSRBEAEAEIN P Rtk T Bl PR LRSS e R, £t T ) 2 DX R B P99 1) AL, Ay bise ok 17—
Tolt DX B 99 488 By, 4R HH T IR R IR B AT B R

Cosmos [ DX P 9 2 Z8 R U 131 8 Tz, J 7 DX BRBE B R A 3 X (zone), JE 45 73 DX AR Bk 3 DX A PR A AK 41
(Hub), 73 D& A 21 S B SR AT L, 75K R 43 X A7 AR AL L7 SRR, I B2y w] DLy X e 2 1) )3 e 52 2% L

Zone

Kl 8 Cosmos 44447~ it K]

Cosmos $i i1 1) IBC WL SR T AH LB PIAN X YA ) (1045 AL A 5 15 AL, Forp, {5 B A ol e 1 i W
R SRR B, AR AL S A DX b 0 s X R R 2 P S (Client A5E8R) SEI. R H AT IBC HR X
T8I T AR AR AN X P (), (R AR I 45 1 5 HE A5 BAL A A%, SCIHE TR 2110 22 BRAL B, DL SCRRIX B
HEFLIE R (1 R4 . Cosmos IRIAZ /M IS I F AR R B4R VR 1) it P ORIt i) s, 7 2 44 12 ) AT e L A I A e

TERSHEAS HJT 1, zone-zone A8 H. 5 zone-Hub A8 H.JF¥AT X 1, Hub (P 4k ) AU e Tl e 52 A% B2 1 ) 8, )
A zone A7 H.EEHETT K IN AT S PIPIERC, A7 E A4 zone 5 Hub &,

(2) Polkadot

Polkadot 1 X SRBELE PI 4 M AIAR T L 22 Ak A5 D7 T A7 76 1K) 1), vt T Fh TR s AT X P gt
P B 5 A B A S I 28, BRI XA AR Mg e s T RN 2R R
G5, FEARUE B/ IMAIR 22 AP RO D Al 1A BB TR U4 iy SO R 2k 43 R 1)

Polkadot ¥ &8 25k WP 9 Fios, HH— 4%/ 4 H 4k % (relay chain) DA M £ 45 V- 4T4% (parachain) 4 . JLHh, ~F
ATHE S T BAROL S5 IHRAT vh 4k 67 51 5 L B0 10 A S PAT B SR MR O T 7R DRIE 2 Ve I T4 1 sk
W 4k LS ARIIRAE, Polkadot Tt T 4 A (0L [RI4idr R4 AR L k. 1R DUIRUES.

Polkadot £ T XCMP {30 SEHLEE HEAR BG4, I T rh 4k B0 SPAT 5 X i A7 38 M ik 5 4R, 7R LR
JETE SE B T RLEE H P4 HE DX B 195 A5 B R T {5 PR A, SIS BE5 AT A% 14 Polkadot 1%L VI BLIF AN il vk
AR XN A LT

Polkadot [T 4kHE A 5 HEAZ FLEEAE TR ATAL G DD E, AT HERE T rh QR BEXT P47 8 D Hudm 268 2k O 30IE 15 38
W, SEIR S FEARAS A IA.

(3) Interledger

Interledger J2 Ripple T8 [ A8 H. X HUEEAAATE W] FH oh TR] N TRI I 3 87 2% ) R, £ HH TR AN 52 X D 1 424 41 PR
IR 2 A S A E T, T AZ O JEAR I ] 10 BT, I 22 B ) B 9 4 X B L P 1004 B S e A B (M R
EF R, M IR EE . JEEE T E s DL H s B — A QSRS REAC ) ok s . EE S
TR DN SR Sy e B WAL S, SIS B — 45 B 2 4 X U 5o s B S AT . AR Interledger (1) H
P & SIS DX P () (122 L, A S F v AT 2 4 IK SR EkAT T B REAT 1L, ACBT b T3 T P 4R B (10 5
%, B FITAE DX 38 by <rh 4.

TR B RO AR P, [R) IR I AN X P b 47 Tk P (1 2 2 AR U X e e B 1 K, 7 H I X Bl B ok
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HEXS AT By, 56 B BRES HE S A AR R T, BB BT AR AL f 2 H (9 DXCHRBEI AT A B, iR AERE T g
ARBEREOTFARBE, T N 2 1A S e B 5 0 R LA, S 2 G et W 08 X R R R B R, Sl e A
Y DX R S BT 5 B SR I I0AIE S A b TR A I DB B KB AR 0000 KL A BHRZS I S, TR e
A ACRE AP BET SR AN 2 H I DR BERS MO R A S (5T

pA

Inbound #x ]

> O

]

- -.’I
alidator swart ~2nd order
Relay chain
Relay
chain

_/

Parachain
bridge

>

4

Virtual parachain
(e.g. Ethereum)

Outbound 1x

Kl 9 Polkado 4547 a1 1)

e et et
R Sy T
Rk ik ik Bl
2 i 2
2L

10 Interledger Z A2 57~ &

Interledger 0 %8 R ARUR 745K, 30 rbo@ RIS T F P SO R OR TE RS RS A (0 R 4k, 1 S i T
— YA 0 RAIE 5 B4 5 VR 1) Sk

Interledger ¥« 4kEE 5 28 B X BUBE AL S REAS B A5 00 R, ANAE A A8 B IX SRBEHT 0 B A8 1 (¥ 18 %6

(4) HyperService

HyperService [f [ #5455 & 2918 FH i) 81, $2 T 0 b X a2 41 B 3R v S aT gu vk 07 &, JRAT 3 M%
DE (L 11 o)

1) 4% AR X Yt (NSB): Bz 15 FH DX Uk 1) DX B, JRAFSCA X BB (K A SRS (5 B LA S B AT (5 B,
B 57 % Dapp HIIERfIHAT.

2) PRES R e A4 (ISC & 4): HBB7E NSB I R4, 2T NSB 441015 S, BEWE XS Dapp P AT HHT IEHA
ISR, CRUEESSEA 20 (0 T 45 501 S S 1k

3) ATERUEHAT R GE (VES): FRIEPAT RGACEH 7 $E 581 HSL, B H 2 3 il vl $AT 19 DAG, FFAR 3 A= i i)
DAG 7 NSB |28 ISC, S e b2 i) DAG L #8381 ISC K 3E45 FH P 6 AE 5.

HyperService 11 VES IXEIEEEEAT 5 AT, I th NSB 5 ISC fE AT 5 MIEHIPAT. T VES #¥E DAG
FERE N R B I BE LA, 8 T8 N Al AR (VA e SCILEE 1.1 74Y), DX HRVBE () 50 B4 s A8 1L, TR
ANV I R IRD X6 I 3 AN SRt ) R P ok g 6.
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SRR X Yot b o
(NSB)

[ 3K ] D B
m T B
—

E-9ak

lHSL AT E%T

D FTRAE AT R G D

»
I."'. e (VESes) S

0,
. S

K 11 HyperService 24 &
6 HEk5R%E

6.1 FEHERFTHbER

PEEER R O IT T B3 1D, R e — N il Bk i 70 k. AR SCAE 81— S8 FE I B il
Pk 1) il .

(1) BEHEAT HL3 A PR B A TR AR e AR DAL . B REAS AT AL 1 55 B B B T ORI 3 N OB )
R, SR TTIRAT 5B 7 2815 RALH S (5 AL s OB R R B, WS REHR AR SR T PE DR b5 B F R, BRI T #2800
BRI R, T T AR T BE . MERE TR IR, 3K T N B R AL, IR, o K s B ot
FUT EEARRRIE REAT ., B & DG HE ) UM R NE SRR D 28, SR Re e 35 15 1k Be R, 1 —bm LLE i A
M DS 5 Bk, SRS RS .4 2 P isUek.

(2) ATEEREREALANLA]: 555 BT L M8 BE A T AL, LA W5 B 7 SR AE AR50 2 AN RE S BN AT S 45 41,
43 77 S T4 I AT s BT S AR S 1 TR, (R IR 5 VR R AT R HL & 1 RS B TR, OIS 0 B A
Ao RO BRI OB BRI, A W) TR RE IR 45 2, FFRei 2 ARk 58 2 B 45 M FH M FR K. B, Rk
TR DFE S EET 0 B AR A5 RICR N REL L.

(3) F RIS E TR AR DU BEHE 7 2K 2 R EBE LMy B I e 10 0 P i ) 7 V2 S IS B A T AR08, 4R
PP 7 VERE b FF 0 ity % B AE L, SRR AT AR TR ZR TE K, MBS HERE ) LUl 5 /N, BB SR AL 5 T 315
AT IR, AT LURIR IS HEAS Z) Lo, 700G X SREE 32 = I 1 2R AL b, iR WA B RIS RS
R Es%

4) ERUR TR AR I B 7 R, SRR 2 F 4k KRR RN, ANFIXHEE % b &
ITHAT, FECRE SR I HBERT 5 RAT AT, FASH G 22 B B4 VR A1 IR — DX HLBE P 3 SR AT 3T, S EUX
Yot R0 25 A ARG, AR R T DU RS SRRV E AT S5 2 I BSR4 T R 56 A1 BERRE 9 i R P AR B B A

(5) BEBERRRL 5 2 A T S RE IU SR A5 TR 7 ZEIF 9 5 SO, %o s R A T T X B i) 22 5 o 1)
BERAE AT 2 Ak ) J LR U SRR R FACR Y . BUBRAE R AR TG0 2 5 B 75 oK 10 5 B B AL TR AP ) R DG i 4 /b, R
KT B W S BT R I B AL CRA i)\ e 4 1k il 8, AT 056 I 09 7 ..

62 B 25

S B AR AT 24 T DX DR ) e A B DR PR S BREBR, 2 3 A X B R R KB D) 7R A SO e £ X
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PP T S S T AR D SR L, T SO U HBE LA, I 3 A S BBk SCIX B B0 A 7 A ok
MIRBEROAR L. B )5, A RIERE s 8 13 BRSO TTIUIR, SR Es R (5 B A% 5B (S A 1% L
s R AR SR TP ORAIE, JFEE— 22 70t 1 i R AR P IS BE AR AR D 5 5. de iy, ANSCHR L T LM — 28
WRIWITUT . BRI S, BERERCRWETUAAERE DAY 10, H AT, PRAEX HUEE AT DU T8 WA VP 2 Be 5 BoR )
R R AEA o, ST LASIERR N R 24 4 e A R DX R 45 A1 D SR e o Bk .
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