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Abstract: The transport layer is a key component in the network protocol stack, which is responsible for providing end-to-end services for
applications between different hosts. Existing transport layer protocols such as TCP provide users with some basic security protection
mechanisms, e.g., error controls and acknowledgments, which ensures the consistency of datagrams sent and received by applications
between different hosts to a certain extent. However, these security protection mechanisms of the transport layer have serious flaws. For
example, the sequence number of TCP datagrams is easy to be guessed and inferred, and the calculation of the datagram’s checksum
depends on the vulnerable sum of the complement algorithm. As a result, the existing transport layer security mechanisms cannot
guarantee the integrity and security of the datagram, which allows a remote attacker to craft a fake datagram and inject it into the target
network stream, thus poisoning the target network stream. The attack against the transport layer occurs at the basic layers of the network
protocol stack, which can bypass the security protection mechanisms enforced at the upper application layer and thus cause serious damage
to the network infrastructure. After investigating various attacks over network protocols and the related security vulnerabilities in recent
years, this study proposes a method for enhancing the security of the transport layer based on lightweight chain verification, namely
LightCTL. Based on the hash verification, LightCTL enables both sides of a TCP connection to create a mutually verifiable consensus on
transport layer datagrams, so as to prevent attackers or middlemen from stealing and forging sensitive information. As a result, LightCTL
can successfully foil various attacks against the network protocol stack, including TCP connection reset attacks based on sequence number
inferring, TCP hijacking attacks, SYN flooding attacks, man-in-the-middle attacks, and datagram replay attacks. Besides, LightCTL does
not need to modify the protocol stack of intermediate network devices such as routers. It only needs to modify the checksum and the
related parts of the end protocol stack. Therefore, LightCTL can be easily deployed and significantly improves the security of network
systems.

Key words: computer network; network transport layer; chain verification; malicious packets injection
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8 R S e it

SO EEAR I ISN) MR SYN RCEARIR 4y, FEATHAAS VL RV RS A TR HERE I checksum_SYN,
DR SR A2, B S, A IN A7 6k checksum SYN F 7.

@ Bob K%M BRI SYN/ACK, RSB IGA checksum T-BAY checksum_SYN/ACK=hash(ISN, SYN/ACK),
checksum_SYN/ACK 37 [R5 25 v B2 7 i B oy 1) b, 28 1 ARSI SR,

® Alice FEATYTIE, FFAHAE it (1 I = RENLECRIFZ W BN 1Y) SYN/ACK 3L, BEATVA A THEE. SRk S 45 R 46 T
RS HE IR checksum_SYN/ACK, WIAR SCIEAVE, HAR SC. RN AE6E checksum_SYN/ACK B AHE.

® Alice Ki% ACK 3, LI I AT BUE A checksum ACK=hash(ISN, ACK, checksum_SYN).

@ Bob BHATIAE, F A AEE I checksum SYN FIIEW B ACK 3B HEATWE 75 168, 45 45 4T
checksum_ACK, WIHWHRSC, I 5B A20E checksum_ACK.

AUk, TCP R 5E Y.

© M4-7R Bob 1% ) i Alice #EREUE. Bob KIXIR X seg;, MBI AN T B AH checksum=hash(ISN,
seg;, checksum,_;), o1 checksum;_, R R4 2 i A7A 10 R 45 % 7 i )b — AN RS IR 56 0.

% Alice BEATIOAE, FIFH A A5 S0 A MGG checksum,_, RIFEMCEIHIIR ST 5> seg; HEATWe A5
THE, WS RS T checksumg, WIHRSCNIEAE, B SC, R BOHAE4% checksum,; B 4. R T HO-0O,
H 5 Bob 1 Alice 2 ) KB A5 1L FE45 . Alice 153K 521 TCP 4%, Bob #iiA 5, EE#EK< 1.

T BRI, 42 MR XU, Bob 4 Alice RIZHIEMIFINT, Alice T fEth 245 Bob KILEHHE, Xt
T Alice 3 Bob 7 [a] R SCHL, BENEHIER 73255 IR FR 58 AR ], X HUNAE T RI% 702 Alice, $1iF /7 /& Bob.

HA 1. 3L LightCTL 1) TCP R ICHS 56 R k.
N B E I TCP L seg;
s —AN 16 748 & G A A

VUL key = ISN
1. if seg is the first seg

2.  seed = seg.length()

3. else

4. seed = getlastchecksum()

5. seed = odder (seed)

6. seg.checksum =0

7. if seg contains an odd number of octets
8. seg=padding (seg)

9. hash = 5381

10. foreach 16-bit word term; in seg
11.  hash = hashxseedxkey+ term;
12. end foreach

13. write (seg.checksum, hash)

14. store (seg.checksum)

B35 1 450 T 3T LightCTL 25 TCP #R ORI AN R S i N8 U ar s ZH B e U A i Ie Al —
A TCP 3L seg, seg FAE T 12 F W E . FILM M HE—A 16 AR WA 7, V5N LTI L seg 1
checksum {8, JAFE SRR, 13 BAABAZIR ST checksum {H2Z 71, 1% T BRI AE N 0.

BATIRE 13 Pl DL A A SR HEAT T SE bR IUDE, WIPE & I JL 1Y) DIB WA 75 Sk AE T U S A 3555 R,
H PR RS ) A5 A S5 7 AR T HAb S, N BRATR A T DIB $1VE1EA LightCTL MIVA 75 5% (WA HA



AR 5 k2 Rk XIS A R AL Hy B o AR 5 ik 9

H i B AR BN VP4 VWA 3.1.1 7). 158, T EEIIRIGA . AT E TCP R MILRIT Y5 ISN 1E K
W B key, SR, WERREAEIN bR SCIAR G AN A W5 A5 P T seed, TEI, WAL M RTHSC %07 ) BISE— AN
S, BABEPE M AT A B A MG AR T AR5 DIB WA A5 HIL I EER, AT G A5 AT A 0 A 2, Sk g
I AT EL, 10 SR IR A P T 455, TRAIRIU AR SC T checksum F-BEA 0.

PN B 2 AR S R SR IR A U B RURRE. 0 S pUARSC I RN A BB T, A BATH R SOEAT L 7,
HEARSCR IR 1 AFAT0 0. 285, BATY T DIB WA A 0%, £ 0RO seg FHIR—A 16 {78 & term, , Wit
VRN T seed TN key WA HTY hash 2L BAHIKAATE, I 5 term, MM, S5 20T 8 H M RTHR LG A5 1500,
TRAZAE hash Z 8 b . 55 B35 NBIHR L checksum B R, [ AHARAE, AE4E QTN — ANMROCHI S A AL 500

ST BN IE Bl LU, Be oo R FH B2 2 SR SCHATIRAE . QST 5 H 18 2 TR SCna A A B A B 4R S b g
P 2 365 R BB WG L, IS B 0 S S s ol A 0 ity R 6 3o e f, 9 L0 e v e s B et ARG i 3L, A
AAAEHR ORI AN A SG T — AN RSO, TR, T e R e, 45 R ik o i I A%, B 31— AN Al i 56 4F R 4R w4
W, Kk ACK RCE B . ACK 3RS0 AT+ 5, R 55925 1.

BE3L 2 5T LightCTL 1) TCP % SCAS I R AIE.

A EAWCEI) TCP KL seg;
B TR

WILEA: key = ISN
1. if seg is the first seg

2.  seed = seg.length()

3. else

4. seed = getlastchecksum()

5. seed = odder (seed)

6. checksum=seg.checksum

7. seg.checksum =0

8. if seg contains an odd number of octets
9. seg = padding (seg)

10. hash = 5381

11. foreach 16-bit word term; in seg
12.  hash = hashxseedxkey + term;
13. end foreach

14. if hash == checksum

15. accept (seg)

16.  store (checksum)

17. else

18.  drop (seg)

UL, RSB M 2 R R (90 208 R i ZE T ) A5 W), TCP & BRSO AT e R 2 3 il S W A 0L,
B RS ER S HERSCRIL . ROCRLFALY. FH0X 3 RSO0, (5 B) T TCP MRSl [ 3 8 . ) FE44 4 s%
i 11, LightCTL BEMSAR I M 5¢ B U D fE. 158, BEXTER 1 RSO0, 4R S0 KIN, TCP PR fEE I AL AL
ool bk v R ROE TR MIARSC. B A, BATAESEIL LightCTL I, R A5 858 45 & R IR SCHIL S, 85 4E TCP
(K)HM A7 rP P o S B R I A RV RT . BT 56 2 PR o0, 20 RAT A% 5 IS ) B SRS RIIE, A TCP il &
WA P45 LI TSRS E ST, X AL 509 F) LightCTL R CT SR 128 3 R, i SR A .k 2k
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THLFF, LightCTL 23 7E TCP socket 4L A7 1 56 A7 FL TR SC, AR5 P45 105 B e 40 SC IR 254 . A5 P sC ik
S BRI SRS IOAS SRR, SR HEsc 4y B2, X B 5 TCP Bl i i tEAI ) £
24 NABER

LightCTL 1] AE) V2 & T & Bh N 37 53¢, bl 5 U7 S ik 2 AP OR4r. St i e 28 (10 o 28 T e AR (1)
on-path BUhi # H off-path B #), FATXS 522 100 N 3 5% 2 B A s SR gk AT 43 B 1 A

Wi 4 s, TATHE TCP RS 25N % i B3 FAT LightCTL 22 4B FLH. TCP k%545 0 % F ot fit
FRPEREMIRSS, WE BT WA RRE . IS S5

T 5EAE on-path [ SLdi s 5t Bohi #4715 P i FIUIR S5 2 R84 A2 L, Db Bk & n] AR, T A&
% i b SRS 2% T8 PR ELAR R SC. AR A s R, Bod 2 MM 3R B T IR S5 SR A% i 2 (6] 1) TCP #3C, BBIn
e A E RS ATEN— AN RSCR  , BUE SR T IEM S RS RN, R T B A A
IR 45 25 12 2 i 22 TV RO SRS R AR BB AN — 2 HOVA 75 35 4, BT DAt 2 O 3 (R0 S0 AS B IR 300 3 4
Wit PRV B0 478 N B A5 e, el

T I AR BT RS A, 4 B R DR SRR B B, 2B PR A IR S, & RIS T
AR ST H R 56 AR R SO H B T AR I E ANV L, BRSO E S BT, R BT B E S A VAL,
W2 TCP A 5 [y B FEARALH, CRUE T & 126 3 5 23 3 10 5 4R S0 A% 366 B4 i . BRIk, X T on-path 8B BLiti o,
LightCTL figf 1R 4 s fdr TCP WA BU5 1K Hdh A% 4.

il s iR, AT off-path JERY BT, BEARDIR IS5 2 L% 7 ity 2 B 1) TCP 342 58 in R o 753 Ff
JIMSAL R, BUT AN i IR 55 25 (R A5 B A0 b, RGP, W RME o5 7 ity 55 IR 45 8 1) R S AR
E DR 1)) &S U I Bl DN [ By 49Vl [ B =S G T A N A VB RN B BN 3 L oA TI I E -8 & '3
BN, DRI, e B IR TCP 3L, 2R H 1P 43 Fr ELXUS 1# TCP L, #s i alien 2% 3% IR, LightCTL
W] LUR I AR of f-path 28700 1) 9 2% Mol

SYN SYN
SYNJACK SYNJACK
ACK ACK
checksum=hash(seed, seg,, checksum,_,) checksum=hash(seed, seg,, checksum,_ )
----3\1---- HEENENENNEEN
TCP % TCP %3 TCP JRSH ik TCP %3

/.—-/"_ - _“"*L_w
==

@ = & s A A

Biti# Y&
B4  on-path TR 5 off-path ¥4 J il fi 7

3 SIS

FANAE Linux WA 5.0.1 ESEIRT LightCTL, J M 222 NP REP /7 4 LightCTL #E4T T PFAL.
3.1 LightCTL SEI}

3.1.1  hash BEGER

WG 7 R 014D 5 AN ) R AT TR S PP 000 WIS 3809 PR B8 (b, T OB T 4 2. Ak B s e 40 o 2
R, B0 5 bR BRI AR B R 2 W 75 o 5 7). BB 20 75 R B (i SHA256) OB K BE AT A7, I HLA EL i 25 1
SN A PR BT S SR A PURESEE R 1, (LT R 1 RS S B N A2 AR . 28 A SCHR H 1Y) LightCTL AL, T
WA VT BRI AN BE [ 28 Ch 328848 MTU Y31 TCP #RSCK ), I B85 IR A fe = A2 85 5 1 W 4%
SEIR, [ PR AT Tk 5 e VT i BILAE 9 28 4R SCAR a5 T AR 2 R0 27 e A5 IR B0 1A R I ol e 1, DR ST



B Ah 5 T R XIRIE ) P AL i B S A M8 1R oy ik 11

PLE 3 AR, AR T AR S 2 (K 5 BBV Ol LightCTL (13565 o6 8. 75 S5 W 11 42, LightCTL AL G+
BRI AR A 2 ] P — 114, 5 BB A W) DA TR R S A R 0, 20 R FH B 24 TG A5 eR B

FAT6E 13 Fhws AR 69 2204 75 B 8L, B BOB, OAAT, Simple, SBOX, TWMX, Hsieh, RSHash, JSHash,
BKDR, DJBHash, NDJBHash, DEKHash, APHash #4T T 43 #, FATAMERERIPT B FE ) 2 M HIATF, XX 13 F
BRBGIAT TAF 406 . FeATT6E 10 000 ANBEALAE B 7455 3 AT G A5 4, X745 H I BEAE 700-1 400 52
) (TCP 4R 3L A BEE B AL 1500 7-711), 285 20 A e s v S I () FRIEARE P A %2

BRI E, BT 562 M BENLA LK BE R 7001 400 5 (A4 5, SR L 10 000 AN 7755, 2R 5 4R
R FBATOVR— RIS A R, BASTER R PATRA IS, B A AR, RAMG A v o, FATLURER I A ke
BETRH . BE RGBT R FE RIS 7], LASCR Al RE (A 28 (RIRIERE 572 755 B 130 8 75 5 5.

WE 6 Fior, B 745 3 KA 700 A7 B E) 1400 AN, JUFFrf W Ay 8 850 #E I 1) G AR R 8 0,
o DIB M5 A5 B BUB AT i 2D, T 52.7%, 1T AP WA IR BB G2, h 100.9%. X1 T 700-1 100 T 5K IHIA,
K2 K75 BR B VN TRLAR7E 15-30 ms 2 8], Horp DIB W75 5 800 oH S0 A1 38 0 B¢ 08, T OAAT WA R B
T A ) B 1.

TEE 7 v, BEE T RN K E N 700 AN FATE] 1400 ASFT, 57 R REERERTE 0 & 0.1% Z 18133, %t
TKJELE 700-1 400 FHHTH 7475, DEK. DIB. BKDR. Hsieh. OAAT W75 B3I S5 M 2 55 /8,
FEIRATI I, A FIEX 5 NI BN, 10000 45 BP0 A 3 2 4 Y.

=@ BOBHash SBOXHash @~ RSHash DJBHash =+ DEKHash =@= BOBHash SBOXHash  =@= RSHash DJBHash =+ DEKHash
OAATHash =@~ TWMXHash == JSHash —4§— NDJBHash APHash OAATHash =@~ TWMXHash == JSHash —4— NDJBHash APHash
SimpleHash -#= HsichHash =3¢ BKDRHash SimpleHash -#= HsichHash =3 BKDRHash
80 | 0.10 F
70 +
0.08
L —~
_ 60 <
2 = 0.06
E 50 ¥
= 2 i
£ 40 f B 0.04 -
=
30
0.02
20
0.00 |-t
10

700 800 900 1000 1100 1200 1300 1400 700 800 900 1000 1100 1200 1300 1400

TR (7) TR AL (79)
Bl6 s e SR REXT LL K7 WA B B SRR 0T B

FADRX 13 Pl 7y B EEAT T SR8 1P, S5 IR 2 o, AN IS A R BN S35 493 20 th vk SN I L bR gR
IR E BB AR5, SRPFRAE. 45 1L DIB WA A ok B Ul 1 B8 1 & Fabr s L, F Hat S IT85 /.
PIBATRHAL T DIB 53404 LightCTL MG A5 574
3.1.2 Linux RE5EH

7F Linux 5.0.1 W%, TCP 4R S IR R AN, 2 11 BR 4L csum_partial_copy_from_user () VAR, 7E 1% B
b, <5 VR H BREL csum_partial (), X7 H P A8 (0 300 EAT S INFIARS S v 5, 22 R B0 A DR A B HHs &5 M. R
Ei R MEEN LI

unsigned int csum_partial copy from user (
const unsigned char *src,
unsigned char *dst,
int len,

int sum,
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int *err_ptr
)
{
if (copy_from_user (dst, src, len))
{
14 DURH P 25 () B0 34) P A% 22 )/
*err_ptr =-EFAULT,;
/* bad address */
return (—1);
}
P P BRI RN, oKL 5 N2 skb—csum F#/
return csum_partial(dst, len, sum);

}

FETF R MEE 1, AT 2L csum_partial() HEATH R, JE T TCP R ST HIBEIE AL, A idit SCIRE K
N, FFIA T3 TCP ) SCKFHI checksum B

static int tcp_v4 checksum _init (
struct sk_buft *skb
)
{
MBAE TCP 4R SCHIDh 1 2 77 1A/
skb—csum= csum_tcpudp nofold (
skb—nh.iph—saddr,
skb—nh.iph—daddr,
skb—len,
IPPROTO_TCP,
0
);
PRI 93 e 77 IR A+
if (skb—csum)
return __ skb checksum_complete (skb);
/* bad TCP segment*/

return (—1);

S B TCP 4RSC, Hlr 3= ZAKHE A 4K top_v4_checksum_init () X645 SCIRRS SR A FT R UHA, T2
A TS HET I checksum 7B, FHAEMIFMOZARSC, T E 5. BREBURGHIS LT Bros. Bl e iz 1 3547,
FEEXS TCP HOCIIh B 3BT WP RS, 40 1 S RS IG A LA, P51 pRi 4 skb_checksum_complete () 5¢
O B Ay TR ARy, 43 P AR B RSB, T AR R SCHMCAR B (R . an SR B 1 A D E R W B U AN, 4
WG T 2 2 D EE AL B A B, B T AR . BT LR AT I Bk 2, FRATIYT R T RS skb_
checksum_complete(), 4745 F iy BE 0% A4 FATHE HH (10 B UG A5 B 30 10 77 2K, 6T R S 1) R a6t i A 58 B A 0 AT 2%
AL, B T B AT



AR 5 k2 Rk XIS A R AL Hy B o AR 5 ik 13

R 2 hash BESEA VIS

A5 PR 3K I (A (ms) AL (%) PERER 5> PUREREPER 2> NP
DJB 16.67 0.0413 1 0.939 0.97
DEK 19.68 0.0388 0.846 1 0.92

BKDR 19.58 0.0413 0.851 0.939 0.90
Hsieh 19.85 0.0413 0.840 0.939 0.89
NDJB 19.69 0.045 0.846 0.861 0.85
Simple 19.50 0.0488 0.855 0.795 0.82
SBOX 19.52 0.0488 0.854 0.795 0.82
BOB 20.42 0.0475 0.816 0.816 0.82
RS 19.68 0.0525 0.847 0.738 0.79
AP 31.21 0.0475 0.534 0.816 0.67
IS 22.98 0.07 0.725 0.554 0.64
TWMX 45.60 0.045 0.366 0.861 0.61
OAAT 62.08 0.0413 0.268 0.939 0.60

32 REIFHE

LightCTL AJ DAy — P B AC IR 22 A AmATL I, 028 75 24 o EHLERAE R GEI TCP/IP Hpislkk, X4~ TCP
g ST 2 AR, BRUETRAE XU 1 A, A1 LightCTL (1% 4P i e AT 504, PEAG =75 Ag
A AR 24 2 R 0 9 2 B . RN TR LightCTL &5 HoAt AL 4 )2 22 S MUK HEAT % b, fn3@ 45 I 9 2 TCP
MDS5 TR, E#BE TLS HUHILE, LA %) ELPPAl LightCTL ()2 4B R, YEAL 45 BNk 3 s, Horp, < fRa& ]
AR A F B Mok 238, A5 AR R AN REHRAH.

%3 LightCTL 2 &P Ry

o . A LightCTL TCP MD5
it Hte DR —oviim weokimE | wmOR s
1 TIPS G e off-path = 3 i = =
2 FEFHHRAR TS G off-path = = = = =
3 FETHR IR SC 10 34 B2 BH off-path = s = = =
4 LRt A CK A it i % off-path = 2 i 2 1
5 YNGR on-path = 2 i 2 2
6 OCHETH on-path 2 2 2 2 2
7 WCE R LS on-path 2 2 2 2 2
8 SYNULZ B ity off-path i i i i i

SEIG P BEE A1 8 JIT7R. Web server %% client $EALTEZR 1) Web JIRS5. SSH server 4% /' client $ ik
£ SSH R 45. Web server F1 SSH server [ EHLAC E A ARM, Ubuntu 20.04 ¥:1E R4, UL Apache IR 2583 4Kk 14
H SSH IR 45 2% fF. Client [ EHLAL & ARM, Ubuntu 20.04 #:4F R4E. 765 TCP MDS ML A7 ELIN, BT
TCP MDS5 ¥EITE Linux W% 3&AA BIATFE, FATTBRCE T P AZ S0 PR D708 5 B L TF )8 785 TLS AL
HEATXFLLES, FATTX Apache AR 25 2B E T AHICUE TS, BEUH 8 HTTPS N i in] Web 4.

YR PRI FR B AR Y BAT1 4 BITE on-path Fll off-path 5t T, HEAT T SEIRIGAE, VAL Light CTL 24, 1%,
FATITE Web server IR 554571 client F338 T AT 1A LightCTL 2 AALH], BI P 5 1) 3 HUAC £ 192 Linux 5.0.1 W%,
PIR% T TCP 4R SO B AL IR R . 78 TCP %% )7 i 1 TCP 4528 2 I 37— 4% TCP 4%, /A
sz, FATT L T — 4 N HZ I HTTP Gl {5 431, TR %)= H— 4 TCP IEBRE. — /NEE MLt 4 =5k
IR 45 45 0 25 72 diig 2 1] (103845 T . FRAVBOE B C& H 4 TR sR M St fe g, A4 Boehi sl RLEHAT IR 1P Hb
HEPh I, L2 i 7 s SR 25 2 B B 5o 75 0k 3 ] LIRSt IR 2% 25 FH 2% 7 i 2 [A] TCP & 45 A7 7, Beaki s vl LA
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B B S5 0% 7 52 1) TCP HSCH 4 J 0L et 7T LRI 00 A5, S48 TCP 3L 10757 5

Web server 1

(Ubuntu 20.04+Apache) .
\ Client

%\ . (Ubuntu 20.04)
B Mbig
SSH server
(Ubuntu 20.04+SSH)
=5 @

B
8 LightCTL ‘4 VEPEAL S 30 46 41 &

FEJR A Linux PAZ R, W SR B B4 X Se Xt fe Jg, nTLARIFH Scapy FERi%EMhi&E TCP B )T off-path X,
HUAEFE T 2R SO BB W Bk vh, Bodi # A 75 32 1) SSH server 3% 4 TCP RST Bt A K SSH i 22 B .
AR BATR A FIFET-BOW B2 T LightCTL B fHLHI1H EHLEAT 7 B0d, JoieUs s 5472 5 %2k, It
W45 I, IR Moo i N RST OSSR LT, W TIP3 T TCP MDS I TCP &i&i &, HHATE
BRI R AR M IR AR 0 T Bedb AT D48, — ELEAE A5 5 07 B, Buk & U9 v LA Pk tH TCP RST R SCPH W iZd: 4%;
XFFFIE T TLS AL TCP &1k &, B+ TLS WrisU U ARAIE T L Z 5k L2 M, 11 TCP RST R 3CEH
FARY 2 A G, 15K 0T DL E BRI B2, BRI E TR %

FEFE T HERR SR B S e b, TAIXS T8 T Apache 451 Web server 347 H0ds, B B B R %4
PhiE TCP His B, BV ATRE O v R N B2 7 o, AT 28 2o o i 5 3 () Web 508 9 25, i R B AT TR HH TR T B,
XFHBE T LightCTL B AHLEI I EALEET T Mok, ORI AR 240 2 15 M, BRI Beas 32 2R, A Bt B N
TCP L E b, FHh CIE AT S, 1% 2 b R 56 1R Ik BT R B3 TLS Jn s (LB REHCAZ B, 1M
TCP MDS5 HLHI U B 78 35 FH A MR (118 L T Re i .

TEDhIE ACK B el R Bk vh, FATH I8 T Apache IR%5 1 Web server HEAT BT, Bl R i% %2 4Dyt
TCP ACK B, $LHrafiilEdis, sl S5 M RTT . FATFFEXS 88 T LightCTL B AL 1) B HLEAT
T By, ToS A S T IR, SN A o H S S, T s S P BT B P RS U IR, TLS s pLsl
TPz, 1M TCP MDS AL A5 75 2 3 A it 1A 155 D0 e 62 19 4.

FERET 1P 23 B (R s Yededs b, AT IT S T Apache R 2511 Web server 31T Moy, Bods % AN EA0IE 24
A TCP ER MW 05 P15, NE&SE, NFHE RZEZANER P o F3dRa. JaMa70 7 Fthid sy
AR i R AR AR EEAL, BRI T R N BN . AR, A SR B AR A R AR T B T LightCTL B8
BURI EREAT T Bk, P Bt 45 003k, ol (5 25 2 15 i, A Boeh 3 AN 038 2 iR o) b —MROCHIEL
BN, ¥5 94 1) TCP 4R3CTCVHE I LightCTL AL S, TLS 025 HLiilth BEHAZ Bk, Xt T TCP MDS #lil, —H K&
Az R I TSV AR 2

ST on-path Bifi, e # (6 BRI T off-path S5 B 2, Bt Be g Wa i 39 R 4% 25 R0 250 7 S22 1) 1)
TCP £l 3, Bt [ AR M 4R 3t LA Bl 175 AT % off-path B B e 1R . BATTRIBESEST T ik Moy, 34l
AR NS S R RAT T IR SCE S (Ao 2 G2 AF server I client 2[R (4R S, — & AR B 3%) ROCE
BEALGE (P RBGHEHLE ST server Al client 2 8] 4R 30). seAh, TAT X% T LightCTL [ server Ki% K&
SYN 2Tk, 347 SYN iz deihi.

R 2E Mot B A IR B Mot B ) 2, JeAl 1556 R B, 7€ TCP 14852 8 LightCTL f#9" 2 J&, i TIT#H ik
SREL TCP 18 {7 X7 352 W R A 2 51, B0 A LASJAT 4 Qi nt b 2 w0 508 B B s 3, DRI Bk 285 3k () 4R S
ANREREIRPATIA ST AL, K 4 £8P 5 3%, BBk 5 AR MERSRSEAS XU7 (i il A 2. 35 3 21028 T AT VTS
SR, EEREASRN G W 2 B, W LLE HE LightCTL mf DGR SR AP ARS AR . FATINR 7 8 Fheah, £101 3 3 Fi



B Ah 5 T R XIRIE ) P AL i B S A M8 1R oy ik 15

Tilr 7 P gAY R i, LightCTL BEW5 18 5 (1 By 4.

MG E AT TCP AU A7 B2 F a0 Bulig e — AN NI, & Re 08 s W WT 210 IR 55 38 K I 45 2% 7 v )
TCP #3C. B U1 B FA TKF LightCTL FF M A 3540 B85 o U7 HERT S0 B9 — S BENLE, 84 Boh 1 A S s 4y
Fr, BAGERE IR BT LightCTL. KM 4F LightCTL 9, $ROCE IR 19 VF 5T, MUK T 384 TCP HIfL 4l SCBE, 11K
T A B EOR - T — HLRA A S R AR, H T TR N TR SR RE SR B AR RE 1 IR S, DR 2 i B A
TRINE, B G T i Sty AN T AR S, FIRE TCP MDS AL IC iR 48, 1 TLS MU T~ 3L T-IR-An 25 (K B
BUREME, BERE OR3P TS 0 AN 2 )Nk (9 12y

XTH 6 AR SCE T, Bk #0oR AT AR AR SC TR R 45 TCP #elie, 4 B TP Bosm w1 #4042
W LEX NS ULU T, LightCTL FTAKHY TCP Ppill, SEEMRX P, B2 TCP BrstR i B H R R S5, ot E B
L7, SEURCSCE RS RN

A 7 MCCER EF GG, AR BB, E R NG REEAT, HEIERE RGN TCP R,
1B DoS Brk sk . XA B T, LightCTL 548 BEWE AT SOEE, 1824 TCP ALiIA B B 4% 8 i AL ML, an R
A EF T AR, REEBMO BINEIR S RAER G, B ARSI, X — e R R T
Braba 0o 230, AR an FOR R Bt # 2& TSPORLFEN, ‘el RN A, TP B0t v it 7 2 T I ) 42 s 5 342 T 119 5
(YIRS EPASER S NS

XFF 3 8 B SYN wbiz Moahy, thF Bk % 4 4% 0 U 1) 15 KRG vL (K17 1) 3% sk —#%, LightCTL F A GEX X
FhBCTREAT A S48, B AT IIBE AR I SYN cookie 25, 528 AEMS I 4T B i Fh 34 o7

T BRI, P42 22 2L IPsec 7T LS P 26 S04 i 16 22 R 9. AR T IPsec, A8 SCHFSUEE
ff) LightCTL 42&—FiL 412 i 22 B ML, =240 T TCP/IP WhisU AN [F] 2 k. AHEL4S IPsec, LightCTL 42—

2 e AL, AR 2 BN AR A AR I LA T ok, A 75 % FR 2 S FE. kA, LightCTL w1 LA
1 TPsec (MAMFE, A AT #5 IPsec I EHLEL AL A fhT.

5 Ry — et 2 22 A 4 FR D AAL ], LightCTL B T-JL8E IR Rk, REAEHCA 2 Fh Mook, (H s T PR RE %
J&, LightCTL R T RS A5 5%, PRI W AEE — 2 1R R, Peanilsm s o0, Bodi # ] fe & 2l i ns
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