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LibPass: Third-party Library Detection Method Based on Package Structure and Signature

XU Jian, YUAN Qian-Ting
(School of Computer Science and Engineering, Nanjing University of Science and Technology, Nanjing 210094, China)

Abstract: Third-party library (TPL) detection is an upstream task in the domain of Android application security analysis, and its detection
accuracy has a significant impact on its downstream tasks including malware detection, repackaged application detection, and privacy
leakage detection. To improve detection accuracy and efficiency, this study proposes a package structure and signature-based TPL detection
method, named LibPass, by leveraging the idea of pairwise comparison. LibPass combines primary module identification, TPL candidate
identification, and fine-grained detection in a streamlined way. The primary module identification aims at improving detection efficiency by
distinguishing the binary code of the main program from that of the introduced TPL. On this basis, a two-stage detection method
consisting of TPL candidate identification and fine-grained detection is proposed. The TPL candidate identification leverages the stability
of package structure features to deal with obfuscation of applications to improve detection accuracy and identifies candidate TPLs by
rapidly comparing package structure signatures to reduce the number of pairwise comparisons, so as to improve the detection efficiency.
The fine-grained detection accurately identifies the TPL of a specific version by a finer-grained but more costly pairwise comparison

among candidate TPLs. In order to validate the performance and the efficiency of the detection method, three benchmark datasets are built
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to evaluate different detection capabilities, and experiments are conducted on these datasets. The experimental results are deeply analyzed
in terms of detection performance, detection efficiency, and obfuscation resistance, and it is found that LibPass has high detection accuracy
and efficiency and can deal with various common obfuscation operations.

Key words: third-party library; code obfuscation; security analysis; signature

T RN IDC AAR TR 7 2019 4F Android 4 BETFAHL T 85.9% M A M. KEIF R A ST
WA B AR AT HEHLZE Android N JH (application, APP) F14E BT 75 (K 2 REAL I D BE, SCELb i TT &, (18 =7
J (third-party library, TPL) 48 A APP JT & FR b AN AT A4 RRES 4. H 66, JTF k& 1) TPL 2243k A T ITH
&, Bk TREAME A, Bt Z —ANG— 0 TPL %A AIEME &, X645 TPL 1) 72 M Ak 711
LA Bt B0, TPL # F T W7 B 45 EUR UDID SR U WS F P 6 B 2 i ™, e OB R A

B JE e TT B SR B N v, %k APP I TPL JT 5 44 253 et 3, ot P o Jl e FAditt . DALk, TPL Al ©L 48 ik
23 Android N 42440 B UK A s R 2 —. Android B H %2420t N e S it # v, A BT TPL A&l 77 v2:
W APP HAR UK TPL 3t i) JEHF REER N 43 A, BORB Bk, B0ff o A 11 W B8 = U e, AT i B N FH 22 4 43 A
N G356 R 22 A 3 BT AR 5%, sl S TR . 4T G . B LA, B 2T i TPL A& T4, M APP 14355
H 5 I TPL, H0F kAT 22 Ao #r.

H T, TPL AU G2 001 2 kg, 56 1 AP e 7 IR 400 To ik IX 3 SN HL 45 Dh e () EAR P F 5 TN
1) TPL. HARTE APP JF &M B 3 #8/75 TPL Z W44 B (1) SR, AF2 R I A M F1 51 NI TPL 23 i Dalvik 15
53 i WU HE DA 2 e ATT 2 AN SR BR. 58 2 AN BRERIE TRIEBOARTE APP RAT Bep ) 2 N, X34 0T TPL il (1 4
JE, FEBR T RIS B RIAEH WA IR RE AR T4 . RS ILHC 5 R3S R4 F A
A B RIFERORAER APP 5| AN TPL BRRSZ544 15 J5U4h TPL 458 KARFRRE, SBURKE . NI SF I 50,
3 NP = 58 &1 TPL JRAYEE. 47 APP H1 5] N[ TPL %A HILTE TPL B2, Wi TPL AT Ge i 1 1
TN . fJa — A B2 AR A IR R . e S A R Box LB S B A 7 kb, 755K APP 5 TPL s R e
[FBEAS TPL BEAT LA, T TPL A2 AN TRIR B 1R Bl Akt 5, ELRESE /N BT a5 160 T F S AR 386, i DAl A2
TR 5 5K

WFFT G T 2RI (5 ok A IR B o 5t AR 31 1 4% B A I 3 O, AR TR
4 DroidMoss™'#l Juxtapp™®. 1% /71258 i AR RS RS TPL, BARAS T Bt 37, TPL J5 B2, (H AT SR 75 B il A 4
RO RESE4 1) TPL 144 5, IR AR B RAE 4 8 B I%) TPL. teAb, %05 B Ie i b 6 B IR R IR R s HoAR. &
Xt EIRAS K, WS BB 2 T 3 L2 S R vk O, AR I T 44 LibRadar™ BA & LibD!". i% )57k
TR AR SR I TPL [RARFAE, JE M4l H or SR R Bk @ A il I 8 R I TPL, H & & (M BT A1 A
RILH TPL WRE 7. AHE, 107V e T RS KB 1 APP 1R VI ZRpEAS IR At b, BUGTT-48 R A 2 51K 1)
TPL AT . WAk, K4 CAEAR R 1 ) 25 2884 ) TPL Az, R il TREEE IO REA R BT H T e
SR TPL K. S5 30 1) T AR 36 T2 44 AR I vk U419 AR 2k (K 79547 LibScout!' !, LibPecker! Al LibID!®.
FITNAE AT APP R TPL T I LUERRT 4, il 38, vk A s 44, Tl Bons L a8 44 A8 AL AR 7)) TPL.
FET O PI4T35 A P G T A A T8 2R A 1) PR, B S5 B TPL RS 7 i H 2™ =, Mg m 7 A /s
YRS R, RIS, N R A B TR ERAE, AR A SN TPL 5L AR K= =, BARTESS A evl N T
PUIRE B0 #8497 R BEHRA 1 I RAR TRRT IR VA RO DL AR AR, AR T IO B0 B 2% TR VB 5 A, A0 F 4 F A0,
Y145, I 75 T I i (P A AR AL, AT 2 e T AT D 7 V2 DR

T SRTFR M R AR B2, A SCLARR 2087 1 APP A1 TPL X () 22 0L 45 44 T 5846 %, SR T ekt B3 1) JELARL,
T AT A A TPL &I 1%, fiv % 0 LibPass. 1 %%, & H 3B R 51 ik ik iff i X 7y 72 )%
FIFINH TPL, B ox EEER A R B LA TR 35 %, fE b8l L, 30 T — PP 28 44 B I BRI 7572, B id
T T 5 MRS (1 DRSS T RIS T 22 28 44 T DR REAS I AR 285 G 1) v S I TPL Al i R FH 60, 485 R R AE 1)
FoUE T ke 6T I FH AR PP (R VR VB AT 9 LS FHIRIE T T T I RS 82, 911 FH A0 45 0 46 44 5 Jl B ek LR ik 3k
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TPL, [RIF% B FRAR oS EURLIREL . ST UK 28 14 IR )5 38 PR8Ik IR TPL b, Sl i 4t ks FE R 22 0%
SAATVABLE 23 B RS ff L SEUR 28 = Uy i B O I R RRCAR. D T 98 UE 7 VR IR Ik BB R 2, R T 3 NSRS 4R, IR
S RCHEHR AR EOT R T SEIR IO UE, AL VA TR . R AN PUIRHG 1HE 55 J7 X LibPass HEAT T VFA7. LibPass 2
FF KA 4E GitHub #E[X. (https://github.com/njustbdag/LibPass) #Li/F 57 A 51l .

ASCH 1A Android - 6 58 =77 FEAS I AT 5 IR T S5 AR LA SIS CARBIDIR. 56 2 S0 TR0 IR $2 Hh i) 2k T
AL R R R 7 vk, 55 3 TR AR 4R AT 78 20 (W SR 30 UE, I 5 AU se ik 77 kAT IR EL AL o #r, 36
UEA ST tH 7 R A 300k, HERHIE A — 5 50 i) I AT WP R, 5o 44 3.

1 HRARMEXITE

1.1 EREARE

VRS 1 T3 i) TR R P ) B Ok R AR T B2 —, Android B FH AR 32 SR I — B AR R =B, X6t
PO =07, RS 22 R34 ProGuard”, Allatoril" ™1 DashO!"”, H:r ProGuard 42 5% 75 4 3K 1 Android
Studio FFR V65, R d5 N IR IE 2%, 14 R A5 IO PR 1 APP 71515, ] DUKFIRE BOAR 2 Jy w28 B0 S JLIR
VEAEET PLIRVE. ST A SCR M 0 H FNRVE S SRR AR LIRYE, MU R I L ML TR E RO DL A S5 1R VE
PRI IR, W12 1 iR, b5 (identifier renaming, IDR) J& % APP 4. K4, HikLAEES L E
HTEE TR, AT G 24 55 JFOR I 28 2 AH L= AR AR AR Ak, {4525 T Fr kAP BUAE 44 DL IE PR DUy X 2R 28
FAFERINE (string encryption, SE) A&XT APP 441605 ¥ classes.dex H 1)< 4 5 SR A T8 1R N Sk 1E AT N 2%,
It HAET N3k ff 2 0 T8 AT IR 5. A4k 4E (optimization operation, OO) il i AR ACHL I F . IR A4 )
TR T G AT R ARG A A8 T vk I AR B AN B A%, (A 2 TV . B v S A TR A At HT J5 SR FH 27 5
7 AT 23 W ORI 7 v R 2. FE 434 (shrinkage operation, SP) i # % TPL F1¥%H 7E APP AL, 2K,
JERR RS &, S8 APP 15| NI TPL AU 4544 5 RSB AN ), A5 T 8528 44 . Wi b oxt LR s
AT 7 R 3%, HE A (class repackaging, CR) M i ¥ 4 1% J5 12K 20 £l B M Sl A, B giik
A EORARAK, ALAS5E TR A5 A8 IR A I 7 2 AR 3K

1 Android N TR SVERE LEL

R IDR SE 00 SP CR
ProGuard"" N x N N ~
Allatori"® ~ N ~ N x
DashO!'” N N N \ «

1.2 APP F&RMEMHITA

APP R AT 8 5 Y VB 9 5 A 38 i 0t ) TR R, (RN S S N T TP A IR A . Ik L B[] e
APP [WARTS ALK 51N TPL [T RAT A AR LR, 4l 1 7R, — ik, Android N FI#1 TPL SKH] Java
EE SR, AN FEF (application package, AP) BN LS. 32 IACTE KI5 R 43, APP I B A RS
T ER, TR E TR A, o E EROR R AN (L ERIGR ¥ TPLs, 1) R & I & & 5
B APP V55 Dy Re i ARRE 4. A, dE R S = PRI R R FEERIB S T L AR M= . A
ZUZIRR 7, ERPNAE ER A1) AP BRI LIRS A AN (R R BT, 43 IRR 2 A B P FR P AR AL (application
root package, ARP) FlZFEAR £ (library root package, LRP). AN Hb, 35 )&+ ARP F1 LRP 1] AP, Fx2 Jy N FHFE 71
(application subpackage, ASP) Fl1 /£ LSP (library subpackage). HRELF1 164 [0 SCKAES 2.1 g5 .

T APP JFRAUEATE R, A0 3 FAT A S IREARAL, FEh IR A AL 2 i W i 38 SE L) . ARk,
KT BN, I AT R ARG, Hrh 52485 N L TPL BT LRP #HILFE APP 1, 26l A2
& TPL f#84> LRP. #4) LSP, #2250 R HHBLAE APP tp, g & 73 28 b i) 77 VA F @ MRl s 2. % TPL 3
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N APP i, 10 1E 2R AT HTRFH (KR VE 2 AR VA IC BN APP BEATVRVE, BURAR ST FR . BER AR R,
NS 2 = DAER NG i e

APP

1=

N — - — ’d
D , LRP,
-Q TPL fE Tﬂ%g&a)\ )| ZHSA ) EH SN

K1 APP A LA 55|\ TPL [FXF N R

1.3 HXTITE

1£4 Android N 22400 # B B B/ B AT 552 —, TPL Kl J5 15 3 TR 2 (9 233, LA A il o7 32 K B0ay
DA 3 25 JEF (44 B vk B0 2 S LA 2T (05 3 O TR A AL L A I g 9 PSR
THTZE — R AR M 1 77, e 4 LA JEL B R il o5, D 056 b & TR0 5 S0k 2 s,

FETF AL R T E TPL R p) Al (4 7732 1207 AR AR T S, — AN 44 TPL I A 44 1, B
B TPL A FR LA S TEr L 75 (R0 44, o ARSI (1) Y FH R 2 U B8 44 5 1 4 B g AT LR AR, RSN B A S TN T
TPL. DroidMoss™ & 58 1 ANET (4 44 87 A i, 3£ T Android B FAT KM 1. Chen 25 A P3G T
73 ANMAT TPL [ A 4 5T Android B FH o8 BEAIN . S KRR (1 44 802 i Li 256 N PRAE), 255 5000 AN
[Flff) TPL. B4t Juxtapp'®. AdRisk!F1 Lin 25 AP0 N 27 VA WO N FH R i 7 45 . R0 FE . Al e 2%, ki
AT RN T 27— A B AR R Rk, (S S RIRE I . e A SRR K AR T 1 44 R
WP TPL 28 25 3%, M, — AN e 4 10 1A 42 B TR 1), ZERFSE B TPL DU IR S 35 T SRk 111 44 B 52 & Mk
WAFRUR N M. SR, T IEA R TR JG 1 TPL. FaRA R = HE g i T i vEm)) 2 N .

J T BEMIRIG G 1) Android B A FR R EE =5 R, MLas 5% STRORBE N A 185 — 7 PEAS . Narayanan %5 A 15 1K
PR T BT HLBS 22 ST 58 = 07 BERS I ) i—AdDetect ), BT RIS =07 |45 P 1% 5 125 10 B A B RS 5 i R A1
TFEWGFE M Android N e 45 8 FIRHAE 1) 5, BLAf RN IEAE VR B T T R dae v, b N AL )
BLAR 2% 20 J 238 ar. TPL RR T 58 = 5 e %07 v B A PUiRi, dEmf e sk s, SR R7E T B T AU &
KNG TT R FRAE TAAR I Hb 3R T ) 5 5 T X 4 10 BURE IRRE, W1 View d14F, BURFT APT 55, 5T
J7i5IE4 PEDALY A BUAG T AVES (10 3 AR SR 1M, X — AR EAS S 2 A, 85, 7 iU PR TRl 2
1) TPL, ANREH A TR AT & TPL, BRAET B A M RN A R AE %) TPL. Hok, 5 ke p it i 4
P FE A T N S TPL 2 W2 RAR AR S, 1A S W = OB 9 i b (0 2 M E i 4, HN ThRiE—A
Android N FH 5| A\ TPL & —ANER BAR D) F= ATl =R AR, Blo6 Lok )8, W RN 4T T APP 5]
AN TPL TTAOSFE, RILT PIAS FLAE 8 A IR A — 28 W) TPL &4 2 AN AR A, FLiZ TPL kAT, 78
I R IR A By, R AR 2 B N F R ARSI N TPL W JEAAMAS ORI B, T AN [8] 3 A 1 [R] —
AN TPL H 25 AH [RIREAE. A Lol iRe A B9 B8 T R T SR 2R A I D7 92, 12 7 V25 0o K o PR B FH R AT 3R
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FAFAFAR N o 5 | N BIAH A TPL 45 R4 3 ] — A%, A B A TARFE R APP 5 TPL X (M. AR 1
J5 14 AnDarwin™!, WuKong""., LibRadar®F1 LibD!"”. AnDarwin Al WuKong 2 5 i (03 T B 19 5 125, &
AT A L2 19 A 60 0 SR AT SR 2, 45 sR 0 T 1Y) AP 14 A B IR AE 1) 22, X B4 T SR 2 U0
TPL. IX—J7EKM TR ¥ TPL #iAk % APP {ff ] HARZ SR, SR, KF/E DL T I TPL 2l TR B
ATARAK, AL 137 VR AR DURE FEAS 1. b, %7 AN RE R APP W AR F K TPL R, %15 AR A2, LibRadar
FILibD $EH T 2 Z9URRIIME S, 8 T TR A2 M-S KRR TR Em M. S5 TR MR ik 52
AU AR L, NI T & 3G M5 TPL AHCIREAE, W IRIRE B A PUIRE, HEM R m e s dhab, a8y vk hk
RIHTHILE TPL, fig IR RIS FB 0 TPL, 1G58 = 7 FEZE B e 50 40, 4K, % 5 B R FR A7 F — 4%
AL Al B, He T BRIy 92 75 B 85 B Android B HER, T4 ARG TPL JR50 A8 J1 /8%
A B8R, BRRAT B TPL 82 2 ;5 e Ja, A6 A58 FH 52 Z% R i B A G AR A AR R 6 5 P S SR A B S o N T 0 (9
MEARE RS, SRR 7 VL PR RE ) T B, ANReERI U0 TPL.

FI AT, 587 17 V5 JE T AR L ARG vk, U A R R L e 7 3K, 5604 APP 1 TPL i, 2%
A B AN E R LB, 1 Ji R A A AARLYE, A DL o B (LA U3 H 5 N TPL. AR 72447 LibScout™
LibPecker!"”, LibID"1 Orlis"**). APK J &A1 & Ai i B2 p 5| NV IEHRME S SR bR B 77 A R AE . g i i as
328 TR L5 AR A5 3 I T AR AR U1K TPL AR g v A AR A9 19 2 J B DRI, I TR VRSO TR S
TG 78 )52 TPL, B v R 5 TR ORISR TR R AE, LA THR RS 2.

LibScout 1 k42 T Merkle A4 38 7R J5 1L %1 i £ LL £ 1K) APP FI TPL, 10217 fik TPL 5 APP &5 4. 5 2 2
TG4 33 EAREL. RIKZEATEEL, S04 07 R BRI FJ7 R, BIse =2 rikss 4,
M S 2R T ik =R R4, WG, AEDTECBY B, WK A T 5 U347 DL, 35 TPL 1)
Merkle B Hl APP HE g A1) Merkle A4 2 8] FRIARLLRE B 1 BIAEL, AN A% APP 5| N T i% TPL. LibScout K HI )
22 HUTIBRCRAE ST TPL S5 A AR (15 T T RE A 38 N0 R IR R IR I B AE, AR AEAE LA B4 . R i A ek
KEMBHEBATE Y FWBRE AR, SRR 2 TS BMR FE LT, 2er= A m w28, 4k, LibScout
TEAERREE A4, AN R T RINTES B 5 AR, &1 % LibScout (1125 44 HL#HIA77E 11 15 8, LibPecker 7E 7%
Merkle B 7R J7 v (IR b, X844 HUHRIRERT T ok, AMUH 28 B SHE B, W2 A B sk 20E DRSS I B2, b
ZBR SR Z MIMRBOCR, Bt T 5T ks U2 2 8L, 5 LibScout AHEL, MAR LibPecker £ 7 TPL Al
(94 1 2R FOUERG 2R, (2 T3 AR AN BB AT 50N S A 7 R IR T VA AR DAL B . R e el T 20 S5 VRVA

A[A]F Merkle B 2671 771k, LibDetect™ TRl Orlis 15 113 5 40 7 TR RRAE (2678 7 ik, 2K 5 i 2E A 8
P SR AN R VR 45 5 8 AR 5 (A IR g 92 5 T, BRIt M 5 V25 2 TR A SRR G S5 AN AR A 2 B RV 1
5. B, LibDetect Bt T 4L 5 A [ (1) 77 V53 G 38 7R A6 B R F 2081 TPL 8% APP 1) )57, G467
A, TR, BAERR. S RRERR DRSO SRR R, BREE MBI, B £ Ge
I} T 2 PR IR R A, RIS n] 58 5 8500 @ 1R UC L. 78 TPL A A2 rp, 4552 APK F 1051k m, 5B T Irvke
(1) 5 MRS SRR TPL JE R B3 — AN 5 57k m S ARG IR TPL VA 53k, KR k-8R B L R
K5 77 AE L BRI AR, KA S-SR 8 6 R G AT L BB AL, AT e B 200 TPL. 2811, /ARG
THIE R, B SRJE A 25 1B AL 23 BC A 73 AR G AR, SR AR TSR AR AL R A, AT 335 TPL A A HERG, FIRETC
A RN 2 T TR

LibID 5| N T K24 7 Wi & 1] R 8 —A> APK 80 TPL, H3e A BAUE W 7ES 42 AE i B, APK 2§
TPL (A8 il — 2R 44, T 2R84 L R Zimi— AN APK 5 TPL, 3E i fEAS MY BE, DASRAE N LA
X5, AT A 15 RAUBUNE B E B 0 TPL. &R0 5 AR A, 38 1 by 385 27 P AT DA P L3
WA B AL, B IEARHIE [R] 4 A 2BFAE, QRIS bR R4 FB ORI —i A % 4, fEd
TR EFTIRIE AT R, Fa 0 SO R A 4K 70 B S A 4 B 1) S 36 0 0IE 45 SR 3R T ProGuard 44 TR VE
il R, LibID [FIAIRS B2 200 92%, 1R R AGIRME TG T2 T, RrdlRE FE R B 3025 55%, 3R REAT BN i T
LRI
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U T3 VA G RURT LE 23T e 2 Bz, ARSCRTFE A ) H bt A3 52 (K] Android N AT APK SO AR 4R
J AR SE WA R 55 =5 PR, FFANHE— 2B IX 3 RN B 58 =5 PR 15 A ) ot P el i . B IR T A 44 TR Tk
AT LA 27 2 7 T LUK S A ST CARAR TR 0 H AR, SR, JE T 44 5 R 5 VR R T HLEs 27 21 5 VERR 1770
LAIE Rl A SCHIT ST TAEAR R H RSP, 3 T LA PRI K o PR RS . AR 44 J 0 TPL Al i
1, R LA I AE 11 4% B e CUAN ) 35 128 B S R B, — ELUUR) 2 B o A2 = 1, I REAE UM ke
N RIS =05 PR (R [0 IR 2 0 B 205 = P 1 ) ot 2 el S R AR A UL AR AN S Lokl T 44 R
THEAEST 1 A2 R A FEIARTEAR BT P F, AT AR AU =5 (0 Zhae. Uk, 3% 2 R B T 2 TATMBLYE s
(¥ TPL A0 5 7. 2% 2 W LA TR T 20— Fh APK 51 TPL (% 30k, %1 745 )T L2 ) APK 50 28
=5 PR T s R AL B 4 WU 7 T4k 28 17 T A BT B (0 LA B < By 0% 17 BT ok 14
ARACUPE 32 65 N 5 R AR R . BT PR T AR AU U TPL At A AE B3 3 A PRI LA 17 R e v LA
AR TR X 3 AT A E R E R M. o AR B RE ), WSEPE X rRET) . IRIEXPLRE ). A
ALPE 2 B W T2 T X, i AR U T s AR Bk FE . BeAb, (B A R R h 1 i AN [ T 32
RIS AL A MUK BE oK B 1500 B SCHR, AN AESE— RSEHE R 4R LA SEER 45 1, 26T J7 VLA S50 R T AR VR
S . AR AR ST EAFAE BB AN, IR R I A R A aT e v X, AR 4R 4y 52— ME 0 APK
(Lh.apk SCPFAEAET APP), firth APK 51 TPL 35 A T DT, 28 11 44 105 3K, I 1) T4 i 40 44 DL RC e ().
Fe T HLAR A 2T 7 SOREE T ARUPE LL AL 75 3K, I TR T8 APK 5 A St HBORITUC C P R . TR A 38 T AR B LE
B 77 SRR TPL AHUE -, 1 A2 RUBOR T3 AL S 27 20 05 s ST 0 20 2R3 R AN, UL 2 10
IS 1) T 4.

SHUA I AL, ASCRI BT A AR TR T 3 TR g M 8 0R J7 30, IF 3¢ L 45 M ST 7 iR 2%
IS A A5 A TR AV Hs 4, I R B R At~ A TR 1l DI (R ARG IUDRS 52 B e 5 20 e 5 Ay £ R P —
T RIRZGTR, A8 R G R b 7] — J2= B S T AR TR SO r i 3~ R DL S HE R AR, 4. 1 31 B YRR 7 B9 TPL
FE N IE AR AT 2 BEAT IR, W REMER 5070 PR RTINS R IR m R R, LSRR A4 55, IX LR
AR 2 PR B35 AN R T B QS M, 3 30 T A0 25 M AR AU ey 2R3 TPL 1) 5 v HEAf 7k
i B, SIS EIETTE, Set T I 3 BT e DL G AR b e 75 5, T S ey
VUL TR BT BOBEAS Bk 1) vT e S/, g FUBCE AL [ — J2 L SE 22 ML, i Joud B 60 44 64T i 44, 10— 20 MU fi
B T L G R 2 42 DL R 246 T RE 5 LN TPL. £E B S5 R 2844 2 1 B, 2RABLT- LibID, ASSCIRIAE 25 R T 3% T4t
RAMIEEATIE, EEHAE T REMR R LR TIE P RETS LR 5 AR R PR RESETH R 25 44 DUIR I e
D3 AEZEREA PR I 2% BRI T 5 B AR R OO AR A O ST SR DP A 1 P A DR 3R SRR, Wi 13 T
BOHLHI 254 51, X 5 LibPecker AR B 5 VA2 AR, BEAN, 5 0 AHIE 1 T AF LibScout Al LibPecker
HALE, EHEAT T R0 MWE BE 5 T (K SO AL T B IR P 75 58 LibPass. ST AS AR AR A i 2, e v AR
UM FIEE T A0 25 K B DA I 22, 5725 0 THEER APP PIT AR N 03 AT IR R I D RERER, J5 385 DRt AR AR 2 —
7 A M e P O 306 R JE BF =5 PR, 0l IRIE A 2 BT T RS IN CR B X AR 0 v 6 A AR R 11 )
LibPass & tH 1Bl T2 44 (10 DI IY BORLIN 775, V30 1ol /6 5 R ) £ PR R U R 5 22 0 %6 44 110 A A )
FREE A 773052 B0 TPL K. 18 1 T 45 A RE R A AR TSR 0T 7 R P R TR IR AT LAS THIEVE TS T R A
DUORS B2, IR FH A 45 46 %5 424 56 PR LS LA IE TPL, [RJAF: i B B AR pond LU B & THR I8 1 HIRY; i
LRI H %1% TPL v, 3 3k 4R0HE 2 4 22 G125 44 RHABLAE 23RS A AR 28 =7 12 e JERS L PRI FBUAS.

2 LibPass

Y EAT RN 22 5N H] APK SCAHFRT—4UA M 55 =75 7 TPLs E A TPL Al 75 v 4 N, o Aor 7 vkt b
% APP A IR RRCAS 55 (¥ TPL 35 9, HLAREAS TPL GRAF A — XKD jar SCIF. 6 TR T RO LG 52 RS (R G s
PN, 4E — M APK, e L5 TPL A R4S TPL HEATIE — LU, BEmiffiE iz APK ]
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(¥) TPL. &% APK A7 m M, TPL A AR n, HARAS TPL 247 1 M, FEARRIFTE R T, nTROE R A L
FefiE APK HP I TPL, Mot SR mxn . 24 n BORI, 7 A0 BB, JCHRAE VBT L T, Toik
T A B TPL A, AP AR SE4IRESEE (K10 B BEAT LLAR, W DL U &, 3K i — 2D W n 17 v S R 2
JEE, R S IR, ASCS AER DR DIDRS BE (T3, 3R THR N, B 46 s m A n KIEBGZ — HAR, N
S H 11—l B, 5 AR 44 R I 735, v 44 4 LibPass, JLHEZR A& 2 TR, #AMHESE B0 3 AN SCHEAL1F
PR, BLAE ARG T A5 B (1% TPL Gt A T 22 ZR A5 44 (KA I 5 5.

T ZHEAR RN

(EFasin ) AR
fi%3% TPL §iii% {i%3% TPL

LibPass

FREH

B AR esumne ey —) 8-8 KIS
An(éroid li\)ﬂﬂH AR RI | 7 @?ﬁ;];ﬂ‘%% HRAAYE E &
*.aj $
’ Olrclflline ‘ |
Offline
2 =
JAR S TPL AHb

2 LibPass [ £H BiHE S

EATHGR AL S SRR AT AT 10 APK, B R 4 o AR AR R AR5 AR S, % APK (1)
A, DL SRR B (R A 20 A 21, S S AR O 2 1], 3 S ARG 5 B 2 T DU T A AR S RS HUR AR AR Ay
B my Fmy AL, my +my = m, I FAFEHUR AT O 8 my A, SO LU ST S A BEBE A my x . KA
HiuZE ) TPL, LA £k 7 s JETRAR BT, R TPL [FI4R AL,

R T RG IR IRHFLE TPL JR 0L 20 5 9757 M BE K (1 TPL A% o Heds 34 R 7T RE S | A f¥ TPL. X450 47 APK 1
WA, B LRI — AR ELEE RIS, S T ORI A VR LSRRI B2, oh G g WA 34T T BT RN i 44, R ML FEA
T PR A i X TPL AR, [FIRE N A i g . T B R E G 4, BT 4,
HAAEAE TPL AR, T, TPL 3k Gk 1) SUFE A5y APK FFAREZE 42 5 TPL FRARELZS 42 IR 751 EL 4 )
BIR U R TT LU S BIX — H b, R 1) TPL $0H A ', 13 ' < n, IR, 400008 LA R % EEAT I
X LR IV S AR BE R my x

BT 2 9% AR EERTIIN A  41 570 APK AF FREE A (AR AL i TPL "l 51 A\ ME——A TPL. %
T I FEAS T AR A LA 52, T DASKOA LA n 2. 1 58 A DRS B () 32 22 DR 32 VR, B Hh T 36288
a5 BRI KA 5% R IR L LA, RS L APK D2 I 52, 25 R8BSt LR 5922, DL SR TR 5 ) 16 DS 2
(RIS, X145 52 (1) APK, 3@ LibPass f5 24t 1% APK 5| A\ {45 TPL.

2.1 EEBRIAR

Android “F & KH Java AT RIETS, RUILTGI0 & FAER, 182 JE ER, 702 DUZRE 4504 B U AT 1.
T, AR B ORI A 2E ), T X oA TR e e B AR SR, ETRVETE TR T, AR R
M4 B WIRE A O S 1, it e 208 AL B4R R 3 B LA B P AT SR A, 845 A 5 9
FASEHR )T SR, BN T TPL AS I A B2 DRI, A 06 B 7 A RN 7 VR S I E R 5 5] N TPL [
O35, TR A 23 M B4, IO R TR R A DIPE RERI R . A ST T — 3k Toofs B AR oS R A i
Wk, FEEEA 20 TG TRV 1) APK, SR T 705 B W 7 X, 0 TR I APK SR T AR OC &
(3 7 ¥ S A LA AT, S R I — JEL B 11 S SR H S AT SR A PRI A>T 55% ) APK JZIRVE ). AL, £ XHEE
AR W15, SRR PR 5202 AT I ARE.

FARRE I, 54 APK %5 )5 i) AndroidManifest.xml SCAEH 405 )5 T-“package” 7015 B, %15 &
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ATELH TR0 APK [ R 7EIRVE TS B T, HAR APK % T “package” (¥ 7o fa BT AR AT LLIRIK, E 2 AR b 4
AR, Joik BRI 5 o fE B it A4 BEAT PRIBOR . DRI, JE T o0 i BT sUA RG] /BRI T L T, -
ERRRATRORIE  JOE R A TR, (R 2 AR R DR A DLOR S, TR T2 TR MO R 10 1L
BRI 7 ik, % I5 K APK SOl — MU ERIOC R I, W R RN, IR R Z R ORI 1A R 2
ANTRIRS DG 28 1R A 52, T S A PR R 2, K M P e K B AR D . 10 A AR OG AR 1) T8
PR R SE 1 B,

3% 1. EFIBGRY (primary module identification, PMI).

N apk, HORREE B 6, ;
B list.

. boolean obfuscated = isSymbolObfuscated(apk);

. ARPs arps = getAllRootPackages(apk, obfuscated);
. if (lobfuscated)
getPrimaryModulesFromMetaData();

pdg = constructPDG(arps);
list=sortModulesbyDependencyStrength(arps);
. end if

1
2
3
4
5. else
6
7
8
9. return list.

R 1 1 ATRBOA A isSymbolObfuscated() F T #4528 (1 APK J2 4 it TR, KA R RRE R SR
ANTRI TR PR G SRS, AEL A b o SR TR AT A VR 2 0 S KRR IR S AT, (] I b i E 4 R 40 TR APK 28
DAL FH TR BEA . b RHRYE 5 AR A5 SR 5315 A RRD 5 5 40 Lo 2 AR AR B8R 11, DRk, TS5 1A H
SRVE AR FE SR — A APK A 205 T IRV & nTAT 0. %5 T AR SO0 AU B9 TPL A I 5 2%, 1A & APK TRVE K
T3, HOE RN FH LT NLP (TR R I 7 vk B, %75 08 I AS SURSRAB SR bR IR AT FOAS AR 1, A s .

B 1 5 2 AT R getAllRootPackages() SEHLKS APK Xl 43 A4 T ARP. T IH 4645 HAS [ 2 R AU 1) 5
X, R P AR LRI 5 7 v

EX 1. N AT (application subpackage, ASP). %t AT = 1AL, Wi Z A mh A 2Ral sz 1, MIFRZA A N
BT, asp=1{C\,....Coo...Cut I, I Lo} Ho CRN I 23 MR % A B SRR 1.

BT RS, 7T LG APK ERAF N FR 37T B2 MAE AR R I TR R, X BT 4 Mg e
G 3.

o YARKR, AR RN T TR MR BT BN BRI, M) e

o SEILK R, AR — AN — A LM ThAE, S22 582 1 2 [l i IR DGR,

o KEMXR, AR A B MSLHl KBRS IIEZE A4 p, W B2 A RIS, AIL T 4 5 B 2 1A
R R I 1 AR

o ZHGI KR, &6 B USRI ILESS A (A A 5775 W b, I T HE6E 55 10 75 AR

FEUAEI TAE Ol Lk 4 B R YO 4k . S0, RIE . 31, beiami—14
AL w,, 1 <i<4, L Zj_lw,- =1 AR R, Bl wy =04, wy =03, wy =02, wy = 0.1 225, #7751
AN RO, Fbs AR BN 0, 34 ws =0, R AT Z;w, =1. T R R IR &R T
DU AR 5% R SRR AE APK, Wi5E X 2 K.

TN 2. AR Z K (package dependency graph, PDG). Gl R B — MM E, PDG=<V,E>, v
R P RES, V={pn....p.}» ERAEEPANOZ WK R A BINES, E={p, S pll<i#
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j<ny, Hbs; R p 5 p; ZIERHIGER .

EX 3. MR L. AT RN p 5 py LRIKBIRIE 5,5, 5,5 = Z;ZLW‘(“M) le, € pie,€p;. H t(e,,e,)
HM e, Mle, LK HRER, EH 15 5.

EX 4. VTP ARP. B AR P AR 2 B om A BT B K S [ B A, HAT SR IFOC 2 107 B M 1,
arp ={asp,,..., asp;,..., asp, ), WA NI RELE: 1) path(asp,)N...0 path(asp,)N...N path(asp,) # @ ; 2) A TAT
BT asp, , BOHAE—ANTH asp;, j#i, {153 asp; 5 asp, W58 B i KT B 6, -

H 1 ALRGEAFR W AR P T T BN S AT AH R IR iy 42 25 18], X5 Java 5 5 P B ar A dLL =
S AT AR 7] AR B8 A2 1 R A PN B2 A 2 5 I8 T A — MR AN R840 1. LA T 2 A 3 =
77 FE com.google.common F1 com.google.zxing A4, E AT EA MR EE AL HTSE com.google, 1HEAEAEAKMIC R,
Rk, 55 2 AN TR N R — MR P AR R, (AR A T e S ERe T s A
TUA MM,

—H R APK B ARG, 555 4 17 HEE L @M H AndroidManifest.xml SCF A AL & (195 T“package” (M JG
15 RRE AT 2R, L 6 4T 4 APK A4 @ AR A 200 (M A MO0 R 8. (H AT RN 2, X B AR
F5E SC2 F0 3 RAIE MR R &, IUAN I T3 20K 95 /R K ASP, B4l ARP. 5055 7 47 154t PDG L &
BEAST AR B, e FLAR Y AR ik B 6 B ER AT B AR 215 0058 8 AT T AT (RIS He i LRI ot B DR /Nt
HEA, MR 2 fe K HORE AR S A
2.2 ETEEHREIRIE TPL IRR T

] EAEHRUN T3 2R R APK A B SRR ) o LR B K B SN, 64 ARP #0T BEUR B T4 € 1)
TPL. 24 T H& THEIE ST T RIS L, $2 Ml 8o, $2 1 7 —Fh e T 45 M i fseie TPL J7ik, 07 A
SRR AL RO ASE PR N 0V, I B 160 45 40 25 44 50 s DRI LU SPUSME TPL. 207k L i A il 4
IR 255 42 FIRE 28 42 10 A 126 7 0 S5 AR 4 K.

TG, MG WA . JE1 e ARP, i LRP, #E HiA T BA )2 ORI TR e, PRI AR 40 2 G &
LA B2 n] LA A~ ARP B LRP #4388 — BRELE 10 S5 M0, 7] — 2 LS g A R 5215 s iK1 A0 LS U7 4
. LLEE =7 FEglide-3.8.0” M A1 “com.bumptech.glide” oy 9, 25 B A HLAG L S5 A0 M 1 B 3(a) BT, S 2N F 2
Fp 0 B TPL A2 N 1 2R A B BEAT IR G, T BE M R 38 20 P o AR A A T 1) 7, 3 v] REVRI (L 44, I Se TRV #R AT
PR A AN TP SN LRP (s G b, AN A A5 0 i LA e 4 A i £ 5 sGUs TPL 1) 7 ik
HERITEAR. A T X PURE, SRTHRIHER 2, SIN T WA MM EIE S, W A, — R ey s, —
SR AT By 44, FoAHh, 25 18 ULy SR e R RS L A A b ) — R SRR A R A2 A LB
F T I 2, R T AL BEAT A 44 SR TR R A R B T RS A I AN
RNPE LA R R A S 2 2739 RO R BCE 2 e, JUH L S, CEVR B BOBRE BRI W] B S, BRI LeKe
HIBCEAE R )2 B SE A MR, F2 [ E TR T 5 2O0 L G AT R, S vh SR 2 R AR R T
BT RS R, JE IR N7 B0 B e HE8, R 221719 A2 (7 RO CE e I 2005 SR, # TR )= EAT AH
(R PR %5715 R B 1Y 2 YT )44 - BRI B e HE 91 B, 3T I ) AL S5 R L F) 9 b AT F i 44, R )2
B T A AN AN RO RN S B H RS - BE TR AT B 4. [ 3(a) IR A0 5 A 0 2 1 O S A5 2 T
K 3(b) Bros g R, b5 sh 7 47 RO B e h B 44 Ja 45 R, T LUE 1128 2 J2 E749 5 load B35 1
TRHHEZ, MR =7 I BB B 5y, TR B R B i ] et/

TR F7 HELE) ARP I LRP Rt L85 F A% I, 1 4 LU A0 B VT O0T IV (0, 5 R AT 4 5 BB IR T S ARAY, Skt
FINGLE IR, anE S5 IR, Rk B0 56 5 2o 0 45 R A1 e 0, S5 R 25 4

EX 5. W24 (package structure tree signature, PSTS). — MR I 45 #2544 3t — AN S A {H,
Siglm (p) = hash (Z:strcat(name ), ’)) , name (p;) FoRTH Di TR, streat(-,) BoRTIRF B IELIRAE, hash(-) %
ARG A FE T AR AR IR NG A5 M, SX LR A 16 A21) MDS ARG A (.
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| com. bumptech glide |

dlsklrucache # ﬁ $

| data | | engme | resource animation target |

| bitmap_recycle || cache | | executor || prefill || bitmap ” bytes || drawable ” file || gif |
(a) GRAE IR EH I

| com.bumptech.glide (AAA) |

!

| request (B) | | disklrucache (C) || provider (D) |

| engine (B) || data (C) | | animation (A) || target (B) |
[

| bitmap (A) || bytes (B) |[ drawable (C) || file (D) ][ if (E) || bitmap_recycle (A) |[ cache B) |[ executor (C) | [ prefitl (D) |
(b) BT 5 ) Q0 S5 R i
K3 glide-3.8.0 [ LRP % b (4 45 K b
S F 4552 BIRRASS < arp,lrp >, KT Irp 77529 arp X N¥] TPL (¥4 5 F5 40 A 6 S AT AL S AR ARBLE 23 A7
), ASCHR T — P TG M (3 TPL IR 5%, S5 R T ARELS R (R 25 A 25 19 3 s 8, BRI
A4 BERRELES 24, SRV UINGEE TPL, an80vk 2 s, S8 3 478 i WA AR AL 10 . 2 AN EL 25 1 v
AL AT 1, A B ARG B G MR, MR arp 8 AT Irp , IMANGEE SR TN 6-8 {75 AL
T REABLFSE (14 MU A P2 8 o AR 6 P B 5 R AR AL, Tt s S 6 T,

BOR 2 B AN kL TPL R0 5.

W arp, TPL= {lrp,,....lrp,,....Irp, };
#iH4: candidate TPLs: list .

1. sortedList = null;

2.for i <0 tondo

3. if( isPackageNameMatch( arp, Irp, ) && isSiganatureMatch( Sig,,, (arp), Sig,, (Irp;) ) ) // BAFVELEG 25 44 VL T
4. list = addLRPtoCandidate( Irp,, 1); // 1 FE7AIALIE B BAl, B L 0-1
5. else

6 sim = simy (arp,Irp;) ;

7 if sim >0 then

8 list =addLRPtoCandidate( lrp,, sim ); // 045 R4 o (0, VT i3

9 end if

10. end if

11. end for

12. sortinDescending( list );

13. return list;
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TE X 6. LA FLLEE (package structure similarity). X T-25 € MIFRE AT RS < arp, Irp > , HoALE AL RS & 45

PP AR At R ) A 2 R PR 1] 6 A B0 44 -5 A AR M B e i 7 i 2 R B A,

sim,., (arp,Irp) = NumofMatchedSubpackages (arp,lrp) X2 0
pss (arp,lrp) = NumofSubpackages (arp) + NumofSubpackages (Irp)

1, bR E NumofSubpackages () ZE VI EL G5 FBE FR BRAR 1 0 2 AN 20 H , B3 NumofMatchedSubpackages () it
PIRRELE B b BATAH A .42 1K) T A2

5 AR AR LA KT 0, JUPRE Irp IDNAGIE F1 3R A 51 N AR Z2 AR A DAy BE 7™ b 5 4 4% A4 1) T R A 1
A, — RS RS, WO BT R RE Y TPL #4248 N Atk FEAS UG B, BEAR B0 T — g (RSl ef ) P48, R0t 52 e il
ORI REFEBR 48RS TPL, B v FROAR LI 8 e AT B K IX 20 — R TG 7 SE B s ROk ¥ 8 M. B, B4
55 11 AT e FEORFACI M e FF P 4 280 e 2 PR Ak e i 1.
23 ETHRFZNMRIERNFE

LT SRR P PRSI 7 VR AR e G AR Y L, JFAN B ELERAAE 51N TPL, 3R 75 25X APP 5488 ik
HERT A0 0O W, DRI T R AT A T LibPass F 93 FIHE A4 T . APP A TPL i, T
. 2Ky YRR )2 R A LT AP TR Z RGBT, HURORS i [m] In LE AR B, i J2 IR AR
SORLEEAT, LBORS B HARKMIC. S T SR TR IR B, [ I e A, St T — bk T 20 G028 42 IR ArORL BE A0 I 5 2%,
WiE 4 . FEAE A RE D, DO R, AR RN BEARRE & . B4 R k8844, R A8 44 TR
TR, DUARELE A LAl G, SR P a2 I 1) SEAEDHS AR AL 1) L A8 23 i AR B B LR, R LU o B
IEE AL AR i, RS A4 AR ELL A R A BE A RS 44 L B A5 44 TN T VR4S 44 IR AH AU EL 4R

RE

:

I
K,

1

i

I v

¥

4 AN LB

PEAHABMAE B A rh 28 25 A0 AH AU LU B A% 0, 15 TR SR8 44 R T PR 70 A 4 v 5 = T3 P M L RCAS R0 1R HEAf
P, BUAT IO FE T AL BL 10 35 = 7 FERY TN J7v%, 0 LibScout A1 LibPecker!"™, SIS 75 5 28 4 28 B 5 5 24t ik
FERE CIR) 705 3 A2 R 25 4, HAT R HUbs SRR IR IO Be ), (B ARV I R ol S8 h B A K T VA RS R, D 25
IVRUEHEC AT T, JUHR RS P S A BV RIS TE R, S EUE = PRI AR %N . BEXT I — )8, A SCiR
T AT HOBOC R SRR T, SINBEBOR F R AR 1S B N 5 Re 13 DLORFF X — RE RIS TH B8 44 5t
AR BT, T IR AR B TR O RN R B L 7, WHEE 3 TvR. 4458 2K Class, , HRB A MEARZ L I/t
B INER 2 A G R, Hoh:

o JEARZEA, Sig, , A IEH WIS ) by 25 RN AR AR AR AT ) 7 T H WU BRI A5 (L. X LR AR AR MO 5
FEFE W FI2RER KL R, 452K Class, P& B Classy , WL Class, ZEARMKEBT Classy .

o JTIEAEA, Sig, , A2 B Y IR Ja 14 (1 U7 Te) e 5 R B P AR ZHL ol 1) 2 5 S WS J (R s 75 {. 4528 Classs, P8

© TEBREEGESIEIFEFDT htp/ www. jos. org. cn
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S B H SR R 225 Classy , WL Class, BT T Class; .
o JIEREA, Sig,, , ST VRV AR R R0V R A A R WU I RE A, 528 Class, g LT
AT T 28 Class, WAE N JNETE XS HEEE R BIE, WV Class, J7EWIT Class, .
VAR B PR 2O R FH G — 10 7 BT b, A28 =5 B AR Class, 3BT B3k 3 R
T —52 Classy TEHARIIC R, il /11575 18 T 38 Class, WIEBLRIZHR, F P08 EHAE— i 745 B BARm):
® K Classy WM. )8 3 Ml ReM2EAL: ARG, F—aAh W, e, [ Hm— ek Ron s

T

M, TX R T HEH 0, 1 A0 2 AR R AT

HAFFIR 2024 55 35 5% 6

® 5K Classy IAFR. FINFERYLE T b R FR AR, ST AEIRIE T, TR de DO AR R G RIEATIRIF.

AR By

W, XK RGERMAERLI, 2K Classy £—NREK, WG TR H R SRR, & W is i 6 — AN R 7
TR R A AR,

L3 E TSRS L.

N KA,

AR Sig,(A), Sig,(A), Sig,, (A), Sig.(A).

O 0 9 N L B W N~

N N = —m = o e e e e e e
— S © ® 9 N LA LN~ O

. Class B = getSuperClass(4); /28 4 122K

. Modifer AMC= getAccessModifier (A) ; 1/ A [R5 il 32 1 745

. Type c_type = getClassType(B); // 3kEX B {1257

. String str = getEncoding(B, AMC, c_type);

. Sig, (A) = hash(str) ;

. Class[] F = getAllClassofFields(4); /25 A [t J& PEx v 112

. Modifer[] AMF= getAccessModifierofField (A) ; /25 A (¥ &5 il ¥ 7%
- Type[l] f_type = getClassType(F);

.for i <0 to n« |F| do

str += getEncoding(F[i], AMFTil, f type[il);

. end for

. Sig,(A) = hash(str) ;

. Class[] M = getAllClassofMethods(A); /2 A 18177 H1 B A B2k
. Modifer[] AMM= getAccessModifierofMethod (A) ; //25 A 71005 M 575
. Type[] m_type = getClassType(M);

.for i <0 to n« |F| do

str += getEncoding(M[i], AMM([i], m_typeli]);

. end for

. Sig,, (A) = hash(str) ;

. Sig.(A) = Sig,(A)+Sig,(A)+Sig, (A);

. return Sig, (A),Sig,(A),Sig,, (A),Sig. (A);

TEAFR T RINFEAZE S SR . BB ARG, W LABE S ISR AR AL, B3 4 F B 43
529 APP FITPL 1 (¥28, RSB AR ) B, oAt simy,  p ~ simy 1o o N sim,, 1, 57 MFIRFIEARLES L K
JEYER A L RITEB A A, 235 s B2 (5) FIR, wi v w, Flws 28514 % A 1 BCE, Zj_lw,- =1.
X APP H SN TPL 155, WERAETRIE B Bk A B MR sl R B, ISR A4 H ), SRARMUME A 1, 75 )00 2331 JiE
ERMFEARLE A JRYEREAMITERE A AR, JF L B KPR L AR BIE. A3 325 (5) H
les ) Rt KL esl.
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1, Sig,.(A) = Sig.(B)
sim. 4, (A, B) = (@]
T Wi simy 1, p(A, B) +wysimy 4, (A, B) +wssim, ,, ,(A,B), otherwise

1, Sig, (A) = Sig, (B)
simy, 4, (A, B) = 3)
o |ics (Sig, (A), Sig,(B))|/|Sig,(A)|, otherwise
1 Sig, (A) = Sig,(B)
$iMy 1 o (A, B) = @
o |ics (Sig, (A),Sig, (B))|/|Sig,(A)], otherwise
1, Sig,, (A) = Sig,, (B)
S$iMy, 1o m (A, B) = 5
o |ics (Sig,, (A), Sig,, (B))|/|Sig, (A)|, otherwise

A~ TPL # AL SR 228, HANJE TPL ThEESZIL stk AN AR ), TR A AL 77 sk AR B R MR
JEE I 2 5. BT 7775 A2 (6), 5 LibPecker 1R (F K0T J38 5 VA2 SABLIK), e bR 80 NumofMethods ()
VESTSAAT 1) T3 105, W BB 3L NumofDepClasses(C,i) S50 i BUEN 1 8% 2, 433327828 C FrfER e i+ ¢
A BORE C HOBUR A ZEANEL. 55 LibPecker H ISHUHE LR TVEAH LG, 72 5 L AR T8 C MRS &
753X, LibPass AMUH B T2 C M e 3%, M H 2% 18 THOBU T8 C IR, JF BRSO R VEH i T
AR AR AL

weight (C) = NumofMethods (C) + ZilNumofDepClasses (C,i) 6)

AR (6) R TTEEG L, T8 R 55— T7 T, RO s i R 22, I T Sk sy 2D 1,
RBEE C FHERTEAH m D, A 30 (7) AT 2 — A B
lelweight(c,-)

LA, IR A T AR AE TR AR B 2 e, FIRER AN — 72 . R T e
AN BOR BB TR B TR A T 807 %, a2 (8) s, b B 3L NumofClasses O HI T B & AP 2R 1A
i, CieSP, 1<i<m.

weight(C =C)) = (@)

weight (SP) = NumofClasses (SP) + Z:weight (o) )

23 (8) R T RIS o %, BRI, 70 P SR AR AR, ) A FE R . SR, X T
AR AT VA — AL B R T SP SR IB AR n AT, 405 FACE R A 2K (9) THE.
weight (SP;)
Z::]weight (SP))

I T A T 2 R A R AR EE ARSI T 0 U APP R GINFRRE E RCAS ) TPL. IE A5 1.2 %5 20 AT i A,
TPL 7E5I N E] APP N ] e A AR BOR B, il i TPL wh i) #8537 idk s 45413 APP R B I8 43 55 1%
TPL JR 225 FLR. D, A T T IR AT 0, S L T 2 03 44 RO kL AN T 2. L APP IR 10 25
WEOR R AZRAA 510 2K, FE R Bl S SR 5w S ons By 3 L s KA AR ) AAS b TPL 4 v 5 4%
FIN TPL, LA S iR UL HCANT TPL FRAH: 3.

weight (SP = SP;) = )

P AT 10) T, b simyg, o 1p(asp;, irp) R irp 15T, asp, BB T AR PIEE, v RURHE 220 (1)
4.
Zn‘ SiMagp 1o rplasp;, Irp) X weight (asp;)

Simarpﬁmﬁlrp (arl” lrp) = = n (1 0)
1

Simaspimilrp(asp[? lrp) = max {Sima.rpimilxp(aspis lsp/)ljil} (1 1)

[FIFE LA asp, A2 I8, K0 b SARABUE B 8 DO B 3R A3 7 AR BUE . BB 7 oasp, AT m A
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{Citye.osCityev, Gy, TEAHRIME AT DIARYE 220 (12) W15, Hobrsim, ,, O HAKX Q) HE, ¢ ERlp P 5 TH
asp; TR C,, MPPEERIOZE, 1(C) 72— MRERREBUTFRZE C AT Wisp, 1, WAz (13) Pios.
D HC) X sim 1, (Cip C') X weight (C)

Simaspiroilxp(aspi’ lsp}) = m (12)

1,C’€lspj

0, C' ¢ lsp, (13)

I(C’):{

3 % I§

3.1 SLIHIESE

55 =5 BERTDNATUEK, PP 7 V2 R 1) SEHME B0 A0 5 L — X 2 MU SR AL, TR < apk, {Irp,,...,
Irp,... lrp,} >, RN apk, TAERIRI S =5, HAEA rp, W3R T 58 =I5 PRI A FR LA RRAS, AT T35 =
J5 FERS, i BLAE m] TR TR SRR, H TR — NS R A AT I R ROE A, R LT LA R
1) PR FEAERAR SR 10 7 LA A BN, SBOT A8 4 IR, L SEuE s A5 G 16 TPL; 2) S S5 (1 S LA /N,
L LibD A A (9 SR vk 50 AR AU A 1000 AN, f#% 2 613 4~ TPL, 1 LibID X f# ] 69 ANAN[R TPL, £3 7
1 444 NRRA.

S T HRTEE =7 BERTIN (VPN B8 0, SE ARG E R A, ASCHR T 3 RS [ (1 S DA B S E B AR,
AT 35 2 S [ B A 3 55 (4 7 3K

o N DA SRms, B A4S 3 1 Android 3 60, 3K 52 B0k (0 TPL N BIHE R ] b 77 A — AN
FH AN THRS VR b SRERC 2% T I FE G 7 6 365 = 0 s 2. B AAcdb, SB3E X 10 000 4~ Android WA, X eI T84T R 4 ¥R 2L
B4 smali SO, 3@ IR H 3 H 1) smali SCPERIE—ANIER FH, B AR ISR F HR AT 128 = 7 RS 5. JLIR, A
RN BE AL AL — AN 58 = 5 PR NI B, A BEALIN 8 ANEI 10 ANEE =5 . by 1t by ek (1 H 0 4 5 U 3 B S
L, AR N RN 8 =07 PEREAT AN [ R B2 A5 o e, AR A N335 SR 28 = 07 Pl JRUY J= G 1% A smali SO, i A\ 2
AHI LS T b, 356 smali EHIT AR A APK SCHE. SR B3R A THRE S A T — M8 10 000 4N 1)
FEEBARAE, JET 95 434 A < apk, Irp > FEHEXS, K i 44 GTB-1.

o FFUEIUH S, BN FFIE B9 Android B F I H & A1 - 6 3R H SO, 35 I E SCAF AR 3 28 R 58—
07 ES AR B . B HE, K FETTUR S & F-Droid 3XBX Android S FH [ FRIIB H S04, 2007 45 = 07 PEAR ST #E 3K
N F 5 IN TR B =07 s B A . T RIRSRIE 04T T 1,000 ANJFIEIH , JLi43 81 14 233 A < apk, Irp >
SN, KA 44 0 GTB-2.

o A5 S, BRI 22 b TR VS 2R AL TRIE D B AN 28 = 07 AT AR 5, SRIURIE 5 O F R =
J7 G . BARHL, IS £ F-Droid 3K Android NI H SO, R84~ N 4 BIECE 3 FhAS IR VR B, 5390
24 ProGuard. Allatori 1 DashO; [l % (& 4 Rl E VR AE 0 sRACFE T, 20 3 N 77500 (L. 28, Trik&hs
P LARREAN N TR AR 5, ]k Type-1) oAb (FERFEHIR 4T AR RIS H AR, 120 Type-2).
TR GERMHIIZE. HIREREE, L8 Type-3). i Pk GEIRIE G R sh 8145 e ra i, 347884, idh
Type-4). Bl RV VG # R HE D 8 10 445 A4 ST VG 0 5 Y 584~ Android [ FHT0L H 77 A= %6 B (19 VR B R AR 3
F LR HEE AT T 1000 AR H , 4350 B MR 52 B RE B AE, 198045 53 3 Fior, ¥ 44 GTB-3.

3 IAN R e B A S P R A

. Obfuscation types
Obfuscator Number of APPs Number of RPs Number of APP-TPL pairs 1 > 3 y)
ProGuard 200 1889 914 N N N N
Allatori 241 1493 1309 J \/ J x
DashO 215 1041 1001 J y J x
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T IR 3 AR AN ) S A R 1 FEHEBE S0 T 58 = 5 PER I B ) PPN B T AR 3%, 22 57 2 A T LIS
W 4 P,

K4 ANFFEAESEAR AR = I Kl RE D VRO _E R 22 5

NTIES =
SR e _iE ) Bl KR UM
precision recall
GTB-1 10 000 APKs N N x x x
GTB-2 1 000 APKs x v x
GTB-3 [200, 282] APKs v J N x x
3.2 TPL A

TPL A3 [ 1) 55 #0252 W 3L T M1 B PE EL 8 (0 TPL A8 I 7 ik et PE R RCR 19— AN N 25, 4R,
Android #EX IFRH LK — 1 TPL RATF& ARG, JF &K TPL 3 ZkJE T GitHub B3 Maven 5 AHSHEE
G, FUAFAERRA AN EHE . BT TPL B ARAS 26 J5 ANfE Aty 5 9745 1) i1, b1 5 350 TPL AU 5 R B 1%, A%
DU I R R S SIS TPL #8728« SRIBCR 2307 1 3 S50 IR 1) e A St 2 3 n. A 1 st b3 il 8, A SR i
) A A R AN APK R 1] 43 25 HH 5 45 I VR R BRI TPL J2, FEM8Bh T LibPass 11 AR, 21
PRS4S5O TPL (R FIAREE, DA TGRS AR,

194, T 1) Maven 332 TPL. Maven A% 4G A i S AMYAZ A 1M 7] Android 1 5 K8 =7 &, 1 H.
AT KR 1 1) HA T 6 5 R KBS 19 TPL. Rk, 16 H h3kEUA ) Android 16 1 TPL Z 11, 1 /E T E e —
AR TPL i 5, DL s LA ANAH G TPL. A T il TPL V&5, 34T T Android N I 4t X “F-Droid”
BT I H , $2HCRE— N0 E 1) gradle SCHEHPBTELE ) TPL 3& BN bA&9F 22 5, I H R =641 GAV=<Groupname,
Artifactld, Versionpairs>ME—Hibr il 5 —A> TPL. — HAfise T A AE R TPL 35 5., B ] ) HIC B A2 e AR 4 v R 1
A GAV TCHUH IR 55 = J5 JE jar/aar SCHF. (EAFA R, APK LAVC4n % 5 AR (b Hie 0y 017 ve,
IRl e 75 A B T ¥ T H., 40 dextojar T H2%, K5 N jar/aar SO BT A HIZS$T 90154 dex SCHEJEAEA TPL
A Hu

ok, Wit APK X )4 2 KL TPL. KA IR 4 e R @ v] Ul T Maven/Gradle M 1 J@EX TPL JR 7Y, {H 2
Maven [ JEAS e BN BTAT 1 TPL, 35— L5 WM TPL BRAS. 454 Android ¥ FH HP #8545 24~ TPL, [Alik, AT Lk
T4 #7 KA Android BT A FFHMIRIE TPL R 48 J5U8Y 2 5 50 4. smali 324 Vg Th RE 09 (AT, Bt THT B R
TEgn RS EEH 2R B dex MIThAE. 25T 1X—45 o5, ZERME TPL RIREFE S, S5k K APK SCPE R 4 i i smali 4347, Bl
J R ILHEAT AR AT B AR, 45 APK 4770 B2 A, PR A R IE B T AR B DEX SCH-A7E N TPL JR AU/
o, Af AR SR TPL J5E 2, Maven 77 7 Hh 8D 1) TPL JR B #5 0] LU APK FR 3k 3. A0 41 T 10 000 M
Google play H F & TR 1 Android N H, IO BT RHRE LM HAR R A ZE b i) TPL H: smali SCAF4
HHRAT AR DEX ST, 47 N A Hb J5 0 e o

2 LA TPL O X 7607 140 000 4> TPL fAHE, I 045 A maven H1CHL ¥ 12 648 /> TPL,
PLA A 10 000 /4~ APK #1432 Hi 1) 127 352 4> TPL.

33 LWRE

T BAIE AR L 5 = O R I T 1 M RE RN, I B H A AT 40 44 BRI T VA HEAT 6 BN AT, TR T —
2SI AT RN HT. 52357 FH IR 25 28 10 & 4 Windows 10 LMV 64 f754E R 4, Intel(R) Xeon(R) CPU E5-
2678 v3 AbFRES, A @ 2.50 GHz , P47 64 GB. {ESL560 R T I SCRIEEN 3 FiAS [l B8 7 (1 LU Bdls SE A 0 5256
4%, WHL T AU SEHER . A TS R 757, 40 LibScout™, LibRadar™. LibD""., LibPecker. LibID-S! 41
LibID-A Ul i) H 7 ik, LibPass “EREH YRGB B b A FH A A58 FE A1 6, V22 0.01, B RAT R A T A7 4E
a5 R B AT . 5286 A il E B3R (recall), K5 (precision), R BH# (false positive ratio, FPR) DL MBI (false
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negative ratio, FNR) 55 4 /NMEAR A PEAS 55 = J7 ERIN 7k e, B ik mun AR (1423 (17) fis:
number _of true positives

recall = 14
number of pairs_in_the ground_truth 19

. number_of true positives
precision = == - (15)

number_of detected pairs

number_of detected_pairs —number _of true_positives
FPR = o/ — _of_true_p (16)
number _of detected pairs
number _of pairs_in_ground_truth—number of true positives

FNR = ~of_pairs_in_ground_ _of_true_p (17)

number _of pairs_in_ground_truth
A, true_positives T8 IEHHRIT < apk, lrp > S I, detected pairs TGN T iE R BIFTA 1 < apk, irp > 5T 11
MY pairs_in_the_ground_truth $8IEUET < apk, Irp > STHIANEL . UEAL, SEI6 A0SR FH B AT I ) >k BE f ksl 75 v e H
IR &S
3.4 HBRE5SH
3401 EBHRIPERE R AT

AN LibPass [ =AU AL 30T PP, S8 VPl AU R 1 B R RCR, TS PG 2R A A%
T LibPass fift 1k 77 & B DTk,

TG, WAL B B PR R . B TR 3 R UMERUR AR TP A GTB-2 SRR R H U 1 R EAT VA,
SEE P BL GTB-2 1B SEBext 4, el AN 73 Hr 50 H AR S K 75 2045 2 7 RS0 H A& AR LK TR, 3L
T 16 387 AMEHL, Hisp 1000 AN0 FAHe. BEHLIEIN 30% K01 H o HAELE ProGuard 1F N TRIE Y, KA BIAALE
AR B IR FF AT VR, 1338 LRI H SR APK SO 5 AR SCHR HA 1) 3B 3 5 vk B i 28 APK, S5
5210 R, SRS RO, W3 5 s, WRHATLUE e 1) BESRAEHT RHERT 2 98.91%, FF7EL 1% KBk, Xt
TR R AT N T3 B RN, oA 3222 J DR ACRS 52, BT & & 2o K HoAlh TPL #4453 B PR 1) TPL .
2) BEYUENT 7R PR IR (1, 76 30% APK EIETETE T, BB HT R = BEHOR B IV 2 =14 99.2%. 3) X
FEIOfE BRI G T, FRYR R AR 20 70%, (HRWIZ 72 IR T A JREYE APK 1) 3, A0
3L 43 #T Android manifest SCAFRI AT SEBLAE H SRk, SPIIEAT IR 17.7 ms. 4) X% KBS RIS TE T, EAER
VMR TN TR 20 98.7%, SB35 i T8 T Joq5 B J5 ik, AR 7 VR T s 1 I (R T 02 25 T o5 BN A4
49 £, 5) @ T ooqs BAIC R 1) LR 3 5 1 (R R A iR I T C R I 5 i B2 T, B IR I ) 45
FEAR T 29.2%. bR S 4 S0, A SCHE H IR & o5 SRR i 0C 2 (10 DR 7 2 B 38 e 1) S AR v 22,
I HEBRAM I ) FF45.

5 RLHYEATR AR S0 £

Byt T i H A BT HERIZE (%) P4 IA) (ms)
LAt Ay PDG 16387 16209 98.91 865.6
Jofe BRI 1000 700 70.00 17.7
AR R FRARTN 1000 987 98.70 866.8
Y prR e 1000 992 99.20 613.6

LUK, VRAl B 4L AF 65 T LibPass 47 R IO TTER. S P25 18 T & 54 LibPass HHAE A = BEH I 41
P, SEIR 5 WK 6 fin. W LLE H recall F FPR 16275 Ja A B U Th RE W i T T 38 224k, 10 -F- A
B ) 4 KAk, Bttt B A2 AR 2 S PS8R B ) AN 23.68 s 980/ 3] 15.47 s, 1548 28.4% (R I At 1],
X 3 BH ERHGRON AL (1 5 I AN KRR ST B m, (B BE AT S0, LibPass K Ik 72 ikt = B R BR AR 4T
SRR T — AT RE IR B O T30 UEIX — i, MEARE A APK R A5 ST T 4ii, KT
10 ML T 24.2%, KT 5 AN L 37.8%, 2 T4 F Rt .
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% 6 LibPass J5i&H 117 W ] S AEH U AR S 56 45 2R

o VERE (%) SRR ] ()
S R ] . —
= v recall FPR TR B BRI T
N 100 11.39 1.48 15.47
X 100 11.38 — 23.68

IS, PR RPN 8 B B AR T A I 45 SR 2. LibPass A0 X — A BIE HOBUR L B{E 6, , %5
L EAE B BON i, T HDE A T2 T ATEMRIEOC R, S50 oK LibPass BRIP4 AT 1)
MR E BE 6, BB R 0.01, — AN/ IIE, BWETMTENAD TERDFAKBCR. WL S FIEL 6 P
F B EHKT LibPass (15T #k 4347 45 90T 40, HAEHBINT LibPass (KA I 2E 8 JC 52 M, SHFA8 00 34T — i i,
TREHGR AR — A TR IR A T ALAF. PR, O 4 b (B X T TPL Al 1 8 2 0 R I, HOx
AR T B AR G 0 45 SR OS2 43 AT
3.4.2  FE TS5 R RS U BE TR AT

ARATHF LibPass 13T 25 W AR (RIS I 41443047 VPO, e Sl 2 DS JE XS T~ LibPass Al el 7 58 402 5 T 1 ST k.
SCER TR MRS S GTB-2 AT, &5 Wk 7 Fron. R R CUE i, 2 75 B FH 2 160, 45 A B (R Al g v ) 12k e 4
¥ recall F1 FPR WA 52, {H 2 N 5 1S3 IS [N 525.6 s T RES 15.47 s, 1544 97.05% (RN [A]. 3
A 2% 356 00, 8 R A PRSI AL PR 5 NG 03 AR T S35 5 ), RS T BV R . R AR TH (W JR R E T 256 T
A, G5 R (ARG 7 VAR it T 6 ) D PR A 39 58—, AN T SE R (9 2 G AR

7 LibPass Jy ik i A IR TR A M 1RGN s VA IR S B 2R

- \ PERE (%) SEEIR T (5)

7 8 R T2 M A ,

PR A FPR ETAGHME T ZHELN BELA
X 100 11.38 — 525.60 525.60
v 100 11.39 2.74 12.73 15.47

HE— P, ORI AR B T4 0 B B R 7 2 15 20 TR . O T AG T SRR T AR 8], B3
Google Store, F-Droid EWt&E4Y 16 900 4~ Android N FH, % B FH VR I SUHEAT T Ge vt 20 #r, 45 Rk 8 s, M
Fhal LU L, 83.46% (11 APK WA IR, X 4% APK 5 1) ARP AN Lh 92.63%, FI4x 11 7.37% ARP F{XH
1.77% N T A ARG & FEOE 0 45 MR A0 7570 3%, A FE ) 1.77% ) ARP $UAT 3T 2 404
BRI LA, T HAth 1) 98.23% ) ARP ] LA S iob 35 40, 45 M B FRIAS I 7 vk BE X BUbs UARF IR I, Rt i i 21 4
KZHL TPL. LU0 h GE v 3 TR 45 M RS I 7 13k A%k TPL AN ECT- ML 4 70, 1 TPL AXHLZERUAL A 140 000
AN, BT T 98.23% (1) ARP ALK EETH T 2 000 5. A _F3d 43 B 45 5L ] LA H 3514 45 R A (0 e Rl iy v
%FF LibPass (KSR TAT B3 5Tk, B TPL MUBEKII4 KABASS ST LibPass [RAS AR A5 KA R 5.

%8 WEEM APP IRIETE I

R TRIEHA APKHL (7 (%)) ARPHL (15 LK(%))
x — 14104 (83.46) 122014 (92.63)
J b & TR 1 644 (9.72) 7 389 (5.60)
FREFHRE & BEA 1152 (6.82) 2325 (1.77)

3.4.3  KrlgEe JIvEAY

ARTATLE GTB-1 SEHERHR4E 158 506 LibPass (AL GE 1 PEAN, I FA 25 = 5 PEAS I 5 580 4T 7 6 L2y 4,
S AL NK 9 Fran. MR LLE HY, LibPass [¥] precision 4 93.07%, L IF(#) LibD {% 0.61%; LibPass [X] recall
B&AIG T LibPecker I LibID-A, 7 5H% T 3.45% 1 0.09%; LibPass {1454 H5#5 Fl-score b 00T HiAtbx L 7715,
FLHEAZ 56 2 1 LibID-A B0 A i 13.71%; IXR W LibPass S A REAL T H Al et Le ik,
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%9 FT GTB-1 ¥R 45 R (%)

WARES precision recall FPR FNR Fl-score
LibRadar 90.74 65.98 9.26 34.02 76.41
LibD 93.68 62.91 6.32 37.09 75.27
LibScout 67.44 94.07 32.56 5.93 78.56
LibPecker 44.67 99.63 55.33 0.37 61.68
LibID-S 67.39 88.30 32.61 11.70 76.44
LibID-A 69.74 96.27 30.26 3.73 80.89
LibPass 93.07 96.18 6.93 3.82 94.60

5 LibPass fi# vk K i W38 (1) )2 LibPecker, LibPass £ precision _E H LibPecker 1 48.4%, =45 J5 P AE T #¢
% TPL " AF7ES AH [ BAH L) 4, LibPecker BAEU 4 B JEAT HUAR, 45 50 18 G UL, 177 LibPass & LAARAL K H47
HEAT BN B, AR AL RRB UL L — AN SR = 5 B, KORb TR VLA, WO HEff R . AL 9 P LLG H,
LibPass [ FHYEZR A 6.93%, Sl 45 AR BATER < arp, rp > XT3 &L 24 AT HILM) TPL /& i&E B
M BA PSR L 33— 20 A HTiX 28 TPL R ILAF AR b P2 s A7 A6 [R]— 4> TPL I ANRRAR, o R AS 2 8] (AR BEAT T 3F
filr, IRAFIAEALIE B f A Bl 5 B, NI S W BUE H, [ —A TPL AN FEIRRA A A e, B 79.2% (% TPL I
AR Z MR AR AL FE B 0.7, IX B0 TE T 2 AN AR B AR IR A7 5 /2 530 LibPass 7= AR R BH LI 2R AL Ftk, R
LibPass 1] LA TPL IEARKUAS, (AT 5 78 B AR RSUAR AR ARLIE: 75 S PR BH 2 J T T Rl — 2B AR
12 +

10 |

TPL M4k

b“'q\
oo

\wa“'b\ o
P A AR AL
BlS  RFRCA IS =7 BEARALEE
3.4.4  PURHRESIVHN

AATHE GTB-3 FEUEEHRAE F5e ikt LibPass (LR B S VEY, 55 ILAMES = J7 FEAill o7 VA AT T 5% L4y
BT, 928 45 R 6 FioR, B 6(a)~(d) 2 45 T oG N VRIE S ProGuard. TRIE#: Allatori fll DashO %5 4
FHETE T I Iae g5 4. Kl 6(a) FTLAE Y, TECIRIERITEIE T, LibPass A 5 i ¥ Fl-score, 1& 94.92%, bt H At A5l
J5 i H B I (LibID-A) 7 17.3%, HATBARM R 5.90% R E 4.24%. 46 KR 2% ProGuard TR
KI5 R, )5 LibPass B T i mi ) Fl-score, 1B 54.22%, SR MITE LR TR T4 40%. 4K IR
#% Allatori HHTIRWE IEE T, LibPass FIAFENAR T fie i 1) Fl-score, 87.09%, 5 GIRENIE L LR T T 7.83%.
76K JTIRE #% DashO #ATIRIE 15 T, LibPass /731 F1-score 4 76.36%, Eb LibID-A ] Fl-score 1% 3.73%, 55
TR IR L R RE T 18.56%. L3R4 K W] LibPass ZEHUIRYE E 11 75 AL T35 BUAT AN J7 1.

AR, BAB I R BNRIE U2 TPL AW 7 VR G 10 EZ kb 2 —. N H 3 MR FENRE ST, RHR
Wy ProGuard ATV I LibPass KX b 77123k 45 1 45 B AR & e Z2 (). — DAEE ZAH 1) 2 K2 40 Android
TF & P G 9% 1) ProGuard 41 g I FH R AW AT FROVEEIE o O, DRI A SCER NS0T 1 38 R UHE T R A O B IAL. A& 10
AL DAHED, —ANTT e SR K ZE T T TRIE %% ProGuard [ FALIRIE ThRE, M0 5 S IANIRIE Se AN SCFFiZIhRE. A
TR — 2, M EEAESIR AR GTB-3 AR U FRHEAT T #l, B8 G 2% 0 — Rk iE Re ), BULAGALEE . 7
WA « B 45 AL B DR TR 5 AL AL BT, PR AR T 4 AN IR SEIG R 4, A — AN A TR 10 R 48 B E 4
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LibPass 7& Fid$di g FR)scse gt Rk 10 fros. AR ] BUE W, A8 T RIBE RIS TE, B FRIRRHRE
HIEA§5E 3 MEIEDIRER T LibPass ]
FRVETE B N PEREFa bR AN K, 8 FH i ~PAL DI REXT T LibPass H K52, precision T T 17.74%, recall [
T 43.05%, XS5 RIGUE T i A2 3 LibPass K 77 vE BRI A8 T B 32 25 A

LSIA
o

MANK, precision T KA NI T 2.68%, recall T KA N T 2.79%, H. 3

Ea o
prec-ision recall FPR FNR  Fl-score precision  recall FPR FNR  Fl-score
(a) WA IR (b) X ProGuard
ta o
precision  recall FPR FNR  Fl-score precision  recall FPR FNR  Fl-score
(c) KM Allatori (d) K DashO
mm [ ibScout = [ibPecker == LibRadar == LibD == LibID-S mmm LibID-A mmm [.ibPass
6  AFITTEMBURE RE I VN 45 541
F 10 FEFFJE ProGuard ARIVEIEIIREN B T HIPLIRIERE ) (%)
TR D) UM E precision reca -score
HEse TR Yihe BRIATC il FPR FNR Fl1
GTB-3-0 PRz — 94.89 95.43 5.11 4.57 95.16
GTB-3-1 ittt v 93.17 94.71 6.83 5.29 93.93
GTB-3-2 PRARFHRF v 92.44 93.94 7.56 6.06 93.18
GTB-3-3 JE 46 v 92.31 92.64 7.69 7.36 92.47
GTB-3-4 i ~FAk x 77.15 52.38 22.85 47.62 62.40

BP0, 32 11 {#5R T LibPass FIIAth 6 Bt TPL A 7 V705U VAL IRYE fE ) J5 TH 0 Legh 1, o ds-5 i
BH A TCTRIE TS T T A 45 . N 11 (45 vl LG Y, SE AU LB 16 TPL A Uy vk 8 T B AE P AL
IS T TPL AR IS B 5 T RIE TS N AH LU H R IR R R B, Hirp LibPecker. LibRadar Fl LibD [ i
#, Fl-score iZZ{% T 50%, 1M LibPass 1 LibID I Bl EEAHXT /N, Fl-score 1% 511+ 50%. H4K LibPass 7F AL iR
ST R3] T B s A MRS B2, {H Fl-score HAXH 62.4%, MASBEA RN 6] i AL TRIE .

* 11

AN TPL S T I P AL e I VPAN 45 2R (%)

Rl 77 i

precision

recall

F1-score

LibRadar
LibD
LibScout
LibPecker
LibID-S
LibID-A
LibPass

36.23 (69.98)
19.25 (49.23)
65.22 (69.35)
20.00 (65.26)
66.67 (93.91)
72.58 (88.16)
77.15 (94.89)

29.65 (65.98)
26.97 (62.91)
15.00 (94.09)
4.00 (91.68)
44.00 (88.35)
45.00 (96.30)
52.38 (95.43)

32.61 (67.92)
22.47 (55.24)
2439 (79.84)
6.67 (76.25)
53.01 (91.05)
55.56 (92.05)
62.40 (95.16)

© PEBEEG T

http:// Www. jos. org. cn



2900 HAFFIR 2024 F5F 35 5% 6 &

AL FEIB HIIEL) 70% APK KA T ProGuard FIERANELE, (U8 TR SRR RS FR 40, J5RE T P
AT 8 SBUR AT G ) APP AEAE AN RELE T E TRAS ) Dalvik FIg47 00 XU, BRI 1S FHiZIRIE ThAg. I ik 2y 47
LA H 4518, LibPass L4 RIFINAEMAL . FRINTFRE R R 48 SR 15 T N PURIERE S, (HEXPUR - FALE 1)
TR 7 TS A R Tt
35 1

ARATTHSHTFT TAE A 09 o BR 4 DL A mT i i) ek TAE.

3.5.1  ZYEIEAHE

LibPass {6 T- APP Al TPL HJGLE54 (5 B AN B A5 B8 & APP HIAREL 5 TPL MM 2 [A] i 45 A ARABL
SEIL TPL KL, 10 5 i B AR AR TS SEER R 08 U B UT e 45 SO 4 5 R AR ABL . AT o B A B2 3 AH
ABUAE 25 o 6 RE TEE A AL, BT LARIH APK H opcode J5 51l BB 2 2 1T B4R, BEAT Ve H AR B 4. S,
T AREEAE T T Java FEMEHLEITT KK TPL, ARG BB BT 15, 3k S0y g5 S n] LA T F s A o
PE. B, 174 TPL $24E 7 UT W5, Pkt UT ARSI B a) DUAE S — AN L 4 B R U0 5N TPL. %F%4~ TPL
A TS A R EREAE, 25 R 2 e AR, T AR B — 2 FEAR B, BRVFstT42 5 TPL &GRS 6 1 B3
Bh, T B2 10 AR CASGIE.

3.5.2  AAMLLEEIMA

LibPass HAR R T 56 TABBUE LU0 73, AR B 5 NARALE B2 S AR DG I (i, XA ) T Al 6 148
Bk B 7R . 9140, LibScout 51\ T Merkle M AHALEE (1. LibPass H1G 51 N AR B A Ky 56 4% i 1k 4% 1
B L AL — 2 GRS, T H v BEM) TPL RGN AL SEAS W Y 6], B AR B i 7 — a2 PRSI0l i ) R4, (HL
72 T2 R R I REHEBR 48 43 TPL; o2 J6 e S5 50 1 TR ¥ e AH AU B 8.

3.53 AR 5

PEH 9 TPL A7 1AM AT LLRAI BTN H TPL, i HLAT AR 2 TPL R HARRR A, R b A R 2 3 2 M i — ANl
BATS5, TPL Rl 7 v ] DA 3E 45 B W N & 2 AT 45 Hh. B, SCiik [23] 4240 T — R RIS AN %, A8z b 4y
SEFRIT I B LA SRR T BT R I H S i L2 kA RUAS, BT B RS, BT B S BT
WU WALA 5 T Hog RIS AN A, AR %AT 45350 Hh, B2 0 TPL AS3 7 v v] LAl 3 &5 2URE 7 BE B R ST
B TR TR v v T B A, B AR BO . APP, TZAE T A B I8 550 H 56 T 4 AR B A b L B
(¥) JARs {24 TPLs, N F TPL Kzl Jy v n] AR T i B2 75 45 58 m 48 A 1K) JARs #H2C. iAo A f 7 v Bk
HFHA JAR, I BRI H WA R A7 % TAR B2 ANRAR, WIa] CLE— 58 e FAR 9 TAR AR, MM 3RICSE jn
TR R SC. B3R TPL AN 7 2 (9 AR 8 A i A B A 5 1 1 S AR R 40 09 p A — 2.

4 %

AR SR AR AT L At 1 JEAR, A SE R AR ff BB T — RS T A 5 PR 2 28 44 1) TPL Al 7 vk, =
BEHRUA . 3 TPL U5 RN A1 AR I 55 3 AN S AL LA K 28 07 4T, FAEH U F g ik TPL PB4 B
TEFRTHRT I8,y Tl Jok 9t /D> gk = RS e PP AR A0 FHAR Sl PT BB 33 TPL 1 7 2K FRAR T 21 29% HT 97% [ ] I
B, BEBEAERD R SE L TPL A, %3 TPL Y5020 fF X AR Rt AT 52, 12410 F A 65 A IR e e PR s i 7 A 2
ARG AT BEN TPL ik, LA N TR SR WK, FEHIRIRE S RGO XHURE . dik A AL B
FERRTHRE P e, AR, 5RO B MR 25 4 9 FLR R %, 7800 RIS AN AR R 1k 7= A2 26 44, FELL APP Hh)
ALK 2 [, @ IRy =R AR E, U5 I IAE MU K TPL, B9, ik, BB RS RIEERIEDR
i), TEHUEE AR RIS T 94.6% 1) Fl-score. WLAk, ASCIEHEH T 3 FlAS ] S s ) £ HEvfE 4 45, IR LA TT
PERIFST N B3, 6 TPL R 7 32 0P AR AR k.
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