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Abstract: With the prosperity of open-source software, almost all software companies use these reusable components as basic build
blocks to build their software products, thus forming the software supply chain. The software supply chain improves development
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efficiency and reduces labor costs for software companies. However, it may also introduce new security problems. In particular, if one
software component has high-risk vulnerabilities, the software supply chain inevitably spreads these vulnerabilities to all its dependencies,
thus amplifying these vulnerabilities” impact. For example, through the software supply chain, the Log4j2 vulnerability causes a
catastrophic security issue for the whole Java ecosystem. Unfortunately, current research studies on Java software supply chain mainly
focus on a single component or a group of components and miss the impact study on the ecosystem scale. Therefore, this paper presents
the essential software supply analysis techniques to study the component and vulnerability impact on the Java ecosystem. More
specifically, the formal definition of component dependencies is first given in the software supply chain. Next, new techniques are
proposed and an analysis tool is built to analyze all component dependencies in the Java ecosystem, including over 8.8 million component
versions and 65 million dependencies. Finally, Log4j2, a logging library affected by the vulnerability, is used as an example to evaluate its
impact on the whole Java ecosystem. The results show that the vulnerability affects 15.12% of the ecological components (71 082) and
16.87% of the component versions (1 488 971), and the vulnerability-fix rate is only 29.13%.

Key words: software supply chain; component dependencies; vulnerability propagation impact; Log4j2
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1.1 MR

2021 4F 11 H 24 H, = B 5 I 7 8 5 (NVD) % 1185 A CVE-2021-442288 (137 F2 ARG H04T 5 fE U
T, H CVSS1F4rimik 10 4. B8 % IsTH 1 Logdj2 fE R —A> Java HEHELE, B & KT MM HBEF M= R
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5 io.netty: netty-handler 84 482
6 io.netty: netty-codec-http 79 488
7 io.netty: netty-codec-socks 72929
8 io.netty: netty-resolver 72 036
9 io.netty: netty-codec-http2 63 612
10 i0.netty: netty-codec-haproxy 62 631

MR 6 W LUE H, T log4j-core 521 77 top3 4114 /& io.netty: netty-common. io.netty: netty-buffer.
i0.netty: netty-transport. X SEHAEAFTERE—0Y RIGAAA B T e, Rk, SCEEAIF 18 RS XK
HE T e L I 2 At A 3 S AT R PRV T S
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42 RmRIEENH

HAl, #aBElAN 2.3.2, 2.12.4, 2.17.1 f12.17.2. J9 7 W5 logdj-core I i & H B0, # B BRI
T logdj-core ¥4 34 RS [R) 3R A7 R 4%, 3% A A6 ) AU S 41 1R (9 BT AR A 35 SO AR A KT logdj-core
[ 4 MER A, WHEAAIZAEE LN E S A/ A E, SN, ZAMFKRAZIRFNEmE, &, K0E
H%iit 7 M 2021 £ 12 A 28 H(log4j-core@2.17.1 & #ilif [A]) & 2022 4£ 5 H 5 H, A HEK#iT logdj-core
BN R 1 BB A R (R AR A S . SRS, AR TR 2 15 A R SRR 2 i LAV, PR T 14 A
B ] R 22 ) T BRI R A E LT I, W 5 FoR. Hod, BEKE T 2R A A 5 L,
R A T S A T8 2 KA (1 2L A2 B 43

100%
5.17%

. 8.97% 11.25% 14.67% 16.74% 17.54% 1981% 21.08% 21.54% |
28.48% 28.86% 29.13%
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0%

wABEAL = BEEH
5 logdj-core BLHEAKHR 41 i A 1& & LA 3T L I

XL 5 AN [ I S 2 SR RSAS B AR T UAC B B I B RS, DR € TR R 4 32 U R 5 i 4
P o BN AR /S, ESRAE AL 0 b B QR B 0 ) FE AN BTG I, L 5 EEARAR BN, 2 K8 > L IR AR 1R 2 32 3
TR 20 . Bk 2022 4£ 5 J1 5 H, log4j-core ELIEAKMIA 1118 2 LI 29.13%. i W] SR ER A (1 7 A 22 4
28 BT R BT ORTE, IR IR T 48 i (K IS TR 9 Al 7B RS, (HZ o TROR R IO 461k, I TR IR AR
LREHKAMAET LS.

5 XTI

o

K175
g

51 HBKEBKXRDT

He % \Mxb Java 225 th K U AT B B S 04T 7 AT 9T, AT D4 000 B S 5O st 2 1 1 B0 R R AR P %
YEZ ISP T GitHub 1 19 652 4> Java Wi H, #1457 14 AN H WA R J5 K. Wang 25 ABIBFJE T Java 2245 &
&5 Hh 2 = T PR 1) {8 PR RD BT R A, At AT T GitHub AR 806 N FFYRE I E A 13 565 N5 = . 4G, 1E#E U
FET APL R FORLEEXT 88 = 07 B B RIS AT T Ak b, ORI K 2 B B AR A T I R R 2 )E,
AT T E B Commit {3 83T T8 X0, KIUA — M50 H BT F 507 MR B8 id. Soto-Valero 4%
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NELE 2021 4EFFE T Java A 2 OB ARSI, A AT T4 18051 2 Hh S 2 P 380 0 58 == 015 200 R 1 e ke £k 5 1.
Ve 1 SR A0 O T B A R R B i 1 22, ORI ASM T L X 28 SO 1) 7 1 A 30 47 A0 158 43 A LA 40 1l
SR, i A i T AR B R R B B A ATTSEIL T — AN 448 DepClean ¥ T8, FF B 34 b R BR
Java Tl H A 4 ik i 4 45 5. Bavota 25 N % Apache #t[X i () 147 4 Java 551 H #E4T T IRABETE, 247 7 H 2
AR 9% 2R I AR AL AR AN TR IR AT 3, T H K/ ARBBAT IS S8R A Bug 148 B 30 i iRk ok RIAFAE
ANEIFERE IR, A, Kula 258 NPV X M GitHub Y £E 1% 4 600 > Java 350 H B 5t 1 I /& A B3 538 4 35t 331 (1
AT, AATRIL: FFRN IAU™ EAR T 56 =77, I HAR D THGARTRIR, A fF 4005 TR AT (0 IR RS AR, AT B
EH: 2T TAEZ £ T3 BRI E AT 28T, 10 A8 SCHIBE 702 3k T8 = P IR AL AF X Java A2 A5 B4R
IR

4k, Benelallam 25 A\ MOV 4 2018 4 9 H 6 [ Maven Central 34, PAAEAN 4114 iR AS 19 = 70 41 “Groupld:
Avrtifactld:Version” M —AriH, & 7 —AEIEEEE, IR, B11E g Maven 1E 7 R 513G
ANAAERR A bR, FARYE R RO B S, SR AR B L B S KOS B E Neodj ¥ B R T
Maven (14 5 ) 2.

B Java LAAL, AN R HANIE SRS WHHT T RS HHT. Decan 25 NIt 2 AN S RGEHEAT
T BT, Horh, SCER[13]18E A Libraries.io 48 % 7 ANAS RIS 5 AESAT TR T, 1EHR
HT 3 AN R ok s B b L X 1 AR A AR R R R B2 R AT RS R K
SR TN 4% P4 RS AR 2L 1) 50 0 2 i 5 ) (0 R T 386, T /2 B0 4P 10 B T A %6 3 o5 1 K 43 4L . Decan %5
NIRRT 4 AARFEAER % %i(Cargo. npm. Packagist 1 Rubygems) H () 414 e 75 30 57 15 Ak B A 325 o1l 303
B0, R IR T 2 B S ST, K, Kikas 2 AT T 3 ANEAS &%i(Cargo. npm Al
RubyGems) K8 /9 %, MR BB AN, WTRENESREFA DT 0% HAF=45m,
AT — Lo 015 5 A A MW T TAE M AN 5B, 4 Stringer % AR TT T8 5 AR 25 oP 0 S BT S B
%, Abate! V5 \ B 72 1 AN 1R A% B2 28 (R A R AT 7 .

M FRATIBE T, HATE A KT Java £ RGP TAERZ HGE THRMTF SR, B2 H2x
AL RRGN— RS MR, AT Java A& RGP BFFRIAE QT T XMBRIBE 7T, 3F3E T4
KRN AL B R 1 HEAT T 40 AT
5.2 ImEfRESH#

DiisingJohannes %5 A 81454 Snyk i & % NuGet. NPM Registry F1 Maven-Central F& o1 il (4 BL 32 fil 1
AR RAAT T 7. M A6 B Neodj My T AE AR, IFKE IR RS 121 A ST AT 0 In B 5008 2 v,
Je, R B E W IEE AT TAE SRR LG TR R IR R AR R A S AR R | F ARS8 s R R A 1) LA
i, Kielsth, BRRIS S CVE eI M GitHub it T2 4% B 7E Neodj %ic¥is % k4% T Maven-Central )3 i
Fr iR B, A TR, GitHub 55 AR 3 Fhenf AL, AT DU S\ 1) 4 iR A 42 R B A%
) 2 4 R AR T H A2 5 A S, (E2 B TSR A B2 Maven B 5 #:1, Joiddh e S8 K BB 1) 44 4R
AT 43 HT. Pashchenko 25 NP0 7 — bl it ek 43 B 861 5 2 SR e K 2 1A 009 ¥ 44 48 10 J7 %, R % Maven
1 25 767 NEAFHEAT T 40T, ABATTA B, 80% 1)U TR A Tl T A4 IR 4 B AR ) O B S VR B
TR TG TR T 27% IR IR B, Bl A % 28 20 W I I 4% 4% (K 9F 78 4% LASH, Ponta 25 A 2142
H T — P 7 70 HHE SOk B A I VR R PRI TR B R, % R B 65 LLBh A R A8 e AT 45 4 1 20 I ) A
T2 FE v J2 75 (B /A1) 51 T A2 AE IR IR RO 2EL 4. Prana 25 AP27E GitHub 3% HL T 450 4> Java. Python il Ruby
9 S5 I EEIUH, R Veracode 42 BLo AT T HL A3 AT 7 X BTG H AT A3 10 U5 R ALAE BT AL IR A AT
BRI Foo PRI 2 B R AR 46 IR 5 AN Bk R, JF BOEE TR 3-5 MR AR R IR, 5ASCH AL, B
AR AT 2 A RN &, B2 MoGERERN — R R8s, Mk, A3 Java FFEAA
BDRGITA AT T BT 78, I B8R 1 IR A2 G fe] e o 4000 B e A 2538 1l B R B2 MR ).

W15 Java 4= 3 5 BRI 20 B TAE LASE, Lauinger 25 NPPURE ¢ 1 JavaScript 15 5 A 25 v i 42404 RS 0,
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RILBTRLE (¥ 13.3 J3 A WS A 379% 00 3t A58 ) 17 45 e R £ 85 =07 4L ¢, Zimmermann 25 AP 5T 7
npm AEZS T ALAFHOBOR R, R EAS AL AT e 2 B AR 2 B RS > AL AR RS R, R ELRR D B 4
AT T 1 KR LR P B R ARAD, Liu 25 NPV XE npm AR AR H T — bl T e R 1 T A
WOR R MANTI7 15, K AL AR AGOR R ARHT AR, W 5C 7 U TR A A BB A AL 0. Ohm 258 APOR 1 —Fl
Bt Xt {4 N i v o S AR AT S (B A o A N 5 v, R AL AR A AR R AR R SN TR
ZHL1F. Gkortzis 25 NPT FE 7 1 244 ASTFUSIH , R LA o 00 0 MR Vi ) 2 TR0 A7 76 5 AR SR A A DGk, AR
HHRAPIIEE, BEA R TR, A T 20 IR B0 hn i) TR L A

ERTTE, T A 22 2 M T U5 0 28 Bt 5503 A 3 25 75 oRAS G R AL 75 52 I T R i, A7 A
Bt 1L I SRR BUREE . A S TARRE T B I HOBUAT 5, & OB XT Java A28 4LPFEAT 7 MBI 4K
WK R, ERIIR R 2 LTI RR R, IR b 7R B AR A0 S8 T R N T 18 S IR TR 2 = S R

6 ZEXRIE

AN Java 1 F AR HEN BE 2 AT TRETT S . 9 T HERG > A SR AR TR LA A A A R R
Wiy 3, A% SCE O AR G 2 R T AL 5 e ) 4 B R AR 4Rt TR U E X, TR SRR AL RS
Wiy J3 LA B ARG DU 00T, O T SRR T HO% 2R AU IR LA 23, A SCRETH IR SEBIL T A% 2% 418 AR A HE
28, F 880 JIAN G =7 HAFHIMOBIOR RAEAT 1 HEHL, 435 6 500 /3 %% ELELAK MR &R, HEWHZIA ] 94.64%. ¥,
AR b3 5 SR AR AR DL A A A AL RO OC R B, DA Logdj2 i Jafail, o i T i) B 25 R i ) BB
BGOEAT 7. 45 RERW], 15.12%M A AF 2 212 R IR I FE0 . 09 1 0T 70 IR TR A% F8 R LA B e A B,
AL R Z Ry, KIZBALT 5 Z VAN, IRl T REIERCR, RNy, xh A& RE4E b i e 4 A kAT
TOEAL. EIRTE R, BRI REREIEIZ LYK, ARBENEEITY 29.13%, BREFILA
BRI ARG o AT 18] 322 6 5t R 28 W TR S i 2L 1 A2 5 ST IR AT T, AR S i R i 12 =7
o BeAh, RAKEKIEA L LAEY FEE Rust. Go S5 HAh L & MITIRAER, I Has Rk 7 B Xt b 24

References:

[1] Rep-ossra-2022. https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/rep-ossra-2022.pdf

[2] Maven-Central. https://repol.maven.org/maven2/

[3] State of the software supply chain report. 2021. https://www.sonatype.com/resources/white-paper-2021-state-of-the-software-
supply-chain-report-2021

[4] He H, He R, Gu H, Zhou M. A large-scale empirical study on Java library migrations: Prevalence, trends, and rationales. In: Proc.
of the 29th ACM Joint Meeting on European Software Engineering Conf. and Symp. on the Foundations of Software Engineering.
2021. 478-490. [doi: 10.1145/3468264.3468571]

[5] Wang Y, Chen B, Huang K, Shi B, Xu C, Peng X, Wu Y, Liu Y. An empirical study of usages, updates and risks of third-party
libraries in Java projects. In: Proc. of the 2020 IEEE Int’l Conf. on Software Maintenance and Evolution (ICSME). 2020. 35-45.
[doi: 10.1109/ICSME46990.2020.00014]

[6] Soto-Valero C, Harrand N, Monperrus M, Baudry B. A comprehensive study of bloated dependencies in the Maven ecosystem.
Empirical Software Engineering, 2021, 26(3): 1-44. [doi: 10.1007/s10664-020-09914-8]

[71 Soto-Valero C, Durieux T, Baudry B. A longitudinal analysis of bloated Java dependencies. In: Proc. of the 29th ACM Joint
Meeting on European Software Engineering Conf. and Symp. on the Foundations of Software Engineering. 2021. 1021-1031. [doi:
10.1145/3468264.3468589]

[8] Bavota G, Canfora G, Di Penta M, Oliveto R, Panichella S. How the apache community upgrades dependencies: An evolutionary
study. Empirical Software Engineering, 2015, 20(5): 1275-1317. [doi: 10.1007/s10664-014-9325-9]

[9] Kula RG, German DM, Ouni A, Ishio T, Inoue K. Do developers update their library dependencies. Empirical Software
Engineering, 2018, 23(1): 384—-417. [doi: 10.1007/s10664-017-9521-5]

AEEFATT httpe/ www. jos. org. cn

"l




LRF F: @6 JavaiF S A AN AT SR SO HTHAR 2639

[10] Benelallam A, Harrand N, Soto-Valero C, Baudry B, Barais O. The Maven dependency graph: A temporal graph-based
representation of Maven Central. In: Proc. of the 16th IEEE/ACM Int’l Conf. on Mining Software Repositories (MSR). 2019.
344-348. [doi: 10.1109/MSR.2019.00060]

[11] Decan A, Mens T, Claes M. On the topology of package dependency networks: A comparison of three programming language
ecosystems. In: Proc. of the 10th European Conf. on Software Architecture Workshops. 2016. 1-4. [doi: 10.1145/2993412.
3003382]

[12] Decan A, Mens T, Claes M. An empirical comparison of dependency issues in OSS packaging ecosystems. In: Proc. of the 24th
IEEE Int’l Conf. on Software Analysis, Evolution and Reengineering (SANER). 2017. 2-12. [doi: 10.1109/SANER.2017.7884604]

[13] Decan A, Mens T, Grosjean P. An empirical comparison of dependency network evolution in seven software packaging ecosystems.
Empirical Software Engineering, 2019, 24(1): 381-416. [doi: 10.1007/s10664-017-9589-y]

[14] Decan A, Mens T. What do package dependencies tell us about semantic versioning. IEEE Trans. on Software Engineering, 2019,
47(6): 1226-40. [doi: 10.1109/TSE.2019.2918315]

[15] Kikas R, Gousios G, Dumas M, Pfahl D. Structure and evolution of package dependency networks. In: Proc. of the 14th IEEE/
ACM Int’l Conf. on Mining Software Repositories (MSR). 2017. 102—112. [doi: 10.1109/MSR.2017.55]

[16] Stringer J, Tahir A, Blincoe K, Dietrich J. Technical lag of dependencies in major package managers. In: Proc. of the 27th
Asia-Pacific Software Engineering Conf. (APSEC). 2020. 228-237. [doi: 10.1109/APSEC51365.2020.00031]

[17] Abate P, Di Cosmo R, Gousios G, Zacchiroli S. Dependency solving is still hard, but we are getting better at it. In: Proc. of the 27th
IEEE Int’l Conf. on Software Analysis, Evolution and Reengineering (SANER). 2020. 547-551. [doi: 10.1109/SANER48275.2020.
9054837]

[18] Dising J, Hermann B. Analyzing the direct and transitive impact of vulnerabilities onto different artifact repositories. In: Proc. of
the Digital Threats: Research and Practice. 2021. [doi: 10.1145/3472811]

[19] Chen C. Design and implementation of vulnerability detection system based on knowledge graph [Ph.D. Thesis]. Beijing: Beijing
University of Posts and Telecommunications, 2021 (in Chinese with English abstract). [doi: 10.26969/d.cnki.gbydu.2021.001167]

[20] Pashchenko I, Plate H, Ponta SE, Sabetta A, Massacci F. Vuln4real: A methodology for counting actually vulnerable dependencies.
IEEE Trans. on Software Engineering, 2020, 1. [doi: 10.1109/TSE.2020.3025443]

[21] Ponta SE, Plate H, Sabetta A. Beyond metadata: Code-centric and usage-based analysis of known vulnerabilities in open-source
software. In: Proc. of the 2018 IEEE Int’l Conf. on Software Maintenance and Evolution (ICSME). 2018. 449-460. [doi: 10.1109/
ICSME.2018.00054]

[22] Prana GA, Sharma A, Shar LK, Foo D, Santosa AE, Sharma A, Lo D. Out of sight, out of mind? How vulnerable dependencies
affect open-source projects. Empirical Software Engineering, 2021, 26(4): 1-34. [doi: 10.1007/s10664-021-09959-3]

[23] Lauinger T, Chaabane A, Arshad S, et al. Thou shalt not depend on me: Analysing the use of outdated JavaScript libraries on the
Web. In: Proc. of the Network and Distributed System Security Symp. 2017. [doi: 10.48550/arXiv.1811.00918]

[24] Zimmermann M, Staicu CA, Tenny C, Pradel M. Small world with high risks: A study of security threats in the NPM ecosystem. In:
Proc. of the 28th USENIX Security Symp. (USENIX Security 2019). 2019. 995-1010. [doi: 10.48550/arXiv.1902.09217]

[25] LiuC, Chen S, Fan L, Chen B, Liu Y, Peng X. Demystifying the vulnerability propagation and its evolution via dependency trees in
the npm ecosystem. In: Proc. of the 44th Int’l Conf. on Software Engineering (ICSE 2022). New York: Association for Computing
Machinery, 2022. 672—684. [doi: 10.48550/arXiv.2201.03981]

[26] Ohm M, Sykosch A, Meier M. Towards detection of software supply chain attacks by forensic artifacts. In: Proc. of the 15th Int’l
Conf. on Availability, Reliability and Security. 2020. 1-6. [doi: 10.1145/3407023.3409183]

[27] Gkortzis A, Feitosa D, Spinellis D. Software reuse cuts both ways: An empirical analysis of its relationship with security
vulnerabilities. Journal of Systems and Software, 2021, 172: 110653. [doi: 10.1016/j.jss.2020.110653]

[28] NVD CVE-2021-44228. 2021. https://nvd.nist.gov/vuln/detail/CVE-2021-44228

[29] Information note on the Apache Log4j2 vulnerability in the open source community (in Chinese). https://mp.weixin.qq.com/s/
dWubIxXRE2NHae7SRXUUiA

[30] Cybersecurity risk alert on Apache Log4j2 component critical security vulnerability (in Chinese). https://wap.miit.gov.cn/jgsj/waj/
gzdt/art/2021/art_d0cd32999d9941209ba9358a2e62638c.html

© WA

JEEEEAAFEATT  http:/ Www. jos. org. cn



2640 HAEFIR 2023 54 34 5% 6 4

[31] Log4j Download. https://www.sonatype.com/resources/log4j-vulnerability-resource-center

[32] Maven. https://maven.apache.org/

[33] Introduction to the POM. https://maven.apache.org/guides/introduction/introduction-to-the-pom.html#:~:text=Available%
20Variables-,What%20is%20a%20POM%3F,default%20values%20for%20most%20projects

[34] Maven Central index. https://maven.apache.org/repository/central-index.html

[35] Libraries.io. https://libraries.io/

[36] Maven effective pom. https://maven.apache.org/plugins/maven-help-plugin/effective-pom-mojo.html

[37] Apache Log4j security vulnerabilities. https://logging.apache.org/log4j/2.x/security.html

Mt 325 ik

[19] Whjm. JETAniR s p e A U R R vt 5 SR (B2 A0t 5], dbst: b atHe HL K%, 2021, [doi: 10.26969/d.cnki.gbydu.
2021.001167]

[29] & T-JFIR4LX Apache log4j2 I iR 175 B 5 BH. https://mp.weixin.qq.com/s/dWubIxXRE2NHae7SRXUuiA

[30] 2% F B g #F Logdj2 4 fF B K % 4 s W B W 4% % 4 KK £ 78 . https://wap.miit.gov.cn/jgsj/waj/gzdt/art/2021/art_
d0cd32999d9941209ba9358a2e62638c.html

EXRF1992—), 5, fldkAd, EEMR
N B A I B B 2 4

BRI (1989—), B, L, #iaia,
4 QIf, CCF %lk4r i, F Bk F AR
NP2 4, IER G %4, B

LR G wA
FEF998-), B, BilA, FEH5 fEE1978—), 5, Mt #fR, it

BRI A AL 9 % 2 4 S, CCF &1, ACM &+, IEEE &+,
b RTINS A, N TR
4, VIR 2 4, BRALRY.

EIn(1981—), L, W&, R, WL
450, CCF midiss i, EERF AN
RG24, WAL R 4, BT AT,
TE AL .

PEEBATRS httpe// www. jos. org. cn




