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Abstract: In recent years, the vigorous development of open source software and the modern software development and supply models
have greatly facilitated the rapid iteration and evolution of open source software, resulting in increased social benefits. T he emerging
collaborative software development model of open source has transformed the software development supply process from a relatively
linear path to a complex network structure. Within open-source software's complex and intertwined supply relationships, the overall
security risk trend has significantly increased, drawing increasing attention from the academic and industrial communities. This work tries
to define the new open-source software supply chain model and, based on attacks that have occurred over the past decade, summarizes the
threat model and security trends of the open-source software supply chain. For securing the open-source software supply chain, this work
provides a systematic overview from the perspectives of risk identification and reinforced defense and aso highlight the new challenges
and opportunities.
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FIRBFTL A T BT AR ER, I R R R R AT SR R
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4.1.2 AR
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J7 T T WEAE. FEu> o RS I E ST, BFST N 3 SR B OGVE MR T R I R A 2 15 5| AN AN B A7 A 1)
(055 = J7 A0, (DIt S T ok R B S k. O T SEBLT Rl B P K 2242, Koishybayev %5 NP2 T
Mininode, #58)%) NodeJs #4147 B A, FF0D BB, Mininode fif 32 SRR O, 6T BP0 2R &
BEATRTIN, 5 M B 8 A7 A FH PR A RS R B8 — 5 MM 3, D S ek ThD . A BE 3 T s R AR S, Niguyen
28 N2 I 52 BL T AN R RGN D 2 5T R SEBL YR, AT RAZERF ST B3O & 1k B v s IR 4t B 34k
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TR PARIE )& B A Th R L s flpp s, HASSZRE B 30 AL I T A BB A0 A4 ot 10 1) s V) - 388 460 F
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REBE R TEVEANE Bk, H PR R B bR 3RS, 5280 LAEALL, Fiber HZTIGEA T A&/ LR
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" Source-level Anchor Block
: Patch 5(( Selection j’

Pre-patch
%/-' Reference
(bin/src) ( Patch Summary )
Generation
Post-patch
% Reference

(bin/src)
; Summary-based
%3 Target Binary patch Presence
(without src) Testing

Bl 13 kb TAECEERI PDIff AE4L

H T WO N TS5 R gt K WA T AN TR, Bt A 5 n [ g i 2 = 4R s 48 A 3)
FTHN T HIRFSE E. Chen 258 NSRS 4R T KARMA, J&/N@EH T Android P RZ 1 B 58 R SE I & #h R 46
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FIN SR AT, TR 22N T A2 4 xh T, Wang %5 N0 1% 7 — AT HLEs % ST
T AR B 2 AN T R AR T R R T

IR RE R T TR N AL AT 22 AN (R AN ST .

o 7T, MAREEZ IR N T 0 A SR RS, 1S AP B B AE . (H 2 R T R e R

B Ak 4 T AR BRI LB A R B 2, A OCARRS N A FUAE B2 K CICHHE S TR I 4L
J A B B S R S A R T B I 5 = 5 L LA TR B B, T B AR R.
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Al SRR T AEAEER I . A SRR S AT RN T R ST S
413 WESK
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PE ARSI L B N T % AR 7 2 75 e 0% 15 W 8 AT BB % A KUK/ JavaScript il 5 ZAE &, BT s
HEAE npm $EAE T 13 2 I E IR A RS 2 SRS R T AE, FH T 08 AR AR 1 TR 5 e 3 2 R A
A AN, 55 3.4 TR IR UL 5t T LA B 3 % T S S B T ) R A

WFEN BB TT 8 7 — S 56 T HOM B AT W Bk (T, 32 B A 4 S AR IRIE. ok, A% AR
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HEAT 52 VER SR AE. 1 Android Studio 78 % A fth Al T 10 23t 402 1 0 T DS B0 Y T A I RRCAS A T
() SHA-256 (156 UEGit. QA TRV AEAE AL 75 50X RIRIL 25 A 1td 1 390 1) 56 o R e, A 13 s 2 B8 SO A R
0 PR . Proguard™ 4 2z g1 A K — AN SRR (KR TR, T LLSZBURHEA B IR VE, BSR4 . kA A
7 A R A g T R SR R AR R T AR B AT s, Bt AR RS AR 3R 40 T 1 3 A A 0 2K R
JTR BTG IO #A €. Song A5 NI T — AN R A PUE AT RS, Bt T AN A I ) 22 R R A I A
3100 K75 11 N P R (R B T, S AR AV £ J ol A 20 LA AN R 5 A B 5 9 Y, R T Java JRAE RO
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A8 7. ARTD VR IE X P 2 A0 FPE TR B 9 4% 2 ) 22 AT 90 1) BB 308, ] 45 5 8 e R R iR G 1B 4 1]
R BE 2 S SR R AR VR B8 7 LU AR VRS I VP AL, R R T M2 —.
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EEXME IR, BN R R BT BT 2 PR RHX AN ST, B 2 AT, AR T
2R ABAT IR B, AE 13 N B AT N e M T K. 24 PB AT, Gregor 45 AP T Rl T
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W TLS BSOS B 22 A A W vy ) 478 o S ms BRI U7 [ 422 1 45 12 2R 9 R o I P 26 A2 ) AR R 5040 o A
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bat 22 4T, Ozga s N T TSR, EIETAIFBATHRBI M8t 5 W 5, 454 SGX #2124
T &, B R E A F LB PR e . Karthik 25 AP T — AN EF R 25 10 22 4 T 397 HE 48
Uptane, 48 BEVAA- LI LR 508, A6 7 2 AN 55t SRt 22 30 [ A HEAT R 56 . Uptane il T #5845
3 A L PR AR, e IR [ AR T A e BRI IE, BETE TR IR AR S5 B, G A A A 52 A R O IR ]
A0, A WRRT 224 i B V) (1 285 44 F 470 SHe i 260 20 22 i e I, ol e AR T B

BT ERATAT W, &G SO X R W] (5 T AR EAT 0 i N SR AR R e s AT R R R B
B s T A IR B B AT T, S R B AT ST ).
42 EEZATHTEFRRGERNES R

WFFTN GATHI 1) FF I35 A A R B2 7 28 R D 1) 22 3R 1 B 7 8. M AT IRIF 5T 7 8 2 B3 18 3 AL
FH R AT I 5 ER 5 RS FH A 43 R FR AT 2 TR IR AR G AR, ¥ v o) 20 A4 o 3 B A o O R 3 ot R R AT 4 T A 2
RS0 &, A I R A G B2 I o LU 4 R T 3% bR 80T {5 2 4 i A4 B8 AL AR

BESiZ H b, Singi &5 NP9 H — AN T4 A 302 (1 A VA FEAE SR, S AR AR 1 ek R b A 0 BT A B A A
WA B8 =07 LA IF RN GO0 N R I AR S A7 i A0 X B b, T —WRoR; #858, ARG AmE
TUHG T G AU R S S i, o AT SRS AU AS R ) R R A B A VR AR AN R
F R A A d s AN 20 B &R RS, MNEFF AGS RRE ] . W UE . SR RUR R AR SE R, M
DR A A AT M 2 58 2 B AN KR B IR X M 4 ok S BT S U0 2 (A 8 e 11 12 R IX
BEFFAR, R ReA 20 SE 00 0 A0 T e R

BRI 2 Ah, AHFFORARARR T FF IR CF A SRS IO HE 22 B W7 58 in-totol™ U 5 i 41 K 7 FH A1 I
TR B4 KOS R ARG (g e Bk, ORI R 53] DU TR 58 BT R I 2. in-toto i LT I H A5 #1L Tk
TRy L IX 3 AN, o, TH B R S B B RO A = 1080 B .po ST, AR i T K
PRI E L8 SRR N 5 R R P S — A B IE R RS . MR 4 R R B R SR, Wk 14
Fiow, TUHEEE Lo X 3 AP AL AL B Aiid s MEEAIT IR, T & T R R
e a5, TH B B 0 LU LAE N FOR AT IX LB IR 41 ST AT 1 AT 45 I A R e 4
T ST A R e SR RA B HOHE AN R R O AT I R AT R, MR BN o . A
AT B0 2 s ], 2 F P AT RSB JU AT A S (1) N A R e I B A, O HL o 1 )
(25 ); (2) hr A A3 7 e B 2 7 A0AT R — B, S0 R it B 10 AN P B W I TR AT, (3) Ao A Ak B e B
ALY B 1) 58 S

N R TIE TR YIR R 44 2 A, — B4 1) 35 61 ol M R sl s 1 DA ) 42 A3 A 55 ) B
SR, Z TG A L ETRX b, BN SRR T IR I AE RS AR B %, — KU
), 25T 2 0% 91 BIOR BRI 25 1 88 00 XU O — AN AU a2, 25 T IX e 1 o ok se vl {5 7 R
T,

BT 2 QRPN & T2 h MRS P B RO — A, BTN, mT4OT
RN G a3 N GIR A o0 RAHRL I B 8H, B AR A S e S R BB AL a5 I MEFF R A L. 25T
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EIERE IS YUMETF AN 53 BLBCT e 2 A SR F 3P A 8 AT R 2 AR, B R & 3R 2 5 5 AL
PRI IR TT R M AL B B R 7 1A e . e 8 ST AR M B (M S B0 F il s e 5 IR . B X T
ANFEBH P AR, %ML T, 3T 2 0% 9158 M S 15 AT 2 IR G5 0 A8 Bo i 5 3 Lk 3 4
ARG, AR, TURSA AL X AEfif e SR T BRI o Bk, BRN & BRI K 3 A0 ASAS — AN AL B3R F kA4
S S SN R R 14 43 R T 3 T A R B AT . A T e IRIX 4, Kuppsamy 45 A4 T Diplomat.
X110, Diplomat 14245 5 52 3| [EVE B, Kuppusamy 28 A S275 5 k452 4 9 Mercury HEZE P8 58 T (817 Mok 19
S, A AT AROR B M AL SRR AE B, RN, AR AT DABA R R e A E A B R B ARA
[F), B 2 A A7 i P 8 BRI, Pt mT DL 2 [mliR Medi . Mercury i3 BER b 1)y o6, A I 39 ot R 46 AN A A%
SR 24 7 AR AR IR 26 2 111 22 S I SR AR AL B TP . 5 3l T4 28 L038 4 Brown 25 A\ 5314 1y (1) SPAM
A1 Cappos %5 N8 Stork HEZE: SPAM == 7 v 5% 1 5 FF R A% G I00I 1 ) JE, S 10 3 Ak 2 BT e AR
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Project Owner
D'/a‘i define
foo.po
Functionary Functionary Functionary End user
Alice Bob Clara

Kl 14 VRINT in-toto 7G 2% 1K 1E Ak SN () 1) T 4l ik (1)

R T 2 G A I T B R B UTERAE TR TS R XUBS:, T T I T X BB I 9T
LW T IF R FE I8 0, FIAEBURER R T 3025 16 % IR A5 ey DL Rl F2 v 5 )N XURS 131
SRR R IT & AR (K 22 A PR WFST. Nikitin 25 AR T SkipChaint™®, 53 & —Ffi b1 T~ X Bl (1 20 A1 75
P &5k, SkipChain 5 ZUMETF &N R TS, A H T SR 4 W BUK 2238 TF e M AL 4F BN H 3 £ SkipChain
B TF kR o 1 T A OGS B AT A B X BB, fRAE T IR R AR B WM, (1% RAE B A 5 SRR Y 4
HROF R R B AT, WOE R OB B0 AE TSRS ). A T AR R s 25 R AIE B ROES A YR 2B ) L, Stengele %5
NSO DR R B, $2 0 T — AN TR A0 RIS 3k 1) S e B RS B &, Wit TR e o4 H
T PRAT R 5 B AR (5 B0 R AT RS 0 U R A . AR B XM R £ A1 R LU — ks SC R B
B, AT AFFRIEN H &, TR RS BB Y. £ Stengele %5 A WIZERE I, Guarniz 25 AL T
SmartWitness. 1% /7 5k T REM LT 5 414 F B AR P03 WA 1« o 200 EL AR 2 TR 35 AT A1, iR B A s
L2 ARG IR R R REA L, TR TT R AR e A VAL, TR N Jo B S IR AT

FF LIRWEIL, AL, HRETER N TR N B 2 R A R R A DU AN ek N
TEURER AT AL R 4 1) b et DLSIZB 2 A B B 3R I mT 45 O R B RIS o0 R B A 4 A8 Be RO, B X IT
T DB (0 A U B . XU IR T — P IR R

5 FriRRHEHNERIEREBIR

51 EREmMAGEEBE

HAr, 24N EZRCEEIE T 50 TR 5 g N8 14 80K . 2015 47, 3 B [ K AR R AT U BE (N1 ST)
LI T SPB00-161 Ik {7 JEh 28 4 A £ Sk I3 A LI B B/ 5 2 S i o) 981 T4 3 S IR BURE L
R B CT LR BE I 22 A R, B TR S ERES T VAU R A PRAL RIS ICT AR 5% KUK, 2018 47, NIST
‘RAT T Security Considerations for Code Signing!™®, %3 s5#5 tH: (1) &R BERIR AR = 5 (FR R ALED), AIE
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Bl fF. BEVE RS BN RPN RS EUE, bl 240 8 i 7 X o R B, CART 1Ok 8 A
B (2) K25 4 AR B T LA B MR o 48 bk DAUE W ARAS AR, A v] AR A IR B 470 560 1 e bk P o A A
T84, (3) AN 44 i Y7 S N TS 25 42 A (425 44« BRSNS I F AR 46 44 ) I £ 7 20 4 Il 7

2021 4F 4 1, 35 [ W 4% 2 4 5 FE RISt 22 43 )5 (CISA) A NIST ¢4 & Aii Defending Against Software Supply
Chain Attacks $2 {4 1 (i B UK (R RE e it R, 2 ) 7 A0 A P S 14 Fil C-SCRM AT SSDF 15 /4 HE 42 5K U1
PP T2 iR 0b 245 XK Py et 1512690 3 ] ) 5% 199 2% 42 4> 0 (UK. National Cyber Security Center, NCSC)7E 2018 4F:
11 ARAT (R4 F5F9) (supply chain security guidance), #&HHE T 4 N7 K 12 442440 ey [
12 HR A (A TE R 58 He ) (secure development and deployment guidance)*%?, %12 T 8 i iz 4 J5U ).
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AN GB/T 22080-2016 {5 S AR-Z AH AR-(5F B2 2 E AR ER . GBIT 22239-2019 15 R R4 Z 45
WARPFEA LR . GBIT 29245-2012 BUM T M5 B2 & F LA ZI R . GB/T 36637-2018 {5 B2 A&H A ICT i
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HEZ0268] 2 HE SR T SIGU Y  P IE (R R s 10, BRE AT M 25 R T JE T R i B (SBOM) (1 it
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