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Survey on Reverse-engineering Artificial Intelligence

LI Chang-Sheng, WANG Shi-Ye, LI Yan-Ming, ZHANG Cheng-Zhe, YUAN Ye, WANG Guo-Ren

(School of Computer Science and Technology, Beijing Institute of Technology, Beijing 100081, China)

Abstract: In the era of big data, artificial intelligence, especially the representative technologies of machine learning and deep learning,
has made great progress in recent years. As artificial intelligence has been widely used to various real-world applications, the security and
privacy problems of artificial intelligence is gradually exposed, and has attracted increasing attention in academic and industry
communities. Researchers have proposed many works focusing on solving the security and privacy issues of machine learning from the
perspective of attack and defense. However, current methods on the security issue of machine learning lack of the complete theory
framework and system framework. This survey summarizes and analyzes the reverse recovery of training data and model structure, the
defect of the model, and gives the formal definition and classification system of reverse-engineering artificial intelligence. In the
meantime, this survey summarizes the progress of machine learning security on the basis of reverse-engineering artificial intelligence,
where the security of machine learning can be taken as an application. Finally, the current challenges and future research directions of
reverse-engineering artificial intelligence are discussed, while building the theory framework of reverse-engineering artificial intelligence
can promote the develop of artificial intelligence in a healthy way.

Key words: reverse-engineering artificial intelligence; artificial intelligence security; reverse recovery; defect analysis
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B—AgN, BERZE F R Bl — AN . R a0 e i 3 7 o, BRI Tk B RORE Y P S AT A U,
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P BRSE AR AR N DR RE S A A A Tk S L, AT TE N T BRI ) AR H AR, 9 N TR AR
Wi MBS SR SCRE. B 1(b)2a 17— S TR 9 S g Lt 27 1 (RS F2 ZE DAL 27 ST RO B FE X R, A
PR S 41 I 1) 8 RE N 8 2 DU A L8 27 20 O FE A 0 B [ T

1% HLERSE S
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O 1R, NSRBI 518X B AR R (I G AT . L, AW A 2 A
FET IR EE AR G J5 i, L=, PR I 2R i dis ) J PR EAT HEBT I BeoR, L=, BRI ZR e
) A HEAT HEWT I BOR. Z, AT KR (0 2 AR A, X IR B 10 1 HfE T B R AT 17
WE, D8 — R AR e R 35 5] SR AR AS BB (ILER 1 7).

() %27, REHEEGIEEX H AR AT AT, L, R LA o SRR A R (19 R P e
W 2% (R B 2 B TR B S ) HEAT S R OB e =, IR LA 2 S R 2 AT S i)
WA, =, BB 7 IR D REREAT S RS I R, AT B 7 X ML &% 2% >3 48 2 py s 4
TREAT SRR EOR, T — = PSS o SRR SR I 23 0 51 BE 3R AL BORSTHE (LSS 2 7).

() % 3 )2, HAIERKE T I EEXT H AR SR EAT T 2R, e, TR & ST R AR
BrivseR; =, BT B A I R, =, PR AL o ST R U O A R
AT T HLES 22 2B SR B 3 T I BOR, TR — )2 BHL &% 2 S0 7R Aot A0 7 0 B (R B R A Al
(M55 3 7).
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Ho—, VARLAS 2 SR 2 S Bl AR H =, RRITALAS 2 S B B AL AR (L EE 4 Y).
RIFAERERAR
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(1) 4538 SR 5 B ML 8 5 o] 2 A Tk AT A8 (K BF FE, AR SO0 P s AU 5 58080 398 o S AL I i
L BLERIE AT BRI S X 4 AT I SRR R R BRI EOR, IR4E T R SR B 1) B REHOR K B AN
T3 1.
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SUEMTRIR . B IEHEBE R AN A A HER R AR IX 3 AN BEH R, BTN SRBE I S5 51 S 4=, B el & %4 A
() 175 450 U I SR B0 30 1) 58 iR v
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)R E Shokri 28 NPYp e f@ t, Hon AR, J8idsr it B AR AL TE I SRS R I SR 05 b 1 3 B0 2 53 04T 1
SUHEIT, BRI H RS 2 A0 BE 0 (0 SR e ok 2 WA A 15 I TNl EAT HE T, AT P A ol DA B 5 ik
MZImE 3 Fon, ZHEZGRAEIN T B, RS H BRI Rl 17 734 10 Kb 58 B gk — AR TR
(shadow model), Rl —AN7EZhAE L5 H ARSI LR BER Tk, T 52 5 B8 A6 A R i 1 5 o BELASE 2R
CEH 97y AR, i B AR RT LUK W Kot 2 5 J 1 8 TR AU LI ZR IR foa, AEEERRT B, K1
U AR R ACIE N HARBE Y, T H bR R A5 B A K N AN R N HE TSR, R A be 2 if0 %
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U 5 4 A0 A R B A I 5
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Melis 25 NCIE B A1 52 S 15 50T, Beih 7 — Rt b [ VR 8 2% ) R G A HE BT B R Song %%
NUVEEBEAT P2 HEWT O TR, KX U8 e 18 T ok, & T B R HE T Uk 5 V. AT AE VF 2 B
S serp, B L HLE S ST AL B AR AR I BN AR RS, ASREITINEFE, SRETE
5 E () B B HE T 7 VA IR AR, Rk, — S FARSE 0 7 B H N T AT EF. Yeom 25 APIZE
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B A5 BT T — Al & R W T, JF Bl 5 )R #0706 H AR R A — 2 BB EEAE B 0
AN SRR A TS AR ISR E b, [N, T E2 HRREMRERNS S, INEAE
ROR BT B AW . BInTE CIFAR iR 4209 |, &1 343 T DenseNet!™ i 43 MR, %
7 35 B DT R Tk R 5 T R x B B SR T T R T 6.6%. S R O HE T T VA RE S HUAS AL AT
O HERTRCR, (H2 i TSI b, V2 HLE8 5 I B B8 9 MG B, DR A 2R T7 1 1
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1145 EbRA, BEE5H5 E H AR AR X LA R 5 AE PO, 35— MBI [ 75 B Fredrikson 25 APUSRH, 1%
TTEAE LAY | e B AR IF IO RCR. STHR[22]38 Y 1 — Pt 0l 34 J2 #oh 22 0 2 (TR 306 1) 7 9, 9F iy
TRREMSAE — B AR L L E A 5 B BR800 L A A A5 L. SCHR [231K5 340 5 I 2R B dls 1) 7 A 15 0 1 R 386 1
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o A AR SR, B R T % o T R ). e, RO AR il TP sl DL S i
PHPLR B T LU LI 7 ¥

o EEXTAEZELM T, BT ARIE SR R AT, HARR TS H i, HIr R A R s s
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3 T i R R R R B A UL Y, AR AE B R R BERIIA T, RS R A I R I R R R
1 B A /N A AT, PR AE X R B0, U 2RO 1 o A AT A TR BE K. AR R AT A T
B, AT RUKEOR 20 9 UINZR Bt 48 23 S R0 AN TS I 2R E008 1 i 175 20

o TECLAIHR A VIZREE MRS B, AT AR A AR B B 45 (GAN)PRIER 45 43 1 3 4 1 25 (VAE) P14 2

FIABE TR % I 45 B0 10 4 A HEAT A . 4, Wang %5 APOZE G A I SR B0 I AT AR &, R T — A
AT EAS U R e AR R I R REAS B 7305, JF HOA T 3R THAE BRECR, @I7iER 51N 1 A5 45
BEAT XN SR, 7 H A BN SR B I, RE S DL I 2R B0l 1) 20 A1 5 L

o FEUNZREEE AT RBEOLT, XU ZREHR 70 A BEAT Al TF e B BE K2k il T IR 20 AT Al

THAVEE R 3 [ A 55 6 HHIE R B AR, RIRIE SRR B 1 — S8 7 Y00 17 37 55 JEAT I 2R B0 20 A A i
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RAEAF IR R HIBT S5 170,
2 HBHRAREHEESIE

ML 2% 5T RIVAR 55 L2838 A sy — F 28 B R MDA 5. EL IR 0 2 ) 3 2o #4828 2 Sy 0 6 20 3 P 4 101 o
R PR S LA I B AL AE R oK, G Google 192 FHTIN AP I T b AL #S %% 2J (AmazonML)
MicrosoftAzure L &5 2] (Azure ML)SE. JRT, HLES %2 I B AHL 3 1 EORBL &S 2% 21 R GE L AURAE R AU
TIEZ MBI RS B Pl SRR S IG5 305, XA L kAN 2 3R] 1) 2 18] (1
REWOR T8 BB B HEBE BOR BOBETE. Beabh, TR BT ME T REA TR e 1] 138 B R B A Bl T fie 0t Al
MR T, G, 25 B B OB, T LA Ok PORE AR P2 3037 e B b Y SR 2 T AR AT j 7 4 3 )
1% FAR R AL T RA A B AR S PSS R R I R A A . A DI R B B 1) TR 1 4 SR
e X A5 R (K AN [ S T HE I8 1 A, e R AR TR S i 8 51 B 0 RO B RS S5 ) S g 4V L TR S ORI I
1 0 Ty S [

2.1 HEBEH R AR

580 5 K B T TS 5 A BT A BEROLES 2 S 07 ik, KSR B bR SR SRR I S AR S e, B AS
FAE B B TR 22 M I SRR Hh b, SEBR B, I B 0 45 M B L Bl e DR AT (T S AN B R T I T
A RBREA ML, SDUHCEE R AR [ AP SRR ) H 388 AR B X 20 P 4, IR BLA T AR I8
ECBERE RS PRI H b AR SR 2 (0 388 0 R, B AR A P52t e 3 CBE R P52 P T P T HE T AR 2R 45 4 F) £ B

SCHR[38]HE i : AT L@ — R AN A, WE MR B SE . ol S T RS S Y
BRI AR . 125 R A T S 8 ) R 5 D L s 2 ST v L I S I AR S, B Bt ou R A S AN R A
IO 24 455 ) OGS N2 19X 226 B L BRI S5 G AR, AT SEBILIE I ) s R S TR P i Y, 6 BT I R A 2R 65 4 e AP
Wk 6 B fETCINZRB B, Ui — RANA MR R A B AR N eI ZREE™, XX (g iy, A
PN 8008 3 170 3 B oK B I R it X e T AT I 2, AR AR — e RE R Bl 1 H AR, e o0l ZRiefy i
SEE, T % e UIZREE I 2R o2 (meta-model)”, % 7 A 5 AR L H R 485 ) SR P 2 TR O R FE SRR Y
B, ge A H AR RGOS B, A BB T AR S R . B S S T VA R
Fig KB A A R o e, PR e O I SR OA. %7 VA TR P Ao R I 2% 5 ) ) I RS T
AERIIROR, SR HAE A% W 28 LR RCR DA f i

I R R T S8 BB AT AR B () A G AP MIAS TE L R 2 M i 48) SRR R 2R (5 5. 52 b, 25 DNIN Y
FEVF ML ESATHERAT S5, RIS JZ AT B B F O80T 28R B0, DR T T DA 3 23 B X S 308, SRBILAR
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RUBER AT (0K . X R AT LR S W AR RS B, IR A O — 2 TR Sh LA TR UL 48 DNN
PR BEA. SCHR[A3] 1 Je 3t R FH AR N5 1) PCle 283K it DNN BB, IX 2 58 — A58 4 i DNN B 4
FIE B AR, 38 R 30 i) AR AN A SE M08 SO R, R I8 H 1Y) DNIN AR 55 JR 4 155 28 LA 4 7] (9 28 1)
WiAh. AFET DA B4 AR R M T B K DNING AR, NASPYT IR — Fob iy 51 35 (0 455 780 ) 1 S 3 eh o 22
TR 2 (NAS)AE BRI IR FE 2 SR [ R 48 204, il 7 ffzs. NASPY  Fi) F A 44 {5 18 /7 8 (side-channel
sequences), 5|\ seq2seq #5284 BLH iR 2 AR HIEAE(BI T B EF . §kERR). A, I vRIE R A B gk
W5 WT (bus snooping)idk — 5 [ i S 1 M 2 i Ph S 1. BT Uk, NASPY BEG% A% B b 32 I 52 B2 1) NAS BT Ze i

""" T | |
.3 . _.I—.:, —————— “ i —pe Pl E :
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a7 i BERRMRE
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B 7 NASPY HE4H 1l

22 RESYREHEE

AN R AL S B 1 HE S AT A R 48 S RO A . SRR S R . Hoh, MR SR 2 H
FRBE AL B L O AT 78 o IR 200, DA &) 57 A RNAR ARG, T B 2 R 4 A 8 I 4 T 7
AT E NS

IO 265 2 H50 I T HE VA 4 TE O bR AR B (10 25 4 A5 B (R 28 S ORI 1 00 R, SR I 22 A ) H AR B DA
SR S 4 SCRR[45]88 T %5 ORI B S R 7 vk, 0 T A A (LR) SCFRFEHL(SVM).
28 100 285 (NIN) A R SREAR X 2K EH — R A1 S 3000 8 Re AL 28, T e 52 v 3R A ASE 25 ) Tl 4 25 3l R I A A 2
ME SR TN n 4R MR, B b T B o H AR Y AT n+ 1 AR A TT LR R, K
A DT FE B, — A n 4EBCE [ R A — AN B, T E D T n+1 A S Skt T DGR R 5 FE.

S AR T R 2 R — 7 2% SR B AR ) TRE R, I A E A TR R R K AR S S A
AR AP B DR A Y IO SR v b 3 K R 1 R TR O A 2 R R4 2% (B0 AdaGrad™®. sGDM1. Adaml*®l.
RMSpropt®14) 43 BiEAT PR Ak, il P o AR 7R 25 46 A A A PR AR () 000 £ 8 10 i s % SR 5 0k IS0 A 28 Ay i 55 6 R
URAk, WFFE 2 S04k 2% 3 1) TR AT 43 M AN BR AR A A0 2% 1 — 28 A0 7E R BLEOL. SCRR[S01Ks Ut Ak 28 KL A — AN 3h
BRYE, LA A TR M2 4 (RNNYIX 28 TAE e At |, o, Sussillo A1 Barak®M g R 7 AELE 1k
RN 0241 ST AU 240 985 7 11 25 7 20 00 24 e ok Y F0 DA 5090, SCRIR[S0] 48 %6 1 FH e 8 I 4% 2 B A A 1 28 21 (g FE
6, A FE O PR 4 28 0 2% (RNIN) X 27 ST D0 A0 28 04T 2 50tk 5@t 3 MRl SR AR AL 28, DL R 4 0% 31 3
LA 2 AL 5% (momentumP®®. AdaGrad-RDAPY. RMSProp. Adam)i)—LE4h eI, nzh& . B #EET.
S 3] R RN 2 2] 3R 36 B
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PLEE 2, AFRRESHOE T & B MER R E AR, XXE S 08 H 7 2 58 IR IE T 7
€, WARHLEZ S FERMZ A IENLT, WA RA 2 @S, SEORSERE 0. SCRR[5514 I H 5
R EUR MBI S BB SET 0 X — PR, SR — AN IE A AOHESOGS H AR ok £k 0 350 16 2 BO8AT . 1207
PR RO MR E N 0, AR EIR TESHMAMNTTRH. d T AL R4E w2 e n, By
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