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Differential Computation Analysis of White-box SM4 Scheme
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Abstract: The security of traditional cryptographic algorithms is based on the black-box attack model. In this attack model, the attacker
can only obtain the input and output of the cryptographic algorithm, but not the internal details of the cryptographic algorithm. In recent
years, the concept of white-box attack model has been proposed. In the white-box attack model, attackers can not only obtain the input
and output of cryptographic algorithm, but also directly observe or change the internal data of cryptographic algorithm. In order to ensure
the security of existing cryptographic algorithms under white-box attack environment, redesigning the existing cryptographic algorithms

through white-box cryptography technology without changing their functions is called white-box implementation of existing cryptographic

w LT A= T E KO R R RS (MMII20180219); BRIG4 B ARBFHEIEREFF IR (2021IM-126); | 5 3 g2 55 {5 B 2 4 3 5 S
5 =TS (GCIS202125)
R s IE]: 2021-07-05; & B 1) 2021-08-26, 2021-10-05; 5K FH I [H]: 2021-12-02; jos 714k Hi i i ) 2022-09-23
CNKI % 2% 5 & I8 i) 2022-11-15

© PEFEEESK I hitps/ www. jos. org. cn



3892 AR 2023 FF 34 5% 8 &

algorithms. It is of great significance to study the design and analysis of the white-box implementation scheme for solving the issue of
digital rights management. In recent years, a kind of side channel analysis method for white-box implementation schemes has emerged.
This kind of analysis method only needs to know a few internal details of white-box implementation schemes, then it can extract the key.
Therefore, it is the analysis method with practical threat to the existing white-box implementation schemes. It is of great practical
significance to analyze the existing white-box implementation schemes to ensure the security of the schemes. The typical representative of
this kind of analysis method is the differential computation analysis (DCA) based on the principle of differential power analysis. This
study analyzes the Bai-Wu white-box SM4 scheme based on DCA. Based on the research results of the statistical characteristics of n-order
uniform random invertible matrix on GF(2), an improved DCA (IDCA) is proposed, which can significantly improve the analysis
efficiency on the premise of almost constant success rate. The results also show that the Bai-Wu white-box SM4 scheme can not guarantee
the security in the face of DCA, therefore, it must be further improved to meet the security requirements of practical scenarios.

Key words: white-box cryptography; white-box implementation; SM4 algorithm; side channel analysis; differential computation analysis (DCA)
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B (5 B AR PR &, tE ML BTSN ) 2 T A =g, B, S5k, A
SRR B IZ AR AR OUT, TR R IS AT AN S AT 2 b, AR SR AT R O
o alinl {5, B A2 8] TP E. i, P AE A ST STAL R R0 AT RS 76 0N % ok i 9. 25 H o
Sox DA, WA AT TS5 A FH L 190 38 P AL AT AT A 280 5 3R 50 X P A 00, A A 3 e AR AR T BB R AN 2 A 11,
D] Ay A i 2 R AR P B S AT I, Bk (BE A T BB 7 AR N) BT DL B N i S R R I8
ATIE (6 PS40 1T, 25 20 3R A B A L. 4 Bk 0 K 2 A Rt e ah A 2 B P R AU 7y, IR 6 9k 2% B3]
FURA T REARE T 15 2 P G 2 Sk (R A R AT A, ATk I T B DIE R R, I S AR AR AT T
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T SCHTR AT G AL NS AT A B, AR A

(1) FRSTILIEAT BRI, Bl o6 S i SvE R i s 47 AT se Al ), fets EEe i sk o ok ris
AT I (¥ P9 A

(2) Biti H b B S L R AR SE I, Bk )2 S 2 .

FRATHRIX P B B Sy A B B8 (white-box attack model). 15 4% 48 T & Brahi BN A, 1 Bk 1 7R )
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A M HEZE BT AES A SMA4 (1 &S BLT = Y, Luo 25 A BETHI AES () (1 &85 = W, Shi %5 A% i) SM4
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(g FAC K AT : Billet 25 A4 BGE i 1, Michiels 25 A4 1) MGH i ¥, Mulder 25 At -3K 61 SM4
D7 RGN, DR A AR sh 4 1 SM4 5 Bk UL 5 — Rt (1 G SE L A M S, AR K SR R,
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IR AR, 5 JLAE RS B0 22 0 v S A Al T DB ) AR, SCHR [13,14] TR 4T T 22 20 v B4 w3
WA SCHR [15] 42 H oy ik, w] DAY/ 1) RUSE AT B 15 22 43 o S5 40 W (R 803 A e 22 43 143 #, 2017
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&S

AR WA T il T i, 4 SM4 o B, A-IE & SM4 B LU ZESTHE AT, 5 2
R T BATR GF2) b n 3 S BENURT W BEGE VH R AR R ERR 40 B 45 3. 28 3 Wt B-i0 s SM4 7 RHT T
ZEOPVE RO, B 4 R T P SedE B ZE A A A, RS 3 A B A R EAT T O B RS RS AL

1 F&EmR

1.1 SM4 SREBEE
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Bt A B LA D A L i A e, RN IR B SR (Xo, X1, X, X3) € (Z32)*, B M3 300 (Yo, Y1, Yo, Y3) €
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X3 = X ©T(X;® X1 ©Xi2®rk), i=1,2,...,32 )
(Y0, Y1,Y2,Y3) = (X35, X34, X33, X32) ()
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HAF Dy n MBISIBEHUAERE R DH — AT E Dy x, MR AL (22) 545K (23):
P(D:E) _ N(D.E)

P(E) N(E)

P(D,|E) = (22)

n—1 n—1
ND,E) = (-7 AL [ [@ -2+ (-1 AL, (23)
i=j

J=1 J
A (17), A0 (22), A3 (23), W XAE GF2) FH) 8 B, 16 BrFH 32 B S  BEAL AT 5 B (14 - Lo fig 26 13f
TTVHEL, BT AR 4 e ank 1 jioR.
F 1 8B, 16 BRI 32 P BRI B IR 45
e EAATIUN Tl 1 HIER A AT 2B A AT h3HIRE R

(RETRAN D (PRE 7R/ (PRE 7LD
8 0.2278958 0.6112003 0.8672067
16 0.0038996 0.0289017 0.1283123
32 0.000000 [ 0.000003 7 0.0000370

RyER 1 h IR R, GF2) L1 8 My S BALal Wi 5E FE 2= 0 — 4TI N 1 24 0.227 89538,
GF(2) b1 16 B335 RN T 1004 BE 22 /0 — AT DN 1 20 0.003 8996, GF(2) 11 32 [ ¥ 51 B AT ¥
FEMEZ /DA —ATIUHEE S 1 AEZE28 0.000 000 1. FRE5G 56 1.3 15 A AT AN, A5 bt By FH AR B 2 A% 355, DAt 22
S BT AR GRUIE ), B BORERE 22 00 VBT IR S BRI, 24 n 2 32 B ARl 22 0 VB3 LT ATl fig
R S B N A, PTG O B GF(2) LI 8 Bak 8 B L 3 A BENL P R b, X SBUR 2 {00~
FREZE S TE RN R, AR S 1.3 A Bn — BOVTR AR AR Z2 00 TS0 1.

3 MHE-KA& SM4 A ERESHES R

ARG SCHR [21] P SM4 259 RSk, I -0 A SM4 5 ZEIIAIAG 3 I, 220 T S IESE 4 R
B, ANREDON 4 DEPITIALR. B ED MR S YT IR AL, AR 1 AR
Y5 AT IR T EE MR 56 2, 3, 4 B IFE 5 B, #eLAR AT Se i HisHg il ad 22 70 v S0 A A58 1 B e
BB R B AT, R TR R R (R B AN R S T SE BT S A DA DA AN S
T 0L, BCLT A S50 e g i I R 24 ST R R .

XA A SM4 5 BT 220 TR W AN S R AR
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(1) FwARSEI -0 & SM4 T .

AT Java FEFPE S g fE S8 A -00 & SM4 T B AE 0 J5 2R S5 iR 4, FEFPISAT BT - #4E R 4
3 Windows 10 ZZJE IR (64 A7), IDK A< 1.8.0 221, JFKF & K Eclipse, 4B %% Intel(R) Core(TM) i5-
8300H CPU @ 2.30 GHz, N1 8 GB.

SR SEI A BT

(a) HRAR SCHR [21] i 2 19 R vk, AR 45 e W0 UR 25 51 AR e 25 41,

(b) A BB AL I 7 5 38 ST B AL AT R R, FErh, 78 AR RS ST B AT IR R I, S AR ) STRE M LRELRE, T4 0T 1S
RO X A ) 39, AN A ) R A e, T T AR B AT A

(c) fHE 3Tk [22] rid A-i8 A & SM4 R AR O FE, FIFLE (a) Jritie B4R (b) Fritbaml
I 52t L5 35 ST BRI TR R, A BN T A kR

(d) BEHLAE BT 45 B S

(e) MHE SRR [22] Frid (- 1 SM4 5 RN b B2, R AP I8 (o) TS &4k 3k, X103 (d) Frfs bapLm] sck
AT I, A TR 2 Sonf. b, SR gt 5 S Ak B 1Rl R AN 5 70 I 2% R 2

(2) BREUR A,

QAT SRIBCER AT EASEE AR SCI TSV BB, WA 1 B2l Feoph o AR 28 T 3R, 2 S RF I S e AT,
AL L T g AT R .

TE (1) JITASRE T rp e NS AR, 4 0 25 I 7 AR F 3 4 v 1) 5 SR DL BAH DG TR REATL B 2% 50X 23 AR AR AN —
HERISC AR, 78205 1 43 Bt o5 0 2 v ) 45 F6T . 09— 338 i SCRF 6 9 25 15 4 A0 BRI RT R0 BT 7 09 432 . S 3¢
ik [12] W7 260, 8 A AN 0 3R R X 4 2 R B0 (R 5 100 TR 25 2 1) WA I TR A 28— S 5 B (R i A k3%
P10 HH R S i e e 7 A ) e T 5 R

WA 1R T2z, BATTBAMLAE B 200 48 A SCHINEE, £3 8)— NP6 200 4% P i) 25 SR ad S ) — 3R Sc Bl & —
ANEGEAE 200 ZH I SO I ki SO

(3) G FRSEIN 22 vk B Ay BT

BATH CHRFIE S RS2 vh BT 8, B TXF (2) PR M AS Z3E R SCRRIEAT 40 A7, R 71847 31
B R : #4E RGN Windows 10 FEE T ML (64 47), &G 4 Visual Studio 2015, 4b #2524 Intel(R) Core(TM)
i5-8300H CPU @ 2.30 GHz, 7% 8 GB.

RTINSO B R,

(a) BEH (2) FrAR AN 3t SO

(b) BEAEAitiF 200 4 ) 45 Fac s 0 b f SO Il R T84k, ikl 200 SRR,

(c) THE HFrLLEE.
HEE 1.2 AKX (1) 1825 (24):

TDig:y=PsMy-SUET|IF10) - (x®u10)®rkio) ® ply 4
TDyo 255 1 S8 BB B A G IO B F 28, |l 1.0 150 1.2 5 PO AR, 5 NS B T 10 B Sy
(X0, X1,X2,X3) € (Z32)*, N:

(E|_,2)||F1_,:)) (xBu) = (XX ®X3) (25)
X X2 ®X3)o KN X1, Xo, Xz =8 B T e 710 ):
TDig:y=Pys-My-S((X1©X,©X3)0@7k10)® ply (26)

é’\y, = S((Xl @XQ@X'J')()@V]CLQ), Q = P4 . M() . )H\IJ
TDp:y=Q-y®pi, 27
AT ARUEZE SN TH R 0T, W bR LURRIE y BI3E—A7, 8 FiB L, AT AR Z2 400 50 b, W) B A bL AR 2
Y BN R A S 85 R, A 255 ML, To AT 43 47, 7045 2 B P 00 rky o H. QAN G T 1T 11
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SCHE LT, #R S SR SR B AR LU

AR 3R T, AT 5T 200 £ BEAL I SO R 1A BT A 2540 21 00 A BT 15 L) B AR LA

(d) X T RERREE ARG IR B R AR E LI H bR Hde, AT 5 (e)—(h).

() R4 HAR LU0 0382 1, #5058 (b) Frfs 4 zs 53 M K.

(O 73 RDIR (o) FTAR I P S ARZE IR B4 (RS .

(g) SRDIR () BT8P 4 Y {10 1K) 22 43 15

(h) SKAPIR () A1 2 43 38 1) e .

(1) SRABFFP 1A I T AR 100 P 22 43 108 W (T P i DR AL, 2 e AL T T I PR 5 B - 1 4 0 B O e £ 2%
B RE I,

(4) FIWr o> HT A 15 BT,

FRAE (3) TR B B A B SR, AT R TR 5 (1) T4 IR R IR R 2 — R R A I B
BT A ), A [ 534 S, 45 0043 #7 R A

HoH Lo Sz 1 RE, %o (1T A B SM4 7 AT hrvE 2= 20 T4 A

YR SEWIURS 41 012345678, Oxabababab, Oxcdededed, OXFEFFFFE, I HS 55 — 48 48 3 4 4 : 0xF0b96271. #t i A 4K
AT 0xF0. 6 10 FlAS R 4ahidh (1) 77 253 2R 1 200 4% o i8] 25 e 5 S 06 B 119 200 4% BEATLHA SCHEAT Frifl 22 20 v
SN, Hoh B 5 PO R R b, BRI R AN B AT W T 38 0 0.5, WIS AN BT 46 B 4 11 8 T
FALR 0.000 015. 775K F T A HIREARTEAT 4347, Bl R TEAR. BAR, bk 40 v 55040 A % 9 BT P R B35 55 1)
FI-8 1 SM4 7 SR AN, IAAUR FH AR IR 22 03 V5 .

Mg L sz ge 1 RE, X (-2 A 5 SM4 7 EHE T AR Z 03 LA

(1) [ 5 4 T B FH B BT R B RO BEATL 1) 2. 6 10 FAS [RIFTT 46 5 B IR 5 58 R FH B30 A 55 1) v ) &5 SR it s e BT A
SCHAT AR AR ZEAY VR A3 AT, FRGET R 3 PR IR AR EAT 20 AT IR IR IE AR 2, 45 Rk 2 iR,

R2 ORIV IER R

FEAZH 10 20 23 30 100 200
AT IERRZ (%) 0 0 50 100 100 100

(2) [F EHIUE B4 A 0x12345678, Oxabababab, Oxcdededed, OXTFFFFFf. IR 45— 5 #6355 - 0xf0b96271. Hx i
AT N 0xF0. %F 10 FA FIGRIL 75 20 5RFH 200 2% H0 1) 45 F0 55 S HEX B /9 200 45 B LI SCEAT AR A 2
Sy vH BT, SRR ORI A5 AL (£0). GEvt S BT %5 R gm AL 1) 7 G N i FH (R I 8], 45 3% 3 .

R3S E NI (ms)
LTI Zifith1 Gfith2 Gfith3 Gifih4 Gifith5 Hifih6 Gfith7 Hifih8 %ifitho 4ifih10
JidiiE 30667 30676 30820 30676 30435 31002 30883 30502 30567 30930

AL, R AL B (M KA AT o0 A, AR AR ZE 2 TS Wi 52 AT LU R R B, (- & SM4 T &
ANBEARPUR IR ZE P TS0t 3 W, AR R Z2 73w S Wb SR 2 R e e ) s v A7 288 7 1 P 5 I TR~ 23
JeA, AT DU P2 Bk A 0 4a 5 B KA 75 22 8 min.

152 35 R T LR AR R ZE 3T oM (2) TR et 1 7 SEAE RIS D0 N (22 70 B B 3 7 1 R
DNIERA (F0) I, ARIGER 1.3 4THLE, ULl H b U 0T P BEAT TR 2328, 3K 8O 20 L9 1 £ bR UM SR 1
P REAE —RIAFIEFE D 0 (8 1), TAES) — SRR ey 1 (30 0). 2 Jm K45 P S B, e — Sk o
EERE A 0 (8 1), F3— SR I LU RE G KA 1 (3R 0). SR R S (B SR AT K 22 70 v, T BB HE 11
(R 1, 1 HAR 5 R e SO R A B /N T 1, IX R B (K22 70 e PR L T — AN B S PR 2R 0. 24 %% ]
TR IR (LA 8 S I, ARG SR 1.3 T HI, BRI AN RE et F AR PR 0 BRI AT IEW 20 2K, XS BN R
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Ja IR PHSRBR A2 R R B A R B O 80 1 (MR B 5, fe 2 3 B02 70 T8 v P A A sl IR AR I /1 1, SR AE
PG Bt A PR K4 2. MR8 22 33 1R D, AT AR Dyt i) e LAl ) s B 5 .

1.0 1.0
09} 09
0.8} 0.8 F
0.7 + 0.7+
0.6 - 0.6 F

05| 0S|

# 04} Es 04+
03} 03 F
02+ 02+ l \
0.1 It | 0.1 |

bbb ok sl
0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700
S i e S5
1 P FREINERG (0) I Al B AR ELAs Y 1 K2 FHTFARE IR (c8) I et H A LL it vV 1Y

4 MA-KBE SM4 5 RISEREDHE S

SCHR [13] R3], 1T 50 ARG Y TR B R, SERR I ZE 20 v B AT AN — T e Bk g T etk A
Gt Fak 5 b A0 S DU AR S AR AR B DV SR BN B R AT AT T AR, BB R el B T Oy
5347 (improved differential computation analysis, IDCA).

4.1 BUHEBR

AN (27). 0= Py- My, Q5 32x8 [HIBE, Pyt GF(2) i) 32 My ¥ S BAL AT Wi kB, M, 7 GF(2) LK)
32x8 IHERE, JE28 1.1 FTHAERE M IRT 8 #1. WLEET 51, Mo A AT —FIMIcE AN 0. BN E# 1.

FEIB 1. %G L2 NAE GFQ) LI r S BENIAERE, H 25 XAE GFQR) L& FIARAN 0 (frx s 5[, 250
MEJ=G-H, W J 250,

IEFR: R H I8 BIAA 0 0, BT LA J AT R IC K a;; #R AT Rs AT (28).

a;;j=Cc1DC2®... B¢ (28)
H, a;; LR THIATHE jJHIITTE, e, oo, ..o o BRHE G S iATINREAICE, 2 H 5 j5HItE 1 AL
I1<r<r. TG & GFQ) FI¥AINUERE, #cr, ¢y ...r ¢ 0 501 FIMEERITA 50%. BHIE T ZH5) 1), BlE a;;
o0 B 1 MR 50%.

Y= 18], 85182 AR

=20, ai; h 0 MR K 0.5%0.5+0.5%0.5=0.5, N 1 AR N 0.5.

3 << I, A HECEE A0, SEUEW LU PR AL

() # =cr@cy, WA 088 1 IMBERIIN 50%.

Q) Fic" =c1®c®..0c, " =" @c,, 3<v<t, He” b 08 1 FIBEZEIL N 50%, M e K 0 58 1 FIHEE L
H 50%.

KT (1), ¢ 2R 0 IHE# R 0.5%0.5+0.5%0.5=0.5, & 1 FHERA4 0.5, (1) fHIE. AT (2), T ¢” 28 0 88 1 (11K
HIYH 50%, ¢, A 0 5L 1 MERI K 50%, W e 7 0 MIMEZ R 0.5%0.5+0.5%0.5=0.5, 24 1 FIERE A 0.5, (2) 1IE.
M3 <t<rita; 051 R h 50%.

zi b, BB 1 HIE, IR,

AT LATHEE GF(2) 11 32%8 XA B B — AT DU F4 1 IR Jy 8x0.5%0.57=0.03125, F=—1 7L HA
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FAN 1R K 1-0.03125=0.96875, FrA 1T HEA N 1 I N 0.968757=0.36205529, 43 /bH —4T I
91 IR 1-0.36205529=0.6379447. [A 3L, 22/bF —ATHHTE N 2 MHEZ0 0.9754396, 2/H—1T TN
3 MMEZ R 0.999629 1, 2/ AT IIE S 4 IHER 5 0.999 963 6. MR HE 23 1, B4 Py & GF(2) LATIEN) 32 B
WA BEHUAE B, IR (PR B @ 3 A1 . TSz b, Py /& GF(2) 11 32 B8 A BEHL AT 3 AR B, JFASRATIEN, ik
IR PR B Q A b 2 35T 1), RIS 75 38— 20 WA TR LR B SR T O I AT 43 AT

BATH Java BRJFAE S BRI, SR 32 M3 S BATUAR BE, T2 W7 T 1560 B 715w, 2 S W] 30 ) 000 A
BRI ME RO 1E, BHIAR 2] GF2) b1 32 M S BN R Py G, TR BRI IR Q = Py My, 4501 Q
(84T U A SRR AL TRFREE R -4 R S5 Windows 10 5 EEH SCAR (64 %), JDK JA K 1.8.0 221, JF
K4 N Eclipse, 4L #% 4 Intel(R) Core(TM) i5-8300H CPU @ 2.30 GHz, ¥ 8 GB.

MFEAE T 10000000 B, Z/0F —ATICHE Y 1 B FER ISR 0.6378210, 2 /0H —ATI E A 2
(YRR IR BT 2 0.9754459, /b — AT BTN 3 IRME I BUIER  0.999 6453, 2/ —ATIX B HE ) 4
(RE B (R R BILATLE O 0.999 964 0. 1] I, Q SAT I T M ZETHRFIE AR 755 GF(2) 11 32x8 341 A) B AL A B4 1 B i
B FTRARE I, JLEET7 S 9t it FHAR B2 38 50 1), IS A HE 0 @ 2/ — AT DU 1 IR RT 63%, 22/ 4T
N 2 IR KT 97%, BH AT EN 3 MR KT 99.9%, ZO0HF 47X HEN 4 PR KT
99.99%. H1tt, FAIAF HH— AN i ZE 20 VS AT IR A5 3 1 ot SR B - A Bt A /Nl 73 2 ), 7 ARIE 23 BT i P 6 L,
PR (Y RTHE N AR H AR A

55 3 TR, ARARZE VT B AR LEAS Ry AL SRR R AL A 0 45 R, LA 255 ROl 0 B AR LUER A
b, WA (29):

b=C-y (29)
Hrh, ¢/ XAE GF(2) ERAEE 8 4ifT 1M i, v &€ XAE GF(2) L1 8 4z im&. WICH 255 Fiigid, Hhh 8
R BB E Y 1, 28 FE DL B E R 2, 56 FEBLICHIE ) 3, 70 A HLIC B E N 4. 5 Ul € I E Y 1
B B, W53 Q AT B /b—AT U E 1 J5 Al CRIE 20T BLTh, X AMEEEAE 63% LA b WO I C O E 4 1
(I LI, PR AT BB T BRI A 63% UL L, ST EEANWIA B B0 BRI 2 AT 0.06% LA L. [EE, S ) ¢
FIBH TR 2 MR UL, Pk SN B 1 I 26 4E 97% LA, IR AN WIUR AR 00 B R S R A 61.4% DL L.
Uk ) C BCBR Y 3 IIE BLET, MK 5T S B I BL I ZRAE 99.9% L L, Wk 53 B4R 2 1 1K BT R A
98.4% LA . Hi Jj; C M BT 4 (RS DL, P SRS BEH T B #6AE 99.99% LA L, Ik 3] U % 47 1Y)
SARIIERAE 99.8% LA_E. ] L, B R I C IR EE N 3 IS BREEAT 25 0V ST, AT AR 1Rl SR AR T
SAEAVIU . 35 75 L = (0 ) 2, mT DOk Uil ) C W 4 (S DURIEAT ZE 00 v B b

EHEE 3 1T 1 5 2 i, B EH TSI I R I 25 43 0 BG4t IR 2 (DR 0 AR R AR I 2 3 MR e
2%, ds b, F5ORAIE S AT I SR R R 28R B — e B (R BEAN T BEAR 22), WA 240 2 R DU R i) 22 43 7E [
BRI Y28, 26 5 B A 23 W 558 /INF 005 000 LE A0 B ) 22 4 T DR (L. PR bk, FRAT T4t 56 2 AN 22 0 v B i
{10 285 2R 1 SO R s B A W A 22 4 B (R R A2 A5 KT A TR, 5 K 12 0T B D T e 1+ e B 1 A .
PG 1.3 W2 VS IR B, 588 71 5500 1E 0 A 25 20 B e RO 551 1 190 10 28 0 2 T AR I A A ) 22
TR UEAR R N T2 1, 208 ISR P A 2 A 0 2 ) 225 23 0 DR AR /I . BT ] LR SEZ o 55 YO0 A 5 45 3 PR 540 e T T B,
ZI T PRIE S N T L

ZEAr BRI Bk, AT 195 H IDCA [P BT,

(1) SRIBURA L.

(2) TEBUR TS AR v K BN 25 BHAH DG IR o (PIRZS 5275, i e B ek 2. R ek B0 Hh (R H s L) ko
[EPARFS T B AL I SE AP 2 v A A 25 AL, BRI 75 2 00 326 350 001 0 PR 2 PR AL A AT 40 A

(3) XA IR (2) FAk B RP RS, AT W0 T AP ER (4)-(8).

(4) XA 0 1) 28 B 50, BT ER (5)—(8).

(5) TRYE H AR LR 2 0 3B J2 1, H5 4 pEE 43 hy P 5.
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(6) 53 SR P A 108 AR

(7) SR P £ 3 {ELTT 1) 2 53 728

(8) JAIWT 2 43 R WAL A2 45 R TR I T B, 25 R A0 e 1 R DI ahb s 40 5 B =~ 4 0 sl 2 e A S B T A U, 43+
ZE
4.2 e

a3 b (92 a i B, AT TR -0 1 & SM4 J7 ZHEAT IDCA. ZE4 T TP 3RATT Hl 7 C IR B A 3
I L, ST R T TRR 4 0.9.

(1) [ 5 g i FH B ATURE B R BEATL 1) 2. % 10 FiAS R0 4 2 EH 1) 5 SR F B0 AN S5 1 v () 4 SR 3% S B ATL
CHEAT IDCA, TR % FhBOR B A AT BT IE A 28, 25 Rk 4 Fios.

% 4 IDCA (IIE#i%

FEAKH 10 20 25 30 100 200
ST IERE (%) 0 0 60 100 100 100

(2) [ E W UR B4 N 0x12345678, Oxabababab, Oxcdededed, OxEFFFFFf. L IN) 55— #6254y 0xf0b96271. H% 4
BRETT N 0xf0. Xt 10 A [ a1 J5 5243 3R FH 200 4% Hha) 45 Fic % K X R ) 200 45 BEMLIISCREAT IDCA,
KIREAF I IEF IR 25 5L (F0), 5782 T4 #T BT IS TR R L 26 5 .

5 IDCA 5AMKZEI S T I TR A LE (ms)

WA IWIREA gl geit2  4eh%3 gwig4 4afiss  gwige  4afig7 g8 4ifig9  4ifig1o
IDCA 2 046 301 1095 532 132 140 1950 364 805 161
ARZENTE T 30667 30676 30820 30676 30435 31002 30883 30502 30567 30930

A& 4 53R 5 T, 555 3 W AR ZE D UF T A LE, IDCA RESE A 4 Je 7 AT I, HOM FAEA I 2
SR LR N, AT R LT R FEAAE (B L, AR b B D C BT 3 (R DL, PR A
FIAGE I 0 E BTRAE 98.4% VAL, 5528 A2 53 vH S 0 M AT B U BRAIR 17 AN B AN P10 50). S5 N2 v 4 T P
PRI ¥ 2 40 (19, IDCA X T 2L 11 8 S B 7 56 (R R A A58 et 1R 20 2803 e M) o DR 1 g e A
GF(2) Ly rx s HiFE R 3, HAEHrrb JUE Ny C OB w iS00, w=1,2,...,5/2 . W wilOR, B ilin;.
r 55 s ARZEHOR, WHTE £ 5 A 36 B 98E AE A L it B0 B, pl DM 1K) PR .

5 B %

ZEI VLI AT R T BEE > B G KB S I AR AR Y, Ao RGBT B S ST S AT S B U R 3B
B R A &SI R T ST I BE 30 T DR O SEAE S B I 3 5 () 2 Ak RAT 2L
AT T TATN GF(2) L1 n (32 BN AT I B GE v PR AR IE 5T 4551, 0 F1-00 i SM4 5 S8 3EAT T 220015
IINT, JEAE AL 3R T S 22 S0 (IDCA), REWSAE BT D3 ) L AR AT R ARKRE S = 0 My
B, e BT A BN &S BLT S 7 A T B AR, AETRDR 22 70 v S i -0 1 R SM4 7 ZEANREDRIE
LA, AR AT 2D e A 2 3 A2 S B N 75 1 1R 22 A PR K.
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