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Optimization of Equivalence Query Algorithm in Active Automata Learning

PAN Yan, ZHU Yue-Fei

(State Key Laboratory of Mathematical Engineering and Advanced Computing (Information Engineering University), Zhengzhou 450001, China)
Abstract: As an effective technique for black-box state machine models of software systems, model learning (a.k.a. automata learning) can
be divided into active and passive learning. Based on given input and output alphabets, the minimum complete state machine of the target
system can be obtained in polynomial time through active interaction with the black box system. And the algorithm of equivalence query
is still a big obstacle to the development and application of active automata learning tools. This study discusses the influence of
counterexamples on the learning algorithms with the discrimination tree, and defines the comparison rules of hypotheses, and proposes two
principles of constructing test cases. According to the principle, the Wp-method equivalence query algorithm is improved to produce better
hypotheses and effectively reduce the number of queries and symbols. Based on the LearnLib, three kinds of automata are used as
experimental objects to verify the effectiveness of the principle and the improved algorithm.

Key words: model learning; automata; membership query; equivalence query
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1R, Xt SR N TR 2 A AR R R R T BN BRI 491, b PR AR 4 S AT TR A

AJ LAYE 22 U [R) 4531 B B8 R G e/ 58 4% B 3ALL.

BN Al A HE SR Angluin 32 H ) MAT (minimal adequete teacher) HEZE ) 3= 3245 Sl AN 18 1 1A
AN SN AL, B IR AV AL S N TR R IR e, 13 345 A5 MR A6 8 4 iF, B A6 44, W
TRAREEIEAT A 2R L I, TS K HE e 45 A A . R T L RESR IS 23 N TR Wi S, 68 HH e
(AN IS REDRAE AR B IR LE A I, DRI A3 BIISAE i 75 e o S5 A0 2 v ) T B AL 1 B SIS 75 LEAf, A0 SRS IE A,
S AR 3R [0 — AN BB A G DI R S A T R0 T AR At S A 5 D 4 14 4 24 SR Mgt R ol 7 8 341 1) 25 (R AT T
B, IR A HAT S — e 4, T30 LR R R A i R v 5 SE B R 481K E S AR ), 25 RS 4 1 2 H
Fr B ENHLIR S E 0.

HRTESE b ARG, BA LS MR TS MLHAAEAE, AT BLARK A0 2 3 DUSE I, T2l 2 T — B As
U137 35, 0 3o R 2 ¥ 3 1) 52 K S0 B AT AR, A4S S W-method” Rl Wp-method (partial W-
method) 575 DK T B A S92 i B AL 523 random W-method #1 random Wp-method, 15 2 B HLAY 7772 %%
AFTEAHEVE, P92 bRt #2475 L W-method F1 Wp-method 5924 32 P~ Horh Wp-method S35 B i 5908
Wi ETE D i TR AR B BT I ot A T v, HLBEAE HARIRSE B RE0E K, Aarts 5 AIA NS5
VAP IR I8 RN 7 55 AT R A2 T AR Y 2 327 ) R SR i), DRIt 5 2 B 22 It o DU e A5 A0 A0 1)
MR AR ),

1T Wp-method 52 I 8 & 4 3 o 10— SR, M i R AR 45 2 1B 0 1), S LRI, 1 7E AR 2 2% 2
M2 A B BEAAT P 2 FE (1), Wl random Wp-method A5 L2 BFEHLIE X Wp-method 45 H 13 H 41 384T
i, B2 R A BUEAIFAR e, 1K L8 o0 VAR 1) B 22 & 70— IR SR 28 v 2 v o] B L b 21 S 461, T A S
SRR AN ] S A9 6F 1 T K 3 PR AR T2 ) 536 T, DT 6 7 i 482 1 2% 30 3ok 8 el 20 sl 481, i 3 3 A 4k Wp-
method A43E R 1) B A T R a3 A 28— A S 9 ] R b er . AR SCI = ZE DTkl .

(1) TR BT T 27 S S s, 8 SCT SOBITFMBGAL (R ot Ll D7 v

(2) T A 3% ) P A S LA Wp-method 032 (IR, 2 i S5 A 2l SRV E I adcge, o s 38
Unal YRR E

(3) 5T LearnLib HEZME A CHS TFUE (https://gitee.com/z] 1panyan/learnlib.git, SCH 55324 RefineWpmethod).

ASCE 1WA G AR, 5 2 WA AN S RIS, 5 3 5 MR A SCR AR AL i, 28 4
RETRAH DRI SEIG 25 5L, 28 5 R 45 AL

1 XTIk

FT MAT HEAL 182 STl AR AR W B 1 s, HERR A & — A2 S48 5 — NS ML, 22 S Al ad 1 1
H L AR S AR AR TS, 5 ML T ## SUL (system under learning) ¥ AT N 2%, 1B 2% 3 FH A A1IE SUL 1%
N TR, N T 2 RA BB, 53 344 LA, BN R 2E— A4 % SUL, 35 SUL F552 3R B2, 75 R
B, AR B B I A e B 22 A — T 5 H AR ASIHUHILEC I AR &N B 3L, IR BT E ML, T
T LT FIWT B SIHLRETT IEH IF45 th sl.

N T BRI 2 AR F B BT R AR S BR R G, Aarts 5 AU MAT HESE 38 in 1 4144 e
2% Mapper), BAMEAE AT KM B BER AL, oA T2 2 2881 SUL 2 I, &M% 5 R 1EH, 222817
WS 2% L G S, ISR 25 2 T N T BRI 4 ol BRI B R L% e ¢ SUL, [, WS 256 SUL ¥
LA I [P 5230 S 9T R % 45 2% >) 9. Shahbaz 25 A UILL Mealy HBIHLA Hbs$H T L, , FEoG0E mi B
8 H 7 BE R A BRI 4. TR 1) VRS R AP ) S G I IR ¥ 4 o, 25 S BUS KM TUAR, Kearns 45
NSV T 0 B 1 Bt £, A2, ) A e f 4 AR R, T AU ARSI IX 40 S 4%,
PRAE T BB A B R ) 2 TETUAR IR, A R A T 0l 271 R AAE.
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EIE F: 23 E 3] SN B R 3243

AN A WSV I, B R 1978 4F Chow! M H (1) W-method $3%, Wi #EE n-switch 44, 22 il ik e
IS, IR BRI T J5 ik B g i A7 81 B A e A 8UeAIE H SR B 5 SERR B ZhHLINSE 8 1. Fujiwara
2 NP T Wp-method 5735, MERE o 43 R B HEAE B 4/ 0 JR B A SE AR B0 E 4 2, ool D T IR 471
(145, 3CHk [17] 1% UIO (unique input/output) /774 —Fh EERFER I I KA 1, 2L UI10 P51 2 —/NAT BAX 43
FARE S AT RS BN T, AR EAF AR — AR SIAEAE M. RSN — s T A E
AR L 1] 5, T8I 53 B Wp-method J732 AT a4, & HH AT 21 2 TR 15 G R B0, I3k 0 4 1 il il
1. Yang 25 A\ " =48 45 & IS A 50, B9 nET H AR RSN AE SR S AT WIZRAT, kb5 SUL RS HIKEL
/SR Ve N\ / \

Fo A @ Frd/c SUELIN @ AT H b5
> R4

v

@ 1y )7 @ R

[ —
3 ® fri © SFM A ;
—

\4

«—

e
® il @ " ¥ \ J
I ® I

B 1 5T MAT HEZL 38 H R

B 43 M SV 7 T, L S22 4 5 0 0 B S 8 N I 2R (AT H, S SO0 2 (9 BB K, T Rivest 28
N PO — b = ARG IR, AR TE T R A PR X 4 S R R SO [21,22] FE TR0 R i
Observation Pack 5v%, il ik AW 1 Sift 55 Split £ E kg @A, bt~ s PR AS 52 7 SR T AR I, P9ty
AR DX 23 FrE Y R UARR IRPARZS IR S S 1. SCHR [23,24] 7EUEFER L, BEXDIRZS B T A2 AR (10 G ERRLRAS IR A
AR B, B TTT 5095, AR B T 200 A9 I i K i gR, 1252 i il 45 28 R0 T H R g o5 B,

1E A ZIWLEAL )51, thT Mealy HIHLINZRIERE 1A B, SCHR [25,26] ¥4 323 A s bl I 2155 748 A 3)
ML, P B 8 2 3 e ot 42 Hl U 5 i 1) 1 ALY, FLA T DAY O 25 A7 38 6 R — VK AN AT LA, v] B Bt b
HE A3 B AR S T IR S, JLR A BE AL T Mealy AN — & IR TT. Argyros 2 N PRI 455 A
ML B A7 A% BB 55— R X, JLE TR 547 BR A ShHLIA 2 ST ek T — P B 22 0 MR AE 4L SFADfY.

S2pR N R, Raffelt 25 AT 2006 EREE T 36T Java M TFEHESE LearnLib®, J& 4l 5 k)i 8 (O AE L, SL 3
TE2 ST S Moore 5 Mealy AZhHL. L FT7E FIBATE LearnLib AIEEAY S8l T RALID®Y, I T SL* 30 27

A

SCHR [30] 55 A AR SO P B A8 1 i R 5 R BAT AT TR LA, JF/E TOMTE A3 LLSEBL, JLa STRER
EEh AL AL, LRNER SR RS S b 7E A DM, Cho 45 A PUEET LS4 il 7 —Rh Pl 532,
SR FH LI 28 v 10 2 40 45 RERDRT PR N T B FKDUE 0 65 SR AT T, BT 1 ER i (K B 2, PR LR T 1
2 fir A 5 I E UK 3BT, Ruiter JT7EFTEA ) 5% TLS. OpenVPN'! QUIC B PRI SLBLHEAT T 40 HT;
Fiterau-Brostean [41BA /3541 % TCP, SSHE. DTLS BpiSt M HEATWESY, JFRIL T HIRL I Jeill; w2 Tk A JE
LearnLib V- £} Open VPN, 1PSec WMIHEAT TAHCIIFFE; /A5 N U 5 SRy s iy 7Rt 1485
(KB A BIHLE B2 2 . BRI Z A, AR PTG AERL 2 5] BRI B, (Gl B, oA Bgh 4 L
iR (1 T

2 EAhEmR

Eah A 2] AT LA G G — 2R A1 Al LI s N e A, O T A S P SRS A AT ] (g /s B 2l
HL, TR SCRR [24] e SCRISTEREAT — 2 IO fIAL, 2 1R IDRE AR A B R ASRAT
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e B W SRCE PFS

g a,b u,v,w u-v Uu-v s B W]~ Ls]
=X T i A B R LSS {0,1) SE D7 ] A

2.1 EREX

EX 1. FHRER, A TR G5 AR, W S, T = {a,b,...,z}); FFRE A 5550, B, il w,
FEMI BB E ok =, B IERAC ) wy -wo , BRI EIE N wi. FRAIHE, & 735, KR 0. KR n 18 5 A6 TR
EENT = (weX|wl=n}, KEEAKT nFHHRREN = (w e Z*|lwl < n} . FINGE SRS INER, YU,V CE,U-V =
{u-viue Uyye V}.

A wueE , u Hw TS, Y HA Y Ives, iffw=u-v, B RHuCpew , Zlul <Iwl, FRIAGHTE, 2R
UGprerw ; AL, 558 woau e 20, v AW MEEE, M HACY Jue s, i w=u-v, WA VCurw, 2 lul < Iw], FRAE G4,
W VGurw . 408 U CZ*, #5VYw € UVuCpeew , W2 u € U, WIFR U T RIS 5 1.

FEX 2. FREL T B E A IR B s DY TCA A = (S, 50,6, F) 2R, Hth,

(1) SRARM. EREmgEs;

(2) so €S, EWIEHIRA;

(3) FCS, B REMNES;

4) 6:SXZT oS, EREHEBRLL, 6(s,a) = s R APIEHN a I, HARZS B s il s

J5 3CH ) B BHLIA h i E PEAE BR B BB, IR A B EHL, IR FARK S, A = (S a, som,09, Fa) -

EX 3 HENSY R, B :SXE -8,

0*(s,&) =s, VseS
{ 6*Es,a~w)=6*(6*(s,a),w), VseS,aeX,wex* *
oo, 6 6 7EHE 2 AN BROKIE A | I OB BRI AR, th TR A U, 5 SO 6 B4 6° HEAT Bk, 5B, Tl
IR [w] AR TFHT 8w HIIRAREIE BIHPIRES [w] = 6(s0,w),Yw € Z*.

EX 4. 455 AT RER S B A B, @ SCBRES 4  F

1, if6(sp,w)eFq

. VYw e X*,
0, otherwise

=% - B, /lx(w)={

FEM, s = 5o I8, %9028 A, BRA B SHLI % R 2L

E X 5. Nerode —Fh. BBt ¢: T - B, ATIEFRER BN ZI0KR =4 = {(w )] ¢(w) = ')}, £ Yu,u’ €
T uzon’ & (Vv X pu-v) = o -v)), FRi% —J6K i 2 Nerode — k. Zh 1, %K R EEM R, AAFME:
Yu,u',v X tuz,u’ = (u-vepu’ -v). FERII), 4552 AN RRE A, AN =, = {(w,u)] Aw) = AW}, L uz ) o
(Vv €5, Au-v) = A’ -v)), AT Nerode — 3.

1 SCHR [24] AR5 128 R AL T B SIS 211 B BIHLM = (S at. SomsOms Fan) 23/ HEIHL, FEJrik i F.

M Sm=2"/2y;

(2) som = [l

) omwls,,a) = [w-als,;

@) Fp = {[wls [A(w) = 1}.

MAT 27 =) HE S8 ) & e o SREES 23 N R IRt LSS DG R, JE I BS54 DGR, LRI W AE I Rt i/,
BT S/ BN E L J5E S0 B BB E B B EhAL.

EX 6. 5 BEWFENRE. B EPAN AW AFIH, s€Sq, s €Sa, V',

WYy e 2, 25,(0) = A50), s 5 s KTIES VEEN, ILA s=ys.

B, BV =35, s=ys’, BRs 55 S, b s =" 355 = soas 8 = So.a > B Sow = so.q, WEKA FIH 24y, idH
A=H.
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YW £ X - (=1,0,1}, i domf = {u e Z*|f(u) = OV f(u) = 1}, HILG £ MM E 00 7.

EX 7. 452 BIWLA, U, VEINHH R W« 2 > F, T Yue U, v e dom(u) : k)(v) = Au-v),
FR e R AR RAERL, R=(U,x) N A IS,

KT AP BER=(U,k) , TBR LI =K R~ 2 X, M HW LYo €2, u~at’ © (Vv € domr(u)N
domk(u') : k(u)(v) = k(u)(V)) , B~ T EIREENOCFR; W A AL

(DWVueU, acX, W € U, 15 ua~at , FRR B4 B,

QVu,u' €U, ac X, #H u~u' = ua~a'a, R L& M.

ENX 8. BHER=(Ux) NI, TrVue U, vedomk@w), Wi/ tv=a-v,acX, I Hv edomx(u-a), WHR
WAL TE GG A k.

S8 124, 35 R = (U, ) W L V5 SUJE G A PR RN 2 I8 P PRI, D) R JE4% dab A M AN o 1

AR = (U, k) W5 LB LR E T, TR #yE B ZhHLH = DFA(R) :

(DS ={lul~lueU};

(2) 50 = [el~;

3)o([u]~¢,a) = [ual~,Yue U,acX;

@) F = {[ul~lu e U,ku)(e) = 1}.

X F ABIHLH = DFAR) , #v ¢ domk(u) , A4 (v) = A4 (a-v') = Al vy, aPHHE LR R v i, ALK
JEREIRDN, HE V' € domeW'), w' € [ual~ NU . FFHI, K R = (U, k) TE R EF I AL, R B SIHUIRESEL, Wk
ind(R) .

EX 9. FHi &

() & AFH , Tw e T, 15 1a(w) # dg(w), WER w S AFRTH FIFER R, o SChRR

() & BIHLA s, s’ €S, Twe T, G A (w) # 2% (w), WFRw Ky s B s ARIHE .

s, s €8, Hm BRI B SEA 1N Seps(s, ') = {w € ZF| A (w) # 25 (W)}, FEHIH, BUE — I3, # A
HHEANTLRIES, WL sep(s,s’), AL sep(s, s') € Seps(s, s’) H.|sep(s,s)| = 1.

22 ENMEMREE

BAAY 2 SRR A HEN 27 S o BEFI A0 A v b B, Tl e S 1K 2% S R0 A5A 25 1f, M it S5 A S5 IR B L.
2B BOR B T A U AT, IR A A S0 Mk, LS R R = (U, «), M@ B ZHLH = DFAR),
R bR SO AP B B S O A BB H 5 A RS S, S W SR ZL, f H AR R R
i, FROCRE N2 S B, SE M A AT 2 B, — 2R T IR, KR4 R GUSAT I A\ fir b P 4, KA
BAHATIE L, RN &5 255 51— e T — @ R R g A ), 745 8 ST 3 T, PRAIEIRR 5 58P &R
SO, SEBRIERE T 2R A 2 P RN B v AT B SN A v A B AR DG e X

ENX 10. HE AL A, s €S, WES arrive(s) = {wlw € T, 8(s0, w) = s} AIRE s MBEF I RES, IBLs] A
arrive(s) TAE—BJEIICE, W Ls]| < Wi, w € arrive(s) , B Ls| AIRZS s VT ) Z R/ H. Hid Q= {|s|[Vse S}, N AW
— MRS, P=Q -2, A AMN— RSB AR R NES.

FEIIR, AT SRR, BRI H 4 LTl ~ g TRTIER Luly

B LG HANLA, E X Uy pes saysep(s,s') T, BN A FIRFIELE.

3138 21 ¥ AZHHL A M H FPRSES BN mon, m>n, W R H (IIELE, P REH RSB 755 B iR

A,z =2 W M H RN A G, 2 HALY Son=pzsoa.

W-method S5 Al SR BT 51 3 2 S 4 PRI 0 0, S A (45 s B P - Z MEAT RO A0, I T 1 2
AR, LLS-HR .

EX 2. 45 AFWLA, W; = Uses szy5ep(s, 51), 5i € S, FAIRES s; FIFRFIESR S, 1L W = Uges (W, iR u® =u- W),
Hrpuezx, 6(so,u) = Sj.
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5138 3" & [ HLA FIH KPREE S 5 mn, m>n, W EH FRIESE, W, M FORE s, 0 AE 4,
W = Uyes, Wi}, PIEH MIRSHEBRFRRINES, QN H N MR BHNES, ILR=P-0, R-Z"eW =
Unersin-ntt® W, W H F A, 24 HAY som=0250.a H Sog=gsim-ngwsoa -

Wp-method S5 4 A W) S22 AR T 51 B 3 SR S A (K A0, il i e 45 sh A5 Q- Z FI R - Sl @ W BEAT AR 2
i, JUWT R T AHAE, DA S ). AR S A8 aT LAAE 27 ST B Bodt— P ORI S R = (U &), TFBIFTII I B H

EIB AP BB S ARIH Al w e =, Ww Al LLAMif p:

u-a-v, u,v €X', a€x, s.t. dg(lualy -v) # Aa(lulya-v).

CAE] 2(a) 5 A BHAIL A, e G2k 50 Pl DA 52 RS, SRS M i 9 1 ) By BOMAS A A B B (el B, &1 2(b)-
Kl 2(c) Frow, 85 1AM b, HIRE T RN IR, G N A5 50 A Wo = Wi = (b}, O ={s,b}, P=1{e,b.a,
ba,bb}, H1 T Wy = Wy, FTLLIGI W-method F1 Wp-method #4 B4R A5 2 AR ) 115 58 2 AN [l i ab , [ 153 57T
N Aa(lealy - b) # An(lelya-b), TEIKER 2 MBBE BN Wo = (b), W) = (), W, = {£,b}, W = {£,b}.Q = (&.b,a}, P = {e,
b,a,ba,bb,aa,ab}, R = {ba,bb,aa,ab} , T T7E TG MK S WAL S AFE 225, 2m = n N, W-method 2E & T0H
ANECH 11, Wp-method 4 10, £ abb J& W-method MU . B 24 ST FIR N, R BRI Z B ST K.

Je 4 41
baaab
abaa

aabaa

Ja 8l

aaaab

aaba

aabaa

(f) JasE R

(a) HARRAHL (b) % 14 (© 2% YA ! (©) 8 4

K2 AR o2 S i R S

2.3 HiRGEMSZEIEEL

2SI B S S B S 5 D AR WA 3 AN o — AT BRI AT 4 A
ANERBREGU, —RERNGHHGENFZFEESYV, ZBMF A (UUU-T)-V) - {0,1}. WRE 5K
UV, ), WS A Z N R FR A & — AR 1) OB, P30 s 2 0 2 R, T SO O M AR (RERR
). H I 3] SR R R,

(1) T Wi

S LAEYE: B B w BT AT IANE S U

Shahbaz HIE " RBIGE Sy w=uv, rpue U-Z, ¥ v MFTATGEIMAES V.

Suffix 1by 1™ 44 52 451 w ) i 442 K JBE 3388 (0SSR VR IN V7, B A8 M AT A 5

(2) H= T HEm

DT e Hs J5 800 B 5%, # Ludgpa NSRS U

TTT 592 HRE ARG TSR, B v MRSV, 25 v AN 218 E S, WK T AE (A o i st
T, 0 ST HE— 255 H.

[V, AT 5 SCIRIERIE, 7R bR s A SRR 77 5 250 & S 19 %8, B — AN R I% % SUT ROy — IR
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8, B K PE R A 5, T STk Bt AN O 4 0 e 0 AR, 1017 B BT e 7
ab, B TR BT AT b, o TG A o Rk AL 28, RS B A T AP, B
LTI AT AT, 15 R VAU A TP B, %60 AP0, A 22 RS BRI 2, SOl R T 52
IRUER A SR, 0 B0 A MO 15 AT BORVAR 755, g 23, 5 S0 P A O 5 SO R
PETERIR R 5 5

3 5 &

F5 BB I 0T 53 A URA T SOk B, o WA A B T e — A s ) AR e, SO B B AR B A5 A
W= HE R S, 5T 2% ) BRI BT S8, B0 rb S A9 ) s i T AN SR RSB K. W F SCATR, Wp-method
SEMEW S APIAM B 2B 1B ESE SR Q-2 W, 5 2 By BN RS FE B S5 AR - Zm oW
MFET MAT HEZL (A 2 A ) S5 B B 28 1 AN BRI b, A0 12 IR e kAT e adt, DRl o) ik i 491 e e
FRIMRE 3 A2 (EL A 3 B ).

3.1 RBISHR

BT 22T UL (1) SRS A IO o S5 A 2 1 1) — 0 00 PO e A 22 2 ) e A, 702 21 R okt — 28 [ AT T
AbFR, 5T bR A SRR P AT T 000 B S R A A, DAY BN I T I SV AT A A
THERBRE U0 2 SRR TR R = (U ) T U = Q.

DL 2 A vy B B 41, 1 BH AN [ R 18 M55 7= 2E S 49 P sg i, 6] 2(d) Sh & 4 aaab J5 TE B #8500 FR
e, B 2(e) A3l AN [R5 v A F I B 1 5 30 s i, 235849 i Wp-method 7 VENE 1) IR aaaab FHERIRY,
TR 3 S PR AN S5 T ) S A abaab FVHE IR, wTLER BN [A) (1 S G R T S8 A R IR, Hassgm G
SR S IR, s 2(6) TS SR, S E TR Ao B 524 46, T R A5 00 B : 224, 190.

SO )RR P A AR AT S R () AR A U W, Tiirker 25 N MRS WIS, $2 IR T AR G
R EVFR R B/ MFESE A, M T A ST B AR TR AN SCEE pi BRITHEA U 52 m, , B T30 v 1
AT S, A BT R 23 A A 4R 6 U BT 0 2 K R R N BR T, 45 tH BT 5 L.

EMN 13, B EARFZES SRR = (U MR = (U &), 1 ind(R) = ind(R'), 5 len(U) < len(U’) , BWENEEL
U PP LERKELRNT W AT E KSR, WARR LT R .

P X, ATRR A 2 NSRBI TS 1 AN .

e LR B, TR E G QR W AR 1 14, T Sl 2 3 i FH A9 2550 38 (A 00 S B, T
m — n BB TR A T P A A3 4 200 1 Jo P2 v AT Pl /s 2 KPR D D, 4 e DA T

TR 1. S AU RA) 3 e U= i i /N 2 KA T R, T SR, mT 4R DR S HEL

EE 2 ET Q-2 W, e s K B g S T AR, w e Q-0 WRR W, 1€10,1,...,m—n}, MG
BRI E A w=u-a-v, P ueQ, uage Q.

R TR A R U D, A w e @3- WO R, WA B AR H KT Q-2 W AR,
AYyikkw=u-a-v, HFuecQwew.

T SRR e B, AT LA PR T, S 1 PSR w=a-a- D, ol aQ e, Aa(l@aly - 9) #
Aa(litlga-9), T d,0a € Q, Ax(ldd)y ) = Aa(litlya - D) = Aa@a- o), KIPIE, 55 1 S AL

B2RME S w = a-a- 0, LA uGprerit, W 9 ggal™" - w HED D € a2 ow, Ay (Lidlyy - D) = dp(Litl g 9) JEERROT
T AR HIT Q-2 WS, I Ag(Lidly - D) = Aa(Lidle - D), Ag(Litlgy - aD) = Aa(Litlyy - ad), BED An(lBd g, - D)
= Aa(litlya- ), 5 A 53 il .

2R BITIR, e H 2 15HIE.
I 3. KA ES Q- W RIR- Il @ W, Jig I Zlm=n) K i 39 18 52 AR, Frw e R-ZI@ W I Hil, 1 e
0,1,...,m—n}, WG 0@ e hw=a-a-, X aeQ, a-aer.
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UE A pH T4 SR U K B i 3 R MR, A5 w e R-ET W & R, WA R H FIA KT Q-1 w &4,
Z:Q}‘jifiw:uwa’-w, ,H\‘-[—'uaER,we w.

() 5 3 2o B UE A UE WY B AR E BE, R T A A RS TR, B 1 M E R w=a-a-0 , H P aCeu ,
Aa(lidly ) # Aadlga- D), MHT f,08 € Q, Aa(l@dly - ) = Aq(@a- D), Aa(lilya-9) = Aq(aa-v), FULF G, 51 F
T TEAN AL

52 SIS w = - a0, oD uGprertt, DCauma™" - w, BB D € a1 w, Ag(Ladly - D) = Age(Llge - ) FEIEET I H
TAMHKT Q- WA, B Ag(fal - 9) = Aa(Litlgs - D), ALty - aD) = Aa(L iy - a9), WEP An(L 8] - ) =
Aa(ldlya- ), 5 MBI ETIE.

gr LA, e 3 43I

T b3 BRI b, e T .

R0 2. AECRUE S W 3 AR A w = -a-D, i e Q IIRTHRT, 72 1l B h, § (BB dy, B IS 28 i A
P& W] BE S AR A2 S B RETE B2 AN BT PR, AT 245 4 i 10 4 TR
3.2 KBHEES D

e LIk S R Wp-method (44355, Wp-method SHE IRIEI) T Q- 2= W+ R-Zm-rl @ W | Hir
I 58 3 R K 1/ IO TS0 B o A 2 0

() R-Z" MW+ Q- S W,

2) Q- W+RIW+Q-Z' " W+R-Z'@W+...+Q-Z" . W+R-Zm oW,

B)RIW+Q-W+R-Z'@W+Q-Z' - W+...+R-Z" W+ Q. 3mnl. W,

PA b 3 P vE S 445 S A5 H BRI A 18], A ] 1) S AR 452 20 5 AR v g R BB S8 N R). T B, )
SCAFORE A 2B B SRR A SR, 3 RO N 73 IR A U5 (1) T3 () T3 (3).

Wi 2 A B aaaab K abaab , 3.4 aaaab € QX' W, abaab € R-X' @ W, iAE /it aaaab = aa-a-ab,
TERHIERARE N [aaa), abaab = a-b-aab, TERHEARE N [ab), it X 13 AT R-Z @ W NazsET Q-2 - W
.

Wp-method 555771 (1) ¥ Q 5 R &7 PN BL, 28 2 B Bell Wp-method 501 R-Zm" @ W 7E5LBR
IR P AT IR BOCTE I, S BEAE S ) m — n BN T ARSI, DR O 5 58 2 B B ity Jse 9. 7572 (2)
5771 (3) M EINAT S I 1, 44 2md jig IR d/h 20K, R RINA I Q- WA R W vh P HI A9 ] BE A7 AL 1)
ST ARH 7 B 2 e B3 )G, S A8 S A S SR 1 E 1Y), DRI (3) AHNE T (2) INARFATE THE m— n 1K BE
AHFII, R W BT TR RGBT G 4050 K, AR ) 2, WIS AR, ARSCEFETE 3) A BudEI%.

[FJI, & random Wp-method A LE, HcH S0 2, BEMLAL ST AT RE T 2 50D (S50 Al 58 UK, (0 LA AE /) ) A
TR TR BRI ) 1, DRI S 9 A7 AR AN E 1, 2 AR S AL A LR AE TTT vk B A RCR.

4 SEIGSTER

ST IRER X A 53 BT RS T I B T T, 21 30 e S 0 B0 eSO 5092 ) A 0 i ) )

SZIG RS Ubuntu 16.04+Learnli b0.17.0+automatalib 0.11.0, H:H LearnLib 0.17.0+automatalib 0.11.0 32 &5
T R

TR TG BEALAZ ALY DFA (B 3h#HL). Mealy #LLLE SCHK [23] H ¥ DFA %1% peterson2. sched5. SA T { T[]
IR, ZE I DFA 1§ AR & S -7 8ER KN BT FRIA, 10 100-20 FoR H A% DFA JIREHCH 100, FHER KK 20
) DFA, 73 AT 40-20. 60-20. 80-20. 100-20. 200-20. 300-20. 100-15. 100-25 }t 8 2% DFA #% 100 /.
Mealy H15 DFA X 5075 T4 38 R BRT-{0, 1}, 228 Mealy AUAE APIRZS BN 7 BER - h 7 BER AT R
R, AR T 100-5-5. 100-20-5. 200-5-5, 200-10-10. 200-20-5. 300-20-5 3t 6 25 Mealy H1% 100 4. H5 53,
BRARITECIRE LU 22 500 1) 52 56 2, oA SE5 v B SIHLIRESZARAS ELHIER 24 50%.
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WFLRARL I 2% STORME T SR LR 1) 4 Fhong: L 3RngE, suffix1byl Shg, DT Selg, TTT SEms, S0 555K
T Wp-method 5535, Increment ££7: 2. Random Wp-method 5%, Btdkfy 3 Fho5 i (S8 BCR Kt (Y final 75
PRI (3)). Ferbous 2 K i e B k- Wp-method & H Sk 77V ) lookahead 2 2, H bR B e b 925
DFA RS Increment 592 1K 240w KR % B8 10; Random Wp-method 539231 1) d /N A5 K8 4331
A0 Fi110.

SLH R JLREAT 4 A Se, DAAERRT S HCN TR FR PR, 23 BLBEALAE i) DFA. Mealy. peterson2.
sched5 N5t %ont L ek vk 5 B Bk (S0 1. SEEG 2. SEE6 3), LABENLAE E) DFA Jytt st b 3 ek ik
(LK 4).

4.1 LIngs

(1) =25 1: 524 53k b, DLBEALAE ) DFA Jy %

Kl 3 A% 100 NBEHLA 8K 100-20 (1) DFA, 50908 4 Bl S 5k 5 4 RS B 5L I 4515 201
B RS EOR I, BB RO final SEEEDG JE (3), 4 BRI EIHBIE 7850 M 2k, X 4%, R, &
K, & 3(a) 1 3(b) 23 Gl 100 AN SEBITEAN A R4 T 2 M AR AF 5 200 S F 38, 0T A i, Tl I7e
TTT %M T random Wp S A AL AR, R0 T oAt 3 8L ST S B0 A 5, 7G5 (3) 7T
HEIMR S5 46 127 21 5 DT A TTT _ERCRZ AL, LT Wp-method 7 91 2 AOETF; 75 TTT 560K T 7574 (3)
FI random Wp-method. Increment B2 (K~ (EAR T, 17 1 T-BEMHLE ™ AL R ) B R A e, TER A KR
WAL ERRE ST TTT SEMs ERCREAT, TAE DT #ilg EBURE T (3) M6 22, (FE: tHT random Wp-method 3K B 15

I S AT BN, A T SE A LR s R, 23R T 18T 3(b) i LRSI [ 5 A
IE4 IES
4 B 25 )
3t M 7 — 20T y
& K3, ] Ha — O sl ] o
Zo %] . % ]
T L0 : 3

0 K K : : 0 : . .

L* Suffix1byl DT TTT L* Suffix1by1 DT TTT
(a) EEHEONT LS () FF5 vt L
B3 Wp-method & Increment E=1 Random Wp-method 2 Final

B 3 100 4 DFA (100-20) SZ41 2% > (K A W EAN 55 Bt LK

[TTTTTT]
[ L]
[ L
HEEEEEE
{
[ITTTITTT]
[TTTTTT1]
[TTTT11

[TTTTIT]

LA 100-20 BUREL) DFA 5, 27 > S0y TTT SR, % B ic 2y ST R op (07 1n) 54 o, v 527 )ik e rh oy
IF) P45 H (R B S, K AE Wp-method AT % (3) N R US ) 7 17 # (LR M 73 AR A BN AR AR, Zeifl il HA
100 4> s AR, W11E] 4 B, Srh B g0 R A 2 P A 7 V5 T 48 21 (0 i) 74 ER A A AR (1 70 S 2k, T LR B4 K
T RUHRAE 2> SRR U7, BB A (3) 208 H AV ) A A S A, Dy S I U M L e R g 1)
FEERIZE0, 2 2 A DFA 2 S RE FPad sk 5 1) 745 85, AL (3) A9 27 ) 7 45 B AR E R AR I
IR, WHE 712 Uk, Tridk (3) BT UI ) AT SR O 1, T Wp-method SVEBTE BRIV ) AT H AT By
WREy 2, T8 T BRIV ) 745 B A B30, (E e v PR P 2 S 2 A5 A ORI A5 50 e DX il

Bl 5 7R T 8 3% DFA {E LA AL -1 (B IET, AT HL 0 A1y L L EE, random Wp-method 5722
fE DT\ TTT e 2 A7 B ROR I, WAF 5 5 i 5 o0 A, ik (3) 22 A1 55 random Wp-method A1 increment 57
AR KRR, SO, 2 1T random Wp-method ST i 75 B E 1 S /MELAN e KB P BE A LR 38 TR,
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UL AT BN i 2 (BRI K B 1, 10 AT TTT Sl B ATRF (0K S I AR BSCR, DA HCAE TTT S~ iy
BT, 0755 BCRA AT A RCR B £ At 27 3] S ERCRANT

9 000 =
7/
4
7/
8800 | e
4
4
4
4
8600 | 7
4
4
4
8400 | /’
= )
=] [ JR4 o9 °
5 p ° °
= 5200 | S e .‘;?."'
v [ Yudil Rt}
’ )
/l ° ® ’ [ ]
8000 | ,
Va [ )
e o“ "
’ e o
73800 | s oo L
// [ ] [ ]
4
4
7600 1 1 1 1 1 1
7600 7800 8000 8200 8400 8600 8800 9000
Wp-method

K4 100 4> DFA (100-20) SEf52% > {15 ) 7245 K B ) b I

K2 n AR DFA S22 2] il B v s ) 74 HR IR LUK

n Wp-method Final
7 57 ¢€,8,00,0,1,2 £,0,1,2,3,5,7
12 5,013,7,¢£,9,17,50,00,0,1,2 £,0,1,2,3,5,7,8,9,12, 14

18 3,5,013,6,7,¢,8,9,14,16,17,50,67,00,06,0, 1,2 £,0,1,2,3,4,5,7,8,9,12,14,15,16,17,00,0 1,02

IES IES
12 F
—x-
o x 6
—m- /,/
1.0 r /e
l’ll,, ,}( 5 L
II/,I”I.
-~ y/ // ,,’I /'
08 -e- II’:"I/ / 4 L
-m- / ’:,III/ /
- 3 ,l’l / R
2 06 " "I’%;/’/ ﬁ
oo | m- v & 3
&
04 2 L
0.2 1+
40-20 60-20 80-20 100-15100-20100-25200-20300-20 40-20 60-20 80-20 100-15100-20100-25200-20300-20
(a) EWECTIER LR (b) 155 HCF E X L
—»~- Suffix1byl-wp-method Suffix1byl-increment =~ Suffixlbyl-randomwp -»- Suffix1byl-final
-®- DT-wp-method DT-increment ~®- DT-randomwp -@- DT-final
—m- TTT-wp-method TTT-increment ~m- TTT-randomwp —~m- TTT-final

K5 8% DFA Sfil2 > i BRI AT 5 BeP- 24 (LA

% 3 42 8 5 DFA XA T TTT RIS A MECRIRT- 5 SRR PIAME, 78 TTT 3605 b, /7% (3) AT Wp-method
BRI T 24% BB HIKEL, 29% M55 40, 75 DT 503 b, 0 BIBEIR T 15% Al 22%.
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F3 FHT TTT HiE 8 25 DFA SL412% 3] A WA 551

HMEAT S ek 40-20 60-20 80-20 100-15 100-20 100-25 200-20 300-20 Avg

Wp 9089.8 155053 22209.4 223640 291873 291873 658792 1086346 —

rifi A Final 68152 116864 171342 160155 224044 224044 510204 817743  —
Pl 025 0.25 0.23 0.28 0.23 0.23 0.23 0.25 0.24

Wp  36795.6 655462 95958.1 1018469 128177.7 128177.7 305442.0 518620.6 —

CHRER Final  25978.5 46391.6 699732 681434 92786 92786 2231492 370123.6 —
FeflE% 0.9 0.29 0.27 0.33 0.28 0.28 0.27 0.29 0.29

(2) SE36 2: 5 B A HEIXT b, LASEA) peterson2. sched5 A x4

F 4 FNL S 3 BRE T S peterson2. schedS, AN FIFVEL A IR, 771k (3) 4E B ECFF 540 4RI B AL
T AR, JR R EZAE T peterson2. schedS WSR2, MIMATAF 2 )RR P R, 4 T #9432 0R
AL TR AR, BL 100-20 FUBL20 S BEHLA B 100 MESZIRSHEI S 0.1, 0.2. 0.3, 0.4, 0.5 [f] DFA, 5
IR 6 Fim, R T J5ik (3) AH#E T Wp-method SRR K 2 BORN 7355 500 Ee g, v i 85 B8, #5€a
RELR A LB O 1)y Fek, B ta 2k L bl WISl i s 4r, BUR B Wp-method T35 5047, PRIk o] & bl 252
REFIABZ RS EE B WIIAE, J71 (3) MR A AT N, Bl 0.3 2 )5, T 00008 1) P Fh S g 70 ool 7y
AT IR L Wp-method HVEZE, (ATERE T HRRIM K22 X 85 B — T BRI BCR, i b SCHI 854 peterson2.
sched5 JEIEFRER ) DFA, ARSI 14, HZHCREEB IR AL RE, AEERHSM &R
T RN KRS TE, e SEAF S 1 [ SR K £ BRI A AN At A, BRI 53 (2) TR0 Lt HA

J7 (3) [RIFE I S R
X4 EFXFSEB peterson2 AN R HLVE R I

LStar Suffix1byl DT TTT
Peterson2 - - - -
queries symbols queries symbols queries symbols queries symbols
Wp-method 168121 1628654 201023 1696415 198855 1672414 177973 1791083
Increment 192293 2141103 192937 1637858 170542 1442686 275389 3064911
random Wp-method 77949 865880 86400 980485 145174 1817030 287100 3696686
JiVEQ2) 33664 371697 27885 302651 27915 268949 32114 329126
J5i5(3) 24316 284117 25726 311381 33657 336041 33655 335999
5 EXSER scheds AN RIFLVL IR I
LStar Suffix1byl DT TTT
Sched5 - - - -
queries symbols queries symbols queries symbols queries symbols
Wp-method 284983 4294783 288351 4344016 154532 1971230 156478 2005147
Increment 373885 6036871 341181 5415321 343666 5425509 1044918 15401900
random Wp-method 120446 1972440 195160 3605779 982561 20388282 1218838 25864168
Ji(2) 121926 2088719 130299 2229760 85470 1381297 86947 1409608
J5i%(3) 93123 1543678 92235 1530931 55177 877153 59595 952259

(3) 5L 3: 5 B HVERIT L, LAKEALA: B Mealy #1454

BTG HEN T Mealy HLIIYT FEPE, ASCLA Mealy LA 04T T SEIRIGE, 8 7 FISCHXT %0 100 A4SBE

HLAE I 200-20-5 (1] Mealy A1, IS RIX) T Mealy #1, 7775 (3) W RA —w MRCR, 76

el =)

KR =2

B EATPTRRAR. A3

23 5%t 6 PR K Mealy Hl: 100-5-5. 100-20-5. 200-5-5. 200-10-10 200-20-5. 300-20-5 HE4T T K, FAKLS
BN 6 Fin, #58OFHRIR T £ 7%. 1M Increment F1 random Wp-method 5595 7E Mealy Hl L3R 2, AT GE2
H1 T~ Mealy HURAT 8 2 FEAL IR, G5 28 SR s E BT (1 5 vk 23 M S 9 % v AT ANRRUE k.
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=
¥
0.1 0.2 0.3 0.4 0.5
Bz IR H b
=k L*-query =¢ DT-query =k L¥*-symbol => DT-symbol
-e Suffixlbyl-query -m TTT-query -@ SuffixIbyl-symbol -# TTT-symbol
K6 B0 EEBIESTARZS I B SRR BRI 7355 B L 4
1E4 IE5
8 i o .
1. 30 1A
7 1 o [} .
6 b RS, 25 K
w5 TN = 20 b9
= A" o 7.
&t w15+ HY
31 K. §_
2 | .. —] ?— - 1.0 e n ix o _X —K Ne
DR B Eﬂ: 0.5-:§. :%. :%. :%.
0 1 .- | .o .- .o 0 [} .. [} o. [} t. [} 0.
L*  Suffixlbyl DT TTT L*  Suffixlbyl DT TTT
(a) B HHOT L (b) FF 5 HRF L
== Wp-method &N Increment =3 Random Wp-method = Final
K7 100 4> Mealy SZ4] (200-20-5) A [RISH 20 £ 1 %% R B
FR6 FET TTT HyLM 8 2K Mealy L1924 > I H BRI 54k
R AR febz 100-5-5 100-20-5 200-5-5 200-10-10 200-20-5 300-20-5 Avg
Wp 1918.1 8748.2 41923 7423.6 19143.9 30106.7 -
ST Final 1899.5 8716.17 4147.4 7393.1 19106.1 30040.9 -
FEAIL A 0.01 0.0 0.01 0.0 0.0 0.0 0.00
Wp 10798.6 36373.9 26056.7 35637.1 84929.8 138335.1 —
R Final 9714.3 334753 23829.7 34206.1 79673.7 130999.8 —
FEfI 0.10 0.08 0.09 0.04 0.06 0.05 0.07

(4) S5 4: 3 BRI VAN

8 DT B R SEILEY 3 B VAN Wp-method SVEMECRNT L, Forhomik (1) BRI A R - 2im e
W+Q-2 W, EE Q) NO-WH+RIW+Q-Z - WH+R-Z@W+.. . +Q-2 . W4+R-Z oW, K 8 N 4 fh
ORG-S 4 PPN A 5 AAE 100 4 DFA 5261 R M2 om e 5808, vE AR B MR S5 E 1y
% (3) /£ DT 1 TTT Mg L #UR AL, HAARRE, TTT+5iE (3) ik, #— D0l T4 3 3 ka4,

42 F i
CE R SRR R A S 45 5, n S B NI

(1) #%t DFA, £ DT F1 TTT 5% _E, Ji3% (3) 2R 5 random Wp. Increment HiEAHUT, M8 T random Wp

HohFasE, LT Wp-method #1773 (1) 71 (2);
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(2) &I X E X4 peterson2. sched5, 7515 (2)s Tk (3) IR T Wp-method. random Wp. Increment &7%;
(3) B WA RIS ARZS LU 1) DFA, B H22 RS FIAN L SDR S HR B WSS, 7738 (3) MIURIE T T B,

(4) XX % Mealy, 76 DT Il TTT 5% b, 757% (3) HA Sl s

1E4 1E5

$%0%%%%

e

(AR

%%

e

%%

X

<o

X

R

<

0 05 10 15 20 25 3.0 35 Shahbaz Suffix1byl DT
(a) FHECH 2 L (b) FFEHCF e L
E= Wp-method &= 7775 (1) £ /77 (2) =2 Final
K18 100 4~ DFA 34 (100-20) A &L G (1 A i BOR 755 HCTF A HL R K]

25 2 W S0VE B4 5, Random W-method. Random Wp-method 53 . Bk i 45092: (9VAC 3t | 8 2 o ok b
BUEVETE -2 . W B Q- W+ R - S @ BW A2 45 v 326 B il A8 1 AT IR, 5 A SR H 1 RV T A g 1
MG A it b2 A ) ), DXIFE T S PR B L, S8 45 SRR I T ek Wp-method 57281 {LLA % random Wp-method
BRI, TR A % EEE AT BENLEE, H R T A A e k.

Qi1 Isberner 7E3CHK [24] Tt 2 THERIM 0 S0 I8 5 R R8T IR 70— NS08, RS &l
VRIS N, A58 08 A R AEAN A A TR, £ A A U BRI N T T U 11 SR A i b
BN AW — 5 RS 20 2 ) B, 7027 ) i R rhoet— L8 S AT T AR B, A5t R AR ) i R b AT T
—HBA I E R AEE ), NS S A IR R D T . A SCEET 2 R A Aty Sk, DR i) A AN 45 4L
JIVEMTHRFR, L2 FIELRS 1) DFA F Mealy A S50 500 5, WL S5 T % T ART 110 55 s 35 0 65 T WL 8% 3R 1) SRS, 1t
B T 0 S A v SR AT R R X A I SRR TR R R R e 1) R R X S R] I i P 20 246 (1 0] B, 6 iE
TP A 2 A D R St S B

5 RES5RE

AR FERAEN AR EE P A2 S I AR B, s ST A ) I R R R B LB, IR T AR R
FHTIAG S 3t P AN R s Ji 0, o Jir T Wp-method S92 7E S22 A A0 5 BEA T 207, 38 H — 4 (g 0
TRIGUT. 1M 5 CABEHLAE B0 DFA 1SS BRS80S P iR Se 9l S SE 3% 4, 56 T LearnLib SEIL T ot Jr vk, Qife
TTT 5% I, Bk kBT Wp-method B80T 24% AR 28, 29% AR5 4 78 DT 5k L, 4
TR T 15% F1 22%; #%: T Random Wp-method A1 Increment 572, XF T- DFA EA T HZR, 5T T Mealy B
HHEARIZR, T T s RS A 3.

NG S5 R 5, BENLE VL BARE B A E M, H7E TTT 59k LRI RIBCR, Ja 2] DL BERLS I 1k
— AN, BERLE I A T R 3 A2 B 3 M B L4, PR3 2% 2 I P2 vh b B IR B U A MR IR L A )5 4
AL 75 5 P A A A AT W IR RN, A SCEE T Mealy LR AESER EIGUE T 53009 B 2E, Ja 22 il WIS |
Iy R A EE.

References:
[1] Al S, Sun HL, Zhao YW. Model learning: A survey of foundations, tools and applications. Frontiers of Computer Science, 2021, 15(5):
155210. [doi: 10.1007/s11704-019-9212-7]
[2] Chalupar G, Peherstorfer S, Poll E, de Ruiter J, de Ruiter JEJ. Automated reverse engineering using LEGO. In: Proc. of the 8th USENIX

© PEFEEESK I hitps/ www. jos. org. cn


https://doi.org/10.1007/s11704-019-9212-z

3254 HAFFIR 2023 FF 34 5F T H

Workship on Offensive Technologies. San Diego: USENIX, 2014. 1-10.

[3] de Ruiter J, Poll E. Protocol state fuzzing of TLS implementations. In: Proc. of the 24th USENIX Conf. on Security Symp. Washington,
DC: USENIX Association, 2015. 193-206.

[4] Aslam K, Cleophas L, Schiffelers R, van den Brand M. Interface protocol inference to aid understanding legacy software components.
Software and Systems Modeling, 2020, 19(6): 1519-1540. [doi: 10.1007/s10270-020-00809-2]

[5] Gold EM. Complexity of automaton identification from given data. Information & Control, 1978, 37(3): 302-320. [doi: 10.1016/S0019-
9958(78)90562-4]

[6] Angluin D. Learning regular sets from queries and counterexamples. Information & Computation, 1987, 75(2): 87-106. [doi: 10.1016/
0890-5401(87)90052-6]

[7] Chow TS. Testing software design modeled by finite-state machines. IEEE Trans. on Software Engineering, 1978, SE-4(3): 178—187.
[doi: 10.1109/TSE.1978.231496]

[8] Fujiwara S, Bochmann GV, Khendek F, Amalou M, Ghedamsi A. Test selection based on finite state models. IEEE Trans. on Software
Engineering, 1991, 17(6): 591-603. [doi: 10.1109/32.87284]

[9] Daniel LA, Poll E, de Ruiter J. Inferring OpenVPN state machines using protocol state fuzzing. In: Proc. of the 2018 IEEE European
Symp. on Security and Privacy Workshops (EuroS&PW). London: IEEE, 2018. 11-19. [doi: 10.1109/EuroSPW.2018.00009]

[10] Guo JX, Gu CX, Chen X, Wei FS. Model learning and model checking of IPSec implementations for internet of things. IEEE Access,
2019, 7: 171322-171332. [doi: 10.1109/ACCESS.2019.2956062]

[11] Fiterau-Brostean P, Jonsson B, Merget R, de Ruiter J, Sagonas K, Somorovsky J. Analysis of DTLS implementations using protocol state
fuzzing. In: Proc. of the 29th USENIX Security Symp. Boston: USENIX Association, 2020. 2523-2540.

[12] Moon SJ, Helt J, Yuan YF, Bieri Y, Banerjee S, Sekar V, Wu WF, Yannakakis M, Zhang Y. Alembic: Automated model inference for
stateful network functions. In: Proc. of the 16th USENIX Conf. on Networked Systems Design and Implementation. Boston: USENIX
Association, 2019. 699-718.

[13] Aarts FD. Tomte: Bridging the gap between active learning and real-world systems [Ph.D. Thesis]. Nijmegen: Radboud Universiteit,
2014.

[14] Aarts F, Jonsson B, Uijen J, Vaandrager F. Generating models of infinite-state communication protocols using regular inference with
abstraction. Formal Methods in System Design, 2015, 46(1): 1-41. [doi: 10.1007/s10703-014-0216-x]

[15] Shahbaz M, Groz R. Inferring mealy machines. In: Cavalcanti A, Dams DR, eds. Proc. of the 2009 Int’l Symp. on Formal Methods.
Eindhoven: Springer, 2009. 207-222. [doi: 10.1007/978-3-642-05089-3 14]

[16] Kearns MJ, Vazirani UV. An Introduction to Computational Learning Theory. Cambridge: MIT Press, 1994.

[17] Sabnani KK, Dahbura AT. A protocol testing generation procedure. Computer Networks and ISDN Systems, 1988, 15(5): 285-297.

[18] Cui L, Zhang JB, Gong B, Wu LY. Approach for reduction test Suite of Wp method based on set covering problem. Journal of Beijing
University of Technology, 2016, 42(9): 1332-1337 (in Chinese with English abstract). [doi: 10.11936/bjutxb2015120046]

[19] YangN, Aslam K, Schiffelers R, Lensink L, Hendriks D, Cleophas L, Serebrenik A. Improving model inference in industry by combining
active and passive learning. In: Proc. of the 26th IEEE Int’l Conf. on Software Analysis, Evolution and Reengineering (SANER).
Hangzhou: IEEE, 2019. 253-263. [doi: 10.1109/SANER.2019.8668007]

[20] Rivest RL, Schapire RE. Inference of finite automata using homing sequences. Information & Computation, 1993, 103(2): 299-347. [doi:
10.1006/inc0.1993.1021]

[21] Howar FM. Active learning of interface programs [Ph.D. Thesis]. Dortmund: TU Dortmund University, 2012. [doi: 10.17877/DE290R-
4817]

[22] Isberner M, Steffen B. An abstract framework for counterexample analysis in active automata learning. In: Proc. of the 12th Int’l Conf. on
Grammatical Inference. Kyoto: PMLR, 2014. 79-93.

[23] Isberner M, Howar F, Steffen B. The TTT algorithm: A redundancy-free approach to active automata learning. In: Bonakdarpour B,
Smolka SA, eds. Runtime Verification. RV 2014. Lecture Notes in Computer Science, vol. 8734. Toronto: Springer, 2014. 307-322. [doi:
10.1007/978-3-319-11164-3_26]

[24] Isberner M. Foundations of active automata learning: An algorithmic perspective [Ph.D. Thesis]. Dortmund: TU Dortmund University,
2015. [doi: 10.17877/DE290R-16359]

[25] Cassel S, Howar F, Jonsson B, Merten M, Steffen B. A succinct canonical register automaton model. Journal of Logical and Algebraic
Methods in Programming, 2015, 84(1): 54—66. [doi: 10.1016/j.jlamp.2014.07.004]

[26] Howar F, Steffen B, Jonsson B, Cassel S. Inferring canonical register automata. In: Kuncak V, Rybalchenko A, eds. Proc. of the Int’l
Workshop on Verification, Model Checking, and Abstract Interpretation. Philadelphia: Springer, 2012. 251-266. [doi: 10.1007/978-3-642-
27940-9 17]

[27] Argyros G, Stais I, Jana S, Keromytis AD, Kiayias A. SFADIff: Automated evasion attacks and fingerprinting using black-box
differential automata learning. In: Proc. of the 2016 ACM SIGSAC Conf. on Computer and Communications Security. Vienna: ACM,

FEEFEAERT  http:/ www. jOs. 0rg. cn


https://doi.org/10.1007/s10270-020-00809-2
https://doi.org/10.1016/S0019-9958(78)90562-4
https://doi.org/10.1016/S0019-9958(78)90562-4
https://doi.org/10.1016/0890-5401(87)90052-6
https://doi.org/10.1016/0890-5401(87)90052-6
https://doi.org/10.1109/TSE.1978.231496
https://doi.org/10.1109/32.87284
https://doi.org/10.1109/EuroSPW.2018.00009
https://doi.org/10.1109/ACCESS.2019.2956062
https://doi.org/10.1007/s10703-014-0216-x
https://doi.org/10.1007/978-3-642-05089-3_14
https://doi.org/10.11936/bjutxb2015120046
https://doi.org/10.1109/SANER.2019.8668007
https://doi.org/10.1006/inco.1993.1021
https://doi.org/10.17877/DE290R-4817
https://doi.org/10.17877/DE290R-4817
https://doi.org/10.1007/978-3-319-11164-3_26
https://doi.org/10.17877/DE290R-16359
https://doi.org/10.1016/j.jlamp.2014.07.004
https://doi.org/10.1007/978-3-642-27940-9_17
https://doi.org/10.1007/978-3-642-27940-9_17

EIE ¥ 23 E 3] MBI R 3255

2016. 1690-1701. [doi: 10.1145/2976749.2978383]

[28] Raffelt H, Steffen B. LearnLib: A library for automata learning and experimentation. In: Baresi L, Heckel R, eds. Proc. of the 2006 Int’1
Conf. on Fundamental Approaches to Software Engineering. Vienna: Springer, 2006. 377-380. [doi: 10.1007/11693017_28]

[29] Cassel S, Howar F, Jonsson B, Steffen B. Software Engineering and Formal Methods. Learning extended finite state machines. In:
Giannakopoulou D, Salaiin G, eds. Proc. of the Int’l Conf. on Software Engineering and Formal Methods. Grenoble: Springer, 2014.
250-264. [doi: 10.1007/978-3-319-10431-7 18]

[30] Aarts F, Heidarian F, Kuppens H, Olsen P, Vaandrager F. Automata learning through counterexample guided abstraction refinement. In:
Giannakopoulou D, Méry D, eds. Proc. of the Int’l Symp. on Formal Methods. Paris: Springer, 2012. 10-27. [doi: 10.1007/978-3-642-
32759-9 4]

[31] Cho CY, Basi¢ D, Shin ECR, Song D. Inference and analysis of formal models of botnet command and control protocols. In: Proc. of the
17th ACM Conf. on Computer and Communications Security. Chicago: Association for Computing Machinery, 2010. 426-439. [doi: 10.
1145/1866307.1866355]

[32] Rasool A, Alpar G, de Ruiter J. State machine inference of QUIC. arXiv:1903.04384, 2019.

[33] Fiterdu-Brostean P, Janssen R, Vaandrager F. Combining model learning and model checking to analyze TCP implementations. In:
Chaudhuri S, Farzan A, eds. Proc. of the 2016 Int’l Conf. on Computer Aided Verification. Toronto: Springer, 2016. 454-471. [doi: 10.
1007/978-3-319-41540-6_25]

[34] Verleg P. Inferring SSH state machines using protocol state fuzzing [MS. Thesis]. Nijmegen: Radboud University, 2016.

[35] Shen YZ, Gu CX, Chen X, Zhang XL, Lu ZY. Vulnerability analysis of OpenVPN system based on model learning. Ruan Jian Xue
Bao/Journal of Software, 2019, 30(12): 3750-3764 (in Chinese with English abstract) http://www.jos.org.cn/1000-9825/5612.htm. [doi:
10.13328/j.cnki.jos.005612]

[36] Shen YZ. Research on key technology of security protocols vulnerability analysis based on model learning [MS. Thesis]. Zhengzhou:
Information Engineering University, 2018 (in Chinese with English abstract).

[37] Wang C, Wu LF, Hong Z, Zheng CH, Zhuang HL. Domain-specific algorithm of protocol state machine active inference. Computer
Science, 2015, 42(12): 233-239 (in Chinese with English abstract).

[38] Fiterau-Brostean P, Lenaerts T, Poll E, de Ruiter J, Vaandrager F, Verleg P. Model learning and model checking of SSH implementations.
In: Proc. of the 24th ACM SIGSOFT Int’l SPIN Symp. on Model Checking of Software. Santa Barbara: Association for Computing
Machinery, 2017. 142—151. [doi: 10.1145/3092282.3092289]

[39] Howar F, Jonsson B, Vaandrager F. Combining black-box and white-box techniques for learning register automata. In: Steffen B,
Woeginger G, eds. Computing and Software Science. Lecture Notes in Computer Science, vol. 10000. Springer, 2019. 563-588. [doi: 10.
1007/978-3-319-91908-9 26]

[40] Smetsers R, Moerman J, Janssen M, Verwer S. Complementing model learning with mutation-based fuzzing. arXiv:1611.02429, 2016.

[41] Irfan MN, Oriat C, Groz R. Angluin style finite state machine inference with non-optimal counterexamples. In: Proc. of the Ist Int’l
Workshop on Model Inference in Testing. Trento: Association for Computing Machinery, 2010. 11-19. [doi: 10.1145/1868044.1868046]

[42] Turker UC, Hierons RM, Jourdan GV. Minimizing characterizing sets. Science of Computer Programming, 2021, 208: 102645. [doi: 10.
1016/j.s¢ic0.2021.102645]

[43] Aichernig BK, Tappler M. Efficient active automata learning via mutation testing. Journal of Automated Reasoning, 2019, 63(4):
1103-1134. [doi: 10.1007/s10817-018-9486-0]

Mish 308 STk :
[18] A4HER, BREEHR, A%, RN, JETEAE B M Wp AL E A 777k, JEat T2 = 244k, 2016, 42(9): 1332-1337. [doi: 10.11936/
bjutxb2015120046]

[35] HIEEEE, At B, sk, F e, 3ET R 3 1 OpenVPN R GG IS PE AT, R AE243], 2019, 30(12): 3750-3764. http:/www.
jos.org.cn/1000-9825/5612.htm [doi: 10.13328/j.cnki.jos.005612]

[36] FPEERR. BT 3] 2z A USG9 20 W S B RT3 (A 22 18 0], M s S B S M T RE K 2%, 2018,

[37] TR, ALK, HEAE, HOROME, T gabk, — RT3 R i B SCIRZS ML A Zh W 7. THEPLRRE, 2015, 42(12): 233-239.

TBME(1995—), b, WLz, BRI FT A A B AT
U IIRTANY (BRI

WERT®(1962—), W, M+, #0047, B4, =
B SRl e U2

© PEFEEESK I hitps/ www. jos. org. cn


https://doi.org/10.1145/2976749.2978383
https://doi.org/10.1007/11693017_28
https://doi.org/10.1007/978-3-319-10431-7_18
https://doi.org/10.1007/978-3-642-32759-9_4
https://doi.org/10.1007/978-3-642-32759-9_4
https://doi.org/10.1145/1866307.1866355
https://doi.org/10.1145/1866307.1866355
https://doi.org/10.1007/978-3-319-41540-6_25
https://doi.org/10.1007/978-3-319-41540-6_25
http://www.jos.org.cn/1000-9825/5612.htm
https://doi.org/10.13328/j.cnki.jos.005612
https://doi.org/10.1145/3092282.3092289
https://doi.org/10.1007/978-3-319-91908-9_26
https://doi.org/10.1007/978-3-319-91908-9_26
https://doi.org/10.1145/1868044.1868046
https://doi.org/10.1016/j.scico.2021.102645
https://doi.org/10.1016/j.scico.2021.102645
https://doi.org/10.1007/s10817-018-9486-0
https://doi.org/10.11936/bjutxb2015120046
https://doi.org/10.11936/bjutxb2015120046
http://www.jos.org.cn/1000-9825/5612.htm
http://www.jos.org.cn/1000-9825/5612.htm
https://doi.org/10.13328/j.cnki.jos.005612

	1 相关工作
	2 基础知识
	2.1 基础定义
	2.2 等价查询算法
	2.3 数据结构与学习算法

	3 方　法
	3.1 反例分析
	3.2 策略制定与分析

	4 实验分析
	4.1 实验结果
	4.2 讨　论

	5 总结与展望
	参考文献

