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Abstract: As a new type of high-value computing system, cloud computing has been widely used in various industries fields. Classified
protection 2.0 also puts forward the requirement of dynamic trust verification for its application of active immune trusted computing
technology. In the cloud computing mode, the virtual machine is the direct carrier for users to use cloud services, and its trusted startup is
the basis for the trustworthiness of the virtual machine operating environment. However, since the virtual machine runs on the physical
node in the form of process, its characteristics of startup process are high dynamic and unexpected interference between multiple virtual
machine domains. But the existing trusted startup schemes of virtual machine have problems such as insufficient dynamic protection during
virtual machine startup process and lack of elimination of unexpected interference between multiple virtual domains. To solve the above
problems, this study proposes a scheme that research on trusted startup of virtual machine based on non-interference theory. Firstly, based

on the non-interference theory, the run-time trusted theorem of virtual machine process is proposed. In addition, the definition of trusted
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launch of virtual machine is given and the judgement theorem of trusted boot of virtual machine is well proved. Then, according to the
trusted startup theorem of virtual machine, the monitoring and control logic is designed based on system call, and the virtual machine
startup process is actively measured and controlled. Finally, the experimental evaluation shows that the proposed scheme can effectively
eliminate the unexpected interference between multiple virtual machines in complex cloud environment, ensure the dynamic credibility of
virtual machine startup process, and greatly reduce the performance overhead.

Key words: non-interference theory; virtual machine process; trusted startup; dynamic trusted; active measurement; active control
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TEX 3 MRS 11 R T SRAT & WUYI R AT S W2 R R EERE p = dom(a) RIBAT W A5 1

EBEAAFRFSERT  httpy/ www. jOS. 0rg. cn
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execute(process(sy,a),observe(a)) = execute(process(sy, pure(a,dom(a))),observe(a)) 3)
TEREFEM SRS ST, A3 (3) A4 23 B A 2540 B 8L EMA (equivalent machine’s automaton)
TP H shHL EEMA (expect equivalent machine’s automaton). EMA FIR#EFE p MWIEE W 5IR 7 so £ B0 1
P9 @ B BN BRARTS process(so, @) Ji, FIFMRZI1E a € A NEEFE P IR # REM S BII R G B St 45 . EEMA T
FRAE AN RS P A% 2 TR LIRS 10 22 4 SR PR 4 ), FIRRR BB A8 P 971 ohon BEREBCA TR K 3 A 1T 45 2 (1 Y1
ATEE IR (& RAE SRR 1 e BUAAT 45 1, = nIEI0). 45 2URar, W NBERE p I A X R L HEAT W
8¢, TR X R Bt 77 T 248 (Va ), HEFER)SEBR A TR B2 5 ORI FF— 2, BEWIRERE p = dom(a)
WA SZ BRI . AETUTIR T8, BIRERE p 2 AT {5 ).
IR 1 (HREAREBITEIR). QR — MR dom(a) i 2 L PE R
(1) fr b B, s dom@y execute(s,observe(a)) = execute(t,observe(a));
(2) HIDRE B, sdwé(a)t = step(s,a)dog(a) step(t,a) ;
(3) R T, dom(a) »> p = s step(s,a),
MR dom(a) AZEIEAT I ATAF 1.
IR B SRR p WL BIR 3 AR, BRI IERR p Al 5, WIHERE p A0 L E X3 AR (3). A IE
T2 p W 2 40 L R g, T LA SR W RERE p 76 BAT LSS U I 1) R ST N s 2 A 2 (4) BT
str= process(s,a) £ process(t, pure(a, p)) ()]
) Ha AT, @) oL
(2) Za BNy AN, AR BRI AT UE B,
B4, BBEIET I o KR n I, A3 @) 8L A 4BEF I (n+1) I, WaEF il e = aca.
X2 (4) A
process(s,a’) = process(s,aoa) = process(step(s,a),) )
XA (4) 4L
process(t, pure(a’, p)) = process(t, pure(ao a, p)) (6)
XA (6) 4 PIR S BT IS,
1) dom(a) ~> p
A (6) Fh ~ i (7) HiR:
process(t,ao pure(a, p)) = process(step(t,a), pure(a, p)) @]
SR R p i A B L B B YE, BT LA step(s.a) & step(t,a) . R, FECTHERE p IR SRS 415 R, Hifin 49
BURA AT (8) L
process(step(s,a),a) z process(step(t,a), pure(a, p)) 8)
sk (5), AR (7) AR (8), IR LM, process(s,aoa)® process(t, pure(a o a, p)) BT
2) dom(a) +> p
A (6) Beffe A2 (9) S5 R
process(t, pure(ao a, p)) = process(t, pure(a, p)) 9)
DR RERR p LR T, BT sE step(s,a), R sZ¢, BT LA step(s,a) 2 ¢ s, BRI, 78 5 1% p
ISR S AE N, AR A i A AR (10) Bz
process(step(s,a),a) L process(t, pure(a, p)) (10)
LA (5), AR 9) HIAT (10), BB AT, process(s.aoa) process(t, pure(ao a, p)) L.
A (D) A Q2), TR A, A3 (6) BIROT. UEHE.
SEHE 1 PR 0 T R i bR e v . P RR . R TR p W, Hab AT e R i 52
BRAT R FIFRAT A AL R AT AL R S E R FP A1 5 SO RS DRUEIRASSF vk, MBI T BRI AT T R b i B ]
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fEtE. o, B B MR R ERE IR K 5 TR S FEAR K.
32 ERWAIEREFIEEE

TE X 4. R IHUE B L LR 44 I

(1) RGEIHIAIRAS 50 /2 W17 1

(2) HESUHLBEREZBATIN AT 45,

TR SR S A 2 AT AR ).

E X 5 (AITEBRES). KVM ESUML, AU LIERRE AHIE PTARIRES so AT FRUYIIN R Go iR AT A 341 5 ik 3
(RPIRAS b SO Bl R 10 vy TR

EIE 2 RS FERFIE B EE). MERINIEERE p AR BELEE, SHERERNLRE s; = (poa), 1 s, € S, ai € Q;
a3t (1) TE R

process(so,a',-)gprocess(so,pure(a,-,p)) (11)
WU R AR ;A2 P TR ).

U (SOIEE) R s; = (p, @) AN AT U, WS T8 p 5, HM 5o Bl s; € S MRS R R b 2 5 52 3
THAETUA L. B Fa € ARBMETFH a; (EEAHE, 8115 dom(a) Xt p P AEAETUAIN T4, TWAX T a; = @} oa 1fii
T, B pure(a;, p) = ao pure(a),p) , T LA process(so, pure(a;, p)) = process(step(so,a), pure(a), p)) — & B L. 1 7E
si = (p,a;) AT A VAR DL R process(sy, pure(a;, p)) = process(pure(a;, p)) . AR, process(pure(a;, p)) # process
(step(so,a), pure(a;, p)) .

TE M 6. EFRRAIRIT S8 1k R GE AT A RARIL, PRI AL R AT HUIPRAS 5; € S $ATHFA FUUI ) SR 3=
ST A a; € ASBIE N — AT HUHPIRE 5: 1 €8

EX 7. B iF B EC verify: S xS — {true, false} . #s; € S i & process(so, ;) = process(so, pure(as, p)) , H %+
Siv1 €S = step(s;,a) M=, a; AT H observe(a;) 580t AR Z BIBEIR, WA KRS s; Fl s, 4 A RS AT (511,
Bl verify(si, si+1) = true.

EIE 3 (EIMWLRHE B shFIEEIR). M ANLE R £ s 41 I

(1) ERHLRE SRR T A E AR 4RI8AT.

(2) X Vs; € S AR THHARES, Ja; € AMHifF verify(s;, siv1) = true.

DU R AUHL R Bl R 2 AT A5 ).

UE A SR B 3 BT, HUT IR W R DAL R B I R A g S 4 AN AR RTE]

(1) FIH AL AR g B RG22 ME— 28 B N (1 BT {5 4R vipem (virtual trusted platform control
module), HE UL AT EARSE T RESULET S S A0 aa 1L, S REFANLE R Bl Ss AT S vl {5 S, Rl (S AR A (5 1k eh
A2 T4 BV 2 BB A5 05 DRALE, & — R I wT A5, Joik b RS al 5 FNB) AR e e, w2 e X 4 gk
P (). T ARIUHUEIIE B 3 A4 (2) WAL 72 S 4 P4 (2) RTaT.

Q) W TR PR s; € S, g 2 740, B8A4 A2 (12) Bor:

process(sg,a;) z proccess(sy, pure(a;, p)) (12)
tH verify(s;, siv1) = true X € X7 W5, a; € A RFFEHIAR ARG HAT A, WXET 541 = step(si,a;):

1) a; € ANXHERINUG S FE =2 TR TUAT A, W pure(eisi, p) = pure(a; o a;, p) = a; o pure(a;, p), FTLA,

proccess(sy, pure(a; + 1, p)) = proccess(So, pure(a;, p) o a;) = step(process(soy, pure(e;, p)),a;) = process(So,¥i+1).

2) a; € A NS ERNLUE S R THRIATUNAT N, W pure(ei, p) = pure(a; o a;, p) = pure(a;, p), FTLA,

proccess(sy, pure(a; + 1, p)) = proccess(sg, pure(a;, p)) = process(sy,a;) .

K a; € AN REAUNLIERETE TR, BT LA R 30 E TARYE T s, = step(si,a;) = si41, FTEA proceess(so, pure(a;+ 1, p))
= process(so,a;) = process(sy,®;+1) L.

zE b, X Vs € S Nl TR, Hoverify(s;, siv1) = true B, ARZAS s i AL process(sy, @) £ proccess(sy, pure(a, p)) .
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L s=t=ty, A A (13) AL

process(s,a) £ proccess(t, pure(a, p)) (13)
BN observe(a;) FEHNEARSZ BN, WITE s & ¢ S MGEAAF T, LA AR (14) RO
execute(s,observe(a;)) L execute(t,observe(a;)) (14)
DRI, R FOUMLE A i A i L B . R B 1 wg A, 06 A2 i o B A EL A 45X (12) IRERE IS AT I W] A5 1.

Zx L PTIR, fHIE.

SEHE 37T 1 IR BA T RIS S BRI T A i B, 10T A T R RIS AT
FEh R SEBRIRES 5 FUIIRES B 78 R B PAT IO N IREFEM I A, BTN T ERI AR so FFIRISAT
1) K SUNLE R, DRAUEA 2] TR B R ARSI B S R v EN, BERRSER IR REWHMNE
XTGP AE I, B BE 8 A A ORE B UL AR S AT T R b i th BR s BROD BRI R TR, 2 B 1 sk
B Y .

4 B

4.1 EABRE

T 2.1 WG s m3EEh, 2 BRI R AT R — oy b, LR R S AT
SRR FIRS R AT, BAS RIS, Z RN LRI AT I 7] A8 43 52 B v A5 AU LERR (1 E Ui
TH. i & g iR A Bt 1 R LR R & B B0 BN LE S0 R AT, AT 30 H AR VRS AT
5.0 RGP BE B RNUERE, REABF T —RBSUETR R WA FIISEIRE H ), R RGHHE
SE A

ASCEET TR, WORIERENLBEREIZAT IS AT 1 A B O, e MU LBERE 2R g i A 0 IR 1 304, 78
B R Cnode TR ptrace i 258 M SRIDUE N LA FRAR G RS, B W RFE T, HEB BHUNLE 348
KETIMIRG W AT N, @SB RNUERE T E 847 A T RGO HAT h A 4 5. [RIA LA Linux $21E R
GifE Hy JEERES, LT Linux 224 ki LSM (Linux security module)™*** Wi, FFH SELinux7E 45 EHLERAE RS
A 2 38 3 5 ) 1 bR 0 U AR R AL ) AR B R ) SR SR AR T B, i FR R A A 4 O
RO REAUAIL IR B FE AT B bR B AR SO R B e R AR S 3.2 Ty (¥ B 3, A R a0 4 SR AT S
HIE, 25 7% SN L RS IO & 75 452 T, AT R RIS 2 i B2 T RS AT VAL

AR H 12, BARAS OISR R I A 1) 77 30208 0 12 2 Linux A% ST, (A2 EE T Linux P RZAS 5 SR
LANELE, AN WL MIZ AT IE i R F A,
42 PAREZRIRT

T ET IR ERNATE B S5 SRS &l 5 s, EEAHG: A w3 X BRI T
PEAG AT 5 4 BRI, X RE LS 20 iy A4 T W 2 (0 B L o, 256 T 4 B ER 1 ) 5 &5 R R UL E AR AT 26
ZRE R HPATHAT E R 4R L.

(1) WAL 5 F P 2 R R AUALAS Bl i 2 0T W, A5 B R E 325 8 A 4R L R AL
e NAZJZ I R GE I AT A AT £l

(2) FEHIHUE: 2 W DHURIAAZEE A D, B2 I MHLEI I, 25T Linux WX LSM 38 FHE S8 52T K
PR AT R R R AT AT, LRGSR OISR R R AT N, ST AR ik,
PESEAR B, 0% 28 T AR 5 BRI A T AL 22, AR J40 5 BRI K AU L RIS AT IR ZS BT A5 4 5 4 R 1 ke 4
HUAE RS H AT,

(3) AIE & BRI X N LRI AT I AR T B2 AT A B i i as 2 A AT 5 058, R0 5 g5 R ki
EEHIHL.
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SRR <+ QEMU
- [y
0 | |
f& & Ei'lm il : i
‘lﬁ' 1 |
g WZEEIHLFFU : B
E Hs5E AR |

RGEAMAT nJ fi S

v VEISEA

2] %E Linux Kernel \: P ‘:
& v

Wi% A AR Sk

%%_m%%*fﬁﬁiﬁd Rebl | Bl | W
5 EERZERE

o JEHREHLA: B BT AR 41 oK, ZE R RIS AR S 5 1, S R S L FRIE AT 1 F o 0 28 1) T AR L
AT AR B, PR R R R R A L. Bl AP 2R ENUR shar S &G, RS E T
ioctl RAWHEEAN KVM WAL Z, 5EERIWLINAR I 4tk TAE)S, Bk 2L BIOS ARG 11 4b LHUT, AR5
T ARG NG 2. BEA 75 B P BIOS. M4 B G 3 ds 45 S T IR T &, B I8 oo r B 2
NSRS

o VLHCALH: ma B 42 HIAL AR 450 2K, X eIV LI R T R M EE RS M HAT A S R WHIT b A4
FUREATUCHC, ¥ 4 IR k3% 22 0 58 ML,

o JENUH: BT B AL A VCBCATLR A2 (1) 46 R, ARk e 2L 3 S e B SN L)A Bl FE 2 B mT s, 1Kl e
g R IE BRI

REFIHL AT (5 A e BRI 509 1 Fros.
=558 W -E I CIR =52 ek 87
N RGLUH AT A UCHR 45 3 (Result_Syscall), %44 S04 45 R (Ob_measurment), ) 5& %1% (€ 3: Theorem

3), ERHAILEIRE (50);
it ERIHLIRAS Result_state (false A& A {7, true L 1T 1),

Begin

Result_state « false;

TAEREAUB RS BOE A A AF I

If (59 « true){

11 W AL ARAR A R A v A5

While vm_ImageFile not be load

IR BHG ST 58 O 3%

{
if(Result Syscall C Theorem 3&&Ob_measurment C Theorem3)
Result_state « True;
I/ TREOGE L, AR 2 B 3, S AU L A IR T A
else {

Result_state « False;
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TAE BRSO AN T A

break;
H
}
return Result_state;
}
else

return False;
End

(4) RGP FAT 2o 14 5 SRR IR DU T, AU ptrace iy 4568 ESUNLEERE (1132 4T R REBEAT MR, Wi B i
MU RIS AT IR IR 1 AR GE IR AT O 8L S50 0 A BON REAU LR B FESEma B 1) BE R R S A &R
G AT 0 1 4% BRI ORI, X RESUNLR B A E UM T K AR G AT 0 A A . o, | SR I &R
ENENEINVASR T CINVATRE S e K

(5) IAFFEAE R 32200 BRI SR vl 5 SR 2, 5 (A AN ER T B SN LK R 4L BIOS . B R
SR HAHE . AR SR M P (R AR IO - IXHE A 2 i B ABBE, RIVER O T A5 (K1 EHLP & LT B SE

HEA B RERTIN, IS HE SN LS B RE N 88 (0 i A K HEA T Se B S, JFIRIBURH OGBS A, AR e H JEE L A7k 2
A L AEZE .

BRI R AT [E P2 {E 4 TPCM (trusted platform control module), F F RE #IAL A K Z EFUA L HR 4t
AR vipem, RHEAE R R NIIEY- G £ B = R b, CRUEESINLR B IBIAEIRE so 2 PR,

5 SEINSMR

ARSI IS A JR R 3 5 11247 OpenSatek V- 5 WKL, 22 FR BT T B RINLIIE AT R8T, JE G RR— AN 1Y
LSS THSET , EY RUH 1% OpenStack 16 N FRELZEAT 2L, THE0YT U0 T45 EMNLIR 1247 2408
ASSCHE T AR S AR 2 S0 ST A (K0 R AU RT A5 RS R FULAIL I Sk R At T 5 S 4. 49 s R G B 0 1
P,

R R E R

ER i
BERS CentOS 7.0
MR TT 0 KVM+QEMU
AL R4 Cube 1.3
AR [ % 575 GM-SM &R 51
vIPCMI T A VvIPCM_utils
WAES . MR 8 GB, 1 TB, 1000 Mb/s LA 4 2519 &

51 RENEESR

N T MRRAS S 5 7 B 2 15 RE NS Sh AR B4 4106 RE AU LZERE A BBl , BRI T Bl A A% 1) rootkeit”™ 75t 37 i of
B 55, FEREALE AT Brt SRt i SRS 8 S 5 7 B 2 P Re AT I, 3 2 JB7R T FRAIFE S Pk ¢
1) rootkit J H% = Mo 7 2.

B s (1) AR TR E Y OpenStack 237 5% H A8 FH 30 504 U 58 T 5 51 5 58 i a shid
T, HEAAH DY ¥ 22 AL BB R UE A R oH 375 RO (R (2) qemu-kvm BEREERLIL DAL R Sh ARl R P 2 B

© HEE
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FAR G AT 0 B8 B0, (EAR R K, B RE A AE A T A AR VT ST s RSt R AN AR SR ) A 7
(3) FA KVM ESUNLESIL A —A> Linux H@BERE, 1A qemu-kvm BEFE IR G0 FHAT b A2 BLORIE RESAN LA X e
HCRGEHRAT M B, 25 FE PR B 5t

F2 TRIP XK

rootkit Yol g ) Y7
Enyelkm W%k Fr¥fasystem_callFlisysenter_entry )35 454, AT ] 5 S0 FH G SR Bk 2 B0h 24 10 T b
Knark A% 1B R G ER, K588 R0 FH i 5 %00 . 1D I 55 o 50 480 4y 2 B R 0, AT P A T 7 8 1)

Y%t 1: Enyelkm & — T 77 ik 9 i A 5 LKM (Linux kernel module) 8 A %2 rootkit, #7528k —ANA]
INER IR B N A B AR AME SUR G A R (W Al 2 L, 38 2 6 o W AR A5 1) systemcall o £ AS I R ¢
W5 & TR 2 TR 454 107 20, RIS AT I FR B SR 11 2R 0 1 FH 8 2 e 2 1) 0 3 LS 5 1Y)
TR A R R AT I B, AT SIS

AR SCAE AT Enyelkm, S8 I85 30 o HORAT R4 B 8 LK FT Bl “hello world” W FR 7 SCHE, SR 5 4 Bk
—ANTRTERL ) A AZ A Tkm_example, JF7EMEAUNIZAT I HE OB MBI Tkm_example #4455, Ge9% B 2 K
AN Ismod R B, II H:EUE RS 2 BUERIHE G &G, 58 T AERINE G SRS R
BB AT A PARERL. AR SRS 5 S I DU L 30 3o o) j ML AR I AT ) AR B G0 T FH 0 43 ) B B A SO ARk A T T

R R, AEf KON R DUE B AR 5T 1B 5 R GE1R I hook, B 1H3% B BROmi st el BE 2%, FRIUF B SUDL T 15 )3 3).

Y5t 2: Knark /25T LKM [ N %2 rootkit, JLIHIEE SUR S8 FH 24 T8 R G0 H 9 ' 0] B TR IR 45 6 308
i Sy B0k 5 1) T T AL B R K, AATAT SEBI root $RAN . AEVE NG RR AF AEEAT N TRV S, R UL R
read FRGE U A INA R AUPLAC B S A I, Knark 8 2 42 R0 A B € RGO, SEE EHLEC & SCAR)
B E A R S R AEAT A

ASCE R Linux 4808 H B E0EAT B RS L B BRBAEL Knar el (W18 6 FroR), LA IR A Ty 1)
frll e 1. LA sys_read A, 75 x86_64 ZEHNLAF T R R EIFE R G A M2 ¥ 2, i kallsyms_lookup_name
(“sys_call_table”) 3REX RS H & Motk (H A system call table /& — N4, TTLURHE TAR A< NR read”> ke 2 A
BRI RS REL sys_read() Hihik), 2R J5 ¥ i dh bk & e 08 B e <SR R BRI, T RE AR
sys_call_table HhEAF 5 X 82 1) D L2y, BRIMCAE JEAT ek 5t il 460 i 75 20T« R BOSR AT 18 2. BARIR:
ISR 2T A7 A% CRO (W28 16 AL A7, MIRIREE 1L RG R 5 AR 26 SV OSBRI ST, Bt AR IS S R Sl =R
sys_call_table Z 5G4 CRO 5 16 A7E % (FARAIS W%, 218 B8 5 Rk & AL BT A] .

I SE T R R AL R R S, S R AT A A2 AT VLR, Befg A i R I AL R AT i
TR RS AT 5 A, ORI RS B R Pl .

52 MEEFFEHSHR

AR R IS Ta) 478 o A D A ST 7 28 BV REPEAN Fia b, G v 5 | B ] 47 8 1 DS 35 A0 3 /N0 (1) sk R
U TR 25 (2) TUAC R SE AT A A A BRI 1 5 (3) Gk R G0 F N a8 A 580 (1 vl {5 B T ) 5

TESEBRIZAT R, R AL R B 72 o 55 B B 1 PAAT R % B S A 1A S BRI 2 [ 5 AN AR 1, PR A
qemu-kvm FEFEBAULEAUNLE Bl FE RN R B, Ja 2l FR IR S 72 23R AR 2 PPIRES. TIE B 34
T )R B RR T, SR T R AT I AR I ST BERAT b, DRI A A R G R BRAT ) R
G SR AE R BN H]. BEREFIH strace #7245 30 T RV 1RAT IS W), BN (5 B 3 R A 2 S WA
PAT IS VR fyuse s » REBALIE 3 203 72 2R S8 FHBAT IS TR RTA fuommal s -

DRI 24y A% S Ji 00 52 6 6F 2R G A FH O A AR A 6T SELinux ™I 52 1, @i 78 SELinux LA HOOK o 30 7%
DAk BEEHE, ¢ ont 40 FH 1 MR 4%, 7 SELinux A 2 —Fh T 5 vy il 2256 1) LSM 3 F 22 A HEZ2 1) B A4 ST,
J&T Linux WA I—5, HAE centOS Hi&BRIATFJE 11, B IE % )3 B, SELinux 040 3EF2 2 48 0 AT 4l 3R,
AT 288 T 5 s RO D0 A 42 S RS P AZ R R AT VT ). TRLEEA, frust s = normal s + 12 + 25 FH, 11 € tuormal s -
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Fris g sys_table addr=
<

kallsyms lookup name ("sys call table")
v
SKIN 2 45 18 F 2 Unsigned long clear_and return_cr0 () {
unsigned long cr0=0;
unsigned long ret;
v asm volatile ("movq%%cr0, %% rax":"=a" (cr0));
: ret=cr0;
¥k CRO crQ &=0xfffeffff;
asm volatile ("movq%%rax, %%cr0"::"a" (cr0));
return ret; }
Y
B BAr R G asmlinkage long myhook read (int fd, const char _user
* *buf, size t count)
. XXXXXXX;
}
& CRO Unsigned long cr0 = clear_and_return_cr0 ();

g_sys_table addr [ NR_read] = (unsigned
long) myhook_read;

< void setback_cr0 (unsigned long val){
( sER ) asm volatile ("movq%% rax, %%cr0"::"a"(val));}

Ko HRLuiMMEhFael

P,

Tirust_s — fnormal s h+13
¢ = = = = (15)

hormal_s hormal_s

FIH strace #4, 4G KVM RN S S fent i AALE 2 B2 A OC R g0 AT Ze ik, mikgeit 46 1
F R RINUA 7] 53 Bl F2 B o FH 1 F) — SR R e A IR BOR B8R, Wil 7 Bam. 43 A R B AU IS 2 45 B B 3 22
SISO I S A R G S, R A SN write read X P92 FR S8 AR b 2R G0 4% SR £
FEORIE. 2 LIRS R G0 A Al RO AT R G 1 44 SULC S, R R G S o0 Fom B SCAR AT
A R

(1) ty FEJE TR LU SRR A, HEAT — VR UT T T 7 >R 1 Pk REBUREAR . AEUAE MR SO L PSR LS
S RLRR I — B BN R G F I RBOR AR R (26 3 B, W SR A — R GE I T #033EAT (1 44 BT, B4 2
4 AT SRAROR I G . (B A5HR H AR2 3 v Al i AR e MU, 5K 3 I SR AE SE IR I FE rh 2 kS 13
B, RFRSEI (1 LS [ 26 P39 E B R E3).

A3 A ) AH G SCHR A IR, rootkit Y ERHIRIJE BTN 1A) — R #RAE 10 s e g LA b, FUBEBEHLIN ) ) B9 15 B 5 B AR
A5 BRI rootkit K. A IR A S B S 56 A v mT A SR H T RS Bt AT T 17 B 1) 7 sSReEAT 11 44 S I DE T, X
RIE— B R ERRAC T 22 Ak, (ER AR T T PR B, SER0 R I, 4 BENLIN R IBR7E [1.5, 3] ms Z (A, o 7F
[0.7, 1.43] s Z )R [R5, Wil 8 .

(2) t3 X EE B ARSTAFIEAT S A vk B2 S RIS, O T4 ek g, FURE S MRS Bl AH DG BERK (1 2 A4 ST gk
ATASTHI P {7 8 i, BV ML B4 S0 BIOS (RIS SC A bios-256k.bin. 4S50 R B SM3PHEAT 56 48 i
i JITRE e 1D ) 5 40 P o SO RN SRR MR IE LL DGR, il 9 BT,

FH T AN LR AT 280 BIOS ASEHLL SCAF IR R /N AR E ANAR (1) HASC AL, DRI 13 T BEAR IR EAUB L3
AR SO 1 S8 R SRR b, TR RO R AR SO AN AR DK, R ADUBIL 2l  B ) FA  2 08 AR K
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F 4y I T ARSI SE B P IR I () R, I R UL B (SO e M B RRE N e K, S ) SE AR R B R
I 15 2974 0.64 s. {HASHR KL, SEATE R EFUNLIN, JEHE RGN R AR, AT B8 4 0 I ) b A 5.

ML TR 23 550 T CASRHR 2, A e (4L, 4 T 42 Sl R KRS P AL 224, B4 T 5 SEE, B 10 45 T AN
JABNZAEN (R SR RN R4, MR 2 2K (15) V545 O R FULIE R ) £ 42 4 R S L I U sl SR AR Y
SEMALE [6.8%, 9.3%] DX H) P AIAI, A6 KE SRS A8 1L R rp O AN 3 el K 5% .

60
s | ™ 1 IkGFT
2 RS 500
50 f '
45 t 175
40 t
< 1.50
:’\j 35 |
juny 1.25
o 30 f @
Eia A E 100 |
25 l:\*i 1
20 = 075 |
15 ¢
0 | 0.50 |
5 025 |
0 0 , , , ,
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Fi3R A. BRI RS R

Unsigned long clear_and return_cr0(){
unsigned long cr0=0;
unsigned long ret;
asm volatile("movq %%cr0, %%rax":"=a"(cr0));
ret=cr0;
cr0 &= Oxfffefftt;
asm volatile("movq %%rax, %%cr0"::"a"(cr0));
return ret;
}
void setback crO(unsigned long val){

asm volatile("movq %%rax, %%cr0"::"a"(val));

}
(AR KR AE 32 ALF 64 A7 K R S8 T ILG Fig- /A D), B3R ilid IR0 64 Riblds;
N 32 ALK A

unsigned long clear_and return_cr0(){
unsigned long cr0=0;
unsigned long ret;
asm volatile("movl %%cr0, %%eax":"=a"(cr0));
ret=cr0;
cr0 &= Oxfffeffft;
asm volatile("movl %%eax, %%cr0"::"a"(cr0));
return ret; }

void setback crO(unsigned long val){

asm volatile("movl %%eax, %%cr0"::"a"(val));}
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