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Abstract: The emergence of adversarial examples brings challenges to the robustness of deep learning. With the development of edge
intelligence, how to train a robust and compact deep learning mode on edge devices with limited computing resources is also a
challenging problem. Since compact models cannot obtain sufficient robustness through conventional adversarial training, a method called
two-stage adversarial knowledge transfer is proposed. The method transfers adversarial knowledge from data to models and complex
models to compact models. The so-called adversarial knowledge has two forms, one is contained in data with the form of adversarial
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examples, and the other is contained in models with the form of decision boundary. The GPU clusters of cloud center is first leveraged to
train the complex model with adversarial examples to realize the transfer of adversarial knowledge from data to models, and then an
improved distillation approach is leveraged to realize the further transfer of adversarial knowledge from complex models to compact
models on edge nodes. The experiments over MNIST and CIFAR-10 show that this two-stage adversarial knowledge transfers can
efficiently improve the robustness and convergence of compact models.

Key words: adversarial examples; adversarial training; knowledge transfer; knowledge distillation

TEAER, VRBE S ) 12 I 2 A5 R 50 AR AR 5 AL BB AV 0 AR LA L T R, YR
MR ERTIAE R, WAKESE. B, VG BEEE N WA TSR 3 S, T HEEE B B 200
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E0 2 % 4% BRI 5, PTG M ARIE A K =G BRI, A 1A i 2 ik o5 L0 RS
TP AR IR AT vy 3R A b5 DK TR 2 ) RS IR ) T G 6 R 45 e

Sy, FRATHE B BO A UGE RS 7 ik AR TR A R, AR () b AN R S T P
B R Ees I REE). SR P AR B % (1) 2Rt S g A, (2) Bl kPR A, Sk
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A 52 BB, FIHRTPUAEOR, R AR B 1 B an YRIE A B0 S e 4% (RORS TR A 8 v, DA T 38 7 300 25 ¢
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G DA AR, BRI AT E R I H bR A, RS SCER[LOAH AL, (AR I AT & IR 2 AR ER A
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fE A RN RS (T R 2. TR S B ) R T AR AL I B A B A IRl FR b, RATIAE ST Hinton $2H
(5 700 i v S AR SR T XU I ER . TR (0 AR R U AT I RE A () R 2 (i Y PR % ) )
TR L WA JA0R, AR ST R X PUAR, B U 37 OB 3k 6 8, RN PUREAR A R 5
B (E 56 AT Ui ZR) b3t I bR 2 B AT U 2, LA B U b 3T A% 65 s WL SRl
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AFAREIAT T80, ST (1) JUEAERE AR GIR R, (2) BEERH XN GIT R sl m)
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1 F&EFIR
1.1 XkEAR S RE

B TER . SOARS B T e A R A, RS A B B HURE A BB R AR 2 — A
ARG BRI LB B, T BUIK O R 2 2 BER A B AR IETHS

TESCAGHARE RN, ¥ x S AREGREAR, y g x B TR 2 b2, £() b TR BE 2 2B, F () A B S 5%
Heds. AFEIRBN S, A1 f(x+0)=y, T F(x+0)=y, M ATATFR x'=x+5h AL A.

T PO AR 3G B0 8 P8 25 53 ABE 2R 10y 0ot B b 3 LB, TR SOk S (Y PR i)

min || &1,
st. f(x+0)=y Q)
Ioll,<¢

THL ||l T Ly T (p=1,2,00), /X PANHILIR. X Xop A A HAsZeh Mo B s Bt A H st
P Mok 7 A S U A A R I B Vagw, B F(X+0)=Yadws YaovrY: 0 H PR L ER x=x+ P 1% 7325, AP
O+ )=y, BATHEI ZER R T SIS,

Yt g 3 R BCE: HAR I 4165 K s A R 000, et i ) SR AR BGE U7 T A BRI RERE, AT 4 o 1 B IK
d ARG, WUR I A E R G R, WA A R . SECRN 2B A, WIRR b A Gt
RIE 7 JUT- 58 A AN GNE H ARSI 0 B AS R, WIRR O PR e, B Bt R S R A 4 A R, Mok
AE AR SR, H SR ANTE R AR R, AR p R S B i MR G ek S S AR B S A A R S, BRIk, A4S
2B R A 2 R ) PR B AT BT A
1.2 MR TZE

e FGSM

F SRR (1) () T ST A5 AR K, Goodfellow 25 NI W —Fil G H bt HibE A Bid A4 i 7 75 FGSM
(fast gradient sign method):

x'=x+esign(VJ(f(x; 6).y)) 2

Forp, 3 RBURBRAL, TR FE IR, OB SHL, LR 7 ) sign() RN ZI 0. FGSM (¥ 5L A
WAL, R4 2R R SO RE A BB 1 VD 104 5 7 i 8. 5 L-BFGSUAHLL, FGSM HLAT Ui = A Kt X 4t

e Step-LL
Kurakin 25 \ B4 T 56T FGSM (1945 H b5 i 75 12 Step-LL(single-step least-likely class method), 5% A4k
Bt AR Yaay K5 FEAEAE Pr(YaglX):
X'=x=g-sign( V:J(f(x; 0),)) €))
AARE)VE AR FFL: 5K R ET I ER y 22 A B HFRE Yoo, T RA HARBGE, BILe A
GXRPUREA X T 5 H AR Yoo, BT BT 102 (2) 270 H s Bk, & A X PUREA x 1Pl 5 IE A28 y
RN R, D, X AN H AR R BT il 105 5 IR U A R
e FGSM
Kurakin % A\MHE— 04 T 225 T8 H AR 0T 1-FGSM:
Xo =X, Xy,q = Clip, . {Xy +a-sign(V, J (f (x;6),y)} 4)
XH Clip () 2448 L AR RS I 7E & 1-FGSM R £ 51034, KXt it FGSM ok, fH
AT AR B 2 38 .
e lter-LL
Kurakin 25 AR 1T 2B AR 004 HFR S 1ter-LL, k3] 99% LA b Bedi sezh 2%, (HF 5 K
Tt
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Xg =X, Xy = Clip, Xy —a - sign(V, I (f (xy:0), Yae, )} (5)

XE, aff 555 5 AR @M BT s 20 HArBah, 58 20 AT,
1.3 FNiRZEIE
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By (O, Q) PR BAR . AR AR FH S0 B b5 380 () B b A8 2 A TR AT 2, AT S5 I A
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TEF Y b bR AR R o0 BT T T2, CRAIERE A 5 K T b X B FEE S ) TR R A S0 [

2 MHHIRER
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BRER SR SEORE ], B A Rt S, ELER AT X ST ZOR I RS Bl T AR ST SR AN, AR
TR PO B, SBT3 SO R i) R ] 2 AR R i ST A (0, R I BOW BN IR
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A FRATBRE A, % IR FGSM LT FLFRECil, FUAT A s e D e R B RE A B P S 109, (R, 3%
1R FGSM A il 26T FURE A, SR VA T A BB T O X SR SRR, 3 B SR A 15 1
B — I G OT R, SBUAHAT CHR B B ST RS, e, 4 s 2 00 0 B A I 3B A —
P52 UM, BB RTR ZE ORI E RS . LA B 7 LB B (L) B0 MR 1 52 4
RIERS; (2) M2 A B RS BB 7
21 FHASHRMEE MEELTR

Szegedy 45 (2 Y H R FEGHHT RE A R IE 5 RE A ) B U 02,02 BT 10 A2 — o B8 20 B
MO Fawzi 25 AP g B0 5B R A2 DR 0 0 5 S A 2 T 5, e U B
T LA R A B e I . RN SR AHEAT I 25, g1 K 15 K M b AR B 5. WP 2 7
DUFR the MBI, e it T 15 A R A B ) B A AT, S50 5 i o AL g 2% 51 91075 9 £
BRSO, DR, e TIA o LR 9 B 0 U B 161 R 85 143 20054 7. Aleksander 25 A0S g
P 5, AR — A 36 T A DR ), 0T 1 2 5 SO e/ (ERMHE P 54276 0
BOREAR S F 2850 AR 52/
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:].
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0.0 !
0.0 0.5 1.0 0.0 0.5 1.0

(@) ARVGMRMRIILT  (0) HHYIL I sl 72
2 AR UNGRRIXS PN 2545 21 1 SR T

TE X3, 5B (X, Yirue) €D T S AR I 2R B0, x 6F I (KX HURE AR g ' =x+ 6, (| lp<g, R4 Bk 7R
35 S5 KA IR BUAE A 0 BT AT U 2, 7 dpe /N8 50 LR HE U T 3R 15 B 7 S 400
0 =arg minE(ny“ue)ED[ max J(f(x’;e),y)} (8)

) 1X*% ~x]l,, <&
K JOONBUREE, GABRI S Hbn] WL, X0 A 1B 0 AR L 23 S M iy 2 0 45 s 1k 2 TR A B £ 9
v 241 DAy S KA AR A St /I A T 0 P B A 0 A A 0 A A 4 A TR S S R o R X R
A HRER f A TR R R AEATAE B S IR A AR, S HRB MBI S 4.

FL b, AT I T R AR SR AR 2 S 8) T ST R Ak AR TP, i Hoeffding AN 5T 411, VI 2R3
R R e 2 I R BRI, AR BRI RL R A R PUAE A ) FGSM VAL SO0 HUREAS, Al DA PR = A= K &
RHUREA, 153 BIRIA (8) AL AL AL AS 2 :

0" =argmin 5, o[ (f (Xeesu :0). V)] ©)

H2 Q)T &1, FGSM X HUREA KB AR T A Ot HUREA OB . 52 82 i 2 ST PSR i e, 22 S Pk 1 6
PUREAR T YIZRAT B 5 N 52 R e SRaa 57, s, FATIE IS 2/ 5 AN R (2R iy, SRAG 2 bt Bipe AR, 5
Tramér 26 A\ DS (82 o Pl e VA AR 7], FRATTAEE oy ) BBt e, s Bagging J7 ARSI 045 2] N A
AR £ 6y, B R — AN IEREAEAR X, TTERTG N ANXTHIREA: X = x+esign(V, I (f,(X),¥)), i =1,..,N. f&ik
EFFEARES D={(X0.Y1),- ... oY) 3 H1 3R 7 902 3R 45 1 6 BT AE A Ky

D, ={(X1, Y1)eoos (Rin s Ya)s (K10 Yo )soes (Kangs Yo ) oees (X s Y )3

© PHEBEABK IO hitps/ www. jos. org. cn



AR F @E LA H BT IR A T ik 4509

N LRI, Dy #LREIRAT 7870 F FUAR IR, o S FUAN TR K 2 Dy 10 BUMBERY fioacner AEHE, &
SR 45 % R

L(H) = A z J ( fteacher (X‘ 9)1 y) + (1_ ﬂ') z J ( fteacher (X'; H)v y)J (10)

(M +DN{ e, (% y)eD,
o, 3R AE SURSHL I, AFE I LA 2R 1) LL
BOE L PR NS BT B
Input: IEHFEA De={(x1,y1), -, (*mym)};
A2 S BUREA R F={fy, o, B
Output: & 215 fieacher.
1 VIR freacher 4L
2. FEL I A EHUREAR D,
3:  repeat
4: for V(x,y)eD.vV(x',y)eD, do
5 A1 22 30(20) 458 2% BR 5 L(O) V25 freacher
6 end for
7:until 2 &R A
8:  return feacher
2.2 IR E BB B m SRR T
A5 58 B AN VAN B 7] S22 AT AS J5, FRATT 4k SRt 52 25 SR AT P A I 1 RS TR A8 . 2 4R
MR R, BATHRH T XPUEMABOR, S HUA R B (] (1T . B0 ) B 2T SR T SRR AR 11
T RR A (X'y), TR0 2 40 5 6 BORE A R BRPR 25 (™", 3% PR A bR 2 i S 8B S, 2 T S AR
PRS0 R PUANIR, R 26 5 36 B8 2 00 T 2R A I &5 i 15 .
EX AGFHIEER). R E B feacner TALD T B TIT A BT HAIR. HFEAR xR freacher
B ) bR A y®O", R FH () o) ol R SRR fugene AT UK, 52 B0 60 VR ABE R I PO AT R R o 470 25 1.
ME SCA T DX Hitton 32 B AR ZE 1, 0TS RR T MR 0 PR AR I AR 28, 1T A2 15 W AR AR IR 4K
FRAE; R D5 T — MO N 2, FRATIR ) bR 28 X PR A TE AR bR 2E. I 1 s, 384T
COAHT— B BRI BURE AR Dy R EE L3 WA K(6), RS GRS T, IRIF 47 AR MR Bt Al 4
D2 =403, Vit v Ok VIR O V32 Do O Y Do O Yo DB+ T IRE T8 AP BCR A I DI 245 DX
7 JEF 1E S FE AN BUORE AN TR HE A S R AR R, AR AN TR 28R . D, @ SR i R o
BN R R R AT U 5
L(6) = (a3 (f gy (X:0), ¥) + A= @) I (F gugers (X:0), YOT2) +
Q- 2)(@3 (f e (X50), ¥) + L= @) I (Fguen (X:0), Y)TZ)
FLrpr, 3 A U BR K, AFE ) I RE AR RIS HOREAS B LB, o R b 28 BB A8 RO EL B,y R0 IE 5 FE A 1
Bobrgg, v RN PREA M RARZE, Ty R T, 2 2810
BE 2. X HUATRN L R [ R R B R T HS
Input: IEHFEARES De={(X1,Y1),---,(Xmym)}:
MFFREALER D, ={(X{1 Yoo (s Y )s (Xog Yo )eens (Ko Vo )seoos (X s Y )3 5
M fieacher;
Output: F5 A foygent.
1o WAL foudent Z 5K

(11)
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f N /a f ,
2. Y(x,y)e D, y" eexp(m““T”(X)JJ / ZeXp(‘e‘““T”(x)’] . 13554 DI
1 j 1

f i n f i
3 V(X,y)eD,, y;°“eexp(‘e“h;’ (X)’] / Zexp(m““;f (X)'J, (E B
2 i 2

repeat
for V(x,y)eD,vV(X,y)eD,vV(xy) e D v v(X,y™) e DX" do
A 2 AL MK AL LA VIZR fugens, SEIXFURTRITT R

end for
until stop condition satisfied

© o N g

return fgygent
3 KT
31 HIEEMERGE

A KM MNIST, CIFAR-10 #1 CIFAR-100 1% 3 A& # &b AT SRR 1F Al MNIST 22— M T 548 &, 1L
A5 10 AN, R EE 0-9. BEANEE R 28x28 HIKEEE, b 5 kAT, 1 kA TR,
CIFAR-10 #4E 42 &t A E 15 5% 1 RGB G HRAE, SLa & 10 /NS5, i A B AL BT A1 BEAL K P BH 5 347
AR, FRAR IR EE AL 1 B RNy ZE R i N B BT IH— . RN EROK N 32%32, Hor 5 5k AT
2, 1 )79k TR, CIFAR-100 5 CIFAR-10 () 1X J J& A5 58 £ (125 59) (100 4>25).

ST S T AR g A ] 22 i) ResNett™, #UiliRE7 Jy Res26, 247 ) Res8, i Kk /N & 4 16, 32 FI
64. 1§l SGD Sk I A7, mini-batch K /N K 256. 7E MNIST _1- )l 5 20epochs, 7t CIFAR-10 ¥/l % 80epochs.
2] FN 0.1 4R, EMREIHOK epoch [ 1/2 R B3 0.01, 243K epoch 11 3/4 I R P& %] 0.001. 5246
&R 0.9, AEFER N 0.000 1. 7 CIFAR-100 R F ZE k4 0.000 5, LA M5 CIFAR-10 ¥ & A [.
ST, S HUREASTINE W FEAS (1 3B & & mini-batch (] — 2. Res26, Res20, Res14 il Res8 H T4 % FGSM
STHUREAR, X PUREAS SR AT e=16/256. EMIRISAF THHATE S 5 s, BCEMI P EE R 45 5. BRATH B
MR (41 A AR SEIR IE 3, 41 Res8(cIn) & 7 IE B B A I 2543 81 () Res8, Res8 (dist-cln)& 7= M iF 3 £
AN Zk i) Res26 H 41iR 751843 31 Res8, Res8(adv)#& 7~ xf HLill 2575 3 ) Res8, Res8 (dist-adv)Z& 7 WX Hrilll Zrid
") Res26 1 4I11H 7% 113 2 Res8.

BTAMEH 1 & Geforce RTX 2080Tis JIk 55 #5 Y 2R L 248504, #5:4F &2 4224 Ubuntul16.04.6LTS, Pytorchl.2 S
k. KH Nvidia Jetson Nano F1 Raspberry Pi # N SXPEAGHME i S5 504, VPAL A 255 280 5 05 ay A 700 o o 4
PR A7 T FE S T S FE QR UG KN A 32x32, S FE Jy 23 25—k I v BT A I R]). Nvidia Jetson Nano
241 SDK 4 JetPack4.4, A1t #2AN# F TensorRT Jni#. Raspberry Pi 4524 =X B !, Jo4h GPU. £ 1
g5 T 524 ResNet26 15 8 T A5 21 Res8(dist-adv) 1) BE IR FEXS T, WTLUR I, £ 3 oA 142 Hh i b 2808 s
(DR 7 A58 20 L 53 R B 20 B 3 53 B BT SRk %, RSO SER0 L T Bk S HEAT R0 E.

R ERA BRI R A 0 G 4% 1 1R BRI G Ll

Fy Z4E(M)  Gflops  Nano T FE(ms) 45 IR v 537 FE(ms)
Res26(cln) 13.7 2.12 253 -
Res26(adv) 13.7 212 253 -

Res8(cIn) 0.75 0.05 71 310
Res8(adv) 0.75 0.05 71 310
Res8(dist-adv) 0.75 0.05 71 310
Res8(adv-trans) 0.75 0.05 71 310

3.2 MREIRERAE N
JSEILH I B P an PUE R, AR A 20 (10) %) Res8 (adv-trans) HEAT X HT il 4 (T,=3, T,=5, a=0.1,
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2=0.5). 5 Res8 (dist-adv)/N[A] ) /&, Res8 (adv-trans) ¥ iRZE T AL & ST HREAR I HARLZE. BJa, ERAEH —A
T T ¥ B TR 516 Res26 BE7 _E4E B 1) FGSM, 1-FGSM, Step-LL, Iter-LL X 404E A< (o HLEE A58 [ 6=16/256),
IEX A BRI EAT B E M. & AMBERAE MNIST 4R b, IEWFEAFXHiREA B iR L 2. &
fIIFFELE CIFAR-10 A1 CIFAR-100 (4 48 E i S HEAT RIR ST, 45 R L3 3 Fik 4.
(1) #E7 Res26(cIn) Al Res8(cIn) ¥ £ 6 fit il 45, Res26 (adv), Res8 (adv)Zeid i Hiilll gk, ik Lbignr L
KB, S PN 2 B A () BEME. Ll CIFAR-100 _E (¥ FGSM ke A Ay 451], Res26 (cIn) )43
UL M 87.05% K F4%] 15.29%, 1fi Res26(adv) M 81.81% K [4%] 75.20%. mHttal WL, XFHilZk
HRT LA FHE 1) A5 T B o B A iR
(2) Res8 (dist-adv) & W\ ZUTiAE % Res26 (adv) k1R ZE 1R 2. L & IL: Res8 (dist-adv)Xd it HUFEAS MK 7>
RN R B 5 T IEWEEARNZRE Res8(cln), & T — M iRZE1E 1 Res8 (dist-cln). % Res8
(dist-adv) A3 38 1 6 I 20 S h SR ANIR, BRI — R k0 IR B B FEIE BT
I T A% SRAF X P A,
(3) M4 Res8 (adv)Hl Res8 (adv-trans), LL7E CIFAR-100 L[] FGSM %J Hi kL7 Jy 5], Res8 (adv-trans) (¥ #k
iZ% T Res8 (adv). LL# CIFAR-100 L[ I-FGSM, Step-LL Fl Iter-LL XfHiFEA<, Res8 (adv-trans)
W [F)FE T Res8 (adv). {H74E MNIST 4 4 _E, 1-FGSM F1 Iter-LL %} Hi#EA<7E Res8 (adv-trans) 1]k
1iff % 5 T WS AR T Res8 (adv), AT HE MNIST £ 86 42 AH % LU 17 5, 53X Res26 Fll Res8 [ 1) 7= S LA
JEIRK;
(4) 3 — L% Res8 (dist-adv)Fl Res8 (adv-trans). FGSM X HikEA{E Res8 (adv-trans) b (K ¥E# % 7] ik
75.77%, 1 Res8 (dist-adv)f¥ iy 35.44%. I-FGSM, Step-LL 1 Iter-LL %} ikt A 7E Res8 (adv-trans) I )
YA 2 A B 25 T Res8 (dist-adv). mJUL: 0f TAS WAL 5, PR BOW 50 A0 RAT B8 b — e 1) iR
ZENR AT IRAT B 2 AP AL
& 2 MNIST il 4R 73 S 2 (%)
Res26 (cln) Res26 (adv) Res8 (cln) Res8 (adv) Res8 (dist-cln)  Res8 (dist-adv)  Res8 (adv-trans)

ERFEA 99.56 99.34 99.53 99.07 99.55 99.43 98.42
FGSM 25.56 98.59 19.83 94.23 21.97 26.62 97.03
I-FGSM 2.92 99.32 5.38 97.92 4.03 16.55 97.13
Step-LL 10.95 98.75 16.68 94.87 14.94 15.59 97.19
Iter-LL 14.67 99.33 17.65 98.98 29.78 55.34 98.32

# 3 CIFAR-10 ¥4 1 7 K HEH R (%)

Res26 (cIn)  Res26 (adv) Res8 (cln) Res8 (adv) Res8 (dist-cln)  Res8 (dist-adv)  Res8 (adv-trans)

IEHFEA 90.42 83.98 86.10 79.53 86.19 84.16 80.49
FGSM 18.04 82.15 17.23 74.62 14.43 38.30 75.68
I-FGSM 4.30 83.66 7.85 78.33 9.66 59.90 80.22
Step-LL 17.09 83.10 16.90 75.06 13.82 47.24 76.20
Iter-LL 42.03 83.85 43.02 79.40 41.12 78.46 80.43

# 4 CIFAR-100 i £ 1975 ZE MR 25 (%)

Res26 (cln)  Res26 (adv) Res8 (cln) Res8 (adv)  Res8 (dist-cln)  Res8 (dist-adv)  Res8 (adv-trans)

IEH A 87.05 81.81 83.44 80.75 84.17 82.48 81.11
FGSM 15.29 75.20 12.40 72.34 10.26 35.44 75.77
I-FGSM 1.69 76.73 4.03 73.65 2.26 48.16 78.94
Step-LL 14.81 76.26 11.96 73.92 12.95 37.87 77.22
Iter-LL 37.93 77.05 32.93 74.87 30.19 68.73 80.38

2R LTI, Tow e E RS TR AR B HEAT X FL 2k, 36 S8 H A N BOMAE B AT 40 IR 2608, P B B P40 iR
TR S5 EATMEL, oTLL3RAS 8 2 16 AR,
3.3 HEEIEFEMEITMY

T HeE — B XS BTN 255 P B B BT En T B 0 R TR B 2 i S e e TR, A BN T 4 AT
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PRSI RE 2. o, AS TR 2 Res8(cIn) 1 b LA ) SEERE R, ASCHH IE % FE 4211 Z5; Res8 (self-adv) & | FGSM 7
H S B AR SO BURE A BT WP SR Res8 (adv)Z2H FGSM 722 /NAN AR EL b AR jlotst Hudt AR EAT X Bt )|
#; Res8 (adv-trans) & P B B0 HT A0 LT K45 RS TR B 2. FeATTH Res26, Res20, Res16 A Res8 #5i7 |- 2k gk
f¥] FGSM X U A (73 75 4 FGSMResag, FGSMResz0, FGSMeesio M1 FGSMgesg), S iiF A fif #5284 i1y 5 e k. ¢
5-3 7103% T 1X 4 X PUREASTEAS FDRE T A28 B 1) 43 R ke 3.

%5 MNIST Hdi 4L b AN AR ) 73 S HERG 2 (%)
Clean FGSMResze FGSMReszo FGSMResls FGSMRESS

Res8 (cln) 99.53 19.83 9.85 10.59 7.47
Res8 (self-adv)  99.26 86.43 89.52 86.76 87.51
Res8 (adv) 99.07 94.23 95.88 96.16 96.40
Res8 (adv-trans)  98.42 97.03 97.83 97.44 96.52

46 CIFAR-10 ifindk AN [FIBEAL ) 73 FEHE R 4 (%)
Clean FGSMResze FGSMReszo FGSMResls FGSMRESS

Res8 (cln) 86.10 17.23 17.76 16.33 13.13
Res8 (self-adv)  76.63 48.31 47.47 44.38 35.35
Res8 (adv) 79.53 74.62 71.36 71.95 64.92
Res8 (adv-trans)  80.49 75.68 71.92 72.37 67.29

# 7 CIFAR-100 33 45 b AS [E) 455 B 1) 7 SV % (%)
Clean FGSMgesss FGSMges2o FGSMpgesia  FGSMRgess

Res8 (cln) 73.44 15.40 13.42 11.66 10.02
Res8 (self-adv)  71.02 46.32 46.03 43.26 39.90
Res8 (adv) 75.75 72.34 70.74 68.32 63.11
Res8 (adv-trans)  78.11 72.77 70.87 73.44 63.36

N SZ B 45 W R R DA R B, B AN R B Y Res8 (cln) & #1457, Res8 (self-adv) 1T % AR E 5
G A O UREAS AT U 2, H A HE I (KT Res8 (adv) 1 Res8 (adv-trans). 3X-5 SCHR[15]M0 45—, &
S HUAREE T 5, ASBEAT R SR (ke k. T Res8 (adv) 1 T3 F 22 AN A= B IR HORE AS 3R T II 25,
FAFIR PRI RE I, RS HE P IR THE T Res8 (self-adv). #i%l Res8 (self-adv)/AN{H 5 Res8 (adv)—
AT LB TR B, R — 2 3R AT 5 A A B A, PR 1 L Res8 (adv) XA T &

FATBE— 00T T AR 257 B3 HURE 45 (FGSM, step-LL, I-FGSM I Iter-LL)%f B (520, 2 8- 10 45
H T ARSI 2 28Ul 2. X EEXTFURE A BITE Res26 iR LAz i, Hirh, S HiREA R & 3 F b 6=16/256,
I-FGSM Al Iter-LL iEAR KL k=5, LK K/ d=g/5.

8 AN[FEIZEE MNIST SHIUREAS (1) 43 2 HE T 2R (%)

Clean FGSM  I-FGSM  Step-LL  Iter-LL
Res8 (clIn) 99.53  19.83 5.38 16.68 17.65
Res8 (self-adv)  99.23  86.43 94.24 87.85 98.85
Res8 (adv) 98.42  94.23 97.13 94.87 98.32
Res8 (adv-trans)  99.07 ~ 97.03 97.92 97.19 98.98

%9 A CIFAR-L0 SHHTRE A 4 JHE i 2 (%)

Clean FGSM I-FGSM  Step-LL  lter-LL
Res8 (clIn) 86.10 17.23 7.85 16.90 43.02
Res8 (self-adv)  76.63  48.31 72.87 49.54 75.19
Res8 (adv) 79.53  74.62 78.33 75.06 79.40
Res8 (adv-trans)  80.49  75.68 80.22 76.20 80.43

# 10  AN[FIZEHY CIFAR-100 X HokE A< (R 73 S HE A 2 (%)

Clean FGSM I-FGSM  Step-LL  lter-LL
Res8 (clIn) 73.44  15.40 7.03 15.96 32.93
Res8 (self-adv)  71.02  46.32 68.74 48.88 73.82
Res8 (adv) 75.75  72.34 73.65 73.92 74.87
Res8 (adv-trans)  78.11  72.77 73.94 74.22 75.38

©
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MBI ] I, Res8 (adv-trans) 1) 43 FEHAL R %12 5 1- Res8 (adv) Al Res8 (self-adv). HHULFILAE H, %
My BT A% A Y B S A 1 S . (AR R FRATIR T M HTAE A R AE Res26 FE4Y BARE, 1M SEPR
153 5B JE Res8 B0 7T LUK by 2 BB fr ik, Szegedy 26 N2 S0 B T SHFUREA (T RS 1, BIAE —
AR AR RS BUREAR, AT AR Sh B AR, (H N SEB0 25 R S Bl g i iy, Lt 2 0
2 D R R PR A B A A I e, AT — TR UG, ] BT IR mT DR b A s R R A [ ]
R
3.4 lERITIZ MU BLE 2 AR

TS S T LUK I, FRATEE H 1K 5 vk LU O B 2R B A S 4 i I GRuse sl . BATT R IR 199 0 6 B AR
RO HUREAR, FAASIRN 771501 25 Res8 £ 28, 4483 14> epoch, il FH [F]— R AL HEAT AR, d S 3L o 5 vEaf =%
CLIEH FEA I ZR 10 Res8 158 4 LA A6k, JERRiE A I W4k, 42O Bl 2R 3RATH 77 15K %% 50% 01 IEH
FEAFIRHUREAR, FHo BFR i A 4 ot Frl ZRmn ol it 85092, AR #2 R SGD 83, Bkl 4k B S AR 3.1
7. B 3 4 CIFAR-10 IEWFEAIIIALE R, B 4 4 Res26 £/l CIFAR-10 XTHUAEARI MRS 5, Hrh
CIFAR-100 5 CIFAR-10 ¥y AH L.

o0 T T T T T T T T 80 T
S
[y
70 T A
L an i Vi
80 ’l: S !: v
AN H
g
70+ i
i
g Ssof |
pYl E Y i
2600 [F i
= & aofi o
— I
S0 § — Bt LA AP
S L R I |
e ST 30 ¢t ARlIEE
HpopH
40 7 20+
30 . . . . . . . . 10 . . . . . . . .
0 10 20 30 40 50 60 70 80 [ 10 20 30 0 50 60 70 80
epoch epoch

Kl 3 SGD 5L CIFAR-10 [IEHWAEARI - 2ffiR Kl 4 SGD 53 F CIFAR-10 Xf HUFEA K 4 F HEH %

HI1E 3 ATLA tis MBS 42 A epoch JF4R, TE W Y ZR A0 T 00 0 28 108 (0 ek S0k eS8 — AN RARUE HRPIR
Ay AR O PUUIZR AR 2 Ab T BEHL LR, TO0 TR g n] AT S SRR ASCHRR[IST AT % e T4 pont
UMK 2 A AN RIS p (6 POREAS, B0 T 8 22 1l (0 B2 2% Pk, A9 DI R R TV A AE A Rl i d
PUrd, AT A ZERER, BEAN —MPERER I, ERMR Bt S R RS ARUE LS. Sod SER A
BObR AT M PR, Hinton 2 N iR SR AT SEAF 10 TE WAL ROR, AT 0 2 e — A S (1
7 i FREAT, AT SE IS A SR e M. N 3 At X TIEHREA I A R R, WA S T
GO BUN SR AN S BE S0, T LB e P PO 08 i 10 2 DU A 23 S MERA 2 D A0 1.

B4 RIS Rl 7. TRURIL: BEAE IZRIEARHIREAT, B2 xSl 25ty ool S0 A RE TR = b
TR B R I, L ek SRV RE S B S AR el HL 7 R uERf 2 T AR R LN, SR IE W R A IR
A Tl 5 28 Bl 2 I 0k AR R 4 B 38 0 8 TSRO IR, (EXR HUREAS ) 20 SFEMER R S Mo B, b el X
P, B SE MR VIR R AT RAFHOBCEE. S5k, I 3 A 4 th kBl 7 — A EZAE IR R FEA
SR (B, JLE PR S

4 HEXIME

URFE %% X H AR R Gt LR G i, (I T 30 G780 R I A E A Se BRI 280 B T (R R W, I B
SR VER 2 VA AR RS HOAT, KR GURE AT o R AT T BE I 7 ik, A J Bt B 3¢ 32 Ao
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2o 25 00 S AR U, R R R D 2 1 R, TR BRI B A VRS, N B AL 79,
B A A0S L R P 45 %) A 2 B Ay 3PS 8 . AT R I, S T LA ) T,
H A4 th 7 5T B (B 7 7, (SRR, B AR AN . TN SRR e S e P e Ay
BIBIAT7 5. B DNN SR PE I T5 AR BN X o & LIS, WA 5 BB G e T, BedY
Ji 4 A1 .

Madry 25 ATV s 5K A0 o dek AT S A (0 8 e, L T LA S A o S A 5 2 1 £
B0 T IA G R RGO SRAE AR RIS B, ATIREC AR 45 7 3, gL P 240 AR
GBI AR BRSPS 1 5 M AR B 2 BT DR, R L A R (RSS2 1 i 1 A 4
ARH L SCHR[38,39] B i& e 1 YRS (M BCEE AR wi M AN B R TR I OGR, (EIF BT 4 AT
Bt 7% Ye A5 VORI T — B0 R4 70 SN SR RUBUIE BY Bl POME AL, BUE Al AR BE Y, SR DR 55 X 1 £8P 4 12
PSP ZR BT, Gui 25 NP T — Rt (0 3 LI 2R B AL B 45 (ATMC)HESL. ATMC #4377 — AN — 14y
WA, EEA RS TFB (B8 . MR L) R B A a0, [ I SR R 5 45 PR R )~ 1
Xie % N T —Fh 44 b 1 % BB B (BAP) IR J7 i, BOH B R B VI 25 (%) SEARL 5N 0 BT L A, e B
BIROD B, X BUREA IR 50 BE S A A, T PRV P9, o 28408 BB (R A AR e L R R A v .
RTT IR FE T ORI, AR MO VE R MAT RS 2 2 M A B R, A — N SO FRORS TR B2 B 3T R %) B
W, DU R R

B, 48 AT 2R (NAS) N SR 4 B 406 P DNN — AN i 4219, Cubuk 25 NW3IRIF ST 7 199 4 B kg 5
P BURE I 2, B T A A SR 22 2T 1) NAS {E CIFAR 10 8 R A X HUE LI 244, Chen
2 NP L T e e, AU ERAE . Gabor SRS FIBBUNLE A RITIE, St —FoRi ML T8 P ARE
fis L FH(LCB A1 UCB) (B A VP A 7 iR R RE, SRAF MR 4. Yue 25 NUSTE I 2 18 PR g . B YERI UL
W, BT R A R R 4 I 4% 5 R R (E2RNAS) 5 i SRV R NAS K8 2R 5 e I 1R R 15 I 4 e —
FARAT IR I 77 VE, AR i THRR AR, H T NAS J5 25 SR i v SR IR S i, BRI, A St 1) 1)
HI AT W28 3R 153 o0 s iR BT T

5 & &

G RTAEAY R 20 0 R, BB JLEAT — M A UV ZRAR M S TR L b k. BRATIA B B B B dn iR
LR ks, S BeAnURNEds 15 A, i ST 2B SRS T BE AL . 7 ARSI R, RIIT 2
P HUREA, W50 T X PUANR I 2 R0, b i T B 1 B AL RS e B R O TR R S T O B
TR, AR AR R T AR [ RS TR A T A X P AR RO RR . TR B BRI BUAN AT RS, ARG f L 2
Fa et RIE iR, 178 IO 2R B8 R E 48 928, A CHE Nvidia Jetson Nano £ Raspberry Pi i A P
W AT AT T B U RS (A 280 RS 0 p MR U 2Rl B i Sl S 4 1 R, A4 i
T VEAE T 2R N H FLAT S A RO AR S B 1 B FH AN

References:

[1] He K, Zhang X, Ren S, et al. Deep residual learning for image recognition. In: Proc. of the IEEE Conf. on Computer Vision and
Pattern Recognition. 2016. 770-778.

[2] Krizhevsky A, Sutskever I, Hinton GE. Imagenet classification with deep convolutional neural networks. Communications of the
ACM, 2017, 60(6): 84-90.

[3] Sutskever I, Vinyals O, Le QV. Sequence to sequence learning with neural networks. Advances in Neural Information Processing
Systems, 2014, 27: 3104-3112.

[4] He D, Xia Y, Qin T, et al. Dual learning for machine translation. Advances in Neural Information Processing Systems, 2016, 29:
820-828.

[5] Mishra A, Nurvitadhi E, Cook JJ, et al. WRPN: Wide reduced-precision networks. arXiv:1709.01134v1, 2017.

© P EBEABRFUFET  hitpa/ www. jos. org. cn



ARIE 5 @& AT ah e P B ke iR A O ik 4515

[6] Canziani A, Paszke A, Culurciello E. An analysis of deep neural network models for practical applications. arXiv: 1605.07678v4,
2016.
[7]1 ChenJ, Ran X. Deep learning with edge computing: A review. Proc. of the IEEE, 2019, 107(8): 1655-1674.
[8] Denil M, Shakibi B, Dinh L, et al. Predicting parameters in deep learning. Advances in Neural Information Processing Systems,
2013, 26: 2148-2156.
[91 Han S, Pool J, Tran J, et al. Learning both weights and connections for efficient neural network. Advances in Neural Information
Processing Systems, 2015, 28: 1135-1143.
[10] Wu J, Leng C, Wang Y, et al. Quantized convolutional neural networks for mobile devices. In: Proc. of the IEEE Conf. on
Computer Vision and Pattern Recognition. 2016. 4820-4828.
[11] Hinton G, Vinyals O, Dean J. Distilling the knowledge in a neural network. arXiv:1503.02531v1, 2015.
[12] Szegedy C, Zaremba W, Sutskever I, et al. Intriguing properties of neural networks. In: Proc. of the Int’l Conf. on Learning
Representations. 2014.
[13] Goodfellow 1J, Shlens J, Szegedy C. Explaining and harnessing adversarial examples. Computer Science, 2014.
[14] Kurakin A, Goodfellow I, Bengio S. Adversarial machine learning at scale. arXiv:611.01236v2, 2016.
[15] Tramer F, Kurakin A, Papernot N, et al. Ensemble adversarial training: Attacks and defenses. arXiv:1705.07204v5, 2017.
[16] Madry A, Makelov A, Schmidt L, et al. Towards deep learning models resistant to adversarial attacks. arXiv:1706.06083v4, 2017.
[17] MaJ. Research on application of knowledge distillation in deep learning adversarial examples [Ph.D. Thesis]. Hangzhou: Zhejiang
University of Science and Technology, 2020. 24-31 (in Chinese with English abstract).
[18] Vapnik VN. An overview of statistical learning theory. IEEE Trans. on Neural Networks, 1999, 10(5): 988-999.
[19] Papernot N, McDaniel P, Goodfellow I, et al. Practical black-box attacks against machine learning. In: Proc. of the 2017 ACM on
Asia Conf. on Computer and Communications Security. 2017. 506-519.
[20] Zhang SS, Zuo X, Liu JW. The problem of adversarial examples in deep learning. Chinese Journal of Computers, 2019, 8: 15 (in
Chinese with English abstract).
[21] Heo B, Lee M, Yun S, et al. Knowledge transfer via distillation of activation boundaries formed by hidden neurons. In: Proc. of the
AAAI Conference on Artificial Intelligence. 2019. 3779-3787.
[22] Fawzi A, Moosavi-Dezfooli SM, Frossard P. The robustness of deep networks: A geometrical perspective. IEEE Signal Processing
Magazine, 2017, 34(6): 50-62.
[23] Zhang H, Yu Y, Jiao J, et al. Theoretically principled trade-off between robustness and accuracy. In: Proc. of the Int’l Conf. on
Machine Learning. 2019. 7472-7482.
[24] Meng D, Chen H. Magnet: A two-pronged defense against adversarial examples. In: Proc. of the 2017 ACM SIGSAC Conf. on
Computer and Communications Security. 2017. 135-147.
[25] Polikar R. Ensemble Learning. Ensemble Machine Learning. Boston: Springer, 2012. 1-34.
[26] Breiman L. Bagging predictors. Machine Learning, 1996, 24(2): 123-140.
[27] Ding Y, Liu C, Zhou X, Liu Z, Tang Z. A code-oriented partitioning computation offloading strategy for multiple users and
multiple mobile edge computing servers. IEEE Trans. on Industrial Informatics, 2019, 99: 1.
[28] Li KL, Liu CB. Edge intelligence: Current situation and prospects. Big Data Research, 2019, 5(3): 69-75 (in Chinese with English
abstract).
[29] Dhillon GS, Azizzadenesheli K, Lipton ZC, et al. Stochastic activation pruning for robust adversarial defense. arXiv:1803.01442v1,
2018.
[30] Papernot N, McDaniel P. Extending defensive distillation. arXiv: 1705.05264v1, 2017.
[31] Papernot N, McDaniel P, Wu X, et al. Distillation as a defense to adversarial perturbations against deep neural networks. In: Proc.
of the 2016 IEEE Symp. on Security and Privacy (SP). IEEE, 2016. 582-597.
[32] Xu W, Evans D, Qi Y. Feature squeezing: Detecting adversarial examples in deep neural networks. In: Proc. of the Network and
Distributed System Security Symp. 2017.
[33] Hosseini H, Chen Y, Kannan S, et al. Blocking transferability of adversarial examples in black-box learning systems. arXiv:
1703.04318v1, 2017.
[34] LiaoF, Liang M, Dong Y, et al. Defense against adversarial attacks using high-level representation guided denoiser. In: Proc. of the
IEEE Conf. on Computer Vision and Pattern Recognition. 2018. 1778-1787.

© I

PRKPHIFSON httpsl/ www. jOS. org. cn




4516 AT IR 2022 5% 33 A% 124

[35] Athalye A, Carlini N, Wagner D. Obfuscated gradients give a false sense of security: Circumventing defenses to adversarial
examples. arXiv:1802.00420, 2018.

[36] Tsipras D, Santurkar S, Engstrom L, et al. Robustness may be at odds with accuracy. In: Proc. of the Int’l Conf. on Learning
Representations. 2019.

[37] Wang L, Ding GW, Huang R, et al. Adversarial robustness of pruned neural networks. 2018.

[38] Guo Y, Zhang C, Zhang C, et al. Sparse dnns with improved adversarial robustness. Advances in Neural Information Processing
Systems, 2018, 31: 242-251.

[39] Xiao KY, Tjeng V, Shafiullah NM, et al. Training for faster adversarial robustness verification via inducing relu stability. In: Proc.
of the Int’l Conf. on Learning Representations. 2019.

[40] Ye S, Xu K, Liu S, et al. Adversarial robustness vs. model compression, or both? In: Proc. of the IEEE/CVF Int’l Conf. on
Computer Vision. 2019. 111-120.

[41] Gui S, Wang HN, Yang H, et al. Model compression with adversarial robustness: A unified optimization framework. In: Proc. of
the Advances in Neural Information Processing Systems. 2019. 1285-1296.

[42] Xie H, Xiang X, Liu N, et al. Blind adversarial training: Balance accuracy and robustness. arXiv:2004.05914, 2020.

[43] Cubuk ED, Zoph B, Schoenholz SS, et al. Intriguing properties of adversarial examples. arXiv:1711.02846v1, 2017.

[44] Chen H, Zhang B, Xue S, et al. Anti-Bandit neural architecture search for model defense. In: Proc. of the European Conf. on
Computer Vision. Cham: Springer, 2020. 70-85.

[45] Yue Z, Lin B, Huang X, et al. Effective, efficient and robust neural architecture search. arXiv:2011.09820v1, 2020.

Bt 325 % STk

[17] 8%, SR ZEURLE VR E 2 3 SHURE A o (0 S E 5T [+ 2 A8 300, BN BT RS A% B, 2020. 24-31.
[20] KA, ZedE, il R AR X RRHURE A R L TR EPLAE AR, 2019, 41(8): 15-36.

[28] Z oL, M. LS BURRIREE. K8dRE, 2019, 5(3): 69-75.

&I (1976 —), i, W+, #4%, CCF %
Wees B, BTSRRI 2], AT
BRE A, KEE AL

mEl$2(1989—), ¥, WL, #%, CCF %
Mpax 5y, BERF AR To gk M 2%, S A
AT, REE T, N TRREZ 4

D58(1994—), B, witE, EEPIM
BOBWRIE ), N2 4, KE
pis:in

RFE(1992—), B, WA, FEIH
WO N TR B 4, Bdn s it 2 4.

A&R&(1994—), L&, Witk EEIR Wassim Swaileh (1979—), %, tid:, Al
YRR 3], N T RedcAs, KA Bz, TEHIFAIONHLA S, BN
Ak B S, EARIE T AL

EIEQ977—), B, WL, BRIUH, WL
LRI, CCF Fligx 0, 1 HEWF G Ul
W, WS E R e, Mgk R
B,

© PHEBEABK IO hitps/ www. jos. org. cn





