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Abstract: The network behavior typically describes the interaction process among different kinds of network elements, which is based on
different kinds of network service protocols and applications, formulates evolving and diverse network behavior, and reflects attributes of
network scenarios during certain periods on the network topology. Network behavior emulation includes runtime framework, background
traffic emulation, and foreground traffic emulation which project network behaviors in the production network environment to the test
cyber environment, and provides the mirroring capability of on-demand and flexible design specifications. The application scenarios of
network behavior emulation continuously evolve, including performance analysis and evaluation, product and technique evaluation, network
intrusion detection, and the research and development of network attack and defense techniques. To summarize existing research results
and limitations, and analyze future development trends, this study seeks to category relevant definitions and research frameworks on
simulating network behaviors, summarizes the state-of-the-art research progress in terms of the framework, background traffic, and
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foreground traffic, and systematically surveys both commercial and open-sourced software tools. Finally, this study proposes future
research topics on network behavior simulation.

Key words: network behavior; cyber range; background traffic; foreground traffic; orchestration framework
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ping &5) LR SRR B AR R . A8 R (R T30 N R TR 3 ) R R i e 2 (45 ) 2
). 3@t SpringOS il & N 4K A, bR BT SE R 4102 B St . ) XENbula F B H0L ) 2% S5 560 P85, )
H AnyBed P M 44 S50 240 75 Starbed 14T PEI Y 45 R WosFr it i v] LB 34y 375 MB/s. 2011 4, REH P B
K PR K2 Jason Liu FBA"ZE GENT S286 R _F300 T S0 IR, R 00000 4% ik 15 B0 S S A 9 208 8032 L. Bk
PRI B IR . TR B 1 BT R AN s TR A PSR . 3T ProtoGENI ¥ HIMESLE B, 5l A5 il
PEIR. GBS Python JHIACTHL B P 45 AR 70 R B 7 B 1) it 465 i 26 0 G B SR RENS 5 S MR AT AS L, (H R AN E
[P S I 4 v PR B, TG SR B SIE R (1 3 5. 2017 4F, SR 3 k2% Cao 25 A U2hKs 0 4% 7 20 92 96 e i 3]
2 A (W] BEA2 SR 10 DA LA 20 s i 2638, Tl Ik B shFL B5 B LA R SE 0 M I RRAE SR A o — AN A% W g LA
TRFFPEREDRELE. 2017 4E, SEERIE 0 L T 22 B i) Wu 25 N P T 56T A SR B3 4 R S P8 SE R, 2
R v A PN ) D 0% S A I T AR A PR RIS AT RS I 4 I8 T, 3 3 2 A TEBIAT s AN SR i R %
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2B, 2018 4E, PHHEF Pastor 25 A\ "IT % T 5T NFV/SDN #5% F (1 F T WL 32 ST U 2R B8 IE 1) 2554 9 25 IR HE
48 MouseWorld, 13t 21 45 AN [F) S 20 (1) 190 48 2 A S ik« P28 JIR 45 A B S AR R AT Lt 27 0 % I 485 <22 4 T 3 1)
. 2019 4F, 56 T 9256 = A MGEN VR i W 28 3, S B T S K 2 B it BB hfig. i i X
RAPR fy NJHIAS, 4743 . RAPR IEATIF#: O #THC & . RAPR iy A JHIAS 3 N FHAT A 05 B IR 8 1247 I 0
HENFV EEBAMOAT A, AT 28 58 SOV AR R AT S . AT Ui aak 454/ 1) i) k. FH ST 135 I FH R0 A A FH 1) -
b, 1% 5 TGV R S W 4% o (i R 36 [R5 28 W] JFUE (9 CORE! T vr T S 3247 1 BLSETHBMLIN 45 1) 6o
TE X, S48 I 4t G AR AL (RSO e, LAT LU 14 v 304k 45 ST SEIRHZ AT (¥ CORE 47 B nT LLI%E 2 31| 1 52 1) 4 il
He 2. B Linux 808 RGHLUE B T BE 38 4752 b (1 N F R 7 A B s B (1 0 FL R 8.

HEZE
L
| 1 1
Fic B A HESE ETIAN
|| Emulab, 2009 || Advanced tools. | e rer 5007
2016
| Xburner, 2010 |l vIsa, 2012 || cSTL, 2011
ProtoGENI,
oLl || DCE, 2014
MouseWorld,
- 2018 | Parov, 2016
|| MGEN, 2019 |LI DEW,2018

.| CORE, 2019

K2 HESEBEIEA A > 2K

AR T WO A IS AT HE AL 5 B SRS A 10 S SRR, 324 AT 428 S8 0 R TC 5 A - R RN BB T, 4 e 380 R
R e R B ELER B, AU AL B S AL AT RIS H At 4 25 R

() FHEF

FEFFME S R E @IS THEZR R R . IR L SRR IR, 1 EAS H IR (v v v R st
RS SERESERLI A SR AR AR B, ] Pk R AT R T I RLAR Y, (U T O L A i
FBBE, S LA SRE R A0 18 07 SR SRE AN A7) B037 55, T A S0 1) 0 B B AT 03 53¢

FEME L= MIT-LL TR T TR IRE S, B S TR T — RV T 50 E 5 Th e 411
() TR A U7 A8 B BT T F R T AR 4% TR 25 B, AERE A W S T, E ShRg e U 1, JFK 2L 0y
AT A RIS A, 0 P07 PA) 30 S SO0 88 4 19X sl ) A 7 0 I IO W 2 R 55, 3o 1 0 A s i R 400 P P 5 4 P 8% 11
PR I 1 P A LA i X 44 9 0. 2012 45, 7 [F Detken %5 A USRS T THT 1) 35T R GEAE Y (142 11 B 35 8 S50 1) 47 BLER
855, TR LG PR 3 (SC) K TE U8 S 07 B X, IX R4 B0 5 SCAT LAALHE T 34k S 36 (10 s B 5
AV 452 11 15 S R AL (o T 5 50 DA B R0 BLIR 17 SR SC 0 JT 7 X AL ah 45l 3, AR 45 5 1 1y
FUE AT BT A 4E (AT 445 3 30 OMF). 2014 48, ;[ INRIA HUF Camara 25 A "R NS-3 1) ARG T
DCE FREE, FEALRIES H4E K Linux P AZ RN AR, RISATAME SO M 48 R AT, FH TRl 48 IR . 1ZHESL
WIZ)Z QRPEJRTE, [F25 R B NS-3 BERLIERE); kernel J2 (4 552 (1) W 25 SR fik A 2 NS-3); POSIX JZ (EHi
SERFRAE R socket APT)3 #B -2 . Ak 2 0 PAT B ) 0 Ak B S0 B 4 A PRI 4R A LA B EVRIE AT
Window FJ¥. 2016 4F, IV B Kk K% Momeni F1 Kharrazi®"FI [ Partov $7 M5 5 58 LS, FRIRPATHZ L
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BREAUL (Rt 0 PR I 28 715 00, 08 5 AR (BB To S i N ), BC BEAR € WM, (I BERR AR . B 2 R A
T R o BEAT TR, SR R AT AR TR I 35 52 4 R 0 B R by i Bl B R TT 3% 2018 4, 3% [ g M K27
Mirkovic 25 A P Y T S IR HELE () 45 M AL T TG &5 DEW, 445537 5 (what. who). 455 (how). £ (where),
HHT v 2 3R B BAAS TR A e S B0 FiR , SRR S 31 i J 2 Ao 1 S Im) 7. 2020 4, Hh B R AR
P T TR 0 B R VR B SR T T BRI KT v ] g R O A A AR T A L
VERAESL 73, e T T AR I3 2 R kP o [ B 72 TR AR Al 4R 8 7 P AT 0 BLAR 3 (¥ 3 Ak
DB BT T B AR

AL T FAE T I VE T B RS 5 B G568 ), 5 TN T AR 0 (0 07 F R A 007 5, SCRE Al
07 SIS RN BT 5.

(3) B AEik

BT Agent (B REAR) IJ7VERH Agent FiAR BB SUGAT AR, SR HI T ) Agent ¥ 8 253538 F1I2 AT Agent
B, B R MRS R AR HE I T i, WIICE . B3 5 RST0E, B BRI A (T LR BAT A, W1 Web JIRSS 282 e A4,
T DU AR S, o R e K I 0. AN TRV B At Vi B A 2 A8 L. S 5 (R 5V 50 R0, T LASCRETG
AR 07 LR FH AT BT, SR HE T REAA (¥ 77 V2 7 SR T 40— v SR, 03 53 R A ) 07 0 2 R 7 A
AP INA AR SR S o)

5 [ B I MK 27 #1 DETER 15 R AL 7 (¥ 204 45 ROREANT SO R 211 96 45 2, FIH] Purdue Tool Suite #EATTC
B P TRFBCERORAT B A K (SEER, Tcpreplay, Performance Test Tools, Webstone, NTGC, TCP Opera,
Harpoon %5); #1422 (Rocketfuel-to-ns, Inet, Brite, GT-ITM 2%). & [ 74 il N K2% DETER i H JF & T MAGI ¥
SRAT A LOHE A, HESE 1V A8 2, 5 RSB, V3 S8 BT e, DETER J51 H 42— B A P2, S8 T 3
(KIS e R AL, it A S IR 4%, B8 T AR Web FTP. SSH. VoIP. IRC i FlEG & Dos BUatiii f 1% e 1.
MAGI HESE SR SE i FF 5B (08 e AR, U B2 2 A ER ) P A QR SR ol 2 SIS 90 PR 428 VAL, SR8 (Rl s P S ).
SEH R R R A e G R AAL, IR T IER AT SR T OGRS AR RE NS O R R AR AT,
0 itk & A B (A T 31 A R0 3T N R PR 45 ISR 1D 25 5. MAGT AEARIE I YAML #% AR BEEIE 5 AAL Rom—
ANSEES . AAL & S BAR R/ 4384 A4 SRR 4. 2 4ie 2w LT S8 45 00 By B a2k
7> G 0, ARBESES g SCT S50 45 R DI REAT A IGO0, SFAF IR 22 AAL B B4k, 8 T — Sk
PRIGBIZ. 2011 4E, 38 e A - T T 20\ 2 [ 580 NCR 100 H & 1R T RFEMA T (cyber scientific method)
MIEET OW2 Web AAKTE 5 HIFH R MR TE = (cyber scientific test language, CSTL)™Y, — 3% L A4 45\ R 4t
FRAVE AR, fiIR N A EFEMEAN L MRS WA %5 H s LA RN 25 R 5% ¥ 3 AR A CSTL &
IS BB B S Ak g PR, G ik P S A N TT e S8 . FEMNA S S, e CSTL i (il i 4 2R g
BEHEAT 5 3 BT A B 3k CSTL (1 0 48 ¥t 28 RERR. (recipe) R 2455 B Y 4 v P47 i 4 i AR RN T4 3 5 [
I B A A 2R 48 ML PR N A P9 i s 5 AP T 0 . 2 P R P O A SRR A i &, (LT
AN BATE R F S P 45 i = IR T g 2019 4F, BRI B 2k Sl il 55 48 R R 5 8 ORI I 46 4 4 [ 5K 52
¥ W98 H F MY (HTTP, HTTPS, SSH, SMB, SFTP) 4 H %A P, i id 5 i1k Agent #4445 5 /14T 4. Agent
AT IR R ARSI B, RSN A IAELRE, R B2 a8 HE, A 284 R v e I v AR
BB (B SR, IR R S5 RN () . e, BAT 5 rU S5 80T ) B4 55 1 B BUHE i IR 45 ripT, 15 Agent I L
YRR 58 AR B 2%, T FLIR B S8 AERIE T b s i R R R AR J .

ARRBE TR BEAA TR T 0275 B — AR TR S A A R S50 B0 P PR 1) S, SCHRAS [F)TE 5 I AR P 4R iz
AT, SCRFREAL. 25 A5 RESUAL IR 1) PR 2

gr R, LU, B T A A IR SR L T 15 3 AR B Lo gl iz 2, BA@ ARG SRl s i g
B TR BRARIN v e T AME 5 AT R AR SR S A R AL A R 4L, RAT 3 B R 2 IR AL 3.
32 BRAME

T R BTS04 B 75 AR BOREPAR B T B2 I (1) B 52 OB PO 15 S0 I 0 B ROR, 20T 7 a4
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SR ] 80 2L 5 T B PO 3t B 22 AR A PR [ 05 B A, 8 v 00 3 SIS P O 488 A s X 4 3t R R, 36 1Y L 36 1Y
AT A FFELAR A (2) I 20 DI IR 1 S U AR BT 07 EL AR, A0 Lt i SR ORI [ 380 0 S B O 9 1) B 22 AR A ) A
BT A2 05 B A, e T 3 At A 55 28 5 IO BP0 s A28/ B ) 5 R UL AT R, T LA T TP 8 P b b T80 1) O 8% i o i
SEIA SR I Y0 1) 190 28 it 0 AT

(1) WL

BT R (BT g R SR R 3t e SO o R A S S AT, a8 I R B 1 UL Y R T AR R R O
0, R AR B, i FSE AR, (R AE LAVR G KRR ) R 28 4T 4, (Bl 5 52 BT W0 R P e, RIS H0iE LA
FIFTRE.

2004 4, 3¢ [H NN K2 Cheng 5 A i T — IR MR 4 Monkey™ . 1% R 48 14 56 1l 34100 1 45 6 i 0 A5
(1) TCP ¥ &, BEIM LR RARAAE (WINZE 758 WRERSE), &5 IFAE S & 1 s R it ity 2SR
Z-FEPEREMN. SEIGTE T2 RGN ERPE L ] SR . 2015 4F, MIT BFFT A A48 H—Fh HTTP [ H it & R v
KA L HHESE Mahimahi™. S IURS v 07 21 Web I H (1) 22 Bl 45 88450, SR FH 24 Mahimahi SE61IF7 05 5.2 A4
AR ML, @i — 2w 205 shell BAFER LS LAY e PE. ZAEZL I PFIIHRAR o DU BN IS )L R R 51-TL
TR 7S DX S8 B 18 SC P 8 HZAE BN BE 15 SUAT = M 48 40 b (LG 2T transit-stub £544). 2015 4, S5 [E % BRK %
Durumeric 25 A POBE Y — AN AR 5 BRI E R AL BE T H Censys, 15 7675 BIBEFTN 5 (9188 5 22 4 MR G 1 ) f,
SRR U EIEAT A SO R I A S IR A - B, R LAR G 58 1) 5 32 Bk (R e R 48, AR A 632
{F BRI Gt 4R 2 . % T AE IR BN Ge vk T BAE, HIEA R SE IR RITh 8. 2021 4F, BT R K27
BT AEHE T 1 ) OpenStack PR3 9 BRI 4 Y, A ZE IR AL ARAR = 7 22 25 00 B [R5 L

SR E T B [P BU) J5 1 75 B SRR KB W 2847 0 B4l , SR TRl 0E &, SCRERBUY S5 R s 2
i, SRR 22 052 I B

(2) AT 17 3L

FET AR 7 EC 0 7 VR FH SRS A S 18 D00 28 U7 AT A AR 2R 42 A ol o 28 Ut AR S0, 385 A S i R AU I - ik
A BRI SR S0, EA AR T U S 25 (R 0 3, AR Ar st J3 38 5 A T U B 4R S B0, 7 L 1K i B i AR e,
T HL Ak DUAEBER & IR R R 2647 4.

2004 4F, 35 [F 4 i B AL K22 Sommers 25 AR T 31— 24 10 TR B 42 128 Harpoont™, H T+ 3—4 J2 R4 1%
(1975 S s A B, Harpoon B ZEASR HH C/S 18X, Tl ok AL B 32 R A 038 4T . 76T B S = AT 0 LRI R,
Harpoon ¥ 143 2 I AR, 40 4 SO Sl ORI 7 4% AR 821 e AL Im B AR BT 1 7 i Y, 1
Harpoon [ 2B, P52 5RIR L 15 4, A SIEA SIEHBY, AN 18 XHPIAN AR 1P 2 Ak
VR — 2SR A, SR TY R TP R (Rl M ATREPE . Sl T AR IS T RN S5 UG R AR I B] 3 07 T Z0 e, SO A g B i ik
JERREIR, AZARIR R SCA RS A 408 ST ARSI IRF [ 1) BS99 5 T A . 3835 L Yt o0 L VP K, R A 20 A il
V1) it £ 7 A ol 0 R R 4 I ) b 5 B AR B O, B L R R A . 2006 A, 36 TSI R A
Weigle 25 A PHE AL TCP N S 22 B T B Tmix, 3335 44 19 W 25540 28 NS-2 45 Y T A E Ak se B,
R NS-2 &2 b % LA REXS TCP AT AT, 1247 TR R 5T R0 50 48 I35, Toik HAETE)
BLSZIG PRERES R TAE. 2006 4, 35 UCSD K% Vishwanath 25 A B IS8 — b 35 T 99 2% w3 3t 4 2B i T
H Swing. 1% T i W 408 1 B F 400 o A8 o R o o AR O BOR 0 A B — R i AR, S I (R =, A
T P38 VA R P P8 AT A (R 4341, TR A0 A A 5 R 2 A i & O B, 35— RSB T SR 2
HGAE A 2% PR A 22 i ) ROBE R S DA = R 5 R 1. Swiing 38 ik — 77 57 P 485 ) A ASE TR S TSGR D) 4 1
AR AR S L. 2008 4E, £ [H 588 BTG A Khayari 25 A P°1 T International Symposium on
Performance Evaluation of Computer and Telecommunication Systems 2 _F3EH T —ANEF N TS5 &
R RS T WWW SR K 2 P Ge vHRHIE, $8 IR N A B 5 v b3 T B St (AR ¥ B R 4.
T I 5 T Y L A R R R AR A TR B, R TN U R AL A B R i . 2012 4F, B8 AR K AR s
Kolesnikov"* ' F- R F /£ MMB & DFT 2012 2 i SC4E F4-H T UniLoG, K Il A 3% T4 B A P oIk A A 3L
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(UBA) {5 % 2 m B, AR 53802 1 A58 — AN UniLoG agent S, 41557 Bl 2%, w0V 274 Am il iy
A RATHI G AR i A BN Agent 505 2012 4F, i [ P4 22 A8 K 24 il 25 N B0 5l 2 I 4% 3 5 L
ATIRNSI BT, W W 4% it B A B v L 2T 07 B (1) i 7 B 5 VR AR 2 T B S W 2 i 3 S DR (1) 1 v 38 T
T AL T I Vs o) R 0, 7 B R S o It 2 SR A T 8 A o [ R L S I R e 1 Th e R
BE. I A N B T ol A 4 ] 8 0 R 0 9%, K I 4% 3 St P Lo v K 4 o ) L £ g I s R
EEFEA ), AR J5 SR FH 21 B B0 RS 1 7 VAR R R A i Nt O R, il I S A T 2 R e A i s [ A
R R TR EE. 2014 4, S5 4 2B Lk B K Li A1 Lin* Yl F 80 S8 28R AW i EALIAT Ak £ 4
JEMERR A, HA I AU AN R I, SR X S S WS SRR 2%, DU AT DARR 4 B S 2000 1) e v A B AR i
i, TR BRI AR A BRI R, LA AT DUAH BV 1 B S e S, DA AR A (A1 1 SCHI ST ) PR 45 4% A T N R T
2015 4F, 5 [FE 2 Bk [ Bk 2 Jason Lin' ™ BT 1 1994 BA SIS IR 475 B rb P2 [RDRE AOBERLIAL 52 45 1, B 45 I8 725
FAARG I 8 B AR 1 S50 05 ek, 07 SR AT N TR AR 5 - R R i B8 B N PR et 7 oK, Bt . RSB I 4% 4, H%
A 24 I8 FF R B PR B ST S5 A T8 B S B FR B R 00 28 FR355. 2015 4F, 7 [ 58 Je 22 1k k2% Emmerich 25 A P
£ ACM IMC 213 38 IR A MoonGen (1) B it BB A s, JE T B i SC AL BEHESE DPDK AT LualIT Z244 42 ki
RS, SRR RIS AT R, SR WL A5 B, R AR S T A, T APT & MoonGen %05
He. 2015 45, E E E I EALN 45 05 B 22 A B0 R R SR A $E T 3T BOE SR AIE 1) X 4 3 e A B N
FE T B A I 1) 0 8% 30 A i 9 T, i 2 BB T T T S S AR AR R LA B 1) P R 5 e R ) I %
PRI, 2017 4, FEMEFERFLERE Fortner 2 A B T —ANFATWMME S5 3 19 & (1174 T A DSSR, ¥
ARG 2 S, N R R A A ) iR 7 PRAUE P 30T SCRE DG A5 ls B TEff A4 ol , il W 2 4 ) i
%) R 32 W) ) BB R ) A 3k, 30 o A L R 40 I 28 SE W] ) BRAE 1% 5 VA OO F A5 M 2 B BUR /D HLId R 1 7R e 48
(37 5%, AN ELAE T k. 2017 4F, KT SF il 728 35 48 k2% Tune 2% A U2 T A48 PR 080 B8 0 M 2 B 1k, R TT BRI
S R R (SANM) FIAE T 25 A 34 LU 48L& 5 ¥ (IPF) 76 il 58 T At s 2 o O e ok A e, 45 3 P W e L B 42
G B N BT TAZ 07 VI e St 5000 2 BRI SR B 3 44 I Y (—Fh ooyde 23 [l e 1 19 2 T e
W (R AR ). 2019 4F, Javali fIl Revadigar 42 H T —Fi i i) #1235 1) Web 9 526 il 1. SR A 5 R A R AR
Dirichlet 7347 FIRA 43 A A4 VR A AT A AR RS, 5 20 S 500 Ay H 00 (0 4 LA A2 SURSAE 9 VR i b, VP 25 SR 8
INZE B R LS LU BT . 2019 4, 2RI ZERF TS50 S 4 T SR AR I T IS 8 MGENT) 3= 2R A TCP
F1 UDP/IP St xf 1P 0 4 REHEAT MR VP Ay, JE T BAC 10 S5 U S R AE O 2E J 0 S R U AR, SRR . 214
TCP. UDP W f]. il i ey 4T AT HIFL T IE1T, BL Agent 5 372 i L, A2 b SR e s, JRIBRET
ZHATFAOE R T NS-2. NS-3 ixX P 45 B IR, AN SCRF LY AT st 22 28 A, AS LA RIS 23 A 2o 1 A AR
73, FEEGRZ A AR HE L1 SR

SR TR AT U7 L1 7 v T R TR SO AR R P, A5 S A (R JBC ) B e v R T R R A 4 L 13
HJ%.

3.3 HImRAE

FR AT SR I SUZ RSB, AT LR T S 07 SRR 23 o B RIAT D 47 SR AT o PR 28 N RAT A 1
RTART R, T AT 94 B0 H AT AT SR SLRR A

() AT i &

IS AT 249 07 B0 7 VT8 o LS IE AT 5 7 BLASAUIK T B A B R, 7 26 N R (R R 7 81, AT AR 1)
B ST SEILI A, AEE ME LIRS g S I K RRSE F P B0 A 1) B8 A R, O B0 2P PR,

2013 4, WRFE B4 22 BH K 2% 1) Bhatia 58 A3t 7 5 A2 R o1 5 HE 2k 255 A8 i 25 PP s 1
DDoS Hai A1 At R i B ER 3 U4, B0 B4 7 2% (Botloader) Hi Bots, clusters, modules (0o B B A4 Ak )
)k, 8 1P BIGAE— & TN G BTN 28 B3\ UDP/TCP i ki, 8] IR B e 3 Bl & & 1% L, AR
FLIE A B0 A5 4 CAIDA B M Mds. 2016 45, MIT PR S236 S0FH T b 0 B AR, Hob s (1) |
FU B, G R AU R B R R BCSEF  ; (2) DNS IR 2547 B, 07 B EU BRI 44 IR 45 R G0 4
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FEE At Web 3l sl A FRE] 1P Mk s ; (3) Web A A RS &, 185 RAFHOT A~ Web 3 5, 6 H A AT 236
15, SEILXT Web N 2RSS 119477 5 (4) Web W FH AT BL, Web W HH (5 36 16 ) 40 K350 9t 1, 3 3o e 45 AR 28 07 =3RRI
5 Web N H 2 [BIAS FLRERY; (5) T st i 05 5, 8037 h A e J0UR 7 il ok 72 79 2 ol 3R 4 vh 2 222 1) I 249%
R, ik AEEATEAE, DA B TR IR RS I AR R P A Gt . 1% 3 R SR I A AR
FEIN3E B, AH B T30 T A Ak, JL R R 7 B BRI, B BT A2 P AN [T A R AT N D, 1R
eI R F B . 2016 4F, H A S RHE TS FTHE T SH A5 BLR 48 CyRIS™Y, R4 (it 0 0% i 1 BT
(dummy malware). %27 LRSI, B0 — 2 B3 — M AT S IS RE R CPU B, B ¥
R AABAT h— TR S5, AT 2 W Wr R 4 3 i, P 8 e A PR SR 2 SO X ph G 350 s 8
7, 8 R AR P MG G ATIRIF AR, ARG BE—MIRHE NN o, ARG SRR A e SCER
BAE, LY SRR FLRE D). 2017 4F, 22 [E CMU A4 TR 55T Dobson 48 A& H T B0 SE-FREE -6 F-18 -
W AR €4 R-EACTR B iHHESE W7 5 o i R U Sk, S0 30 22N ELSL (136 ) 3 5. A HE B A Fl B2 (R 96 - BB
(¥] HTTP&DNS [ £% it AL il Bl . i HE 487 o Windows 70 A FF85 . Linux WV HI#£%5. Linux BIND DNS. HBSS/
McAfee ePolicy A #s JERHE thak . B kB, WmSHT R TFE 21 % BRI AL BGP B, B i
AL, MR DNS 458, TOE XFEASMLL A 1P Ml B, JR BRI T i HESE SHL IR P 30 BIE, o LA 6 T S5 ) 4% PR 58
TSRS, 2018 4F, MIT MR 5250 5 TR T — Rl IR A i G 199 264 337 LR 10 B 92 F) oL 1 IR AR 2 51,
BVENS Fe— A A R RS, DLk G o S bl IR i 1ok T G SRR AR AR R ] G 2 R A R AT IO, AT AR VR0 Y
2530 FE AR EAT AT B RR LT, R B KB, A DB R th 2 ST AR . RV RR K, X T L E
TR I AR ETEARIR R AT A, A RS S AR H T WIS (R TV AR A 5 1, 7R SR AR B DL T, TEVEAf g I
RBP4 R A P AR e Ay 7 VR B % 1) 5. 2017 4F, 25 [E UTUC Babu 8 1ot & B s IN A AT A Fo B 4 11
il A 1E RS TR R 4 A3 ) G 3 R B R A T, RGO S BB AT U5 LIRS . E IR B
PowerSim JRZ)-NHELIE . Wi ZEE. WEZLRE. Ui UEH4 fUR s #lTe 2, fa %52 H 0 B, 6L
TR AQHLKG 45 A AL 25 v Sy B3, ALV BB Sl AH B I8 A5 AR AR U o, T OO Bl A 4 S I TR e O o,
PowerSim I ))& 4 PowerWorld Hi J7 IRA .

A AT 05 BU R EAR A KRB W K P AR AE AR R 28 ) AN, S RIS 1R S FH 1 B 1
AT 0, ST HT FL & HL BRI HE R

) AT i &

FH AT 0 SR I B S R AR B AR I R P (R VR 4, S N PR AT DAy 7 0 B 3 T T o) A4 T
ST B3, AR IX AN 7 VR 2 S BUR AR ST RE, SRR B A B B R 3 LU BB S s R AT .

FEAM 9K S MIT-LL 29 LARIAT JFR T R 05 30T 5 W SLIRE T 18 i 1 2R m] R 8Y f1 Fi 7 o
BT A “Petri Nets”, Re#8HAT TR SO HLEHERVESR A, WIDIHAESS, FIH A SRAT A S BB OR S J e i) . TR ALR
FRIFIEAT; A B3GR A BOE PR (0 Y A, & 7 o ) AR Ze #6065 R F 0K Detours T AU AR
Windows S 11 P I F 25080, FH Ik S8 300 i i 55 R AT B S 400 F T 5 I A B AR A P 23 0k ) 7R AT il
o, sk E S NS A RN, SRS D RS AR I AR 2R — AN JE IR B SR AT R B Y. TE S E H (R], A
IR AT FAERAEL A 1 5 SRR F P AR R SR 23 AT AR 403 S, ) P X S AR B S R K S A 5 B
MR [\, MIT-LL ¥ & T Koala T_H,, M id BRI JT X E AL HE VGA Hirth, SR USB i HVE AR A
i AR RS B, HAA B i . X B Ay 2RV REE A 2 Pl I 4t i, (HR R AR A X AR 237 o ) T R ) T
BZ IR, B LLUPAL A 3k I bR ISR, B TEVE T A 7 BB R AT R 1) 8 AR AR A BRI L )
MIT-LL 7£: 2013 fEFF R T i i) H F5 137 5L A (GOSMR), SR G524 FIAT A P ST o8 L RA AR
AT R, TIA AL G By R AT FAR DY, Sl R AL G T <BLas 52 17 B HUAL DX, Refs SCRE I P BRI AT S 24 1)
SR e, 78 LRGN B MIT-LL 34 FH /747 44 55503 5 CASCADE (cyber adversarial scenario modeler and
artificial intelligence decision engine) K331, CASCADE A PN e 512, — > 6 ST R e o W] -4 AT RER I
GIE, T3 — AT VP R SRR O, I Y P R AR, &SSP B 2014 4F, /R 2% Limerick K%
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Gleeson % N\ POE PNAS L4 H T 78 2k 9 4445 B LT A0AT g 28 oA, T8l oof 422 56 2 190 408 v 1 S R Bl FR) FE AR v
BURHIHEAT 05 22, T LLEE B TAR 28 A8 I R (Cn A8 At (8] PR B DR A T 5 1) R 40 AR ). A B 43 AT By b B A,
AT JE At AR, BT LADR 43 FH P 9 e A2 B T R A A ) 4% 1190 i 2 45 W) ol A SV A RV AR AT B3 1) S ). S8 (6] g o M K 2%
DeterLab &1 Sz#F- 4 Pk T DASH (deter agents simulating human) T F A4 &2 7045 4 Sle 07 20 S 4%
1T, BEAIAE T AL HTE (dual-process), BIACEE AT LUE i A% 4% X I8 e sl o B 18 2% SRIE 3 T — A3 1E.
DASH 3 SZHp 0 BEAS Y 38 3 0000 v] REFRIAT K S IS8 ma SR B SL B AT Sy, SRR P AR AN 78 4 B T ) B
SAH LT AR W B R AT @S, SCHEXE L AT 9 B sy U7 Beidi J DAR i FH P BT kAT S ASE, Ay ) 5%
NAT 9 SR AR A 505 AT 5237 5. DASH SCREASMSAAT 47 3, L0 SRR IO M8t T 138 2 R 1) 7 i+
o I S 0 R T 2% A )5 T HE BER B 8 SRR LB B BN A S e HE R, IO e e T ik AL
2018 4F, 2 [H TiER1 Performance Solutions ] Warwick 25 A PSIZERFFT i iR T 1540 i 28 8/ 25 10 N IR 4 PE 1 T
fE, =N Z ARSI EE FBNSAT W Z R, 54 P EUE 2 IR R R R KU (1) 22 5. 2019 4F, 35 1E
K2 Wang 25 A HE Y LI 3r 8 A A58 BOVU SR IS, AT 1t DA KA FH A S PR, 50000 A A P9 I P R A P 4
L. TR A HAS AT D AN ARG BRI A N Bl PR 200 T, % R A8 FH PR e o Qb A T B ik LK. Ol T
PR B B 1k (1) PR A, A5 T — >3 JE 1Y Dirichlet i 2 KA I = 1 ) 288 A CRORS A b st B AN L (R . ]
SRR E BN ORI RT3 B IR ST, B IR RTE R P U5 SRR B A BT sk, 3 5 H A
(ROASIR Y i 5 N 5e 3. 2019 4E, 2 CMU #/F TRERFFUITIFR T Ghost R4, ey F 2 I R e LA /3% 3 Aty
#5 i, HH R @SR AT A HER . B R RAETEE A 4 (NPC), 78 W 2% ft 55 o i it K- IR SE P, (R 2
NPC FU 58 AT A AT R, IR N AT by, R — LA 8 1 LA R B4R (AT 4, NPC 23R e 1 Y
SR, T Bk (T SY. 2020 4E, Fp E S JRVE MY K 2 X020 F 45 A T T 1 B R 1K) Web 47 115 B0y 925 Y,
REMS AT HUA Web 17 19 4047 HUAE.

AR AT N7 R R B R AR RS 1R 0 5 P AT DA B, S S P A g PRRS vhe 1 4, 30 o i AR R 5 o B
JoiE B AR E A, STRFREAR I 48 AT 1 B s 7 oK

4 MEITRABE~ IR

A LR A2 AT D 015 R R A 7 AT TR R kA i B RO R (R T S B AT SR R AT B, 5
FEoe & I Z B0 B AT AL o, R AN SCRE O A RS S8 TR T R8> AT 0B, (H
HATTFIBOT A 11, SR BLPRI58 ol R $UL 3R 355 1) R B2
4.1 =&

LT3 L P D0 2 A7 DA e ™= it 2 S EL5 1 4 DR S R G M AT (7 AR R e PR, RERE R
WA SRR 5% 102 GUBN BT PR, S Rr R K = 0T A 1. 1) 46 il sl R R G it e 14
TR G| HE, AT LA $E 8 s 18 5 P BT OB BRI S A K1 T R 2 A KR K7 S 9 4 O A R
ARG AT SR 20 S PR . SRCE B, A Ao 3 SR A Lyt ]
TR A AR A AR, SR )2 A SR K. DR [ T R s M RS | B 25 AR
Jrom AR BRI . AL daAT R D AR SR B AR A ) 2 i R A R
AP MRS B B H AT 2300 10 W 2 i AR AR e R BASE ) &, W IXTA ., S IHess) 5, B ) it

2% 1 FH TR TBORSEAR A, T LA Sy B 37 5075 36 2R A 055 R B A 0 S5 30 P 53 5 K PO 017 L S B M SR A AL
IS FRAT A0 07 AR AR G A B P REAR A . A5 TR BE S I R bR AR 5084 T A BB . 2 BUEy PRI AE, 1 TS
B PR T G A I P REAR A B L S AT BT BE vt o NIRRT 40, 190 % I P B A B A% AT 55 8 5 | A B
TERMES BT RS AR5 HASE PR (L5518 AT B 3 SR AN 0 FUESS I B AR5 18T g
FP g P e B S BRARER 32 EER A FIAT Do 01 FC AR AR T MRS B B H T 370 9 B AT 1 AR AR
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G LS 2, i IXTAL AR A K.

ST G BT 7 52 A, 1T LAKE W 2847 D 07 ARG BRI L™ 20 D4 3 s (1) Z845 7 (2) T 5™ b
(3) FUSEU S . T M i ASR G 7 SoNTRISEAL ™ o 28, 1 S0 UT IR k™ it o . B 3 45 T 24k
20T 0 07 FOAR R LR ™ R 2 RIC R, S TR R0 b, RATEA 4 BT e I 2R s, JeAiixt 3 26
77 il AL FIAS L AT EE 23 AT

BreakingPoint |
e IXIA PerfectStorm |
TrafficREWIND |
'I ZRGTT I- CyberFlood |
H B )-[: |

TrafficCenter
e -I Cyberbit H Cyberbit range |
B -I BAk H TRex |
-g SmarTIE |
é—;‘ i AR i 2 DITGBox |
E -I GL H PacketScan |
MITRE H ATT&CK |
T Skaion H Skaion #13% |
-| e Candela H LANforge FIRE |
MicroFocus H LoadRunner |
ThoughtWorks H Selenium |
XENA Networks [~ XENA vulcan |

BI3 Rk MZEAT RO 2 oy

(D) &A™

FE 2R AL S A F] . LI Cyberbit A 7] & 4is T W& AT b £ I 1 B 0. 26 R plRH
(Keysight Technologies) 2 & T Ixia 23 & [ BreakingPoint /= /i 2145 75 A B LS 9 2% 464tk <7 386 T Al Jpsi Y
FUL BNAS ORI AE RO B 2 A S RE . LR R A T8 B 1 B8N LA g . BreakingPoint 32 OSI-7 E WML, AR
L 400 ZANSEBR R IR PN, SVF F E SCRERAE I, W07 2L 4500 24> B9 M 2% 22 B0k A 28000 28
WRAE e AR TEVE SR P A8 . %A W) PerfectStorm MR 11 77 Fi 4 3 ) 7 B0 Sz bR ER B, AT A SR &
ZICRSs« NNV SSATAT P 2% 2245 4 5 TrafficREWIND LR A= 5 90 48 17 52 7 % 4,y v 1 20 S P 0038 3 kT
A B A 2 T BAUM T IXTA BreakingPoint W 5 224 MIAA# Y /5 %. i3 BreakingPointLiveAppSim H T
BN A =i, 285 B ATIP NETFlow 1255 W 45 it e 2 3. S5 18 A 23 7] FF & 1 CyberFlood £/ 2L
£ 1) R 2 B TS 1 N FH IR R A, e 24 A 5 208 IO P e 9 08 L VB K P e R i g R e A PR TR,
SCFF 15 000 2RI 5, PC S 54T 3412 B, % 54T 4466 i, i0S 47 4790 Fft. R 48R LLSCRAATIRAR ) 200
J3 TP Mkl R 4T HTTP M7 5. TR PN % R 2 LR G, B, Sk, 1288 7 55 YL i 45 A A
APSEBLAERD 700 J5AS HTTP ¥4, 32 S ARG N7 5 (TCP/UDP). I4h, Spirent TrafficCenter' ™42 {1t X 4% i &
LG T BT R AR DU R SCR AR Ak A A R e . B R AR B 2
FAHEAT I st 07 5, DA RIIR 45 18 1) 5 R, nT g AT 2R AR AT FH B AR A R 4 b, IR 4R W
BRI PSR AR LA B Cyberbit 28 7] TF & B — AN M 45 483 Cyberbit Range A3t (i 2 2 i 4% RE g 507 3
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A 25 00 AR TS SRR B, W AR R IR Web SIS, DA AR ARSI 9 e R ) ¢
VUGB TR, B 2 v ST SRR B A e, 9 45 0 A3 9 4048k v 30 HE DA 36 [ SR AR 4 D 1
Cyberflood Virtual £%1, 3% E &AL 2 7 IXIA ) BreakPoint VE 41 4 A& 1 UL IR B 2. H T R4 I3
Ve T4 E 24y 2 L P 280 0 S R AT R HDLRE e B R A 3, & R A B A e T e A, e A 3 i 2 P e
TR 4% KVM RERGIREE, K SR 2L (0 3 SOl FH AR IR 45 4% KVM UG EREE, i 2 R R 77K,

B 388 52 6 5 () D) 8 A AP ZLEG TR 65 SR A 0 2 B R F K T oK, WIFFUIF & T SRR brik B SHE HE AT 2
LEW AT &, FEM S A NABEFR . BTG AR PEIRUE e AR G0 ATk s D3R A3 B, 7= 2B J K
AL R 2 Bk as, ST 0 4% 2 47K T~ AE S8 AT 4 07 B 5 1), SRR AL R 17 KRS 22 Y5t ) 0% 0 A0 28 A AR 12,
T AL 3T 4k ECEL B R I AT S B, S8 B sk 45 3 S L T AR SRR, S T a8 B ST St s A R A P
P 2% 475 2L, L 451 5 B BT SR R R PO PR LTS S AU SR AR T O 7 2, I A A AT R
ARG Tims. Pt Tl a i,

(2) R L

AT S 0 B i E A RFA FY TRex KA NM2 A 7] SmarTIE Al DITGBox. GL 2 (1)
PacketScan JHRHA 7 ) TRex & 3L Intel dpdk JF & [ TR 4 A2 4%, 4R A RS RITCIR AR R A K, SCFE
Ak BRI e A4 [0 0 S B R S AR AR, SRR A ST RE YR T R R T LUIA 1) 200 Gb/s. i I Ay 447
Python #H. YAML MBSO 7 X FRECE M SRR, B0t HE XRE, FEA T8l 5l
AR RFC2544 AHIGIRA. kAP RS T BUEAC S i gm A e 4%, 7= AR i A RE IR R K% 3. B RA
NM2 24w $244E SmarTIE"” 1 DITGBox!"" W il K MR 53 24 4R 25, &5 & T sl R slER, A X 4% L flt e it % 1L
R AT PR RE AN 2 A E DA A AR — A, SR B N A U DRSS R TR S I B R A, NN
FRACPERE TR, A5 3—7 J2 4% QoS AT QoE YHIMI. RFC 3 A IR 45 ¥ 45 I5 F1 IR, P IR 45 2% 1 A B 1ot i
Ak 100 Gb/s. CREERE T T K EA4F (DPDK), kb N 1 2 3 S A B S R, W T AZ B/ B8 B 5 IE.
GL 7> 7 [f) PacketScan' " LEL 45X TP 4% | (¥ SE 5 5 RIS Al BRI BE ), v %0 A AcsE 1P
28 1SR 0 A B 15 3515 5 AR, JLT BT 1 VoIP. T WS &4 2 i 4 ] A SR I E A, 2 kF
TER ) 52 AR M (RTP) A58 L IRXS 2000 AN JF i & PF I AT 5 4%, 76800 RTP {5 42 5000 NIk i
TITY, BE A4 2N 1 Gb/s E10 Gbys.

P9 09 S L R T L s B S BHARTT A R 1) XPROL JERI(E 1M 48 A H ) DarYu 7= .
XPRO 7= i B SCRAE T T GO R T 5 et AT A4 L2-L7 DDoS F N R B 5%, DarYu 3000 7= 5%
fit OS12-7 Z WpLErt BEIR, SCRFISHUBLE By AR #e iS5 BRI HTTP 253 AR, Sk SRR 12 4> 400GE i I,
REHIACHE T AT ZAHELGLIE, T R .

(3) T SC I B

BB 2L T 3 R B ek AN A F) AR, 25 MITRE A F32H 10 ATT & CRUPE—AN i R %A il A=
JAERBCEAT A R PR, BN YRS B RE 0 A 55 . APT 1G4 AT UM B SO B A5 Ak A
WAGUHHBEMNG . NMEEH FTIRR . BRFRE S ANS T 50 1 B8, ATT & CK AESL R L /b,
J 1 Skaion 2y 7] 7y Skaino P 2% $IL37 HE (X RIS A7 55 I 48 S 37 32 S5 RO PR AR R DR A2 0 SR 4%, 41 it o i
2 N FHTRE 005 BN R T R 48 11405 2, T A2 A 3 100 Gb/s S2INARAS TR B, SRS B 00 AL s e . b ey
LT ISRy 413 S BN S 0 248 37 5030 AT 40 W6 Ui, Candela 4R 73 7 ) LANforge FIRE"*/r] 4= jig fil 4%
W 27 J2 R4 i (AT TCZ PRS0, FH T 2E R IR 0 2% L B et i 02k, RIINHR 5 & 28 S St RAE, SCRr sz by
WA IR TCP 38z, W% Web I[R458%. VOIP WG, Bl kBl Sk I iy 28 25 25 2 M 4% 21 1 A= it & 7 3 0F
SCEE IPv4 FlI IPv6. STHF1 LR 48 W3, MicroFocus 2 ) i) LoadRunner' V& — i 22 8e47 4 R BE 4 £ 4800
IR T, WA S bR - B AT 9, AR 55V RS A e ok, SCRFI S PG 3, 52 ORI AR, B AT
N AR B , SRR RE IR, SR SRR 3 AR BE AN DU BE IR, ThoughtWorks 23 7] ] Selenium 7= 5 V%)
K H Javascript B ERIEA PRI FE, ARG A DRREE . SATIRFIC S MR 45 . 8 i Al B s P 4, (.
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FEE O AR NSCE S FEASR A R AR SRS, HER Web NIRRT A g4k, =22
T Web it . Selenium 3% il [R18C7 = sz TR AT SE AT B, T 52 2% 1) 12 4 LA 1 B8 0717 B, XENA
Vulcan”" 2 Xena Networks JT 42 175 Mk it A2 B g A0 A A, A8 99052 SCRITAT [ 52 SRR A R 152 T8 45 Foft 1o FH RS
BRI S B i, SRR A A IR 47 JZ LUK, 285 W7 K05, A HebL, 6 b o, NAT B 4%, /R,
SIS, BT A AP S bR B IR L. S PERE VulcanBay SCREINNA S 51 40GE [ M 26 751028, ft iy
2400 Jj IR DL 700 JTJF K HTTP SH4544.

L A0 R A I P J2 b 45 9 U [0 R S 45 222 A U 7 LA, 993 2 20k 0 B0, 137 4%, 16 dik s R DA
S APT 258 k3 5e 2 a0k, 1o H ai il (e 25 7 | 5% 2 BE0M Ik i P 9T (e s S T X 2847 0 1 B, SR
A (1 N7 FETAB AR 126 0 W 4% 22 A RE AR P2, 3 3 A S FF HTTP, FTP, SIP, DNS 45 /b4 W FH B i3k AR 55 86 frg 2 o
R, I 245 WM SCTE o P AT, B P 2l 1) B, AN SRR 2RI 3 e AR, T iSOk f T Bt e
il

gy BIRFE A HT, B AR SR BT TR EAT 58 5% I B AR R FR S, AR SR 07 B R B R
AFAEAS AR, R e A A SR T 1) B AR 1A T S A B
42 FiEF~&

T SR PR TR B T B8 23 e 40, mT LICKs 9 44T A 1 B0 RO T 2L 43 5 S5 2 T LRIy Seim g 5 T AL JF
PR T CATS e 500 32, B Sei 07 5 DURE A DUk 3. B 4 45 0 T TR T4 i

TCPOpera
TCPRelay
TCPCopy
Iperf
Netperf

TCP

-| TCP/UDP |-

S,

=z =
=B 9
o] =X =
es] 1 1 3

H  multicast || MTools
TGEN
Ostinato
{%& R DIG]
GoRelay | H NetSpec|
BoNeSi

4 JRETHANN

(1) B SR E7= 5

TCP WSt 2 5 W WA i), k2 Fh TCPivo. TCPOpera. TCPRelay. TCPCopy T T H & 730 #
TCP WM fH2E B, TCPivo TR L VSIS B 7 BAAS WL L HE i PCAP SCAE, At vt [ ) P P A A o5 I i) ek
K6 R, LRSI 4 ] G I, S RERE AR SO AT R by 25 LASR TR G 3R . TCPOpera R T H 7 BANRSCH 3¢
PEREMS FHT O TCP I M6 2 F 1 (TCP 12 FH1 Web X 43 ). TCPOpera IR 3T H 3G S B F4E 1 45 145
R, AR BE TR AL A B B O 48 S PR, BB A Y 4% A 1 O AT, T AN 2 B KRR B R S I )RR T
TCPOpera | FI M. 1) 26 A2 7 BRAN [ 9 X 2908, oF it 18] AR 57> - AN 2% F&. TCPOpera 1] LLFIF 2 AN 45 fikil— 41
2P i L TSI R 45 A PR AS L R, AL A P o i ) 4 R A A R A IR R 9 4 3. TCPRelay™ & £
GNUv3 FIFJRIN LB &M, BT UNIX 5203 Cygwin (1) WIN32 48 G 8501 BEER B0 9 S, K
TR BRSS9 2, SRR 2-4 R I S S5 SR I T A0 ) % sl 2 A (RS HeL . B el
A Bk, IDS. IPS &), SCRFEL R AU R P20, TCPReplay R B8 K i, V180 1P bk
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MAC Huhit, 3% P TG 433052, TCPRelay 9 H &6 W 458 B8 43047 AR, FEANBENEIE BN S5, I EAS
S BERILAEAN S REA DRI, e bonf N FH 2 RS S HE. TCPCopy™ & M 5 24w JF & [ —Fh 3L+ TCP {4
WREH TR, TUIBALRESAZMIR R Eh &. BENH TS ) 5B &R 4, URS &%, Nginx hmux B}
WERYE, B T LAk IR Z 8. AL TR B2 72 N 45 KB A 7. TCPCopy KA T C/S 424,
& P IS AT EAE e IR 4598 T, FH SR SR AT S i sk Bt 60, IR 55-om (WEWr sy 1124 36 524) 14T 7E A HLAS L,
WA T 55245 V4 0 70, 25 20 2 T AR R 45 448 Py o 7, e ok 2% 7= i 1 I 453 R F¥) TCP 3 422 4% 356 Ty 1
[ TCP F1 IP k{5 B4R % /' i, LASE A TCP 22 H.

£ XF TCP #1 UDP WS I 47 3L T B R SR, HETC A B BUA, ML H Iperf. Netperfs NTools. KUTE
A5 A4 (7 BT L Iperf™ /N ik 9 4% 25 B VAL 0] 190 4% P B 1 T L. Iperf A AR % K TCP A1 UDP 5 5%
PERE, B 2 M SE0M UDP R, o7 DUARYE 5 2208, T DU e« GE IR BL3h i % 2K Iperf SR C/S 4
PEAER, SRR ARSI ZB0h. DXL B S5, SCRFEE DL Netperf™ L& — 7l 28 M AE (10 & T2, 5 30416 3L+
TCP 8 UDP HI{& 4. Netperf CFr#b B H P45 4 (bulk data transfer) # s fliE K /M2 (request/response) 15 2.
Netperf M5 H T S L& — N RG A0S LL 2 P BE ) 53 b — ARG IR EHE, LR RS — D REGEREE UL 2
PRIV B . Netperf T LA client/server J7 3\ TAE. 1 Je i r — M flES:, (L3 NN E 1IE 2, LA
JR I 4 Ty A5 S B A N7 i P T — ARG Bz, R R R 1 i AR5, AR 199 4% [ 14 . NTools™)
& Linux V& FHTREL S 28 5 TR, v T AR B, GEIR AR )55 M 4 3 05HE
P, SCRAT AR UDP A TCP i, LUK E I 7 A AE T I LUK W32 1R 05 20, SCRFRCE g 1. TP Hohik. GRS
FEZF VLAN thills SCHERAN A PR E e BLF IR Blahi5etE, SCRIESNZS TCP i EX N4 (A
FF I B HEA T VPG SR I 40 075 P 0 6. KUTES U — AN s MR BB Linux A% 2L UDP & 51 5. 163 F P B
AR AT, A4 B 2 R PE AR R &R, O MR A s 242 - 25 REEAT, BT B N Scyisk 7308
0, T i Tk UK ER . KUTE SR PR SR =X, 7 326 o R A st 48 AT LA B0 RS v b 221 1 6L A% 1)
I TR AR C/S ZERA RS, PP P SR FH /6 ) I 2802k ki) AFVBL R 6 6.

LEA T 5HA U Ostinato. TGEN. D-ITG. NetSpec. NPing £ 1 5 WL A% 5 2 A1 0 28 J2 (K 0 S0 AE Aleasi =,
LA P03 PP, A AL 2 i 0 2% DR 75 3K . Ostinato™ L — AN JFURES 1 £ I 4640 A2 Jl s A 40 T L, Tt 2100
1 B AL S G B L1-L5 220 WARHE PRI, SCRes e i, I R R L. F 48 il e B F2 R 4 il -7 &
MIPAT. SCFEBEHLS BB, TGENPE: — AN LT C 1 5 TP R MR AR Bk AE, F P Al L B 3 B 2E S 5
AL, WP JFRES), SCREE 2R v A si=. F P 8 5 4 5 AH 5 87 5L 1) Python BIASAE B graphml SCA#F, 1
29 TGEN WC &S8O0, H T4 i i AR e, BoR BRI RAT S IR a5 24 AT L, SCRFH W 250,
SCHEEH L A . TT VR M 48 R4 2% Shadow ] TGEN HEAT W 44 i B 4540, JT U5 vE 20 b Mk s 3 T A
OnionPerf Tl TGEN W42 TFU5 R 2 3% th 2% Tor 1 BE. D-ITGE T m] 75 B 60— ZOR i 2 18 70 58 1) IS A A4
1, SLHF IPv4 FI IPv6 i, A48 2 AL Z M 2. SCRE 2 e R 4. A sl 72 00 4 50d
I TSP (traffic specification protocol) i £ HR e FE #1Hl, B T Ath it i e a2/ MOty l ok TSP i 1 A7 Sz R4 i
B AL Ik R Ay PO 8% Y 3% iy FH B ST (R A R I R Ty A [ PR 4 s o Ak, 9 gy e A i FH A ST R 2R R 2 S O R 1R Y
L83, NetSpec PO 36 [ G N T K28 22 5 WK, T ACTS ATM Internetwork (AAT) 1 H . SR HIATE 75 52 FF
M 5E X2 R 2888, NetSpee XIFZBIERF TG, KRR Z MK, ZFFED). s T, k4
RERZBWTEOUT, v EIL S5, SR T RIEas Iogr 4 gt 2 i FRm o oy 47 IACHC & . B AL S 72 o0
RIEF A E A A RS s iR 2490 SCRF B s ) TCP, UDP, ICMP Hil ARP 4 3CAE L, % ARP K
By dos Mrii. B HHABEE. B K EEHELT TR, Nmap F1BATF A (¥ NPing™ " r] 4 g 242 R0 28 4, 0 3 3 B 00
Wi S8 P T 14 T B, 32 B 0 A4 SRR E 52 XK TCP, UDP, ICMP FiT ARP #} 3 AR i S22 Hbs EHLS £ H bR 115
SCRFCAK R A . SCRF IPve WML 7 ERTE T2 °F &, SCRLUKM . TCP. UDP. ICMP. ARP. IPv6 %%
PG T A E A, B KRR, AN B AR 8 RN S . A AT 1R 5 it/ IR 45 it AR, T8
AT AR B SEIL R % e SR E AR RO
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R ST BT L. MTools P2 — A iad 0 e DA 000 0% 50006 2 S 11 B0 35 L S22 0 2302 B 428 50406 >k 4 BT
M PERER TR, Fl 1251 UDP B I ALERIE, 3847 T Linux F5E, KA AT, Tl L i 4T 28000 E

AR AT, B e T 2O B AR BN RUMAZLRR AL, SR )5 K% UDP R 3C. TR HE b v Bdi .

(2) B SR B = i

2 AR LB S H Web WU HT 507 B GEIST 42 Intel 23 ) PR A Web iR 45 23 E TR T &, 8175
Linux “F &, SCRF Web AR, KA B 30 #4 B ST 8 0 S B0 8. ORI A BB il s (Rl 0 A F P ok
TN ) B S (TN == | 5 B (T 2 e T R VL (= iy e Lz SN DAV 5 T N =1 = BN R W ST
ApacheBench” &t — ANt Apache HTTP [t 45 %% 3E47 F J7 A0 T2, A -F-I3R Web Ji 45 2 1E g, RIIR 55w B 4F
Ae AR BRI SR EL. SR Ay 24T S 5000 B AN R s AT i G AR 22 1 9 e U [ 4R AR, AEHL 2 AN ) 2 [R] B o)
— URL k34715 ). SR 9 R BB, DRI b Db 0T 2 A\ B 1) GoReplay!™ e —ANJFU5t (0 199 4 i s T 1L,
FHTRAESR B ML &, SRAE R T T 8% . SR B 40 20 Mt IR 4% A2 H Golang 65 w5,
SCRF hitp SIS, SCRFRE R TBOR, i/, St BRI L R A 2 s A7 R RO R, SR T HE RS, SCRE
TCP &G REFFI T Y, SCHREIEHIPI L, Fe 9 TFIAE X AN SCRE HTTP Yhidl, B s & 4 T Thrift A1 Proto-
colBuffers 257 I 45 3L, W% 2 4 B I T ) BLAF 21 961 BoNeSiP*H&— > DDoS 18 ) 4 44 B 400 2, 7847 £kl
RIRIAET N AR A B M4 . Al 2E 5 & ICMP, UDP 1 TCP (HTTP) Fril itk B i i, S50n & 4
RIGHCE . YERE T T, 7F— & AMD Opteron with 2 GHz [FHL#E N RFFDAE Bz 30 0 T i& 150 000 4.

Zx LRIk, JRUE k76 TCP UDP F1 HTTP W3R 5t 07 07 LR AT SO SRR &R, (R TR N H 2 il
J3 T Z BRI (R AR SR, T8 T S BB AR R ) RIS AEAS A, RIREME LA SCRFIT 0 R P AT 5 2.

5 MEITAMELRRRE

FE 0 1) P9 AMIF TSR RN b, ARAT ST 5 Th TS S A g

(1) Wi S B

T LA 55 2 | IR B 2, i s O B4 Do i e LS 5N 2T B, REE A it U ¥ 3 9 5 O s b <4y
ANE I ). [ B B K 2 B0 S S 06 B H AT AR = X B P AT R B A SR B P R PR AT O 5
B, TS AT R o 2 AR NS Bh AT A A K T A S50 R AR LTSRN B R N84T, SRI A
BN K 2R 2 5 AT B AT IR 2015 4R AR RISz ie i i PR,

1) 458 A AT A2 T 1T 45Uk, B30l A T4 GG 2 A i, LASCREIT A i s AT S i FR R0, AT SR
AfEAME. SRR M SRR UL RS SE (WIEE T B R0, B A AR AL B 3K Y 4% Y
FAAT 9, W B A B I P AT B, SE R T R T R . ARG . SRS, dRikE ) B4R, 3L
FEECR T G ANAE £ 2% 3], SO P AT A BE R SRR [ I B 3.

2) FBHRIURRAE: N 1%53 ))& TR AR B ) PR TLAb S (A R A0 G R LY (K 45, W] BB 23 v A\ B —A
DU 0 S 451 L4 P B S £

3) FRBEAT N LA NZ T R T E R SRR N N2 80 S 0. 75 A 2 T SR A ORI 2 A IR
(1 BE LA R ABATT S R G IAS L. NAZSRAE T H R 0N TG4 3R (0 N B e 4 g NRAT WAL, T ) 8
R

4) SRR RAE B S e ) W A R S AL 1 S5, A G850 UE (1 07 AN L LAF IR G RAEMA G
FERGEZ MBI 028 ATy, PRIAT 0 28 F 75 2ok HE W IX 2648

(2) B S 3L

A G 11 19 45 S B AST AU 7 V08 R N 0 VA ) R SC 3 B s I ) SR AR B, X ey v LA VL A AR
Gy TR B MR AL, AR 1% LI AT A A AT AE T A B U, 5 2 %) 42 % D) 468 3 S I 07 SRR A - B, M DA ASTHD
TR 5 PSRRI S0 EL IR AT A R AIE. T St B 0 B T L o T 1) P9 8% 52 4% 0k 1) P e U Ak, A
32 I 2% 9 4% 5 R 1) D 2 37 A5, SRR S 07 0 5 A B BRI RIS PR AR 1 8¢ 18 PR B DO FR A ),

© PEBEBPHIFST  hip:/www, jos. org. cn



292 HAFFIR 2022 5% 33 55 1 &

1) 22 0 AR R BSOS v, B A AN IR AR s B, I ELHE DA Sh 2SR, T AR AT O AR R Y
FEPELE, (B SR A BR. AR TR ZE FU IR AL I A ML, RS SCREAN R S5 4008 218 10 I AR 414, Wh 2 AN )
A7 LS G R 2 0] I L R SR 1 2 e

2) AU S W T 1) KRS K HDUATL B 0L 25 285 0 4% 17 J0°F 65 BI5GB FU LY S U e S £
TS NG HEAE S, A AN [ e D0 B 1) 7 St k), 0 3ot g M B 80 S X i JUUM LB 5 4 T AR B 2% 1
PN, STREHUASE 1 I 5 1) P90 288 i 17 L.

3) AR EL: H AT SAT A B B 1 P 2 s A RARFE N T B M REL, R 8 A iy B, i 2 55 2
BRI 1) 44 T L 7. AR T8 BRI FUIE T N 38 BE 119 U & 20 SR R RO D7 vk, 4 o 0 1) ot R i Ui 22 E B
A BT B B A A T 28 0 1 I P R SRR, AN T T I I N 114 7 6 2R

(3) IBATHEAL

FI AT 9 AR S BT FLIGAIE - & 2R T TIA I B 7 20 5 A8, M 4507 SLd PR ik s U1, 7 2L
T FEECE (R, SET G IRER R, WS B RE B M . nT R MR, LGRS EE R PRI R
1) LI P AT A REAE .

1) B33 56 AL H AT Hi 2L i I8 AT AE 40 TAE RIS S 3T T3 R IARe ), (R R TARRME R,
FTHETHBEMLAL 2505 ) TAE S 5 R0 ELIPE I 37 5 PR ALURE B2 B 9 1) i) .

2) W& LA WHESL: H ATIS /TR 2T TRCE KB INL. BRI 4 IR 5T S50, 1 1) KR 2 5 1
JERNLECA B IRAEE, R T O B 2 A0 AT HEAESE, SCIRAeH . Dhfe, WA R TEA A 5ECE, S AZ)
I3 Z30E . 84T IR R, B0 BN TF TR B RUAR, $E 0 KR EL I 9 37 B 1 ST LR

3) B REAIZATHESE: H RS AT HESR I (R 2l (0 0 B EE, Bles Io 26 i e 53 8 B R ik, ok i B T o 4
Aetb B2 R IS ATHE SR, SER AT G N AT T LRI R . RGBT HIEARAL, EEARam 0
oo A RIGEAT A, W7 IR EE NS4 7 B R AAT 0, SIS IT AR,

References:

[1] China Netcom. Full text of “National cyberspace security strategy”. 2016 (in Chinese). http://www.cac.gov.cn/2016-12/27/c_1120195926.
htm

[2] Fang BX, Jia Y, Li AP, Zhang WZ. Cyber Ranges: State-of-the-art and research challenges. Journal of Cyber Security, 2016, 1(3): 1-9
[doi: 10.19363/j.cnki.cn10-1380/tn.2016.03.001]

[3] Group standard of China cyberspace emerging technology Security Innovation Forum. 2021 (in Chinese). https://www.ccsia.com.cn/

[4] Damodaran SK, Couretas JM. Cyber modeling & simulation for cyber-range events. In: Proc. of the Conf. on Summer Computer
Simulation. San Diego: Society for Computer Simulation International, 2015. 1-8.

[5] Erazo MA, Liu J. Leveraging symbiotic relationship between simulation and emulation for scalable network experimentation. In: Proc. of
the 1st ACM SIGSIM Conf. on Principles of Advanced Discrete Simulation. New York: ACM, 2013. 79-90. [doi: 10.1145/2486092.
2486103]

[6] Erazo MA, Rong R, Liu J. Symbiotic network simulation and emulation. ACM Trans. on Modeling and Computer Simulation, 2015,
26(1): 1-25. [doi: 10.1145/2717308]

[7] Spirent Communications, sprient. Operational impact of cyber range elements, simulations and realism white paper. 2014. https:/www.
spirent.com/~/media/white%20papers/broadband/pab/cyber_range whitepaper

[8] Schatzmann J, Young S. The hidden agenda user simulation model. IEEE Trans. on Audio, Speech, and Language Processing, 2009,
17(4): 733=747. [doi: 10.1109/TASL.2008.2012071]

[9] Sanaga P, Duerig J, Ricci R, Lepreau J. Modeling and emulation of internet paths. In: Proc. of the 6th USENIX Symp. on Networked
Systems Design and Implementation. Boston: USENIX Association, 2009. 199-212.

[10] Miyachi T, Miwa S, Shinoda Y. XBurner: A XENebula-based native traffic-generation platform. In: Proc. of the Int’l Conf. on Testbeds
and Research Infrastructures. Berlin: Springe, 2010. 629—631. [doi: 10.1007/978-3-642-17851-1_62]

[11] Van Vorst N, Erazo MA, Liu J. PrimoGENI: Integrating real-time network simulation and emulation in GENI. In: Proc. of the 2011 IEEE
Workshop on Principles of Advanced and Distributed Simulation. Nice: IEEE 2011. 1-9. [doi: 10.1109/PADS.2011.5936747]

[12] Cao LJ, Bu XY, Fahmy S, Cao SY. Towards high fidelity network emulation. In: Proc. of the 26th Int’l Conf. Computer Communication

© TEBREEEEIEDT  htp/ www. jos. org. cn


http://www.cac.gov.cn/2016-12/27/c_1120195926.htm
http://www.cac.gov.cn/2016-12/27/c_1120195926.htm
https://doi.org/10.19363/j.cnki.cn10-1380/tn.2016.03.001
https://doi.org/10.19363/j.cnki.cn10-1380/tn.2016.03.001
https://doi.org/10.19363/j.cnki.cn10-1380/tn.2016.03.001
https://www.ccsia.com.cn/
http://dx.doi.org/10.1145/2486092.2486103]
http://dx.doi.org/10.1145/2486092.2486103]
https://doi.org/10.1145/2717308
https://www.spirent.com/~/media/white%20papers/broadband/pab/cyber_range_whitepaper
https://www.spirent.com/~/media/white%20papers/broadband/pab/cyber_range_whitepaper
https://doi.org/10.1109/TASL.2008.2012071
http://dx.doi.org/10.1007/978-3-642-17851-1_62]
http://dx.doi.org/10.1109/PADS.2011.5936747]
http://www.cac.gov.cn/2016-12/27/c_1120195926.htm
http://www.cac.gov.cn/2016-12/27/c_1120195926.htm
https://doi.org/10.19363/j.cnki.cn10-1380/tn.2016.03.001
https://doi.org/10.19363/j.cnki.cn10-1380/tn.2016.03.001
https://doi.org/10.19363/j.cnki.cn10-1380/tn.2016.03.001
https://www.ccsia.com.cn/
http://dx.doi.org/10.1145/2486092.2486103]
http://dx.doi.org/10.1145/2486092.2486103]
https://doi.org/10.1145/2717308
https://www.spirent.com/~/media/white%20papers/broadband/pab/cyber_range_whitepaper
https://www.spirent.com/~/media/white%20papers/broadband/pab/cyber_range_whitepaper
https://doi.org/10.1109/TASL.2008.2012071
http://dx.doi.org/10.1007/978-3-642-17851-1_62]
http://dx.doi.org/10.1109/PADS.2011.5936747]

Frkdh & MAAT A5 A vz 293

and Networks (ICCCN). Vancouver: IEEE, 2017. 1-11. [doi: 10.1109/ICCCN.2017.8038453]

[13] Wu XL, Yang Q, Liu X, Jin D, Lee CW. A hardware-in-the-loop emulation testbed for high fidelity and reproducible network
experiments. In: Proc. of the 2017 Winter Simulation Conf. Las Vegas: IEEE, 2017. 408—418. [doi: 10.1109/WSC.2017.8247803]

[14] Pastor A, Mozo A, Lopez DR, Folgueira J, Kapodistria A. The Mouseworld, a security traffic analysis lab based on NFV/SDN. In: Proc.
of the 13th Int’] Conf. on Availability, Reliability and Security. New York: ACM, 2018. 1-6. [doi: 10.1145/3230833.3233283]

[15] Laboratory UNR. Networks and communication systems branch. https://github.com/USNavalResearchLaboratory/mgen

[16] Ahrenholz J. Comparison of CORE network emulation platforms. In: Proc. of the 2010-Milcom 2010 Military Communications Conf.
San Jose: IEEE, 2010. 166—171. [doi: 10.1109/MILCOM.2010.5680218]

[17] Braje TM. Advanced tools for cyber ranges. Lincoln Laboratory Journal, 2016, 22(1): 24-32.

[18] Detken KO, Oberle A, Kuntze N, Eren E. Simulation environment for mobile virtualized security appliances. In: Proc. of the 1st IEEE Int’
1 Symp. on Wireless Systems (IDAACS-SWS). Offenburg: IEEE, 2012. 113-118. [doi: 10.1109/IDAACS-SWS.2012.6377646].

[19] Cémara D, Tazaki H, Mancini E, Turletti T, Dabbous W, Lacage M. DCE: Test the real code of your protocols and applications over
simulated networks. IEEE Communications Magazine, 2014, 52(3): 104-110. [doi: 10.1109/MCOM.2014.6766093]

[20] Momeni B, Kharrazi M. Partov: A network simulation and emulation tool. Journal of Simulation, 2016, 10(4): 237-250. [doi: 10.1057/jos.
2014.22]

[21] Mirkovic J, Bartlett G, Blythe J. DEW: Distributed experiment workflows. In: Proc. of thel 1th USENIX Workshop on Cyber Security
Experimentation and Test. Baltimore, 2018.

[22] Wang S, Zhu F, Yao YP, Tang WJ, Xiao YH. Container-based automatic packaging technology for complex system simulation
application. Journal of System Simulation, 2020, 32(11): 2199-2207 (in Chinese with English abstract). [doi: 10.16182/j.issn1004731x.
j0ss.20-fz0423]

[23] Liu B, Wang BS, Deng WP. Containerized workflow framework supporting elastic scaling in cloud environment. Computer Engineering,
2019, 45(3): 7-13 (in Chinese with English abstract). [doi: 10.19678/j.issn.1000-3428.0049811]

[24] Ji YF, Zhang GM, Xing CY. Research on local deployment and scheduling problem of user behavior simulation. Information Techology
and Network Security, 2020, 39(1): 78-82 (in Chinese with English abstract). [doi: 10.19358/j.issn.2096-5133.2020.01.015]

[25] Faber T. DETER testbed for security experimentation. ACSAC keynote speech, 2007.

[26] Haglich P, Grimshaw R, Wilder S, Nodine M, Lyles B. Cyber scientific test language. In: Proc. of the Int’] Semantic Web Conf. Bonn:
Springer, 2011. 97—111. [doi: 10.1007/978-3-642-25093-4 7]

[27] Tanasache FD, Sorella M, Bonomi S, Rapone R, Meacci D. Building an emulation environment for cyber security analyses of complex
networked systems. In: Proc. of the 20th Int’l Conf. on Distributed Computing and Networking. New York: ACM, 2019. 203-212. [doi:
10.1145/3288599.3288618]

[28] Cheng Y C, Hélzle U, Cardwell N, Savage S, Voelker GM. Monkey see, monkey do: A tool for TCP tracing and replaying. In: Proc. of
the Annual Conf. on USENIX Annual Technical Conf. Boston: USENIX Association, 2004. 7.

[29] Netravali R, Sivaraman A, Das S, Goyal A, Winstein K, Mickens J, Balakrishnan H. Mahimahi: Accurate record-and-replay for HTTP.
In: Proc. of the 2015 USENIX Annual Technical Conf. Santa Clara: USENIX Association, 2015. 417-429.

[30] Durumeric Z, Adrian D, Mirian A, Bailey M, Halderman JA. A search engine backed by internet-wide scanning. In: Proc. of the 22nd
ACM SIGSAC Conf. on Computer and Communications Security. New York: ACM, 2015. 542-553. [doi: 10.1145/2810103.2813703]

[31] Huang N, Liu Y, Wang XF. User behavior emulation technology based on interactive traffic replay. Computer Engineering, 2021, 47(10):
103-110 (in Chinese with English abstract).

[32] Sommers J. jsommers/harpoon. Github. https://github.com/jsommers/harpoon

[33] Weigle MC, Adurthi P, Hernandez-Campos F, Jeffay K, Smith FD. Tmix: A tool for generating realistic TCP application workloads in
NS-2. ACM SIGCOMM Computer Communication Review, 2006, 36(3): 65-76. [doi: 10.1145/1140086.1140094]

[34] Vishwanath KV, Vahdat A. Realistic and responsive network traffic generation. In: Proc. of the 2006 Conf. on Applications, Technologies,
Architectures, and Protocols for Computer Communications. New York: ACM, 2006. 111-122. [doi: 10.1145/1159913.1159928]

[35] Khayari R E A, Rucker M, Lehmann A, Musovic A. ParaSynTG: A parameterized synthetic trace generator for representation of WWW
traffic. In: Proc. of the 2008 Int’l Symp. on Performance Evaluation of Computer and Telecommunication Systems. Edinburgh: IEEE,
2008. 317-323.

[36] Kolesnikov A. UniLoG: A unified load generation tool. In: Int’l GI/ITG Conf. on Measurement, Modelling, and Evaluation of Computing
Systems and Dependability and Fault Tolerance. Kaiserslautern: Springer, 2012. 253-257. [doi: 10.1007/978-3-642-28540-0_21]

[37] Chu WB, Guan XH, Cai ZM, Tao J. System and method for real-time volume control in reproducing network scenario. Chinese Journal
of Computers, 2012, 35(7): 1485-1497 (in Chinese with English abstract). [doi: 10.3724/SP.J.1016.2012.01485]

© TEBREEEEIEDT  htp/ www. jos. org. cn


http://dx.doi.org/10.1109/ICCCN.2017.8038453]
http://dx.doi.org/10.1109/WSC.2017.8247803]
http://dx.doi.org/10.1145/3230833.3233283]
https://github.com/USNavalResearchLaboratory/mgen
http://dx.doi.org/10.1109/MILCOM.2010.5680218]
http://dx.doi.org/10.1109/IDAACS-SWS.2012.6377646]
https://doi.org/10.1109/MCOM.2014.6766093
https://doi.org/10.1057/jos.2014.22
https://doi.org/10.1057/jos.2014.22
https://doi.org/10.16182/j.issn1004731x.joss.20-fz0423
https://doi.org/10.16182/j.issn1004731x.joss.20-fz0423
https://doi.org/10.19678/j.issn.1000-3428.0049811
https://doi.org/10.19358/j.issn.2096-5133.2020.01.015
http://dx.doi.org/10.1007/978-3-642-25093-4_7]
http://dx.doi.org/10.1145/3288599.3288618]
http://dx.doi.org/10.1145/2810103.2813703]
https://github.com/jsommers/harpoon
https://doi.org/10.1145/1140086.1140094
http://dx.doi.org/10.1145/1159913.1159928
http://dx.doi.org/10.1007/978-3-642-28540-0_21
https://doi.org/10.3724/SP.J.1016.2012.01485
http://dx.doi.org/10.1109/ICCCN.2017.8038453]
http://dx.doi.org/10.1109/WSC.2017.8247803]
http://dx.doi.org/10.1145/3230833.3233283]
https://github.com/USNavalResearchLaboratory/mgen
http://dx.doi.org/10.1109/MILCOM.2010.5680218]
http://dx.doi.org/10.1109/IDAACS-SWS.2012.6377646]
https://doi.org/10.1109/MCOM.2014.6766093
https://doi.org/10.1057/jos.2014.22
https://doi.org/10.1057/jos.2014.22
https://doi.org/10.16182/j.issn1004731x.joss.20-fz0423
https://doi.org/10.16182/j.issn1004731x.joss.20-fz0423
https://doi.org/10.19678/j.issn.1000-3428.0049811
https://doi.org/10.19358/j.issn.2096-5133.2020.01.015
http://dx.doi.org/10.1007/978-3-642-25093-4_7]
http://dx.doi.org/10.1145/3288599.3288618]
http://dx.doi.org/10.1145/2810103.2813703]
https://github.com/jsommers/harpoon
https://doi.org/10.1145/1140086.1140094
http://dx.doi.org/10.1145/1159913.1159928
http://dx.doi.org/10.1007/978-3-642-28540-0_21
https://doi.org/10.3724/SP.J.1016.2012.01485

294 HAFFIR 2022 5% 33 55 1 &

[38] LiT, Liu J. Cluster-based spatiotemporal background traffic generation for network simulation. ACM Trans. on Modeling and Computer
Simulation, 2015, 25(1): 1-25. [doi: 10.1145/2667222]

[39] Emmerich P, Gallenmiiller S, Raumer D, Wohlfart F, Carle G. MoonGen: A scriptable high-speed packet generator. In: Proc. of the 2015
Internet Measurement Conf. New York: ACM, 2015. 275-287. [doi: 10.1145/2815675.2815692]

[40] Tang JQ, Wang DB, Zou XX, Dong L, Yan JH, Zhang X, Zhi H, Zhang JH, Wu KX, Jin HL. Network flow generation method based on
data flow features. CN, 105049277A. 2015-11-11 (in Chinese).

[41] Fortner S, Xie GG. DSSR: Balancing semantics and speed requirements in packet trace replay. In: Proc. of the 2017 IEEE Int’l Conf. on
Communications. Paris: IEEE, 2017.1-6. [doi: 10.1109/ICC.2017.7997257]

[42] Tune P, Roughan M. Controlled synthesis of traffic matrices. IEEE/ACM Trans. on Networking, 2017, 25(3): 1582—-1592. [doi: 10.1109/
TNET.2016.2639066]

[43] Javali C, Revadigar G. Network Web traffic generator for cyber range exercises. In: Proc. of the 44th IEEE Conf. on Local Computer
Networks. Osnabrueck: IEEE, 2019. 308-315. [doi: 10.1109/LCN44214.2019.8990880]

[44] Bhatia S, Schmidt DA, Mohay GM, Tickle A. A framework for generating realistic traffic for distributed denial-of-service attacks and
flash events. Computers & Security, 2014, 40: 95-107. [doi: 10.1016/j.cose.2013.11.005]

[45] Rossey LM, Cunningham RK, Fried DJ, Rabek JC, Lippmann RP, Haines JW, Zissman MA. LARIAT: Lincoln adaptable real-time
information assurance testbed. In: Proc. of the IEEE Aerospace Conf. Big Sky: IEEE, 2002. 6. [doi: 10.1109/AER0.2002.1036158].

[46] Pham C, Tang D, Chinen K I, Beuran R. CyRIS: A cyber range instantiation system for facilitating security training. In: Proc. of the 7th
Symp. on Information and Communication Technology. New York: ACM, 2016. 251-258. [doi: 10.1145/3011077.3011087].

[47] Dobson GB, Podnar TG, Cerini AD, Osterritter LJ. Geoffrey L JO Dobson B. R-EACTR: A framework for designingrealistic cyber
warfare exercises. 2017. https://resources.sei.cmu.edu/asset_files/TechnicalReport/2017_005_001_505226.pdf

[48] Stayton E, Roque A. Data-driven multi-agent email generators. In: Proc. of the IEEE Int’l Symp. Technologies for Homeland Security
(HST). Woburn: IEEE, 2018. 1-7. [doi: 10.1109/THS.2018.8574128]

[49] Babu V, Kumar R, Nguyen HH, Nicol DM, Palani K, Reed E. Melody: Synthesized datasets for evaluating intrusion detection systems for
the smart grid. In: Proc. of the 2017 Winter Simulation Conf. Las Vegas: IEEE, 2017. 1061-1072. [doi: 10.1109/WSC.2017.8247855]

[50] Gleeson JP, Cellai D, Onnela JP, Porter MA, Reed-Tsochas F. A simple generative model of collective online behaviour. Proc. of the
National Academy of Sciences of the United States of America, 2014, 111(29): 10411-10415. [doi: 10.1073/pnas.1313895111]

[51] Mirkovic J, Benzel TV, Faber T, Braden R, Wroclawski JT, Schwab S. The DETER project: Advancing the science of cyber security
experimentation and test. In: Proc. of the 2010 IEEE Int’l Conf. Technologies for Homeland Security (HST). Waltham: IEEE, 2010. 1-7.
[doi: 10.1109/THS.2010.5655108]

[52] Mirkovic J, Fahmy S, Reiher P, Thomas RK. How to test DoS defenses. In: Proc. of the Cybersecurity Applications & Technology Conf.
for Homeland Security. Washington, DC: IEEE, 2009. 103—117. [doi: 10.1109/CATCH.2009.23]

[53] Mirkovic J, Benzel T. Teaching cybersecurity with deterLab. IEEE Security & Privacy, 2012, 10(1): 73—76. [doi: 10.1109/MSP.2012.23]

[54] Benzel T. The science of cyber security experimentation: The DETER project. In: Proc. of the 27th Annual Computer Security
Applications Conf. New York: ACM, 2011. 137-148. [doi: 10.1145/2076732.2076752]

[55] Benzel T, Braden B, Faber T, Mirkovic J, Schwab S, Sollins K, Wroclawski J. Current developments in DETER cybersecurity testbed
technology. In: Proc. of the Cybersecurity Applications & Technology Conf. for Homeland Security. Washington: IEEE, 2009. 57-70.
[doi: 10.1109/CATCH.2009.30]

[56] Wei SJ, Mirkovic J. A realistic simulation of internet-scale events. In: Proc. of the Ist Int’l Conf. on Performance Evaluation
Methodolgies and Tools. New York: ACM, 2006. 28—40. [doi: 10.1145/1190095.1190131]

[57] Schwab S, Wilson B, Ko C, Hussain A. SEER: A security experimentation EnviRonment for DETER. In: Proc. of the DETER
Community Workshop on Cyber Security Experimentation and Test on DETER Community Workshop on Cyber Security
Experimentation and Test 2007. Boston: USENIX Association, 2007. 2.

[58] Warwick W, Buchler N, Marusich L. An integrated model of human cyber behavior. In: Proc. of the Int’l Conf. on Applied Human
Factors and Ergonomics. Orlando: Springer, 2018. 290-302. [doi: 10.1007/978-3-319-94223-0 28]

[59] Wang HD, Li Y, Zeng SH, Wang G, Zhang PY, Hui P, Jin DP. Modeling spatio-temporal app usage for a large user population. In: Proc.
of the ACM on Interactive, Mobile, Wearable and Ubiquitous Technologies. New York: ACM, 2019. 1-23. [doi: 10.1145/3314414]

[60] Rob CK Patro. GHOSTS. 2020. https://github.com/cmu-sei/GHOSTS

[61] LiuHR, Zhang X, Li JJ, Wang BL. A novel collective user web behavior simulation method. Computers, Materials & Continua, 2021, 66
(3): 2539-2553. [doi: 10.32604/cmc.2021.012213]

[62] Ixia, A Keysight Business. Breakingpoint systems is now part of Ixia. Ixia, A Keysight Business. https://www.ixiacom.com/breakingpoint-

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1145/2667222
http://dx.doi.org/10.1145/2815675.2815692]
http://dx.doi.org/10.1109/ICC.2017.7997257]
https://doi.org/10.1109/TNET.2016.2639066
https://doi.org/10.1109/TNET.2016.2639066
http://dx.doi.org/10.1109/LCN44214.2019.8990880]
https://doi.org/10.1016/j.cose.2013.11.005
http://dx.doi.org/10.1109/AERO.2002.1036158]
http://dx.doi.org/10.1145/3011077.3011087]
https://resources.sei.cmu.edu/asset_files/TechnicalReport/2017_005_001_505226.pdf
https://resources.sei.cmu.edu/asset_files/TechnicalReport/2017_005_001_505226.pdf
https://resources.sei.cmu.edu/asset_files/TechnicalReport/2017_005_001_505226.pdf
http://dx.doi.org/10.1109/THS.2018.8574128]
http://dx.doi.org/10.1109/WSC.2017.8247855]
https://doi.org/10.1073/pnas.1313895111
http://dx.doi.org/10.1109/THS.2010.5655108]
http://dx.doi.org/10.1109/CATCH.2009.23]
https://doi.org/10.1109/MSP.2012.23
http://dx.doi.org/10.1145/2076732.2076752]
http://dx.doi.org/10.1109/CATCH.2009.30]
http://dx.doi.org/10.1145/1190095.1190131]
http://dx.doi.org/10.1007/978-3-319-94223-0_28
http://dx.doi.org/10.1145/3314414
https://github.com/cmu-sei/GHOSTS
https://doi.org/10.32604/cmc.2021.012213
https://www.ixiacom.com/breakingpoint-systems
https://doi.org/10.1145/2667222
http://dx.doi.org/10.1145/2815675.2815692]
http://dx.doi.org/10.1109/ICC.2017.7997257]
https://doi.org/10.1109/TNET.2016.2639066
https://doi.org/10.1109/TNET.2016.2639066
http://dx.doi.org/10.1109/LCN44214.2019.8990880]
https://doi.org/10.1016/j.cose.2013.11.005
http://dx.doi.org/10.1109/AERO.2002.1036158]
http://dx.doi.org/10.1145/3011077.3011087]
https://resources.sei.cmu.edu/asset_files/TechnicalReport/2017_005_001_505226.pdf
https://resources.sei.cmu.edu/asset_files/TechnicalReport/2017_005_001_505226.pdf
https://resources.sei.cmu.edu/asset_files/TechnicalReport/2017_005_001_505226.pdf
http://dx.doi.org/10.1109/THS.2018.8574128]
http://dx.doi.org/10.1109/WSC.2017.8247855]
https://doi.org/10.1073/pnas.1313895111
http://dx.doi.org/10.1109/THS.2010.5655108]
http://dx.doi.org/10.1109/CATCH.2009.23]
https://doi.org/10.1109/MSP.2012.23
http://dx.doi.org/10.1145/2076732.2076752]
http://dx.doi.org/10.1109/CATCH.2009.30]
http://dx.doi.org/10.1145/1190095.1190131]
http://dx.doi.org/10.1007/978-3-319-94223-0_28
http://dx.doi.org/10.1145/3314414
https://github.com/cmu-sei/GHOSTS
https://doi.org/10.32604/cmc.2021.012213
https://www.ixiacom.com/breakingpoint-systems

Frkdh & MSAT A5 A vz 295

systems

[63] Ixia, A Keysight Business. PerfectStorm. Industry ’s highest performing application and security test platform. https://www.ixiacom.
com/zh/products/perfectstorm

[64] Ixia, A Keysight Business. TrafficREWIND. https://www.ixiacom.com/products/trafficrewind

[65] Spirent Communications. Security and performance testing for app-aware solutions. https://www.spirent.com/products/security-and-
applications-performance-testing-cyberflood

[66] Spirent Communications. Network testing made easy Spirent TrafficCenter. https://www.spirent.com/products/temeva/trafficcenter

[67] Cyberbit. Cyber range. Cyberbit. https://www.cyberbit.com/solutions/cyber-range/

[68] Cisco. TRex realistic traffic generator. https:/trex-tgn.cisco.com/

[69] NM2. SmarTIE overview. https://www.nm-2.com/smartie/

[70] NM2. DITGBox overview. https://www.nm-2.com/ditgbox/

[71] GL COMMUNICATIONS INC. PacketScan™-AlI-IP analyzer. https://www.gl.com/packetscan-all-ip-packet-analyzer.html

[72] The MITRE Corporation. ATT&CK matrix for enterprise. The MITRE Corporation. https://attack.mitre.org/

[73] Skaion. Core competencies. Skaion. http://www.skaion.com/

[74] Candela Technologies. LANforge-FIRE stateful network traffic generator. http://www.candelatech.com/datasheet fire.php?gclid=
EAlalQobChMI6a6m1oLaSwIVE66WCh3sIAOfEAAYASAAEgJuTvD BwE

[75] Micro Focus. LoadRunner professional. https://www.microfocus.com/en-us/products/loadrunner-professional/overview

[76] “Selenium Projects. https://www.selenium.dev/projects/

[77] Xena Networks. Vulcan stateful ethernet traffic generation and analysis. https://xenanetworks.com/vulcan/

[78] TCPivo: A high-performance packet replay engine. https://www.eecg.utoronto.ca/~ashvin/publications/TCPivo SIGCOMM_MoMeTools
2003.pdf

[79] Hong SS, Wu SF. On interactive internet traffic replay. International Workshop on Recent Advances in Intrusion Detection. Springer,
2005. 247-264.

[80] GitHub. Tcpreplay. https://github.com/appneta/tcpreplay

[81] GitHub. TCPCopy-A TCP stream replay tool. https://github.com/session-replay-tools/tcpcopy

[82] Jon D, Seth E, Bruce AM, Jeff P, Kaustubh P. iPerf-The ultimate speed test tool for TCP, UDP and SCTP. https://iperf.fr/

[83] GitHub. netperf. https:/github.com/HewlettPackard/netperf

[84] Norbert Vegh. Ntools. http://norvegh.com/ntools/index.php?page=download

[85] Zander S. KUTE-kernel-based traffic engine. http://caia.swin.edu.au/genius/tools/kute/

[86] GitHub. Ostinato. https://github.com/pstavirs/ostinato

[87] GitHub. TGen. https://github.com/shadow/tgen

[88] Awvallone S, Guadagno S, Emma D, Pescapé A, Ventre G. D-ITG distributed internet traffic generator. In: Proc. of the 1st Int’l Conf. on
the Quantitative Evaluation of Systems (QEST’04). Enschede: IEEE, 2004. 316-317.

[89] Avallone S, Guadagno S, Emma D, Pescape A, Ventre G. D-ITG distributed internet traffic generator. In: Proc. of the 1st Int’l Conf. on
the Quantitative Evaluation of Systems. Enschede: IEEE. 2004. 316-317. [doi: 10.1109/QEST.2004.1348045]

[90] Kansas Uo. Introduction to NetSpec. http://www.ittc.ku.edu/netspec/usage/intro.html

[91] Nmap. Introduction. https://nmap.org/nping/

[92] Free Software Foundation. Mtools. 2020. https://www.gnu.org/software/mtools/

[93] Kant K, Tewari V, Iyer R. Geist: A web traffic generation tool. In: Field T, Harrison PG, Bradley J, Harder U, eds. Computer
Performance Evaluation: Modelling Techniques and Tools. Berlin, Heidelberg: Springer, 2002. 227-232. [doi: 10.1007/3-540-46029-
217

[94] The Apache Software Foundation. Ab-ApacheHTTP server benchmarking tool. http://httpd.apache.org/docs/2.4/programs/ab.html

[95] GitHub. GoReplay. https:/github.com/buger/goreplay

[96] GitHub. BoNeSi. https:/github.com/Markus-Go/bonesi

[97] David B, Laura T. Cybersecurity experimentation of the future (CEF). 2015. http://www.csl.sri.com/projects/cef/

Mt e 325 3k
(1T PEFER. S 42 ] 2 Al g ) 42 3C. 2016. http://www.cac.gov.cn/2016-12/27/c_1120195926.htm
[2]1 JFiR%, Bika, 225021, iR, Mg S Mg R I 5 B2 4244k, 2016, 1(3): 1-9. [doi: 10.19363/j.cnki.cn10-1380/tn.2016.

© PEBEERKCEIFR  htps/www. jos. org. cn


https://www.ixiacom.com/breakingpoint-systems
https://www.ixiacom.com/zh/products/perfectstorm
https://www.ixiacom.com/zh/products/perfectstorm
https://www.ixiacom.com/products/trafficrewind
https://www.spirent.com/products/security-and-applications-performance-testing-cyberflood
https://www.spirent.com/products/security-and-applications-performance-testing-cyberflood
https://www.spirent.com/products/temeva/trafficcenter
https://www.spirent.com/products/temeva/trafficcenter
https://www.spirent.com/products/temeva/trafficcenter
https://www.cyberbit.com/solutions/cyber-range/
https://trex-tgn.cisco.com/
https://www.nm-2.com/smartie/
https://www.nm-2.com/ditgbox/
https://www.gl.com/packetscan-all-ip-packet-analyzer.html
https://attack.mitre.org/
http://www.skaion.com/
http://www.candelatech.com/datasheet_fire.php?gclid=EAIaIQobChMI6a6m1oLa5wIVE66WCh3sIAOfEAAYASAAEgJuTvD_BwE
http://www.candelatech.com/datasheet_fire.php?gclid=EAIaIQobChMI6a6m1oLa5wIVE66WCh3sIAOfEAAYASAAEgJuTvD_BwE
https://www.microfocus.com/en-us/products/loadrunner-professional/overview
https://www.selenium.dev/projects/
https://xenanetworks.com/vulcan/
https://www.eecg.utoronto.ca/~ashvin/publications/TCPivo_SIGCOMM_MoMeTools_2003.pdf
https://www.eecg.utoronto.ca/~ashvin/publications/TCPivo_SIGCOMM_MoMeTools_2003.pdf
https://github.com/appneta/tcpreplay
https://github.com/session-replay-tools/tcpcopy
https://iperf.fr/
https://github.com/HewlettPackard/netperf
http://norvegh.com/ntools/index.php?page=download
http://caia.swin.edu.au/genius/tools/kute/
https://github.com/pstavirs/ostinato
https://github.com/shadow/tgen
https://doi.org/10.1109/QEST.2004.1348045
http://www.ittc.ku.edu/netspec/usage/intro.html
https://nmap.org/nping/
https://www.gnu.org/software/mtools/
http://dx.doi.org/10.1007/3-540-46029-2_17]
http://dx.doi.org/10.1007/3-540-46029-2_17]
http://httpd.apache.org/docs/2.4/programs/ab.html
https://github.com/buger/goreplay
https://github.com/Markus-Go/bonesi
http://www.csl.sri.com/projects/cef/
http://www.cac.gov.cn/2016-12/27/c_1120195926.htm
https://doi.org/10.19363/j.cnki.cn10-1380/tn.2016.03.001
https://www.ixiacom.com/breakingpoint-systems
https://www.ixiacom.com/zh/products/perfectstorm
https://www.ixiacom.com/zh/products/perfectstorm
https://www.ixiacom.com/products/trafficrewind
https://www.spirent.com/products/security-and-applications-performance-testing-cyberflood
https://www.spirent.com/products/security-and-applications-performance-testing-cyberflood
https://www.spirent.com/products/temeva/trafficcenter
https://www.spirent.com/products/temeva/trafficcenter
https://www.spirent.com/products/temeva/trafficcenter
https://www.cyberbit.com/solutions/cyber-range/
https://trex-tgn.cisco.com/
https://www.nm-2.com/smartie/
https://www.nm-2.com/ditgbox/
https://www.gl.com/packetscan-all-ip-packet-analyzer.html
https://attack.mitre.org/
http://www.skaion.com/
http://www.candelatech.com/datasheet_fire.php?gclid=EAIaIQobChMI6a6m1oLa5wIVE66WCh3sIAOfEAAYASAAEgJuTvD_BwE
http://www.candelatech.com/datasheet_fire.php?gclid=EAIaIQobChMI6a6m1oLa5wIVE66WCh3sIAOfEAAYASAAEgJuTvD_BwE
https://www.microfocus.com/en-us/products/loadrunner-professional/overview
https://www.selenium.dev/projects/
https://xenanetworks.com/vulcan/
https://www.eecg.utoronto.ca/~ashvin/publications/TCPivo_SIGCOMM_MoMeTools_2003.pdf
https://www.eecg.utoronto.ca/~ashvin/publications/TCPivo_SIGCOMM_MoMeTools_2003.pdf
https://github.com/appneta/tcpreplay
https://github.com/session-replay-tools/tcpcopy
https://iperf.fr/
https://github.com/HewlettPackard/netperf
http://norvegh.com/ntools/index.php?page=download
http://caia.swin.edu.au/genius/tools/kute/
https://github.com/pstavirs/ostinato
https://github.com/shadow/tgen
https://doi.org/10.1109/QEST.2004.1348045
http://www.ittc.ku.edu/netspec/usage/intro.html
https://nmap.org/nping/
https://www.gnu.org/software/mtools/
http://dx.doi.org/10.1007/3-540-46029-2_17]
http://dx.doi.org/10.1007/3-540-46029-2_17]
http://httpd.apache.org/docs/2.4/programs/ab.html
https://github.com/buger/goreplay
https://github.com/Markus-Go/bonesi
http://www.csl.sri.com/projects/cef/
http://www.cac.gov.cn/2016-12/27/c_1120195926.htm
https://doi.org/10.19363/j.cnki.cn10-1380/tn.2016.03.001

296 AR 2022 55 33 5% 1 8

03.001]
[31 1 2 = ) b R 2 A QT iR 2 A bR UE. 2021. hitps://www.ccsia.com.cn/

[22]  EDb, KU, WhaiF, JBSCA, HREE. HE TR R I R G0 BN B SR EOR. R ELEIR, 2020, 32(11): 2199-2207. [doi: 10.
16182/j.issn100473 1x joss.20-fz0423]

[23] X%, EFA, MBICT. BB R SCRES ARG 25 3 b TR RAESE. T TR, 2019, 45(3): 7-13. [doi: 10.19678/j.issn.1000-3428.
0049811]

[24] 2277, SR, TR AT 05 B HE 5 R n) U, (5 BB 5 M 4% 2242, 2020, 39(1): 78-82. [doi: 10.19358/j.issn.2096-
5133.2020.01.015]

[317 2y, XU, Emees. 5728 T Qi nl g F A7 0 0 B oR. TR ERR, 2021, 47(10): 103-110.

[37] W Hhaue, Emess, 0, B AL T i T2 X 9 4% 37 5 PRI A s 5 1) R e 5 5 k. TP AR, 2012, 35(7): 1485-1497. [doi: 10.
3724/SP.J.1016.2012.01485)

[40] JREARER, ARV, ARIRWA, BB, UG AR, Sk, B, SRR, SRR, WAL, R T RO R R AL A R 4 R AR v
105049277A. 2015-11-11.

FIKkE2(1983—), T, 1, AR5 5, CCF Mk XILLA1982—), 55, WL, By BT S 01, 20T
23 0%, FEERFFTAUR A W4 AT A K E 05 3, M 1=( U R I AAT AL, Tl FLI I 22 4
L, N T e, = 4

/4

BHE(1982—), 3, i1, TR, CCF B4,
F T T KB S TR, 4847 49 7 2L
HRAEL, P 4% 37

R8(1985—), B, Wi, TREN, T HHFFLa
B AL, MEE LY, P27

ERRHE(1978 ), I, [, RIS, CCF Lilks
b1, SRR TOIECA W87 B, W4 22 4.

© TEBREEGESIEIFEFDT htp/ www. jos. org. cn



https://doi.org/10.19363/j.cnki.cn10-1380/tn.2016.03.001
https://www.ccsia.com.cn/
https://doi.org/10.16182/j.issn1004731x.joss.20-fz0423
https://doi.org/10.16182/j.issn1004731x.joss.20-fz0423
https://doi.org/10.19678/j.issn.1000-3428.0049811
https://doi.org/10.19678/j.issn.1000-3428.0049811
https://doi.org/10.19358/j.issn.2096-5133.2020.01.015
https://doi.org/10.19358/j.issn.2096-5133.2020.01.015
https://doi.org/10.3724/SP.J.1016.2012.01485
https://doi.org/10.3724/SP.J.1016.2012.01485
https://doi.org/10.19363/j.cnki.cn10-1380/tn.2016.03.001
https://www.ccsia.com.cn/
https://doi.org/10.16182/j.issn1004731x.joss.20-fz0423
https://doi.org/10.16182/j.issn1004731x.joss.20-fz0423
https://doi.org/10.19678/j.issn.1000-3428.0049811
https://doi.org/10.19678/j.issn.1000-3428.0049811
https://doi.org/10.19358/j.issn.2096-5133.2020.01.015
https://doi.org/10.19358/j.issn.2096-5133.2020.01.015
https://doi.org/10.3724/SP.J.1016.2012.01485
https://doi.org/10.3724/SP.J.1016.2012.01485

	1 网络行为仿真背景
	2 研究框架
	2.1 运行框架
	2.2 背景流仿真
	2.3 前景流仿真

	3 技术现状
	3.1 运行框架
	3.2 背景流仿真
	3.3 前景流仿真

	4 网络行为仿真产品现状
	4.1 商业产品
	4.2 开源产品

	5 网络行为仿真发展展望

