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Method of Discovering Regional Network Border

ZHU Jin-Yu, ZHANG Yu, ZENG Liang-Wei, ZHANG Hong-Li, FANG Bin-Xing

(School of Cyberspace Science, Harbin Institute of Technology, Harbin 150001, China)

Abstract: The regional network border describes the topological border nodes in cyberspace among countries and regions in the real
world. By combining active and passive measurement techniques, this study proposes a dual -stage method of discovering regional
network border (RNB) nodes. The first stage is to discover the regional network border’s candidate sets by using directed topology
measurement and multi-source geolocation. The second stage is to accurately identify border nodes from the candidate sets by using
multi-source information weighted geolocation and dual PING geolocation. The experiment took China as the target region and
discovered 1 644 border nodes. Compared with the CAIDA data set, the proposed approach’s results have 37% of exclusively disc overed
border nodes with only 2.5% of the measurement cost. The accuracy rate under manua verification is 99.3%, and that under the
verification of an | SP operator is 75%.

K ey words: regional network border (RNB); I P geolocation; topology measurement; cyberspace surveying and mapping
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RN, R 2 P g A7 5 30 0 S5 AR g Hi X P B X 4

Hb DX 285 200 5 R L THD I 1 32 Bk R E T+

(1) HMELARE S 378 o5 H AR X 223 T 1P Zm SM R . 0 4 Sl 1 e 3 vk e s i X 9 4% 30 R IR

(fr5e sk, BUAT ATT 1P 2 2% 40 $h IS K 4, 601 CAIDA ITDKI, FEARER S X 9 2% 30 5, 58
VAR R A =07 FRRAR I, 8140 LookingGlass IR 45 2818, 43 A |2 A0 3R BT,

(2)  HMe LA % 55 VR A T B s 7 (9200 S A7 R i P e e DX % 3 S o R £ v
WPE. AT I B 5 A A AE B IR B B I Ay e e (R
LRI T MU A5 0 A AR e 3 2 o7 7 3 IS O i sk 42 (10 2 A7 B A A, 3 DA BE g
SERLRLIE, TR T M v o 58 LR P BAR . AN 7] R 7 7 v v b s A7 a1 280 e o 4 R — Sk
AEAE ] .

(3) GBI M AR I E. 5 AS AW L, W BRI, BDRmap®l, MAP-IT??H,
bdrmapl T2 ], 70306 Kot v, AFfadhk . 45 =y ikl IXP Mk 25 ) 50 (5] RF 5 1 X 190 2% 0 1
I 1a) A2 Ak

AL LR DX 2 30 5 IR R SC H bR, LA S0 0 D0 R b 3 A VO WIS SE A, $EH — R R Bl &
B IR BEHB X R 2 30 SR B 7 1——RNB. 5 1 BB DL SR IR 58 3 o H Ax, R 2 32 80 1) I
S8 shHEI e A A GG 0 71k, LR PRI B 478 o B R 5 DX D 0 S R AR B AR 2 BBt DA R I
e B bR, RHAIET Z2HE B MBGE AL 5 XE PING @A 45 & 15k, WBAE A BOh AR s it HE A5 B
U b DX P 24 300 00 AL A SCAE M 5 7 il 7L () BT AUE T Rl R )2 B B e A b A U
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