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Microservice Resilience Risk Identification and Analysis Based on Chaos Engineering

YIN Kang-Lin, DU Qing-Feng
(School of Software Engineering, Tongji University, Shanghai 201804, China)

Abstract: Microservice architecture has already become the mainstream architecture pattern of Internet applications in recent years.
However, compared with traditional software architectures, microservice architecture has a more sophisticated deployment structure,
which makes it have to face more potential threats that make the system in fault, as well as the greater diversity of fault symptoms. Since
traditional measurements like reliability cannot fully show a microservice architecture system’s capability to cope with failures,
microservice developers started to use the word “resilience” to describe such capability. In order to improve a microservice architecture
system’s resilience, developers usually need to design specific mechanisms for different system environment disruptions. How to judge

whether a system environment disruption is a risk to microservice resilience, and how to find these resilience risks as much as possible
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before the system is released, are the research questions in microservice development. According to the microservice resilience
measurement model which is proposed in authors’ previous research, by integrating the chaos engineering practice, resilience risk
identification and analysis approaches for microservice architecture systems are proposed. The identification approach continuously
generates random system environment disruptions to the target system and monitors variations in system service performance, to find
potential resilience risks, which greatly reduces human effort in risk identification. For identified resilience risks, by collecting
performance monitoring data during chaos engineering, the analysis approach uses the causality search algorithm to build influence chains
among system performance indicators, and provide chains with high possibility to system operators for further analysis. Finally, the
effectiveness of the proposed approach is proved by a case study on a microservice architecture system.

Key words: microservice; resilience; software risk identification; chaos engineering
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Fig.1 Process of microservice resilience risk identification and analysis
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Fig.2 Three resilience metrics in MRMM
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B 2R e 55 1 e B A R GE Ik B ALk T a3 v ek T B A O AU G 4 5 DA U ) 0 . HTTP $%
FUSZEL T AT A RSB A 25 o R 7 IR T L Locust 754 23 4 AT i fik 2, LA 52 L 28 G2 A 855 1 77 1R A€ 4.

Table 3 Workload scenarios of Sock-Shop
%= 3 Sock-Shop 1) JE 1137 %5¢

I )33 5 s J337 5t
W REIMEIAT 50 A7 58 U e BB B IS ik I P) A > 5 A0 i
- TG e 0 U D A ) P B R e B S 1~5 2 TR AN B LA
W 7 5t BEYBEA 100 N7 8108 e B T VR IR i A 4 >3RS L
(=R J7) T B0 U LR o A ) ) R e R 15 2 R — A B HLE
P i B BB 200 AN R AT B ) oK
R B 1 I BESBIA 200 AN T8 805 3K - B B - VS IR A 22 00 4 4 A

FEX 22 2 T ) Sock-Shop % JIk 551 BE T bR BESL I H A 0 1 vy~ 28 Wi J82 IR i) R0 13 i 2y 2 3 79 25030
J 5 PERESR AR (KIRIE F AR BESL, A0 35 1 R B R FEE DL B Bk 20 A S I 1) 3K 79 A 2 J5E . 56F T AN ) B 454 1 F) e 451k
BE AR, M 55 W 1 Ao () 248 P52 308 IDOCHS %5 18 21 45 AN 5% 2% A (K000 55 5.3 4 Sock-Shop #5155 Pk BE i A (1) A%
J S5 WIE F AR T 23 Hr dk it S 56 0 TR R B DR B 2 1A 110 5G 2R ZE BT R 6 H AR AR 4853l LR
SIS RA 10 2R 20 I 50 K 100 YREEATWIE KBS UM I R 25 18 2 A RIS R Sock-Shop 1) H I F £
P8 B R RN 1 50 Y e R A TR S 56 (1) S 6 e K IR K B O 30 7384 %F Sock-Shop TRIESE I IR &R 4t s
15 S RBLRK BEHLIEFER 3 i — AN s 3 5 AR IR SE I P SN K R GEFR BT T8 I B ) 22 48 B U5 DA K
RGLGEUERT Y [ RGBS F A IR 5.

Table 4  Service resilience goals of Sock-Shop
% 4 Sock-Shop # iR 45 HIBITE H Ax

5% TR 55 1k RE e ba PERE B AR B G P S () EEEIFS
S iE S i 57 B ] 10s 5s C
- e 3 Ty 2R 20% 5s _
TR S5 RFRP L INAE By 1 - E 500 45 %)
s B RS B PAT F 5B - 5s -
JH PSR S BN R 20% a -

Table 5 System environment disruptions events of different system resource types

R5 FNRATHERM M RGN FAF

N e RAA G ) FH
CPU CPU %4 7 FH 22 100%
e WAF 2 100%
A A% 1/0 P ZE
) % 0,44 33 E I /A AR
WA HERR RS
Faas A

R 5% 7% 555 7 5 ML

VRV S 56 3 v AN IR S5 1 i 25 e e ik A O SO Sk T g 2 ) R Y i ) 6 A A
MR 451k e B, 1 i 4% 2. Prometheus(https:/prometheus.io/) 2 4 HEAT BRI EE; @ X T 2 AN RS &F 5l
25 IR Ik 551k e A5 , A H 3R 48 1 0 B0 T EL A s ) AR 40L 1y () B ST 48 45 /N 3 SR 1 kR [m] 5 TR 0 3R (] & S 3R AT S it
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7 B SJ2 N 1) IR 55 1 e e A WSO IR 45 i i 0 1) [RD I, 2R 8 At 4% T30 2R 48 W VR 1) M e B s A Kl i Heapster
(https://github.com/kubernetes/heapster),Zabbix(https://www.zabbix.com/) 5 T. H R4, H TR 1) 1 30 Pk XURS: Ji5
PIE RV B3 I 55 B 20 10 BRR 5% 28 20
422 SEGEE R

FE T3 H AR R G5 B LATR T SE 36 VB 10 IR 20 ¥R 50 IR 100 AT T 0 4E KU R 0. b T4k
FINI FR SR PR S5 H0 2 #0 A B ML A B 000, 2 T 0 55 BB o R 0 b D 0 e IR 00 3 1) 5 T, 5 Ve 502 36 I B 1)
PRV I RS SEAT T 3 KR 6 JEIR T ASRIR S 30 T B R A XU

Table 6 Number of identified resilience risks in different chaos experiments

R 6 ARSI T PR BB R

T SE I U R/ YIE S 2 YU S 3 R AR
10 0 2 0
20 2 5 3
50 5 10 18
100 20 12 24

M 6 HIBUESE R AT LU A SR H AT 95 W0 1 SRR 75 06 RE 8 TR s — 2 B0 1) H AR RO 95 28
FE 2R T (I RIS AR A A [ 98 ok S5 36 48 TR0 30 P B DR 8t — o 22 St A R AR R ol S 36 T )
B A XL B A T i TR 2 6 TR 80 P 0, U AR 001 3 R v YV S 6 A IR B 2 i o VR S
IR DRI 8 22 . DA [ 0 5 6 2 00 ) XIS TRl 45 2R B A0 vl DU H - R e i s A B K BE AL PR T30 H
3B DR B A A KR W) A R o S 36 IS/ AR DL AT 36 B0 U0 R A T B A DX P T RE V.

HH VR Y S P PR R G ER P Bl 2 BEATL A 1), A T G 0 RIS TR o A e R AT A [ VR el S
A REE, FRATTRAE— R R P 2R R AR eI S Pl LA R WP S AT T Gevh e AR LR TR T T
DA Y R AE TR S50 R BCBOR RO B0 T DL T 35 52 0 2R G S P )y, 7 07 1 2R e A S5 40 0 50 i A x4
AN TR L R A BRI 2R GE PR BT P B iR T DL AN

Table 7 Number of duplicate system disruptions and resilience risks in different chaos experiments
RT IR R R G S AR KU SR S
RV SR UOH TR U R G B P B (3 U R R A SV B RS Bk (3 R i R AT

10 0 0
20 0 0
50 1 0
100 3 0

4.3 Sock-Shop & 4t R 1% XU & 5 #7

IR T S R, A SR B AN SE B (R 30 1 XU kg 4610, Ji 7R % Sock Shop ZR Ge ) M KUK 1 23 B il 2. 18] 11 24—
ORI S50 T B IR 55 1 50 D A8 2 5 R Ik R i 46 TRV S 3 th 5 I AR IR BE IR BN ART carts R45 2548
1 CPU & 5271 22 100%. B 11 v, 5 €0 i 2 JA YR s e v i 48 38 F) 4 8 i 4, 20 ¢ it 2 4 3l 3 Holt Winters
SR LUIE R s 273501 (0 g s 58 b i N A5 B 0 Pk e AR 2 th 42 v LU H B 10 vh— BOIsS TB) P 1T B R 25 () S B
PE B8 B AR T 0 PE B 4, U W IT B0 IR 55 R T IR S Btk N 7 IR 45 B SRS, BLad el v 8 mT 43 40 1% ok IR 25 B 42
1 B % v T M BB 2% BEL(500 AN 5 ). BRI, A IR TR SE 30 v 51N 1) R e PR R s e A 52 D 0 e XU

TEVR S i FE b il i Prometheus 20 44 52 B SR 42 B 1 & IR 45 4 1 e 48 br 00 45 IR 45 14 BE R0 18 SR
(aAps, 2L A 45 BT 1) 175 3K £ qps(2xx) BA B2 S U117 3K 1 qps(4xx)) BBz IR 25 15 SR 4E I3 9 1014 fe i b 76 390 1 XL
B UM B B KB ik 55 PE REFR AR (R 1R T I DAL b e 545 2. 2,

Wi 13 i B 2R =qps(2xX)/(qPS(2XX)+qPS(4XX))).
B T WA IR 25 1 R ) M A A A1 ] A 2 O£ 7 2% LA R I P e A, B AR 1 1 R s DLk 8.
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Fig.11 A service degradation occurred in a chaos experiment
Bl11 — R S50 v R AR 1R IR 45 B 4%
Table 8 Collected performance data in chaos experiments
F 8 VRIS FE AR 1 M BE
ARG AR TERE R b i
qps(2xx) FFP R Th i 3K HE (requests/s)
55 aps(4xx) BERD Ui 3K 4 (requests/s)
Latency SR 25 Wi B A I (s)
CPU usage CPU i Fl % (%)
MEM usage WA (%)
o FS reads bytes R SO RGN F T $ (bytes/s)
B FS write bytes RS R G5 N T H(bytes/s)
Network input packets REFD B 245 14 N AT £ (pakeets/s)
Network output packets BEFD I 2% 15 4 0. 50 (pakcets/s)
CPU usage CPU f# il #(%)
MEM usage PAEAE FH (%)
- Disk reads bytes @Eﬁﬁ@)\%‘zﬁﬁ(bytes/s)
-/ Disk write bytes REFS AL S N 75 B (bytes/s)
Network input packets RFFD X 2548 N8 5 (pakcets/s)
Network output packets AERD W) 265 41 i B B (pakcets/s)

TP REFi bR B DR SR OC 3R B R et o A o 3R B ORAE AR AN I TR KT % PR e TR bR AE R A AL R 2R 3 &It
T e A B0 IR 55 P BEFE AR FE AR RELRAE X — s (WITE gps(2xx)F aps(4xx)33 2k 0 [R50 T, AH B 1 L) 26 2 0
BRAEL), DR SEE TR B0 1 Xz P 2 A o R b, A T 52 B WA R 1D IR 55 1P R i b AT 1 XUz 0 A, e s 0 e XL
52 W0 B I ] 1 H FRT mURAS 5 3 I IR S5 W B AR B PR B i b 4 DG 1) IR 25 Mk Re 48 b (11 S0 IR 55 1) 45 70
JRINAL Gyt 5 HAFRD D18 SR B B A 00 2 o A A R Sk A5 31 25 I REHR AR < 1A) () DR A O SR IR 8] 12 i
T(Eﬁdﬁﬁﬁli“" rﬁ,ﬂ DUTBOR 1% P&l A 7 20 1) e v 0 673 ok IR 45 A P BB R b, 20 6074 sk 5 408 IR P BB R A St £

T RN kubernetes SEREI TAEN s I PEBEFE AR,

Bl 13 01 12 P BT IS5 AR 1 SR B0 (qps) I I SR DG R ELAE 5 18 9 1 ELAE W BUF HY AN o 1 fe
FR g R OC R EEA S sock-shop I R G4 B — B0 IF BLREWS [ et 25 TUIR 5 70K 45 37 5t B SR S5 R &R
(Chn X Y 7 i (catalogue R 45)— ¥ N % (carts AR 45)— FH 2 #(orders AR 45)). it W 30 i PR SR 48 2% 57 A4 1)
RSO0 R TR S B H o0 R T B Ay — e 2 B A 2k

DU 12 BRI o6 2 B SN TH I v B DR AR 06 2R 0 W RCER O LLJIR 25 B 4 P 1 R b (T 0 ) T 28 2
) H A O B S5 11 BE F8 BR (service/orders/qps(2XX)) A 2% i 44 FRIR BE A0 S i g 1F) 7 5K 5 3k B B ek In) #5245
115 R )V RE FR AR . 2 2445 B 10 56 0 ik 45 I8 20 1) P e 4 b LA RO I 119 TR SR 00 R a0 IR A S it 1] 14 s
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Fig.12 Causality graph of performance indicators of all performance indicators
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Fig.13 Causality relations among service QPS
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Fig.14 Performance indicators that influence the service degradation and corresponding causality edges
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B 14 H i D] SR AR R DR SR DG R I BB AT B A B o B XU s e i ] 15 TR 1S
FRBRY R 218 I T BT AR (container/carts/CPU Usage) 8 TR ¥ S50 o0 5| N I PR SE 0 3 B 827 A 52 i 1) 1 BE F8 4%,
] LU 0 58 S R T XU s i B 3 TR T BN RS BRI E).

1. container/carts-db/FS Reads Bytes—container/carts/CPU Usage—>service/carts/qps(2xx)—>service/carts/latency—
service/front-end/latency—service/front-end/qps(2xx)—service/front-end/qps(4xx/5xx)—service/orders/latency—
service/catalogue/qps(2xx)—>service/orders/qps(2xx)—container/orders/CPU Usage—>container/orders/Network Output Packets—
container/orders/Network Input Bytes—container/orders-db/Network Input Packets—container/orders/Network Output Bytes—
container/orders/Network Input Packets—container/orders’MEM Usage—>service/orders/qps(2xx)

. container/carts-db/FS Reads Bytes—container/carts/FS Reads Bytes—container/carts/CPU Usage—>service/carts/qps(2xx)—
service/carts/latency—service/front-end/latency—service/front-end/qps(2xx)—service/front-end/qps(4xx/5xx)—
service/orders/latency—>service/catalogue/qps(2xx)—>service/orders/qps(2xx)—container/orders/CPU Usage—
container/orders/Network Output Packets—container/orders/Network Input Bytes—container/orders-db/Network Input Packets—
container/orders/Network Output Bytes—container/orders/Network Input Packets—
container/orders/MEM Usage—service/orders/qps(2xx)

S}

Fig.15 Resilience risk influence chain
BLS B AU 5% i

T 5% P 15 0 IR 5 ) i R 5P BB i b 1 AR A, R I cart X 23 E1T CPU il s (container/cart/cpu)
"E T cart JR 55 1) 4E N (service/cart/latency), FF 92> T LAt ik 25 18117 =K 1 (service/ il 45 /qps(200)), 51 itk sk 2> T
order 2%%% ¥ M 4% 1% 3k 1% N\ B (container/orders/Network Input Packets)LA K order 75%% TFEHE1Z AT &
(container/orders/MEM Usage), 5 £ 52 A2 5y e B 1A 1] 540 (service/orders/qps(2xx)). B 16 JE/R T _LiAPERESs
FRTETGINL B I I F AR R B it 2o A 3R o3 Hreb v UE R 0058 A5 B0 DRUR G RGBS — e B LRI T
B B R 55 % 20 1) A% R FE.

conaner/carn cpu _fJ_\ /\
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MEM Usage

service orders/qps(2xx) - \

Fig.16 Performance curves of different performance indicators when a disruption was injected
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I AR H A precision(ZHEZ)FI recall(Fx 4% Z)ME A PPAk 17004 XU 5% i 4 56 o 060 52 A B ¥R bk | T AR 3T
3 BT 7 v g & HER G 10 2 45 8% precision F1 recall " TP [ W bR vk g B HH IO AT K 4% 0% 4% 2 175 iy
HE BN BRI EEHRB), H6 B (1) precision Fl recall {43 AiCAE precisiony #1 recall, FP(false positive)#& <7 47 /7
TR0 AT KA BB R AT iy P A BEPE B PN (false negative) 27 0 M 7 id i Y A k A% BE B HH AT iy P RS
B AR R TR RS b i b T IR SN A T T SR T XRS5 B R b T A AR IR BRI Bl AR S
A HT T B 5 RS8R PRSI 80 I % . 1 VR 9 5 56 B d 2R (A B B (46 8 CPU R H e - 2
100%(CPUBurnout). #f P17 f7 H K $E7R 2 100%(Mem overload). fiZ#: 10 B ZE(disk 1/O block) LA A W 2% 4% i 4E
-} (network Jam)).

o IS RO RIB R EVE TR I R G R B TR A ?

TEES 4.3 WY SEES b, DRI T i AR O FR SR g i MERe AR AR R IR ¢ Rl 55 Sock-Shop 1) SEBR Mk 45 14
FHE AR — B BRI AEE IR S 2R 22 - R D0 R BUR M D T 1 DR] SR 48 22 By b sl 11 D81 2R 00 3% I g e 12k
R SCIE I R R O AR T tetrad(http://www.phil.cmu.edu/projects/tetrad/) i) & H A 35 AN [A) H0m 5 AR A L 56
FRIA I DR AR O FR I I A AR E 1 DR SR 0C 3R AL R e i . DR SR 00 R DL S R A i) B v S R A
V) PR DT R 06 3R, 9K 45 380 1 DT R O 3R 580 1 TR SR D0 R EAT BUAR, B vk SE R AN AETE IR AFAEAR AR Sl (9 LA S 7
T YA 1 1) DTSR DG R 1 4, LA B E 5025 43 A 4 280 1 DRl SR 5% R R A 42

K 9 JBIR T AEA AT RURTIA SR OC R Bt B ARG R R R B A B AR 9 W DUE R R 7k
B PRI HH DR 4 1R DR S DG 2R, 5 S DR SR G AR TR PR 185 A 8 T 90%.5% 1 S B RS 1R 25 2 R 6 1) 5
LK PEAS SO JE et 90 AR it — 28 R T

Table 9 Accuracy of the causality search algorithm under different number of nodes and edges
F 9 AR SR HE T RO R R EVE R
WA U SEBEAFER BRI RLE RV BRI C R T AR PRI KRR Precision  Recall

10 20 1 0 0 0.95 1

10 30 0 0 0 1 1

15 30 2 5 0 0.92 0.83
15 45 3 8 0 0.93 0.82
20 40 3 10 0 0.91 0.75
20 60 5 9 0 0.91 0.85
30 60 10 12 1 0.81 0.78
30 90 7 11 0 0.92 0.88
50 100 9 15 2 0.88 0.83
50 150 10 12 1 0.92 0.91

o BN IS B v 11 R IR D R A TR A U A T B Ak S B I DR 11 2 A ek R
A I T AR SO H R DR SR Sk B R TR AR T A RN SCRR P 45 P A R R 5% BRI EE A T 1 45 2
1147 BR] R 5 28 I 1D A 1 52, A SG UF AR SR HE T o) 3900 e IS £ AT SR G 2R 00 AL R R AL 7 ¥ AT A 88 P, o B 2 PR A
IR VR
(1) 3ol i i 3oL W R Gt fe 2 A5 R A T R85, 31K R 40P i (¥ I 1) 5 270 3080 4 e A A3 25 0
1 Pk eS8 e 21 B8 Ja , LA B8 S 0 3 90 T Rk R R A 2 TR 1) B IR 3R R G b BRI R O R T (AL 2. 1%
77 Microscopet®™ i 4 ] ) 75 V.
(2) BN T Causelnfert® i 25 15 2 4o 1 it Hig b 160 IR S 56 3R 20 M7 7 vk L 2 6 AR R R 5 v
B — B R Gk BEFR AR 1 34 10 BREL, AR A 190 BN 3% 42 1A PE e H b 471 e 8 U ). B
S, RIREAL B IR AR 2R 3000 BRI 6 2R A L
(3) HEEEXELALHE CloudRanger! ™ ey J5 ik, B 124 FH 5 A 1 i P b S50 1) B2 R e 3R A BRI R K R 10
A .
5 PR R IR WRAE T7 VAR AN R 2R B 1A R4 20 S s 8¢ A HE 1) IR0 2R O R B ) ME A FE (V5 i L3R 10.
MF 10 ] LUA H AR SCHE H LSk 2R G0 e 2R b 1) R 2R DG 22 I AT 1) WAL 9 VA A W ) ek RV L AR 6] 1 3
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P AR T 53570 T W HERA VE AR 4 RPN EREEERZN R T 28 25 9 46 AH OC (1 1t e 4 b ith 22 5 IR 55 12k e 1)
it e A7 550 v PR ARABLER, U301 5% BEL 2 (1 v Aty 32 ARG T HAB SR B R 4R 2 o iy AE 3R 10 (WS 45 R B T 3ok
DR 50  R RS 55 i B () M 0 JEEAIC T 22 SCHR (641 Wi B Al 81 20 BT (0 ME A 5 X R ROA L T 3o IR S i dan il oy
LS T S AR T P B 5 o 0 W S P AR T R 55 B R B R R b R e e s I TR Ak T R e
B IR A, JE VR R O e

Table 10 Accuracy of causality edge weight assignment methods under different environment disruptions

R 10 AFRBRGIATI ST 5 DR R LB IR AE 7 i 10 e R

R ARy i ASCHE ik | SoRiill(MicroScope) [ Biffi(Causelnfer) [ FidkXHB(CloudRanger)
e _ _ HRE _
precision; recall; precision; recall; precision; recall; precision; recall;
CPUBurnout 82.38 86.20 39.98 42.00 77.53 81.82 67.87 74.31
MEM overload 89.37 91.23 43.48 4434 84.56 86.15 79.88 83.22
Disk I/0 block 89.39 92.58 43.58 45.52 84.96 89.49 79.91 85.72
Network Jam 94.45 97.22 46.53 48.11 91.67 95.24 89.19 84.52

o FRAXRFEBZ TR A RN R ID?

AR H B RGN SRS 2 REN T SRR RGBT IR UE & IR 55 A& P30 28 B 1y st
B VB TN IR BE P S A — i A XU ), 5 356 T A S M 1) 0 T 7 2 i ) X R e ) M S
211 N EAD MRS TEA RGBT 115 20 (10 53% 1 55 2% 5 BUTE k=1 K0 k=2 1% 50~ 14 precision F recall {H. 3%
L1 Ha] DU H 3@ Bk A SO 1R B0 1 IR 23 AT 9siet 1 R 00 ST 5 v T v 1) 5 R R IR B P 3l Y9 A 4 s 1
fiff K2, ELAS 210 A 30 P XS 5% % B A B 40 IR 45 Re % ARAIE 80% LA E IR 28, (% Shipping AR 45 it B 4554
) ST 2 I 1 VR A 228 A 0T T A IR 2% 863X 2 1 T~ Shipping R4S £5 4 Order %4581 52 F 7 1 24 J5 4 v
HANS P AR S5 4 shipping J 45 149 e I8 Bsf 17 B 8 ) 26 AN 4 6 Wi 3] G A e 45, el =71 B B IR R IR G &R

Table 11  Accuracy of the resilience risk analysis method under different services and disruptions

R AL FRSSAEAH SEBIR B BT B XU 7 Bt 77 VA () HE A %<

| Front-end | Catalogue | User | Carts | Orders | Shipping | Payment
CPUBurnout

precision; 100 81.82 91.67 80 92.31 33.33 63.64

precision, 100 81.82 91.67 90 92.31 33.33 63.64
recall, 100 90 91.67 80 100 33.33 77.78
recall, 100 90 91.67 90 100 33.33 77.78

MEM Overload

precision; 100 91.67 100 88.89 100 36.36 75

precision, 100 92.31 100 88.89 100 36.36 75
recall, 100 91.67 100 100 100 36.36 75
recall, 100 92.31 100 100 100 36.36 75

Disk I/0 Block

precision; 100 92.31 100 85.71 100 50 66.67

precision, 100 100 100 85.71 100 50 66.67
recall; 100 92.31 100 92.31 100 60 81.82
recall, 100 100 100 92.31 100 60 81.82

Network Jam

precision; 100 100 100 91.67 100 66.67 83.33

precision, 100 100 100 91.67 100 66.67 83.33
recall, 100 100 100 100 100 66.67 100
recall, 100 100 100 100 100 66.67 100

S 55 R A LKA BT 3)) 3 B A AR U] 30 5 03X LIk 256 1 e 55 8 ith 2 S oy A i 1 vh 43 3
(1 DRR G AR T 18 23 B, e BRI L R T S 06 A 5 TN PR BE 4 B0 Jim I BeAT 7 74 W Sk (0 M 55 o 200, 36 ol A DAL R % AR
TIPS I PE REFR AR 15 0 PR OG FR AL /N T Al R BE 5 b 5 A PR SR O AR T AL EE, A A 5 1 DR R G
A P HE 5 BT B A 55 K AR ST ISR AN S i IR D A RS I E 28 23 A AL,
SR PR AT 5 6 SR TR) J LR PR B P Bl AN 2 5% i A SC 8 H (R0 P RS TR0 R 2 B 5 9.
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o VRV S HH A P Mk RESR AR 1 B DL K H i A% BUR 1 2 WM KRS 2 #T 7 R AR B 2

T 53 A TR e ST 6 I A1 v P B R AR T B B B A O 0 XU 3 AT R ) R, S vh 4y il Gt T
TR REFEAR(20 MG BT HIEL 50 AN PEREFEFR 4 B9 &7 50/100/150 A1 GEFa b5 100 T (1) R 48 BE U5 #8, JF
53 A 25/50/250 AL 2 33 484 1 ¢ v 1 AN ) B dh 2% B0 W RURS: 231 7735 9 2R 48 B 5 FE. R 12 A AN RE R
T RIS 25 BT A XS 23 W 73000k 2R 8 L AR B8 T R, AR 12 v Rl DA L < AR SR L R0 ek KU 20 17 07 V5
B8 SR FRD I T PAY 3 A VR ok I 0 08t 4R v 19 TR AR OC R B, LV AR D 1) CPU P A W VR AR T e 4% 4%,
TR HE S 50 G 4R v 10 1 R b B X 20T T A 9 I R A A S D R R e AT DR U SR RS R )R] I BRI
THELIN [8) K R A S SR 2T B bRz —.

Table 12 System resource consumption of the resilience risk analysis method under different data length

12 A HE RN RIS 2 BT 5 VA K R S BEEA AE

P Bk br O 20 | 50 | 100 | 150
PRI FE

LAEITE Time | CPU | MEM | Time | CPU | MEM | Time | CPU | MEM | Time | CPU | MEM
() (%) | (MB) () (%) | (MB) () (%) | (MB) (5) (%) | (MB)
25 436 | 792 [ 17.92 | 1046 | 7.94 | 3419 | 1518 | 7.39 | 33.86 | 34.01 | 9.56 | 37.12
50 438 | 7.72 | 1871 | 1255 | 8.89 | 36.65 | 25.41 | 7.36 | 35.77 | 3552 | 8.41 | 36.00
100 450 | 7.49 | 1893 | 17.42 | 742 | 3547 | 3261 | 7.49 | 37.68 | 44.05 | 7.26 | 38.47
150 436 | 899 | 19.17 | 16.71 | 7.53 | 39.45 | 31.07 | 8.72 | 3851 | 46.52 | 7.23 | 41.46
200 449 | 7.02 | 19.06 | 17.79 | 7.45 | 38.09 | 32.71 | 7.92 | 40.56 | 46.85 | 8.48 | 42.99
250 438 | 7.67 | 19.66 | 18.81 | 8.09 | 37.90 | 35.74 | 8.95 | 39.73 | 50.42 | 8.12 | 45.59
500 4.5 7.44 | 19.68 | 20.11 | 8.92 | 39.90 | 35.69 | 8.48 | 41.43 | 53.31 | 8.02 | 46.06
750 440 | 7.99 | 20.12 | 20.43 | 8.01 | 39.84 | 37.88 | 8.43 | 4433 | 55.03 | 7.98 | 46.09
1 000 440 | 7.13 | 21.96 | 20.53 | 837 | 40.94 | 40.95 | 7.21 | 43.40 | 55.19 | 8.58 | 45.02
1 500 443 | 723 | 21.89 | 21.05 | 8.16 | 4423 | 4339 | 8.78 | 44.99 | 77.79 | 7.34 | 46.29
2 000 445 | 737 | 2207 | 27.19 | 8.85 | 42.27 | 46.09 | 8.45 | 46.83 | 67.01 | 8.47 | 45.07
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Fig.17 Influence of data length on resilience risk analysis accuracy
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