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Abstract: With the rapid development of the information technology, it becomes more and more popular that multiparty performs
cooperative computation on their private data while preserving their privacy. Secure multiparty computation is a key privacy-preserving
technology to address such security issues. The secure vector computation is an active area of secure multiparty computation. At present,
there are many researches into secure vector computation such as private scalar product and private vector summation. There are few
researches on securely computing the number of equal components of private vectors. These researches focus on secure two-party
computation that all the components of vectors are drawn from a restricted range. This study focuses on privately computing the number
of equal component of vectors and determining the relationship between the number and a threshold value. To this end, a component-
matrix encoding is firstly proposed to encode a component of a vector. Then based on the ElGamal cryptosystem, a simple and efficient
secure multiparty protocol is designed to compute number of equal components of vectors. Based on this protocol, an efficient secure
multiparty protocol is designed to determine whether the number of equal components of vectors is larger than a threshold. The protocols
do not restrict the data range of components. The correctness of the protocols is analyzed and it is proved that they are secure in the semi-
honest model. Theoretical efficiency analysis and experimental result show that these protocols are simple and efficient. Finally, these

protocols are used as building block to solve some practical secure multiparty computation problems.
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St 7 AR SR, Z) Rt P, BEHLE G B, NI Z) £ 27, (04 B AN B T 6 25 100 5 5 L B 2 AN T X
S, TR j e [, = ()™ mod p, For sk, g P (RN, bt T 25 SO0 i) S R 4, 7 rh i
F N ) T ICTERAS sk, WATATAAME B, AT w) £ 0wl BT (X, X) = o(X), 08 F R s
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(S (X, i(X))) = (viewF(X)).
DRI, DS 1 7RISR R R A 1, ALASUSHRPTAT 5 5 5 AT & i Bt

4 BEEHBRAEDESHRENY

4.1 |OIEIRRITE R

(1) WEHR. ZEaANSHE P, P, T EANe[ln], P DrdEiEX, =(xf,...,x). 2 BE%
XFATE i € [1,n],j € (1,8, x H3ERRRASEE m 7. B 55 8 75 BA VR HE o(X) J& 751K B AN E 10
B b(b < 1), TASEFEATATEIIME .

(2) VHEREL PR 1 RTATEREH W, P EUE S E(L) TS E NN o(X). AHIE o(X) 5 EIME D N RR,
[ o} S A 5 (X)) 1 LB, 2535 T 240 W, (R3ERE B3t — 0T N IR A

Q) B, TS 5H PLi=n,..., KK T W, 38N LA 1 IR SCLL r ANBENLEL, X FERS S W, 9 1
R+ Ui+ ) B Z); 255 0GR 3RAT B SO 20, FFWT 38z BUECh 1 IS AL i
AN . ik, BIATKE o(X) > b & A5 T A58 1) AN b+ 0 1 — o < O J& 75 ) 1A 4 5 ) J. Ay 1 5 AR T (1%
&, NI — DA AN ST by = b+ 0 L —a+ s < s AR BOLI R (Frp s > ¢ 25— N8 2 K0 ).

(i) o TR AL S DR 2 R, 253 Prie [1,n] 1EW g DN/ TAET s INBENLEL, o DNRT s BEHLEL,
bk — B A (i + o) + VB 2o, WSR2, HN T2 T s T H=AMEOC N B, Hidk, =B-20 g AR,
Lk < s, ko = 1; 2k > s, k= 0.

gE LA, BAE B RIS KR

eX)z2bek =b+X |—a+s<s©kh=-2_g=LpX)<be k >sok =0. (€))
R AR L, 2 SCRRE PO W R iR o(X) = b, £ PX) =1, N, 4 P(X)=0.
42 BEZFHEHREEEB S HRZETEDY

TS 2. 1) A AR 1) R 22 5 DR LY

MiN: 5% PLieLnliANc 4ERR X = (xL, ., x0), BEAS x) ARHEIE m (7. 4532 I b.

it y = P(X).

e Py IRE 3.1 WM A R MR AL VA ) H X g S mx L0 BYAERE AL, . A" T 2 55 LM R
SEANBENLEL s > 1, HAAG s £ ElGamal []BRINEE RSN A pk FIFAEH sk, ¥ P, BAT IFAH RN sk;.

P2 T 2 20 50 1 SEAAHT), NTAEE 3 BIT4R.

3. P, TN NigH.

(a) X TR je (1,0, P W, = ]_[2 v, KRB W, = (..., ).

(b) P, fEW, a5, A 1 AR 3 S B vy DMASFIBERLEL, 15 31— 5, = 0+ 1, + r BB, E— 205K
HICHIATRNLE S, K iR Z BN T,

(c) P, VHHESCL, = E(l,), FHBSCHALT, 5 L, RIEL P,y

4. % i=n—1, P ERAEINF.

(a) BRI 5000 HEBE OB T IS A ICE S B LA 1 RIR ) 2538, TR EL0m 4 A 1 AR TR 25 30 B ey A
ANRIBEALEAGF BN —A 50 = sir + 1+ RS, FEX B TC R AT AN E e, B B S BN BAie R T, S — P E
WL = L E(1).

OYWRi>1, PEBECHAT, S LREL P Yi—i-1, FREE 45 Ri=1, PoRE AT, AT

5. T2 5B RA MR EAL T, CEIUARE), Py 19RIAE 5 15 1.

6. Py EIT.

(@) Py Gt o P HMECR 1 oCEEH, 1dh o FRE— DI
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Ki = LiEE(D)(E() ™ E(s).

(b) Py 5 Wik Feq A/ 55T s BENLEL, o) AN K Ts WBENLEL, I E SEX LT e, 5K, Wk
my = qi +oy + 1 YERESCHU, F0 SEEAT REAL & e, K e 249 B AL I H,

(©) P, WHEZELQ, = E(Q1), ¥ H 5 01 KIES P,.

7.%i=2, P EREWR.

(a) K B0 ) ey A B SCEUA Hoy (S A TCER 3 TR A 1 AR B3, o e 3 ¢ /N5 s BIBEHLEL,
0; KT s MBEHLEL, FIF £ SR AT INE, 15380 — N my = musy + g+ o GEEUA, B — D5 B0 e AT FEAL
B, K A BIAALCN H. PR Q= 0 E(q)).

by Wi<n, PEEEHMH S QRIS Py Ai—i+ 1, FFRFEE 75 W i=n, P,¥%E 5N H, AHF

8. i 5#H N D H B AR H,, P, 1320f#% 5 1054 h,.

9. P, Gl b, HANFET s G EAEL B8 B P, VMR IH K, A

K, =E@®Q,".

10. T2 58 N D BIE AR5 Ky 198 ke, FEI ky.
4.3 1hiY 2 BOIERME

FF IR 2 (AT A0 5 00 1 AR, il 1 el AnfE DR 2 28 3(a) A BIIEA W, S, TUE RN EQ) s 3
ANEET oX). ETE R, BATIE N EFIE 2 K I IE S s > 1, b —o(X) <0 J& 75 187 1A £ 25 ) 52 5% 4K K
b—(X)+s < s 215 ML IR E . IIEZ R T IRIEK = b—@(X) +s € Z;, HIT7E ElGamal % & 4¢, #13C
TR Zs, BT B kg € Z A, WU PTORAE DCE (k) = Ky BAL, T B AT (R UE A 285 45 L 0 IEAf

HRAR DML 2 55 3(b)-6(a) LHORAE, AT R @ = () + Y"1y, 3 HHRAE £ STEM AL, 4

K, =E(; l,-+b—a+s)=E Zli+b—(¢(}()+§li)+s

HRARHML 2 28 6(b)-9(a) A I EAELU R SIS EL AT AL, Yo <b I, f= " gis M@0 > b, f= D" g+
1, FEHRAE £ SRR I R, A

= E(b—o(X) + 5).

K, =E@BQ,' = E[ﬁ—z q,-],

i=1

X Ky B D LSRRG 5 ko, ko IS 0, 800 1 WKk =0, WA= D" g, HIH@(X) <b; Wik =1, W
B=" s+ 1, BT () > b. RULPN 2 SR .
44 i 2 &2

FHMAL 2 19 24 PR AN A3 BT 0 R

FEPR 2 5 1-3 DR TRE R X, X, K2 PE T S PR 1 0L TRk id FEA il 2 HE A
ey (AR5 S

TEPN 2 2 3(b)-5 PP Pric[1,n—1(EP,) MAMNAAG T3 CEAL T; (BT, ), X L% A R A Ty 1
JCRE B, FERIN T —28 1 AR B SC UL BENLEOT R, 3 — D AT L E e (BO6 W, TN 7 —2¢ 1
(AN TR 85 S LA K LA T 32 @A T BN L E e ) S AR B0, BT Ty,d € [1,n] RO EAIAT T ERENL, HAEX—TF
HilfRPEANS5EEHS S THMPLUE e, R ELRIIE T ASMEE S 535 Brs nEds e mE 8. N HTTR
N RGEWATIRE V5, BE T RIE n— 1 N2 55 G RESAR HALS 53 838 W ATAE B WG ig %13
FUREH ¢ PR AR 1 PIE R 1 TCEANEL, BME n - 1402 55 -G IEVER A B IRLL T R IE R 1.

X R FE BN Ty G PR W, R EBE R %S EQ) IICEAN B (X)) B, S F8—i € [1,n], H
T by 1ig A Py IEFE AL B EARE, B Py IAME T A n— 115 53860, WIS g2 45 5 1 B o3k %0 o(X) LA
M lio > Tig D"]ffﬁ”ﬁﬁ.

© TEBREEEEIEDT  htp/ www. jos. org. cn



1916 HAFFIR 2022 5% 33 5% 5 A

TEVISL 2 58 6(b)-8 2 2 538 BTN I 1) 22 e 5 28 3(b)=5 A0 Hh Imids Il ¥ 2 = v o3 A7 56 A 284 |/
NIz I A5 B Ay, TAXRESR A B, PEUE AN T8 T s T EA S B, BEE n— 142 5# &R EIER M
HARF R TR BUE D T4 T 5.

X R BEAEARS Ky IS OUT, TS A1 Ky R RIS ke 5 s RN R, TERAR o(X) 5 b KN KRR,

BMNESHMEEEMZE K SMBEL. X2hF: BEMEK 52806 N 1Y Sk, Wk &1
Loy by b, s, WRER Py VAN n— 1A S 55 50, WAL TR k) (18 LLRARYE b, o, s Bl 1,0 € [1,n],i # i REHENT
HR 4, B, 36T BEHEWT H o(0) HIMA.

I G H,, HR HAR AR B by, T RATE GRS ko IS 00T ) H 5 s IR/ G R W T 85—~ ip € [1,nl,
T qi, Mo, /&P, EFEIGR B 5, RUAEERP, LLANIn-1 A2 5B G0, MATRER, (R8N Hin=5-
(q1+ oo+ Gigt + Qi1 + -+ @) DEIEENTEET s 10, ZXAEAR R TAEH b ABATETE N FE. B AR o
M By, 4G B ey IRATATA S

TEPML 2 TR S 58 BB Ty, Hy, Ky AT B AR AR, AR RSORS00 00) R0 P DR T 2, i 0 AR AR AN o= it
KTEESHERANTINERER.

25 ERTIR, AT EM 2 A RESRELE St 45 R, OISR MG .

FAAT BB 1, AR 2 12 AT RS AIE B, AT T E B 2. 7E A N IE I RR, ANR0R T T e

EHR 2. PN 2 AE R R A, ARSI IRPUT R S 5 & T A .

5 MRS

AT 456 T 0 5593 e AT R 9 R ) R 3 U ST B BUUEAT RO AT, 65 AT 52
HHATLLAR.

ALYy BEZE B ElGamal I R G4 HERHUEAT B, ASCHM RO S8R 0% S SR Uiz 57 CH. 1+ ElGamal
PIBR I ARG, R E SR I | A SO 2 WBHREUE S, Mn A5 8 S5, B D 5D i 1A
WL 2 n YR HOE .

5.1 BARMESH

(1) WEESAAE. FEDHS 1 o, B2 58 P A BT — e e X, AT 0 B0 5 — A S BRSO m,
Py DS S TP A 1 903K, T 5 2om YRR BOSST; MRS 2, 5 5 on BRHOS ST, PRUE DI 1 S
t(n+2m) ISR BUS 5.

TEDHIL 2 P E I FHRER 1| TE LI, 1 RS, B 2m +2 ) 1 SRR B ST
I D AT 5 2 (e + Z:;l (i+ropn AT HOE . A2 N E I 1, qini € (1,011, gns 015 0, B8 SCLL S
a.Bb,s I, FEAn+2 Y (gi+o)+8 KHMHTHOESL; (LRI D RAHALH,, Ko B, B+ )" (qi+opn KB
SRHCEEL PP 2 BT 2 )" (gt o +l)+n ) (qi+op+litri)+(n+2m)+6n+ 8 K BHHLEH.

(2) ML S A A SO FAAAT D ISUTT B2 030 £ 4 5 bl £ 52 A

VL Py, P, PERETCEIAT | HEIBAR, b W, AT BEHL A SO R T2 1 50T AR, S 2 1
S, P 1 LT 3 M

FEUNL 2 Py, P BRIE TG RIAT 1 4TEAE, AW, PR IR BOCRH7 28 1 Feili s, Wik H, 5 1 4001,
BTy Hy Ko T8 3 SIS, VM 2 4T 6 S0 1.

52 S5ERERHITHLE

SR [22] BV T 5 1 S A B K R (AR A U SR, 5 A SO B AL, T A
SO SR [22] AR S DHSGIEAT 4T LEA

SR (221 TP e TP S A SR TP, AP 7 Paillier IR G0N AR
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AT, (HAEP 1 R BREIIT A B EAR A — DN AW IUE. RIXW 52538 Alice F1 Bob, SCHR [22] ML 1
LU Alice ARYHLA & M A4 H M =T 0-1 4nfi, Bob M4 B AR AE Alice HI4n D AE R T I #E, &5
4 N Paillier N2 RG M IERIAE, 15 20W 7 2 52 0 B I502BEEL X5 R 2 580 H &
SRR ) R, SRS BRI 2 7t . SCHR [22] TS 2 X T S 5 B R B T e BRI A,
TR T ri(uy —vi) mod N =0 2 HALZw; = v, Horbug, v; 235 2 Alice £ Bob T4 ) & U,V 143 5. H
AT LA H SR [22] sl 2 i ARMEHE) 0 2 5 v S . SOk [22] b 3 ZEIL M 1 3R b, w7
TF1) e 25 B BBl A £ 8 B, SCRIR [22] i 3 v B 538 W o e B AE e A 4R BRI 41, I H AR ik 1
e B2 RS .

SRR n = 2 10, A SCH S 1 IR 2 GENS A CR SCHR [22] HH BOAHR ), (P A SO SGE T TAEE n 2
53, 3t A0 2 58 B Vo A A 52 BRI 4 4, BRI AR SO ) 8 55 43 8 B S AH DG BE 22 Uy DR VT B Tl R T
U ANRANRN 2. N n = 23X PR R TE X A SCHRSCRT SR [22] s Ptk RediAT 23 4 5 LUK,

T AR PSS SOk [22] AP iSO s T A5 s R v i 5 TR S s S TR Bk i e v A A ek, BRI AE R
TR HEAT HURIN, JRAT T3 e B 5 08 55 B0 A SC S STk [22] H IR BSGHEAT HUEL. i T 2n =2 AW
AN 55, AR AT BA R, FASOR T 2T % R 48R0 0] 58 8w 77 Bhill. 4F ElGamal IN% &4t
o, NN B S EaE N 1 TR 2 AR EOE B, TR S p sl p R 1 TR 1 IRBRELE L
SCHR [22] FZENH Paillier % R4, HICHK [22] PR IAFE Paillier 1% R, % 1 IRETFEE 2 IRBHEEL
B, M 1 YO B EOE ST, BT STk [22] FOGE A U R A BRI S0 N BT R, E R
M IR BE TR [22] A BRI N, HHBEARSCE SOk [22] FF 430l ¢, AR S0P & i SR I m.

T e AR SO 1 5 30Hk [22] SRR 1 RN 2 BEAT VS AR e M e S LR A ST 1 TR IR E0E
BIRBON t2m+ 1), SCHR [22] TS 1, B0 2 B AR 0s IR B T ok 26N + 1, 6t FRETT AN, 7 ) 52 44—
BT, AT 1 BT B 2 S A Bom REkVESR R, STk [22] HMN 1 B R A S R
N REMRR. NASCR N ES BB m B, P AE I m A7 0 3E O EEAT 10m A, BRI 21 3¢
R [22] DM 1 AR AN = 107, B0 2428 SCH m = 3 15, U35 B i 4 04 A B T TR R [0, 9997, I STik [22]
P 1 AR N = 103, RIEASTHMY 1 5 30Hk [22] iR 1 AR LE AT 5 R AE A Bim < 2
A SR 1 53R [22] TP 2 AL HA B R R AE m > 2 AR SO 1 530k [22] hil 2 A LE R A B
2

FLUS A SN 2 55 30k [22] PN 3 BT TR A E A 5 LU AR SO 2 PR EE AR H0E S
Ht@2m+ 1)+ 3l + qa +02) + 1o + 14, 3CHR [22] HEMI 3 T T B R E0S R ECR 26N + 5. SARSCIMIL 1 FISCHR [22]
TR L TS LGS RS, A G BRI R g2, 00, b, ro (WA, A SCERIN 2 55 3CHR [22] B 3 AHEL L BT HGE 1K

355 PR AR SCI PN B SR [22] v SRS 5 A AT 43 b5 LA AR S s SCiik [22] P
JE L0 A AR BT RS e O Rl A AN, TR DA K A A P AT LA, T 08 3 £ e ok ot
ASCHR SCER [22] WA T EEER. A = 2 (IS DL, ASSCERRL T 530k [22] sl 1 A 2 #FEEE 1 4
WA, ASCHRN 2 F52E 3 40005, SOk [22] PN 3 T 1 S0IAE. {H2 SRR [22] L RRas iR v 7 10 B 55 o AN
AR S5 oy S 1), AR SO LT T, BB AR AT = n,n > 2 7 ) B2 4y S A DL A 25 o0 B 0 {3 1) 1.

53 SEER SR

SRR IAT AR ST BUIT T RN TR), AT 06 B 1, B 2 HEAT T RS 5.

S IR, Windows 10 64 f7EE1E R ZE, A FL S 504 Intel(R) Core(TM)i5-6200U CPU@2.30 GHz, 8 GB 17,
F Java i 5 1 Eclipse 3847520, A SCHIA AL 5038 (MR BE AT, A SCHY 1, 2 34481 ElGamal % &
GEHHATISH, F H A 20 AL 2 BT 5 i 1)

FHT B 1 1S 2 (B AT B 0] 5 1) 2 R 35 ¢ DA 1) 52 1) 3 S8 5 m #8056 v 7 5 [ 2 1) J 1) 4
A H m =10, a4 R 1= 5,10,15,20,25,30,35,40, ALELHAT IR B 1 20 45 50 e (035K T AR AL
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DL LS B 1 FTR). O T M 1 S P8 2 AT I T B i 2 2 2 250 108 KT AR A A I 00, 5 )
(K4 = 10, FF20 BB AR BALH m = 2,4,6,8,10, 12,14, 16 (BRL45 R A0 & 2 FiR).

B 1 (B 2) ny g, AE T e R Ay (B R R [ E ISR, PR 1 RIS 2 (KB AT IR 8] A R ]
YA (BRI S HEALED) RGN St I

600
— 1
00— 2
£ 400 .
& 300t
B —
= 200
100} —="
O 1 1 1 1 1 1
5 10 15 20 25 30 35 40
Rl
P 1 B ESCHRAT I Tt e 8 o g2 A A
300
—— i1
_ B0 e i
£ 200t
& 150 e i
= 100+ g e
50f "
0 L L L L L L
2 4 6 8 10 12 14 16
TR S VA
2 BB T I T i 7 o 5 o 1) A2 A6 e

6 N

6.1 ALHEEREHHNRETE

S FH 1o e A B O T SO A i SEARURT AR 3 T S PN 5 SR K 3, IS X 4 v () 78 3 AT Bl Vi [
R 5K

(1) Il A R BE Alice A1 Bob 7} A FAR AR & X A Y, S65 XA Y 93593 A d Rl e, JHEBEd Fle A
it e, ARG IR BTk 7 U IR I AN IS m 7. Alice £ Bob 7y EARE THEL X R Y FIACR I # (X, Y) =
IX N Y, AN EEAR AT ME S

) TR B, LB EBTEHRAEANFR LA T, vt JCHRAR R AN ) R4 BRI AEA R & h, 58
VIR A B o AR R AN e v P A 1)U 7] 2 A T2 S8 v A IR) e 38 AN, AR Z A8 A8 T 1) &
pag v S VIS IDINIIE" SSe s sbvw 9 o o175 1 1 A a2 s e s SDIv 3 1 /U SN -3 i DU W e S ) VA kvl i
HORAT R A AT S DA REWE il R 6 15 T FR A TE P Py SR (0 TR, O vy LA 1) A8 7 o DR v 5 )
iR T3 SR R B AS ROV S L P 1 T T R R B AU, R Py, P AERR S B S )
PRI, AT EPRAL Py (0T AL 2 R e s MR AEA T, AR A T TR B, Bob ANRE
I Alice HONS A T OGRS AR A P R TG 3R, M0t 2836 1 Alice FIFTA g BRI 80T AP SCGRAT D R pl 1
FHIR. TP 0 P 2 15 A S 34 1 O o 5 S L
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(i) Alice HU 55 3.1 F5H 3 BE-FERE TS VR0 X T AREASJC R AT i, £33 d AN RHFERE, R d < 1, Tl
e —d A BEHLG THERE CREBE T BT JC 3 B 0 AN T 1 I BEALED), bt BIAS 20 A mx 10 B 1o 4 i R RE, 32k
Al = (a)mx10.j € [1,1].

(i) Bob 7F Alice [M4iliBaipEAL,.. ., A" & TR T7 IE R ICF I N IZ 5.

(a) XHFHEA je[1,7], Bob N5 B 1 i Py M4 x IO AE A7 OB 0 A RIVE I, X+ y shagA o %
Y =Yal - Yamr@ € [1,€] TE AJ PIEFEICE, Bob 7E A/ LR B m AL E:

a]y(,]+l Myam+1
Bob 6k m MBI, 18w = [ | al, ., I Bob 135 ul, .. ul.
O) S FIEHFEAL, ... A58 TG LR AH N IFRIE B )5, Bob 132144
U=@u,..., ul,..., ui,..., ul)

(c) HIRIIES ¥ I e IFABE I, 7R304 U tPIB I AR INANSE T | BENIEOT R, B8y 7 31 2 4, FE4545 31
(B e o H B L T g R EUE Y 1 I TT AN x Ay RS AR o(X, Y).

L 3. P TGRSR AR B T HL

N Alice AR EES X, Bob MINFAEES Y. X, Y H&IGHE A BN m, IR -

i oX, V) =1XNY|

#HE£: Alice 2 IRUT S IREL AT IR 1% ¢ > mx 10 Fr g F B (7] e 48 VLA ); Alice 21T ElGamal 1% &
45, AN BRI A sk RN pk, I8 pk %45 Bob.

1. Alice ¥AEFEAY,.. A" T EUE R 1| T RBEATING, 13238 CHEFE C' = (cfDmxi0s - C' = (mxao, IFHE
C',...,C" Ri%%5 Bob.

2. (a) % Trae(l,el, Bob fERFE C/ sk k ke [1,mIATIEPETE R ¢, I HLAF TR

12£ = - ciyml.
k=1

(b) i i 5E e S Y RIT A U E SR @), 6l

(c) Bob fEFT I HiFE CL,...,C" P kI SE O R G R BN U = @4k, .. i, .. i), RIS INBEHLEL, #5dl
0480 2 B A = (hy,... By, ¥ @ BHLE LS EBEHLAL G KI5 Alice.

3. Alice X441l 7 f#3 CETUHE), HACh! = D)), i, j e (1,0, SRV H = (B, 1Y), ATEA H TR 1
(KocEAEh.

EHE 3. P 3 2 IEMN, HAR PB4 .

E AR pR VS SR BT, PR 3 R AE DM 1 R B e, el R 1 AR LR e AT, PR 3 2 IE
T, ARSI R 2 24 (1.

FERR 2. PhUC3 RIRIPM 1 B T5 ARk T TSRS AR A A OR VS E, B 2 AE PR 1 SRR A T
1) A5 7 R AL DR PR P IS 2, FE IS 3 TR it BRI B v 1 7 5 A B AR G B AL 1) L) O 6 o 5
B AEBEAN A .
6.2 [RFARIF T EOICREER

KRR TR T GE v 27 SR B, ORISR STAE A AR SR 0 S A A []— AN, ZEAR 2207 1) 1 N T S AR
S, il PR e AR (EE, AEIR LA, DR R AS S B R AR AT A B, DR B ATT A A
FERGAN 7] B BEAT V0 SR B (1 S Atk L R Pk O U e A 00 PR B ARA . 27 e AN AN [ ) B0l P AR 5 A1 L i A v
IR — AR BT BEE, JF HANMER R B, W5 S0 I St P B A AR G A0 S bR TRAT 1EAT DR DL e BB
FE n ANEEE P> B R 1 A BT A BE R i ok, PR FIMTIZ n 600 SRS 17 8 1 F) — NS, e R A
WX n 2530 3 B A AR AT VL C 5 A RS BOR A7 X BN BIAE b, 5 SEBATAT LR FRIRFT HEAT 73 I P AR 2 (5,
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e PR R FUIAE), BB AN E R, WIS ST — A, R A g A e R S R
ASCIL R 545 Hp S FRFEAT R, (EREAIN ST R, e T ASCIL RS R 3L 128 N4, IR, 7ER 7175
Py I, GRUERE AP AR A 20O 3 MRy (AN 3 A7, IR AE BT TS 0 Ry 50 AN 7800 3 47). 28
RLXFERI G, T n ASEAE R A 1A AR 1R R R FIASST ORI 2 BIA) LR AT n A ¢ 4 1) B A5 2 R 4
SR KT B b. A UL BERS DR AINTIZ n 451l %2 1 RES LA T B

7 &

ASCBEE T BT, K25 E M R E O ITE X, 454 BlGamal N R4, i 1A K &
SEOY BN R T SR AL DA B S gy B A O v S O SO SRR, 2B T 1 AR S e K ) A DR
S, IFUENT T Bk Ui 2 Ak AR IR B R AR, A R g g T PN RS AT R A S AR S B ) PR T
SR ASSCHR T AT Bn AN 2 A (K IR AR SCRETH 10 22 T 1) 445 00 B DA RO G B i) O 3 o 5 B A
T SRAERE I BERL ORAP 7 TIAT SR . AR R 210 TAR T, JATTRE k- PR 70 B A AT IR 10 1) 55 0 B i
AL DA R A i) R ) 2 A vk SR A

References:

[1] Goldreich O. Secure multi-party computation. 1998. 1-107.

[2] Lin HY, Tzeng WG. An efficient solution to the millionaires’ problem based on homomorphic encryption. In: Proc. of the 3th Int’l Conf.
on Applied Cryptography and Network Security. New York: Springer, 2005. 456—466. [doi: 10.1007/11496137_31]

[3] Zhang SG, Xian HQ, Wang LM, Liu HY. Secure cloud encrypted data deduplication method. Ruan Jian Xue Bao/Journal of Software,
2019, 30(12): 38153828 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/5610.htm [doi: 10.13328/j.cnki.jos.
005610]

[4] Collins MJ. Efficient secure multiparty computation of sparse vector dot products. Journal of Discrete Mathematical Sciences and
Cryptography, 2018, 21(5): 1107-1117. [doi: 10.1080/09720529.2018.1453623]

[5] Grigoriev D, Shpilrain V. Yao’s millionaires’ problem and decoy-based public key encryption by classical physics. Int’l Journal of
Foundations of Computer Science, 2014, 25(4): 409-417. [doi: 10.1142/S0129054114400036]

[6] Miyajima H, Shigei N, Miyajima H, Shiratori N. A proposal of profit sharing method for secure multiparty computation. Int’l Journal of
Innovative Computing, Information and Control, 2018, 14(2): 727-735.

[7] Bogdanov D, Kamm L, Laur S, Pruulmann-Vengerfeldt P, Talviste R, Willemson J. Privacy-preserving statistical data analysis on
federated databases. In: Proc. of the 2nd Annual Privacy Forum. Athens: Springer, 2014. 30-55. [doi: 10.1007/978-3-319-06749-0 3]

[8] Ge SS, Zeng P, Lu RX, Choo KKR. FGDA: Fine-grained data analysis in privacy-preserving smart grid communications. Peer-to-peer
Networking and Applications, 2018, 11(5): 966-978. [doi: 10.1007/s12083-017-0618-9]

[9] Gong LM, Li SD, Dou JW, Guo YM, Wang DS. Homomorphic encryption scheme and a protocol on secure computing a line by two
private points. Ruan Jian Xue Bao/Journal of Software, 2017, 28(12): 3274-3292 (in Chinese with English abstract). http://www.jos.org.
¢n/1000-9825/5239.htm [doi: 10.13328/j.cnki.jos.005239]

[10] LiuL, Chen XF, Lou WJ. Secure three-party computational protocols for triangle area. Int’l Journal of Information Security, 2016, 15(1):
1-13. [doi: 10.1007/s10207-015-0284-y]

[11] Shao Y, Hong WJ, Li ZJ. A new method to compute ratio of secure summations and its application in privacy preserving distributed data
mining. IEEE Access, 2019, 7: 20756-20766. [doi: 10.1109/ACCESS.2019.2894682]

[12] Qaosar M, Zaman A, Siddique MA, Annisa, Morimoto Y. Privacy-preserving secure computation of skyline query in distributed multi-
party databases. Information, 2019, 10(3): 119. [doi: 10.3390/info10030119]

[13] Damgérd I, Jurik M. A generalisation, a simplification and some applications of paillier’s probabilistic public-key system. In: Proc. of the
4th Int’1 Workshop on Practice and Theory in Public Key Cryptosystems. Cheju Island: Springer, 2001. 119—136. [doi: 10.1007/3-540-
44586-2_9]

[14] Huang HP, Gong TH, Chen P, Malekian R, Chen T. Secure two-party distance computation protocol based on privacy homomorphism
and scalar product in wireless sensor networks. Tsinghua Science and Technology, 2016, 21(4): 385-396. [doi: 10.1109/TST.2016.
7536716]

[15] Wang BY, Li M, Xiong L. FastGeo: Efficient geometric range queries on encrypted spatial data. IEEE Trans. on Dependable and Secure

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1007/11496137_31
http://www.jos.org.cn/1000-9825/5610.htm
https://doi.org/10.13328/j.cnki.jos.005610
https://doi.org/10.13328/j.cnki.jos.005610
https://doi.org/10.1080/09720529.2018.1453623
https://doi.org/10.1142/S0129054114400036
https://doi.org/10.1007/978-3-319-06749-0_3
https://doi.org/10.1007/s12083-017-0618-9
http://www.jos.org.cn/1000-9825/5239.htm
http://www.jos.org.cn/1000-9825/5239.htm
https://doi.org/10.13328/j.cnki.jos.005239
https://doi.org/10.1007/s10207-015-0284-y
https://doi.org/10.1109/ACCESS.2019.2894682
https://doi.org/10.3390/info10030119
https://doi.org/10.1007/3-540-44586-2_9
https://doi.org/10.1007/3-540-44586-2_9
https://doi.org/10.1109/TST.2016.7536716
https://doi.org/10.1109/TST.2016.7536716
https://doi.org/10.1007/11496137_31
http://www.jos.org.cn/1000-9825/5610.htm
https://doi.org/10.13328/j.cnki.jos.005610
https://doi.org/10.13328/j.cnki.jos.005610
https://doi.org/10.1080/09720529.2018.1453623
https://doi.org/10.1142/S0129054114400036
https://doi.org/10.1007/978-3-319-06749-0_3
https://doi.org/10.1007/s12083-017-0618-9
http://www.jos.org.cn/1000-9825/5239.htm
http://www.jos.org.cn/1000-9825/5239.htm
https://doi.org/10.13328/j.cnki.jos.005239
https://doi.org/10.1007/s10207-015-0284-y
https://doi.org/10.1109/ACCESS.2019.2894682
https://doi.org/10.3390/info10030119
https://doi.org/10.1007/3-540-44586-2_9
https://doi.org/10.1007/3-540-44586-2_9
https://doi.org/10.1109/TST.2016.7536716
https://doi.org/10.1109/TST.2016.7536716

A~

R 5 Qe F o sHNRE TR LA 1921

Sy

Computing, 2019, 16(2): 245-258. [doi: 10.1109/TDSC.2017.2684802]

[16] Atallah MJ, Du WL. Secure multi-party computational geometry. In: Proc. of the 7th Workshop on Algorithms and Data Structures.
Providence: Springer, 2001. 165-179. [doi: 10.1007/3-540-44634-6 16]

[17] Li SD, Zuo XJ, Yang XL, Gong LM. Secure vector dominance protocol and its applications. Acta Electronica Sinica, 2017, 45(5):
1117-1123 (in Chinese with English abstract). [doi: 10.3969/].issn.0372-2112.2017.05.014]

[18] Han SM, Shen DR, Nie TZ, Kou Y, Yu G. Multi-party privacy-preserving record linkage approach. Ruan Jian Xue Bao/Journal of
Software, 2017, 28(9): 2281-2292 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/5187.htm [doi: 10.13328/j.cnki.
j0s.005187]

[19] Essex A. Secure approximate string matching for privacy-preserving record linkage. IEEE Trans. on Information Forensics and Security,
2019, 14(10): 2623-2632. [doi: 10.1109/TIFS.2019.2903651]

[20] Liu W, Wang YB. Secure multi-party comparing protocol and its applications. Acta Electronica Sinica, 2012, 40(5): 871-876 (in Chinese
with English abstract). [doi: 10.3969/j.issn.0372-2112.2012.05.002]

[21] Jarrous A, Pinkas B. Secure computation of functionalities based on Hamming distance and its application to computing document
similarity. Int’l Journal of Applied Cryptography, 2013, 3(1): 21-46. [doi: 10.1504/IJACT.2013.053433]

[22] Wang YN, Dou JW, Ge X. Privately computing number of equal components of two private vectors and its applications. Journal of
Cryptologic Research, 2020, 7(2): 145-157 (in Chinese with English abstract). [doi: 10.13868/j.cnki.jcr.000356]

[23] Goldreich O. Fundamental of Cryptography II: Basic Applications. Cambridge: Cambridge University Press, 2004. 599-764.

[24] Tsiounis Y, Yung M. On the security of ElGamal based encryption. In: Proc. of the 1st Int’l Workshop on Practice and Theory in Public
Key Cryptography. Yokohama: Springer, 1998. 117—-134. [doi: 10.1007/BFb0054019]

[25] Elgamal T. A public key cryptosystem and a signature scheme based on discrete logarithms. IEEE Trans. on Information Theory, 1985,
31(4): 469-472. [doi: 10.1109/TIT.1985.1057074]

MR 3055 SR :
[31 GKBESG, BUESHE, ERIE, LT3 20 s Bl 22 4 T S MR 77 vk, B4R, 2019, 30(12): 3815-3828. http:/www.jos.org.cn/1000-
9825/5610.htm [doi: 10.13328/j.cnki.jos.005610]
[91  DUAKHI, ARIAR, 254, SR25 R, M. [FIA I 77 58 B 22 A W5 s vk S DSl B4R, 2017, 28(12): 3274-3292. http://www.
jos.org.cn/1000-9825/5239.htm [doi: 10.13328/j.cnki.jos.005239]
[17]  ZRNAR, Aot s, M medi, SUARIT. 22 4x ) AR A W i B H N T . fL 72441, 2017, 45(5): 1117-1123. [doi: 10.3969/j.issn.0372-2112.
2017.05.014]
[18]  whltkf, Hflise, Sk, @ H, TR — ML T RARY T 02 5o s 8E B . R4, 2017, 28(9): 2281-2292. http://www.jos.
org.cn/1000-9825/5187.htm [doi: 10.13328/j.cnki.jos.005187]
[20] X3¢, Tk 242 )i s B HRAR S R LN . 72431, 2012, 40(5): 871-876. [doi: 10.3969/j.issn.0372-2112.2012.05.002]
[22] LU, SERYE, BT S m BT R SR HE N . %A AEA], 2020, 7(2): 145-157. [doi: 10.13868/j.cnki.jcr.000356]

EERUE1963 ), &, ML, BIBUR, LEFL
VSR AR VAN

FRE(1996 —), Z, Wit:, LW FEAR A % 1
¥, UL T

FREB3E(1996—), L, i, : SHFI7 400 A B b

© HFBIERAIEIFIDN  hipsswww. jos. org. en


https://doi.org/10.1109/TDSC.2017.2684802
https://doi.org/10.1007/3-540-44634-6_16
https://doi.org/10.3969/j.issn.0372-2112.2017.05.014
http://www.jos.org.cn/1000-9825/5187.htm
https://doi.org/10.13328/j.cnki.jos.005187
https://doi.org/10.13328/j.cnki.jos.005187
https://doi.org/10.1109/TIFS.2019.2903651
https://doi.org/10.3969/j.issn.0372-2112.2012.05.002
https://doi.org/10.1504/IJACT.2013.053433
https://doi.org/10.13868/j.cnki.jcr.000356
https://doi.org/10.1007/BFb0054019
https://doi.org/10.1109/TIT.1985.1057074
http://www.jos.org.cn/1000-9825/5610.htm
http://www.jos.org.cn/1000-9825/5610.htm
https://doi.org/10.13328/j.cnki.jos.005610
https://doi.org/10.13328/j.cnki.jos.005610
https://doi.org/10.13328/j.cnki.jos.005610
http://www.jos.org.cn/1000-9825/5239.htm
http://www.jos.org.cn/1000-9825/5239.htm
https://doi.org/10.13328/j.cnki.jos.005239
https://doi.org/10.3969/j.issn.0372-2112.2017.05.014
https://doi.org/10.3969/j.issn.0372-2112.2017.05.014
http://www.jos.org.cn/1000-9825/5187.htm
http://www.jos.org.cn/1000-9825/5187.htm
https://doi.org/10.13328/j.cnki.jos.005187
https://doi.org/10.3969/j.issn.0372-2112.2012.05.002
https://doi.org/10.13868/j.cnki.jcr.000356
https://doi.org/10.1109/TDSC.2017.2684802
https://doi.org/10.1007/3-540-44634-6_16
https://doi.org/10.3969/j.issn.0372-2112.2017.05.014
http://www.jos.org.cn/1000-9825/5187.htm
https://doi.org/10.13328/j.cnki.jos.005187
https://doi.org/10.13328/j.cnki.jos.005187
https://doi.org/10.1109/TIFS.2019.2903651
https://doi.org/10.3969/j.issn.0372-2112.2012.05.002
https://doi.org/10.1504/IJACT.2013.053433
https://doi.org/10.13868/j.cnki.jcr.000356
https://doi.org/10.1007/BFb0054019
https://doi.org/10.1109/TIT.1985.1057074
http://www.jos.org.cn/1000-9825/5610.htm
http://www.jos.org.cn/1000-9825/5610.htm
https://doi.org/10.13328/j.cnki.jos.005610
https://doi.org/10.13328/j.cnki.jos.005610
https://doi.org/10.13328/j.cnki.jos.005610
http://www.jos.org.cn/1000-9825/5239.htm
http://www.jos.org.cn/1000-9825/5239.htm
https://doi.org/10.13328/j.cnki.jos.005239
https://doi.org/10.3969/j.issn.0372-2112.2017.05.014
https://doi.org/10.3969/j.issn.0372-2112.2017.05.014
http://www.jos.org.cn/1000-9825/5187.htm
http://www.jos.org.cn/1000-9825/5187.htm
https://doi.org/10.13328/j.cnki.jos.005187
https://doi.org/10.3969/j.issn.0372-2112.2012.05.002
https://doi.org/10.13868/j.cnki.jcr.000356

	1 引　言
	2 预备知识
	2.1 半诚实模型及其安全性定义
	2.2 ElGamal加密系统
	2.3 门限加密系统

	3 向量等分量数多方保密计算
	3.1 问题描述及计算原理
	3.2 多方向量等分量数保密计算协议
	3.3 协议1的正确性
	3.4 协议1的安全性

	4 向量等分量数阈值问题多方保密计算
	4.1 问题描述及计算原理
	4.2 向量等分量数阈值问题多方保密计算协议
	4.3 协议2的正确性
	4.4 协议2的安全性

	5 效率分析
	5.1 复杂性分析
	5.2 与已有结果进行比较
	5.3 协议效率实验测试

	6 推广应用
	6.1 两方集合交集势的保密计算
	6.2 隐私保护下的记录链接

	7 结　论

