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Abstract: Modern processor optimizations including out-of-order execution and speculative mechanism are critical for performance.
Recent research such as Meltdown and Spectre exploit delayed exception handling and misprediction events to trigger transient execution,
and leak otherwise inaccessible information via the CPU’s microarchitectural state from instructions which are never committed. This
type of attacks is called transient execution attack, which is different from the traditional cache side channel attack. It is more difficult to
mitigate. This work deeply studied the mechanism and implementation of transient execution attacks, and summarized its research status
and defenses. First, the optimizations adopted by the processor are introduced, and the essential causes of the transient execution attack

are analyzed. Then, the transient execution attacks are generalized systematically based on the primitives that trigger the transient

o FEATUE Mo E R T K E I(20142X01029101-002);  H R} it s 1 26 5 BHE % T (XDA-Y01-01)
Foundation item: CHB National Science and Technology Major Project of China (2014Z2X01029101-002); Strategic Priority
Research Program of Chinese Academy of Sciences (XDA-YO01-01)
WCR I R): 2019-04-12; & B ): 2019-08-19; SR FHH[]: 2019-11-06; jos 75 4% H U i): 2019-12-05
CNKI W £8 4158 H i 2019-12-05 14:55:19, http://kns.cnki.net/kems/detail/11.2560.TP.20191205.1454.009.html

© TEBREEEEIEDT  htp/ www. jos. org. cn



A FMRMBEEPATE S % 545

P

execution, in order to reveal the attack surface. Finally, the defenses are summarized in the view of the key steps and components in the
attack model, and the future research directions of this field are presented.

Key words: processor; microarchitecture; optimization technique; transient execution attack; defense method
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Fig.3 Flow of transient execution attack based on out-of-order execution
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Van Bulck®#%¢ 1 T Foreshadow, — %1 %] Intel SGX $ A ¥ Meltdown ZE U B R ZFZALT 8] K Hb 1K) P 77
WA URHPE 51102 DA 1 T 2 40 5 B 40t A Mo i R (R 15 00 W IR 28 AT TR I T 1 0 K
HEAT R BB vF 5, R TG AE SGX _ESEHL LR ) Meltdown Bty g T 3¢ JIX — B il ,Foreshadow i #
TR T IR SRS M A AR B DR A T A B AR, LA ASE I X A IR S P M IR AT R AR AT 1) I 5 | A TR R
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FALT BRI Meltdown Bty Buati & 4R Se g0 AT 98 452 15 41 LA 4 i M1 P 52 Bk 2 Hdls (191 2n i - Flush+Reload
B il 5 1),

Intel KRz Biifiv 444 L1 £ 5B (L 1TE), B0 1) <22 57 4 B iR B AL K 00 4% H I e A4 i
HCREE AR, T EIRARTI A L1 53 % A Rt A 480 32 5 A 4 s e F) D3R 2% I ) 400 B M 57 (D
TS )5 SR T DAL E L1 5y A7 P 518 Ul 1) BRG] 35 i v L1 v S 2 A PR A0 B2 M b F) A A ) ) S 4 A2
25 Wk AT BT ) Foreshadow T o i Ji8 73 T G 308 3o 3 4 4 W0 A2 i Rof AT K H A T TR L1 247
TR YK R G A7 )RR

Foreshadow-NGP )\ % SGX Kb M i B W M AP W B BERE S AR Ly 5 Mis T
Foreshadow. 1% Bt i) ML 5L Al J T3 4% H v (4 BT S A I 52 B0S T 4wl i 4 160 42 1491 B, 22 g D A8 46 39
TR N, AR AT BL 8 pl A T B <2 A7 2 A0 R T A A SR A7 fids 70 B0 (1] T 2 450 DX 1) A A% ). AL 2 2R
P S R ) B B )2 A7 AT R 92 A7 1R A0 2 Tt 25 T4 ALY Foreshadow-0S Biti .

SEREE Y /& Foreshadow-VMM A2 44, & FoVEAS AIAE IR RESUN LR BT LI L1 K0 2847 (G4 & T BERE
Jp 50 FC A R UL PR BOHE ). 1) R0 PR AR AR S 2% 7 3 o ) 4 i Mg L M e i o 5 DTG 250 7 40 2 e ol 45
i B L1 B G247, 0 AN 1 6B 0 0 i 24 1) L) B Mk
3.1.2 B

e Spectre-NG LazyFP

T bR SCU) N B A R D IARATE T 3 A7 28, L8 V7 SR JC(FPU) AT SIMD 37 £ 251X 8 37 A7 23R L IR
A7 CATT 2Pl A8 LT S e 1A . TR b, Ak B 45 SR IS R AR 2 V)4 AL, RIS ORA 2 A7 2 1T 2 B SR 0K FPU A
AT AR FPU B bR ic A AR 72 G R HIEHS 1 4 FPU 84551 R AT H i (#NM), DU i F 45
VB RGARAL LR IAT B F S FPU CIRZS, 35K FPU F IR bsid b il .

Stecklina % A PO HY AT f 1k ZE SRR 2 D) 4 WL 1) T ok 2ok 20 3R <1y o, A5 4 52 T 0 e MO I 28 3
FPU %4745 2R 5 Ab B 288 b N SCU e B Bk 3 , 006 FPU Aoic A <Al . v, o & H Al FPU (1484,
IZ AR 2 1R AN AT T R 5 SR T A R i 4 1B Y 2 T AR B AT ok 1952 8 A b SO S I S
ATIR 848 2 IXFE 2RI T e T 1) Meltdown MUy, WU RR F5 2 2 J5 (W) R IBR 25 484 17 470 wI DA SE ok 638 e 3 (141 2
Flush+Reload) %} A& A FPU 2577 %% N A AT 4R 5.

e Spectre-NG Variant 3a

Variant 3a S VFI 4 B HURFBUR 077 1745, 6011 58 FH ARM R I3 A1, B S Intel P VA 5 2L b B 88 B 25 2
Z BNZ I RGBT AL R G F AT AR (WA rdmsr) 43 51K — M AR B E R (HGP). R BT SE T IY
Meltdown Brili B0k M T ki 2 2 Jn i IF A AT 528 vT LLUE SR BB il O LB 1l 2 A B i £
I R A R A

e  Meltdown-PK

Intel Skylake-SP fik 554 CPU SCHFA ™ 22 8] () N A7 OR 47 8 B (PKU). L D RE Fo VF JERE B AT ) 22 i) 5
SO (¥ U5 ) A PR, BV A 75 22 R e W FH AR R H L DR e A F PR, FH 2 245 1) 1) R FH R ] R S R W] A 30 40 1)
A7 A 18 5 % 5 023 Meltdown-PK Bk B4 mT L& i 3 Jod Ay A7 (47 85 B 51 IR 1 152 5 I . G SR e o e A
9 BERE PR AT AR, RIS it 3 TV AT wrpkru 354 (wrpkru 52 F] T BRI 5 P10 352, 1 7] LLSE L PKU K
B9 AN, SRR Meltdown B AR AR LU, i 0o AT FRAT A v 75 1% Intel I BEAE B AL A 25 v B 3 i Al it
S HR AL 5 Meltdown-PK.

3.2 E-FHEMNHH B SRITIE

BT HE LA 1) 07 28 BRAT 0k 00 P A A 00 = K fid e I S AT B AR S R G B 4 s o A HEUL i T
AR AT IR 4 W H SR, A e ) W IS B 4 2 AR AT . DR A 5 4 TV I () i 5 048 i A0 HE ML I, B T 22
A AR I A, Ak I 2 R R S A DU AL o 0 TR0 45 SRR T AT IS B 2, FL B A A 45 AR RO 1k X B
I 1) 0 % N AT B 1A A2 I T 5 10 A AAT B B A 915 4 RO T 23 S b B AR FR A 8 R AT o 55 38k iy i ok
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Fig.4 Flow of transient execution attack based on speculative mechanism

B4 JE T HENHLHT ) I A P AT Bk i e

B Ak B 565 TR (7] 2 28 10 4% 52 LA VF 2 R 7 (6 L) Intel ) Sy 7 435K M6 2 416 T 40 WL 51, 4 A4 75 [ £
BB BSLALAE R 053 3 )77 s 28wk X (BHB)!, 43 32 H BR2E wh X (BTB)S30, 45X 77 o 42 (PHT) BT LA B3 [ o 4
271 X (RSB AF 17 1 4 48 7 25 7 A0 BB 2 () AN 3t 52 080 (R A s /8 A 2 i) 3t 52 0390 1 AR [ £ b 1 8 20
1, 75 AR R £ 3o A R, L 2.

Table 2 Components utilized by transient execution attack based on speculative mechanism

&2 LT HEMHLE] 1B S AT Bk A 4Lk

Y 44 Bk g I FH 1) b B 2% 41
Spectre vl
Spectre v1.1 RS RCRo SR
Spectre v1.2 . WL ES
BranchScope JE 1) 43 SCHE
Spectre v2 X HFREAN 33 HARE X
Spoiler HEI 2k Intel W7 T R4
Spectre-NG V4 AT it 22 b X B P A 3 5 T
Speone RSB B MO ] JE [ B

AR IEH NetSpectre®, SGXSpectre Ml SGXPectrel* 45 1 7 45 52 1Y Brihi 4 5t v ) i Se AR 44k

3.2.1 S 3CHEN

e Spectre vl

Kocher 25 AP kA T Spectre v1.12% B0k Rl 45 40 SR 58 000 5K 155 25 00 8 il 2% S i
75 Intel AbFHEE Y, = ZER) H IR R 70 2R A2 0 32 (PHT) AR Tt 23455 2K, 45 23 S48 4 Je Rl Bl v 1
JURE FVES A 25 77 45 BT AT AL R U ), L B A 25 17 3 95 T I i N AN S AR RGN Lo T4 R 45 i BT,
PHT £ 75 i B A7, 12 0 57 48 7 A2 75 R 2R gl — A>3 3. LA AR Sy 7= 41

L

f(x<len(arrayl)) {y=array2[array1[x]*4096];}.
CHEDEHLINZR St X BT R, A 2SS A True. B, B0t 25 w] USRI — AN Y LK x {8

FERE P AT IR PHT  HEDN J3 STHCAE A B0, JF 3 A5 6 0 400 110 6 A2 0 AT I A 4R AT B A P B A 3 e
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P

kS H 2 Y (8. SGX Spectre &% SGX Kb & shiX AN B

e  Spectre v1.1 ll Spectre v1.2

Kiriansky I Waldspurger!**3& B : 2 JE AR [7] ) J5UEE, 9 4% 5 N A 24T ] B 100, B 25 AT AN G <8/ 5 7 T 3%
JE M AE 1T BR 20 PN, 8% A8 TS B B0 1 g ) AT DA Gsad AR A T A7 i g AR BT VAR B o AR R A
PAT R BEIR T A7 24t )Rl g “f(x<len(array)) {array[x]=value;}” 7] L& 3], 7 Ty # i A x 3%
BT, S S 70 x b B NECA A AT [R] 1 7 32, Ui o S S A S X o7 AR S S b X it e i
Wt B2 2 2 3 A7 AE (A RS SR ARATAT 45 4 TP 91,28 BT return-to-libe ] i 3 [F] 4 Ft (ROP) K 5.

e BranchScope

BranchScope! ™ Tt i o 5 P\ 52 17 43 S TR 8 SRk b 52 5 R 1 o (A 0 4 1 40 S 36 4 A 7 T 3 e o o) 4
SCPRUIN A R B A I 1- 2R R0 4 R D B W M 6] 8 B A T AT 23 S (V43 S TG s ST )
HE), W00 23K 6 43 S f A D BT S, 43X A A JEL RT3 PR IR 7 O IR ke, 1 T R A5 52 5 R 1 40 S O I H A
FE b 0 ol Bt B 6 43 ST A AT — AR L BT I BE ALY B H AR PHT 14640 A $a B R85 Bt &
R =503 S IPAT T AR 2 F 0 RR 3B I 452 4 SO AT 3F HLAEAF PHT RASHE 2 HAR )7 0% e Bk
FHPATLLE—A PHT A H AR 2 A4S 53 SCHE 4, 00 o1 i SR oW 82 e AT iR D &5 SR 30 o =2 20 ol s 000 45 S0
PHT [FPIRAS e F A SR LR B 52 338 23 ST 7 1)

e Spectre v2

£ Spectre v2UIef Tk 9 Y 43 S0 H A TN A, T LIOE b [ E LA I ) B2 4 S TN 4 8 4y 52 H b 2%
X (BTB)H AT . 0] 2 43 > 0 s (A FH Y g 2> Bk 197 e 1% 12 4675 43 3 1 52 2% v X (BHB) 4L 15 2 K i s Bk
Hb#.BTB 8 B fec il ki H bR 47 B A R 9F AU A — D4 B — P SR 31 (2P0 i 1 H AR T
A5 Al AL R (R o 5% B 5 RT AR B v G HE U ) S AT SR B ) — AN R SC( iy — AN ERR) AT R A
{£.7F Spectre v1 1, B0l 2 1A B iR U 25 BB R Seid 1 U A 5 O I, 23 3R BRVE N B I 2Ry SCHT s,
AE A4 Bk % B0 = H pth bk AR )5, B0t 38 7T DLk B AT B 7S i 4 B B AR A7 i O oM B B 5 A5 B X AME R
ARABA B AR N Spectre /I T, 47 57 1 Bl 85 B4 A 306 381 0o 387 428 il 1) Bt e A5 3

o T AR ISR B AR TN B8, Mok o A0 S0 IE 5% bk 2F (A R Spectre /N TR B RUMHE 008 T X N s
hk, Bt HAE B OIS [ Py U125 BTB, A8 J0HE I 2112 bk (35038 S840 19 b bk ), 55 64 45 52 55 3 I Bk 5 313
AN TH ESAT. T BTB J& 7R I8 B A% 2 8] 52 1), DA b Bt 355 0 203X P A E R AL T R — 403 A% L

G332 H bR AT 3 AR AR AT Bl 3k FR 19/ TR (22 W, ROPI). 5 ROP 1 X Bl 75 T il 5 AN
T2 F A R, TR BTB 47852 I Sk Bk A AT 42 ) AR 5 275 SGXPectre H',Chen %%
N EUZ B 5@ A 43 32 H bR N B0 2 T U SGX Ko SR B S B4 S

e NetSpectre

Schwarz % NFOWR 7 — ol J7 76 8 AN EER Bl 76 52 H L3 E3AT B LA HS NetSpectre Bk #4 #
ANASTR] R /S B (R R A% 28 T2 )& 31 NetSpectre H il /s 1B 6 57 15 1) il Boids 32 20 R 51 AL 1) —
£ LEARR U, I 40 S ke BB I B A RS AR5 AL i /N D R AT Lo e 1 2 0 3 AT N ) 803 (), B T v AT
PP A3 S0 W S IR TR0 ) R 2 g T SR MRS 5 A i 3 40 S TR0 11 W9 S R AT B — R B0 o T AT M
BRI ZRAL B A% Bt 23 ) B AR 3% 2 A W 288 B A, G b B A S A A T 4 A R S A AL e 23 S T )1
S B HE W Z A AR W8 A b B0 T 2 B2 D P A7 7 I B0 T A 3000 S A7 P A 2 P A 67 S 1D T 8% K i 2
FF 1), R1 gbt o 857 B [0 0 52 1) 199 29 B 3R 1) 532 1), T 8 e 0 K ot D9 8% 6, 30 AT 1~ 389 DA R ARG T 7 KT e, s 5 T A
A AT 23 S8, B S 0 YA AR 15 0 (8 A R R G2 A ) LA SR A5 52 B 00 6 11 .

BRT A 00 2 0 A A IR B AR 26 1 RN 8 2 S5 B A R A 70 i ki 3 75 B — T A o 28 (BRI ) 2% 2 11
J5 ¥ T 52 5 5 AN K AT e At B el B 2 AR e 4 11 DR M B AN e A Flush+Reload 2847 X, 1M K
H T J5 45 1 Thrash+Reload 7775 3 I IR 2% 47K DR B 3N 35 J& — BB AT, T A S 15 Evict+Reload IRFEA &l 6 P
BRI . R T A0 B A AR AT IR D0 T BRR HEA G2 A8, AN AR AN 99 286 ] U ) (1 482 1 0 ] B 1) T 2 ) 32 5 8
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T SRS I 7 2B SO B A ML s N Ah IR IE A
3.2.2 HEMPEAE G BN R
e Spoiler
I AR B B A B A, G 0 A s BN 8 R, LA S0 PO A 00 Ak B 849 P9 A7 U 22 1 X (MOB)
EHNAEEEAE MOB 5 5 B A7 B % M A MOB JE T G Intel P A7 HE P UVt £ o A7 B A A AT 3,
PR A7 A7 it 2 PP BHA T, P9 A7 I 28 0] LG PR AT A7 i 0 A R Sy 99 A e 4 , A 23 oK b il R 550308 77 ik 1047 i 22
T DR A fifh 8 o DX A7 b B2 B A 0 A7 Al B8 AL 2 W AR S AT SE A 4R A TR U 7K 2 A 0 B A ik 50 3R 0 — 2B Al
MOB BB 32 R N2 1 JC 77 AT A7t 5 2 — P AR B, 2 SR 0 A b bl 5 77 il 28 o IX 4% I DL, D £ 4 7 il
BB 3% B I I % — AN I R R MOB. GV T 476 22 1 X BT I A o 4800 77 il 09 it .Intel X647
il 2 3 DX 110 S B 86 AT T S, AV £ (0 1 T2 W1, e S AR A R ol b ik O FL T 655 34 40 0 B0 b ik 1040 B gk, B
KRB R b1 AN DG T, (H A0 324 1T R 15 M 6 e B0 . 58 B ) At e g BN A AR B IR R S B B, R ) MOB . 7 22
I TLB 1 1) 52 % (4 B H ik 45 13 2 AR FE IR 1.
Spoiler! I i i 45— 004k 0 28K 11 4 5t 2 A AT 22 28 K SR ECAT A0 B8 7 T B 5475 S, 1 401 Rowhammer 122
TE Y 2 2 A A AR A 388 T #1875 T ot g 0L R A7 3 b Bk 22 ) 1 et JEAT 386 1) 2 A A5 B T Spoiler it 58 145
JLATRE X RG [7] S3 BT NE 256 4%,%F Prime+Probe Kl KBS R TR 4 096 5%, JLT-FTEL 100%4i 8
DRAM 17958, L4 38 H] P AR S0 Rowhammer B,
e Spectre-NG V4
IRAR Ak T 385 T A P A i % v DX T A 2 K B 19 (i B 5 (B A A SR o P R, K A4 A B 1T L4k S
1TH8 4 AFAG S 1P DX P 1A BT A 250 B 4 0 4 5 [ 22 PN A7 35 SR IK— AN 52 4% TR 38 02 - N A7 0 280 2 15 (A 3B £ 1790 P
17, R A A7 22 3 X1 A S 97 (0 (55 [0 32 P A7 A 17 R S i ol 155 L, Ak B 4% 5 A% 8 47 i 22 1 DX BAUAT 1190 45
BT A B RS AV SR 55 (), B2 b Bl T RS AN R A UG B A o T B, DR A il 2 b X 2R R 52 0% FLRE R
(3% I REAR A AR I 5.k T HE— D3 M 8 A BB SR T T R A AR A7 i 2 vk X B ik (i Ak R JE i
7V 050 R 28 1) b ik 5 7 i 2 9 DX R PR AT AT b RS PR 5, A B AR HE I BAAT R % I A7 i 22 o X . Horn A
HEWA7 Ak 22 o X Be it ML AL B R, 45 & Flush+Reload [ {5 18, ¥R A 7707 B 135 L B 10 () o 0 A B )
1B Bk o L it Y A RIASL R 2 331 £ P 7745 S
3.2.3  HuhkHED
Maisuradze B & Koruyeh 25 AU B 7 —Fli 1) F 3R [0] HE 4 22 b (X (RSB) BT A2 Pl RSB 2 A4 i b, T8 37 B,
B 16 A5 T PR ER S 8 T 362 11 3R (2] s ik 38 3 ret $5-4 I, RSB (0 T0 #8481 05 o] s ik 768 278 &R
45 I, RSB & ] T2 45 4% .1 S RSB 4 ¥, Skylake b FE#5% il 4> 3 H Ar 2870 X (BTB)AE oy Jri %571, RSB HE M4 1%
WAL RSB A FR A [P st ik 00 PR A G B0 IE 3R [ 3tttk R — S0 15 0. Koruyeh 25 AP0 Y T K ZE A i
HET 1 4 Fhiz .
o 1 FIZEE T RSB &M K/ HI S E RSB i Bl R 783 110 & AL A 1R HE. RSB P REWS (1A% T K
FH T4 D0 0 b il B0 e 2 A PR, — MRk U K i 188 4% 1T LAAE i 4 A ik, 52 T e 4% 16 A IR 5525 T 5K
(Bl 24 AN BT R Z 3R B bk s N Z)/s RSB |25 A28 Y T 2 75 IH 4% H .2 )i ret 354 2RIk
L Y Btk H R S T AR R TS ret $5 4S5 N IR IR [B] ikl 4 7 551X B RSB A& 7u i, JC A TR AR [B] dth
HEBEAT T AN R ) CPU, A #E 2K 78 3 11 77 :CAB AN [6] 481 1, Intel Skylake A1 EE 37 (1) 4b #2845 BTB 1F 4
2% FL AT AT ORI BTB #E47 Bk
o TEWI 2 b Mrk T LU R 26 B AR AR B b il SN B ok TS S RSBy I, T LA R %
1B call #5424 push F jmp 54, 1K I BEAT call KoUK b ik N RSB, EAE 5 A A% A A7 3R [ i kk, A
T 368 B3P 38 A8 — 330, £ 3R [0 N 7o A 8 35 TR0 575 — 7 T, 1 mT LU B50R 1198 4 4 pop #1 jmp, B4 call Ji
N R ) s b A B (E 2 R N RSB VA, S 80T — Vi 5] I 7500 445 457
o I 3 RN E YT 4 RSBZEHE NPT % A2 (B3 A48 2) T, BT call, 2 bk FE AN AR 4 R BT 4
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