A4 4R ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software,2020,31(10):3238-3250 [doi: 10.13328/j.cnki.jos.005805] http://www.jos.org.cn
O R Bt AT 58 BT R BT A5 Tel: +86-10-62562563

B = O S BIETINEZ R TR i
wpd ! HEs! axal sz

O N B e S BB B S TR K TR M 450001)
POREMCH PR R RS R B a2, 1 K 541004)
TARER: 2%, E-mail: huxuexian@tca.iscas.ac.cn

B AEZFubANERARR(ES PAKEYB T BN P ARURE EFRESBLEF A0 b TAERS
BB T SHABT AN EARS. B TABHRY T A F £ a4 fi42, =% PAKE Wil RKIALA F &
WEABIE T ZF TS £E KM, A =% PAKE il K % %209 2R84 5 AR 01 G4 A P o AR %
HH IR 425 1 A S B PT 2 RA9 B KB EIR 4 35t B AK B AR KL T P B AR IE LR T AR =7
PAKE W a9 A Aeifit. o4 T —ARIER B 69K TRIEAH =5 PAKE WX 8 i g T2 B AT
Sk B kR AR A B BT B ARG A M R R AT S TSGR B f b kb 4R T — AT e R TR e =
% PAKE ¥, FHEAREAE TR T PRkt a9 Wil a) oM, 55 S WaUA b R A 3 2 9 B R E T 2.5
G A ) B BLAT ST 4% 643t S Al 45 AR

KEER: BRI P ANE I E T B R F S E AR AR R

hEESES: TP309

e s AR 5RO B R 2R S, 0 3OS BT 2 B ) = 05 1 A B IE 6V IR 35 B A B B B 2 41,2020,31(10):3238-3250.
http://www.jos.org.cn/1000-9825/5805.htm

35| F#%30: Zhang QH, Hu XX, Liu WF, Wei JH. Improved verifier-based three-party password-authenticated key exchange
protocol. Ruan Jian Xue Bao/Journal of Software, 2020,31(10):3238-3250 (in Chinese). http://www.jos.org.cn/1000-9825/5805.htm

Improved Verifier-based Three-party Password-authenticated Key Exchange Protocol

ZHANG Qi-Hui', HU Xue-Xian', LIU Wen-Fen?, WEI Jiang-Hong'
'(PLA Strategic Support Force Information Engineering University, Zhengzhou 450001, China)

%(School of Computer Science and Information Security, Guilin University of Electronic Technology, Guilin 541004, China)

Abstract: With the aid of three-party password-authenticated key exchange (3PAKE) protocol, two users, each of which shares a
low-entropy password with the trusted server, could agree on a common session key securely. Since 3PAKE protocols reduce the burden
of password management dramatically when the total number of users is very large, they have attracted much attention recently. However,
most of the existing 3PAKE protocols are designed in the scenario where a user stores her/his plain password in the password file of the
server, henceforth no protection would be provided once the password file is leaked. This study investigates the analysis and design of
verifier-based 3PAKE protocols, where the server holds a verifier of a password other than the plain password. Firstly, it is shown that a
recently proposed verifier-based 3PAKE protocol is not secure, which is vulnerable to off-line dictionary attack. Then, aiming to
overcome the existed deficits, a new verifier-based 3APKE protocol is proposed and its security is proved in the standard model.
Comparisons show that the proposed new scheme takes the advantage of security as well as enjoys practical efficiency.
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Hash(hk,L, ,;,c = (u,e)) =u"e”H*, ProjH (hp, L, ,,c,(r, 7)) = hpl"hpf(”).

TP A4 R B AZAE RS % S B T AT LB A 3, Mk, 4 0 B 4y B 04 n fl mp,
K55 2% S AN IAE TG (s, H , =, ") M (s, Hy = 5,7 "), W 1-V3PAKE s i) FLAK AL B4 R

(1) 7 A EPEREHE r, e Z,, THEE VA TR A5 P, = g™ XN K ElGamal %3 6 = (u, = g" e, =
R - P, SR ROETE B (A, Bycs) SIS 28 ST B IEHEREN I ry € Z,, i 5 A TS A P, =
") X R[] ElGamal %3 ¢, = (uy = g% e, = 1'% - Py), SRJG KILW B (B, A,cps) i RE-25 S.

Q) HRES#% S W B EUR,JE P A EBEENLE bk, = (x .y ,.2,), 5L hp, , = g B4, hp, , = g™4s7  th ||
mk =Hash(hk ,,L ,,c,) =wi e H:  BE 1, = A||B|| S| i 1o, || hpy oM =5, || H o TR thy 789 04 BEHLEL
T8 cgy = Enc(pk,M 315tk ), I RIETE I (s o hpy 4o hpy 5 c5,) ST ARAU, O T 7 BIEFEBERLEL hky = (x5, 15,
zy), WS hpy = "W hp,y = g""s™ thy || mky=Hash(hky, Ly,cp) = uj el Hy', W& 1y = B| A||S || cys || hpyy | hpsg,
My =sg||Hy, 3 thg VB0 IMEE FIBENLE T 5 ey = Enc(ph, M g;1,;5tky), [ RIEW B (55, hp5,hDag.Cop) 4 H
F' B.

3) HF A B (hp, 1, hp, yrcs,) TG SGTEEE th, || mk =ProjH (hp, 1, hp, s LisC oo ) = Bpl - hpt 0 3R I
FIF thg AF R BENLECE HT 05 ¢, = Enc(pk, M ;1 5tk ), FEU0UE 5 FEHECBI 0 gy 02 A5 HH A5 0 S50 UE AN AH 55, 00 57
BG5S U W R IR T W 7 4 PRI x € Z,, 75 X = g%, 0,5 = MAC(mk ,, A|| B|| S || X), SR )5 il e 5%
a5 S SR (X, 0,50 KM B RN B (hpyy, hpygcap) T T thy | mby TERAIE cgp, BRI 5 1% £ B
MByeZ,, WY =g" 055 = MAC(mky,B|| A|| S| V), 25 RS 45 S RILW B (Y, 055).

4) Mg s WRIMBJE, W HEY mk, 1 mky BAE MAC 14 o5 Rl oy A 75 IEH, B IE ML 5 6
Ogy = MAC(mk , 4| B||S|| X || V), 04 = MAC(mky, B|| A||S||Y || X), SRJG M 4 KIEWH B (Y,04,), AP B K
EHE (X, 04).

(5) FAF A K B AEU Bk A MRS #5 ng BE, 20 BRI 2540 mby R mkg 3030F MAC 1 o5, Bl o, 245 1L,
B0 UE R 45 TR 25 06 ARG A P A4 VW SR BN sk, =Y, I B R STRB N sky, = X7

FEF 7 R S5 # RSB AT U IS B0 N R S A HRITE S L, = L, 05, R BOL:

Hash(hk ,,L,,c,)=uyeHy
= gl (W gm0y gH )2
=(g" h*)" (ghs*) (2
= (hp, )" (hp, )"0
= ProjH((hp, 4,hp, 1), L 4> 41457 1))

FIANH P A RIS s S K v A5 BUAH I th, || mk g, BRAE T cgn 0450 g IR S HT P B RIS
W ST AF BRI thy || my, TRAE T cgpn Opgn Oy HIIERAPE. IR IE, D B0 P 36 AIE #0KE W 1L B 2% A4 F BB 2E %
AR S UGB sk = Y™ = g™ = X7 = sky,.

S 1.8 I-V3PAKE Wi o B ATR) AT R AP AR B0 5 1) 11 4 1 5 L ol R ) ) 3 1 1 3 88 I s A6 o B i
LT 14 R BG AL J6 G AIE. — U7 1, H 7 AR R 85 g v G A 1 ProjH (hp, L, ;,c,(r,m)) = hp[ hp ™ B 5
B F (), WAL T PS50 F(r) My —J5iiE S L, ={(ue): Ir,3nu=g"e=h"g"" H=5s""} 152
MTTAPRAUE T e=h"g" ™ i) P AR T g RS H AR T s BOFREOR A S 1, RIIE S T 2% 245 fff S 4
A 5 A VT 9 B8 F T,

i 2.1-V3PAKE P RESEHRAE T X Yang-V3PAKE PSPy g 25 5 s ok L o b, G SR 40 25 07 SRS 3.2
AR B 1 B 8 I-V3PAKE PSR 3 1 56 S8 e i B 3 1)1 J2, ) R B 3 RS0 P U e {4, B} 1)
4K T ElGamal % 3C (u,e) ¢ L, ,, #3055 25 VH 545 21 thy, || mhe, o Bk 5 2K 10 42 56 4 BEBLIR, AN 2ok
BTG BAIE ¢.g SR ) HCAE W 11 4 (0 1E Aff o
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4.2 s bbE

AT TI-V3PAKE 105 HoAl S8 [¥) = J7 PAKE BhiSlAEZhfig it SR 7 h i L, Ak 45 L Lk
LAER 1 IR T8 v R R e 8 2 7 M I o 7C2S I “Key Privacy” 43 Wil %6 78 9T 2% F& 1) = J5 PAKE Y
JEA SCRFIRAE G AT AERRERRL R R e 4, R EIR LB R Bt . P B RS 2% 1 S AT BA &
SR PR R IR S5 % I RL B IR, VT SR A/BIS RN I A« B FIIRSS 2% S 43 50l it it i) v SR H02 5100 R
R SCHR[32], 3R AT FI AR AERS TR CCA 2242 1) DHIES 28I %% 53530k 5249 A 3L v (1 2 £H % 5432 PKE.
AN ERBIR ¢ h 1 2 45502 SnT DU R P S A 2 S T BN R B T S 1) Py e P DR T A
s LU AE— IR BUS 5.

M1 PSS R AT LA, H T H A SCER[291 A FAT 1 1-V3PAKE PSR HE T I6AIE 7o A, HEAEFRAER R it
{169, {E A SCRR[29] H K BIMSUAS BEAIRAT 29 28 7 WL 5t TRTTT 22 4 1 AS R AL S FH 05 RV SR 32,361 1 st Al A
FRAEAB TR T AT AIE ] 224 1) (ERE X PR A PSR AS 2 L T B85 TG I, R AN BESIRA R 25 il i . 3 b, B R4
MR A, BAN 1-V3PAKE BHAESS MO KAE 67 AR O A4 E R 36 24 5 5C0HR[29,32,36 )88 4 #21T 11
WAE AR 5,22 1-V3PAKE PRl i H B R0 3 BB AR T SCHk[29]. R, TI-V3PAKE W SCAN (AR AL T B8 SR 1)
A PR AR [R] B B A T 352 1 v SRR A

Table 1 Comparisons between I-V3PAKE protocol and other verifier-based 3PAKE protocols
#F 1 I-V3PAKE P55 oAb 1t 71 = 75 PAKE Bl LA

B BRIEIC hRMEAER  BuZy il C2SIMIE Keyoprivacy  WBASfH  WSLMCE 4/B/S
[5] N N Y N N 2 1/1/2

[37] N N Y N N 3 3/3/4

[36] N Y Y Y Y 3 6/6/10

[32] N Y Y Y Y 3 6/6/9

[29] Y Y N Y Y 4 20/20/6

Ours Y Y Y Y Y 4 7/7/10

5 Z2MIERR

ARATLE T I 22 AR R IE W 1-V3PAKE s 22 A1, 1 48 iE W] 1-V3PAKE WS 2 i X 22 4 1 48 J5 iE W
B ISCHR S FH T A R P 2 T A A S O S T e T T R 45 e LA R R

EIE 1. R A INZ LR PKE = (KG, Enc, Dec) 32 CCA ‘%4 [],ElGamal A $3N%5 /& PKE' = (KG', Enc',
Dec') 3& CPA LA W, L,y R3E (1)@ 5 AP N k) PKE' K& O A WaA L PHS AHOCHC IS 7 ,SPHF
SRR TS Ly g P30 B G A 28 5L MAC 2 224 197 RO TERD, ) 1-V3PAKE PSR 18 X 22 4= (1.

IR AR & A SEENST I-V3PAKE BhSGE X2 At i) B vk BN R 22 22 £, U5 ) Send 1 Execute T
MR EL N GenasGere: P TR FIIETT R EH G, G, ..., Gy AT TLTT 3 A H0 L 2507 %R S e AR s L
155 FL S PR B3I AR

WERR Go:IX AN IHE RN BT 42 AR AN v 1 S22 4 s SIS (0 B0 52 T i e i) e 3 IR AR A 4

Advis, (A) = Adv,(A) (3)

AR Gy WA R TT 46, ATV GBS BT Execute ) (LT 30 HE3% Gy h IEREHL Execute ¥ ]I,
58 A P s AT ProjH T S04 BBk 3 B0t 2 1R Hash o 8. 11 T Execute T IR 5% 25 8 2 90 52 1), R i
IR T AT SRR ST B S A A bR B IR S T AR Gy R B AT FIAEERR. Gy AR R A
0 H Adv, (A) = Advy(A).

Wi Gy AR Execute B TR P U € {4, B}, AT S 1 438 B 108 3C ¢y = Enc'(pk',Pys1y) =
(uy =g"%,e, =h" - B)) B cyg = Enc'(pk', Py;1)) = (uy = gV e, =hV - B), S, Py Z— B4 m(RIAJE
T A b R ANMED) T (K TR A5 R 95 EIGamal 23 80025 14 PKE'f) CPA 22 421k, 7T 411 Py T Py %550
AT 3 B, AT R YR AE (¥R 75 (hybrid ) UE B BEARCKE geve A Execute THUE HH IR SCIRAN B 4 ] 40, B0ti 7 A U



3246 Journal of Sofiware A% % 3% Vol.31, No.10, October 2020

A Gy HAEUFAR Gy R 34222 o v 22 ey B
| Adv,(A) = Adv,(A) [ 24, - AV (1 + O(q000+4) C))

Horp (@)% &) T CPA Biihi # 1EBHU I LS AT I, A AT TERHY Send Rl Execute JE T 5 I A4 75 BEEAT Ai4H
(RTS8 R Reveal 1 Corrupt 1 i) I H 75 B3 [F]6f ROIR S, AT He tH BEI T 22 2 1+ 0(gend ™ Gexe)-

WiAR Gy AEMA. Execute WIS, RATTKS thy, || mk, =Hash(hk, Ly ,c,),U € {A, B} % e B BT £ 10 55K LLARE
TR Gy O cus B Py (% S0 e @ Lyycys @ Ly, HREAE TV BE5F 0 A5 o8 50000 57 9 1 5%, ml 460 20
i E AL AR Gs HAEHTR Gy TR DLIAZE T B, RIE egppe(h) A~ 11 L6 e A bR BAE S A\ AR T 55 0 5% I (K i
WE A I 5 3850 03 AT 2 T e T B 2 1 — AN AT 2 1 B 5L

| Advy(A) — Advy(A) < 24, - €sppr (K) (5)

Wik G ER L Execute 1R ), AR ¢, = Enc(pk,M ;1 ;tk ), cqp = Enc(pk, M z;1,;tky) H 1) My R Mg B e
B M, =s, | Hy (My=sy||Hypy, e, Hy =57 Hyp =550 2R BT A& T 71— N EME 2 7,e D i T
thy R thy TEWERK G5 T OB 400 B 50 42 BE AL 1) LU AR HR DRI AR5 0 25 4 PKE = (KG, Enc,Dec) If] CCA %4,
RN FAEWERR Gy SEWERR Gy rh (0 34 2 2 m 220 110, DR s,

| Adv,(A) ~ Adv,(A)[S 24, - Advig (t + O(q,0479..) (6)

L B LRI Gy I B W ) 02 A PKE 0 2 705 AT s b b ORI 30 T PKE 41K CPA
LAk ARJE TR R IR Gro 5 B2V 1) A 25 7005, DR L 75 22 PKE J&t CCA 4 (1.

WAk Gs: AP A5 Execute W) I, AT 345 05 28 (W S5 18 25 4T sk yp=skp, & He BBEHLE.FI ] DDH H B Z1H;
AR FAUE B BUi 3 16 S5 5 Gy M1 Gs T AR 34 72 28 22 4 Bt # X 4) DDH — o 41 (f 4 %45 ¢ DDH —J641(X,, Y,
Zo), MR A ARG R X o, I RATEREBINLIN a,x e Z,, U X = X5 g*, ) B T E L R
YRl oy I IR PEBENLI b,y e Z,, HUHEL Y =Yy g, 205 it A s B  TH 8 sk = sk, = Z5" Y X g™ AT L
B L2 = T04L(X0, Yo, Zo) i /2L Zy = DH(X,,Y,) I, FIRWER AN Gy 5642 —FF;24 Z, # DH(X,,Y,) I, E iRk
MK Gs Jt—FER.AE DDH il 8 3B v T, 7T 40

| Advy(A) = Adv,(A)[< 2- Advi" (1 + OG0 Hq.n,) @)

Z 6, FRATT ELKs Execute BEUL 1R 15 114 K 6 (10704 JE 0 2 135 S 185 0 ple o B ML AEL, AT 250 o5 2 A i M 345
F 8 A AR R T A T A6 SO T 5 ) 0T 2800 1) AR SEAL. ) T IR 6 88, R T Send Clienty(U) 478 L
5 % WS P IV UG T B, SendClient (U’ m),d € (2,4} FonfEH d BBHETRAHA S U REHE m,
SendServer,(S’,m),d e {1,3} FIRAEEE d FIBAEH 4 M5 A0 § RIEM B mAEATESHG= LW B IRATTIE L1
PLFE TR T A EH pk B pk HIFAE sk N sk.

W Go AW RAE UL X )™ A 19 SendClient, (A',(hp, 4 hpy 45 ¢5,)) B T3 200 I B 4 SRR ARG 7 Xk
AT AT ). 56K B (hp g hpaascsa)y 2 15 KR T HEA WL AT SendServer; (S7,*) [F1R1 52, 1 HL % G J2 15 52 ) F1
PR s 135 s/ FIH! IR B 5T A 04 ry & A VCHE 35 AT (s7) ) = H,, WE B2\ Bt A Bt
DIt 45 RO SRS AE A B, W3k A7 45 48 %0 B 45 RS 1 R 28 5, o s e in T B
g, L Advy(A) < Adv(A).

Wixk G AR AR GAS X P 4 B ) SendClient, (A, (hp, 1 hp, 4>c5,)) W IR 2538 S (hp 1ashpaa,
Csa) B S SRR T HE AN ISR K) SendServer; (S7,) 1 0] 52, AN P 4% FRP ORI R A" THE th, || mk , 10 & T 46K
At || mk, BEE RS S TR IR SE I, T2 U AT RS SRR 1 b ARG SO AS SO Bk
P34 B Adv, (A)=Adv,(A).

TRk G AR RRAS b1t T BB Y 8. SendClient, (A" Wil i AU T R UFE R G, 3R DR I (1)
cus =y =g" e, =h" - P) R 14 IR ISR Py B85 ST H 37085 4 ] PKE’ & CPA 24 i), AT B i 2%
TR AR Gy SRR G IR 3422 I T 2200 £, 1)
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| Adv(A) = Adv; (A) S 24, - AdViy (1 + OG0+ r) (®)

Wik Gor ASUWE R A IS 55 B AE LY S\ SendServer,(S7 (A, B, c ) FIN N 75 3. ELEE A N RAD] sk %353 s
HEAT R JEBAE P (K Py 5 P 114 g 2 45 DG A SR DG, 000 38 DA b ki jl o, £57 1 ABSAUL 2 SR AR T i, D 42
T SE A BENLI 7 O HE tk , || mk, AT CAE L5 1 3008 SO BN T Bos 2 BIh IR & 42, T 3 2 3015 iy
£ B DU b S R 0 A B 5 B R L ORI, AT R £

Advy(A) < Advoy(A) + 24,  Esppr (k) ©)

WAL Go: Al Xk 4k 45 IR 25 SR B . SendServer (S ,(A,B,c.is)) IR N 77 20 AL Tk Ga, IATTHF
gy = Enc(pk,M ;1 5tk ),cqp = Enc(pk,M g;1;thy) B8 B M =5, || Hy ;,My=sp || Hy , K% A, Hy =
=570 Hy =55 T thy I thy OB 8 50 A BE WL LR o DAL ARAR b0 %% 44 PKE () CCA % 4 VE(Hh T
AR G T B AES7), 7T 40

| Advy(A) = Adv,j(A) < 2G4 Advﬁ,ﬁﬁ (t+ O(Ggeni exe) (10)

WEXR Gy AU AR NG VB X} SendClient, (A ,m),d € (2,4} PIELRL IS T07 3% Gs, I DDH H ML H AR AL 2
= ICH (X, Yo, Zo)ITE TG N A BUT S 4515 A T B 2L X Y skyps shkgy BT 2RI 4 75 0055 X 3k 4%
ML a,x € Z, FFU5E X = Xg®, M4/ B iRESL v I R BBENLI b,y e Z, FFHSL Y = Y g7, 24007 i B2k
B BN T sk = sk, = ZY 0 X" g™ WGINE, BUH: 38 X 93 FL S 1A 23 1 35 4 skyg=skp.q A 564 BEN A 1 R A ANE
1 Bk 2 B DDH AR B 3, B

| Adv,o(A) = Adv, (A) [< 2 AdvE" (t + O(q 0y ) (1n

Zr LA A BUE I3 AL Advi, (A) = Advy(A) < Adv,, (A) + negl(k). T 38T Bt # R Gy h )
(75 5.

(1) Bihi & B AR AB B KIET W E(A,B,cas), LB ¢ s B8 5 114 7y AR (853

(2) Buiti& B RS P AB B ERIE T M B ahpaa,csa), DA ey 19202 5 1 2 my X
BAIE T (54, HL0 ) 155 30

(3) 7E MAC ZAMIE T, B s i th it 7 R AB D BT AT MAC WA TE{f;

(4) Bk BRI HORE 0 T Test W0 1a) #p BT A8 A L4 .

OV SEIN I 22 22 ¢ B0t 2 B B SUIT SR 1 MAC HLEII AR S B Bl AdvGaE (1), i T MAC %9148
WAk Gs A1 Gy L e B WA, W0 B ot 5 3 5L 1 T (3) T P MR % 2 2(q + ) AV
(t +O0(q,ppg+ o) T PwdGuess Fondifbe Lk (1) B B () & 427 FF s B4E_ Bk Gy, w8 & g
AN N2 1 R SRR 14 (AT AT 45 5, AT 0 2 I il 3 3o 52 g 9 248 il e g 2V 00 Y P T A4 14 1
4.

LR FT A B AR G RN Zipf R, A B T I REEE 2 £ 0 Pr[ PwdGuess] <
C' gl Fo,CTRT ' MBI Zipf S8 A AN R HE PwdGuess /N H B, 1 7 B DM 04 15 45 4 L2 4 B e
BBE LA, AT S B S TR (@) R IR 2 2 ) 12. AT 1 ddv,,(A) < C'-¢%,,. it BBl R R (3)~k
(1) #4,

Adviis (A) = Advy(A) S C' @l + 2Gons + o) TABV it (1 + O(G g i) + Espr (k)
AV (t+ O g T ) TAAVE T (4 OG0 1N+ 4+ AdVE" (1 + OG0 +400)-

M Advie (A) B2 C'- g, K—A 1] 20 i, 1T 50 1-V3PAKE B3 1 X224 11 O

EIE 2. # DDH BB, U 1-V3PAKE IpBSURH X T 9 SE 1T 4 7 10 AR 45 35 T CRAIE 23 U5 2% B 1) R 1tk L 1
M0 AR A, A 2 AT P B 2 i B AL B Pk (K B LB AT R 2 20 ¢ R K Execute Rl Send 15 IR
HAELN Geversenas MAT

Adv 5 (A,) S 2 Advg" (t+ 0(G e + Gyona)-
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W25 A IR VR A, FATH R A iE X DDH A8 K B # A, DDH Bl
A BRI = TCH (X, Yo, Z0), B A PTHH P IERE L1408 TestPair W MEREFEHLLLEE b e (0,1}, T S H A
FAVIEEAT IFHEA S NG 01 5 i 5 A, R ) Execute R SendClient 10) /N [R) 2 A FET- 7 0 10 Wi 3 o
B2 X Y\ skyg~ sk FHRIIFSN T LUE A2 AT 52 3 1 UEW] hilexk Gs M1 Gy, FIHIBEAL B Ly 07 20k =
TCA (Xo, Yo, Zo) IR EIPH BB AT .
BRI, Ay S A, W LERS b7 002R b'=b, M) A, il 1,35 0" = b, W A, far i 00824 T LAt A, HZh
ML
Pr{A,, wins} = %(Pr{b' = bReal(X,,Y,, Z,)}+Pr{b'# bRand(X, .Y, Z,)})

1r 1, ., 1
e Laniia(1-8)

11
=5+ ZAazv’,fij (A,

Hdr Real(-)FI Rand(-)53 7 2R /-5 N = Ju 4 /& FL 521 DDH = oL AL = JC4L. 2 (Xo, Yo, Zo) 2 AL =
JCALIN BEHL E L PRAE T R 28 23 13 P12 ML BEAL Y 24 (X0, Yo, Zo) A HLSE ) DDH —Jud4liny 25 Bt & A, St
R 0L A 55 5 B S TGk M ) e 0 T B B AL, W REAS Execute R SendClient i 1) R FUL# L 75 528 B0 i, BT ]
1558 B AR, O

6 HRIE

ARSCHIETRAETG =77 PAKE MMXGEAT TFIL 1 26, 36 H 00— 0 Zh v 8 00 3 T 50 7 )
=7 PAKE Phislf e 2 2 e, 5 T B 45 S0 30K 26 T ElGamal ABIINEE I 11 AW A HURILL &
S TG 10 T B 0 75 B B B R AL MO T — AL TR TG = 07 PAKE B Jf 7EAR AR
FUEDT T R UL R X A At A M 2 A T 15 A DL EL A MR D A (LR T 8
22 AP, T FLFAT 5% 60 -SRI f A
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